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Abstract—Channel state information (CSI) is known to be
crucial for both enhancing the transmission performance and
ensuring physical-layer security (PLS) in wireless communication
systems. To estimate a channel’s CSI, the transmitter (Tx) typ-
ically broadcasts a predetermined pilot signal, then the receiver
(Rx) computes the channel coefficients based on the received
pilot signal and returns the estimated CSI to the Tx. Most,
if not all, of existing communication algorithms simply assume
that the fed-back CSI is reliable/secure. However, in practice, a
malicious terminal may send falsified CSI to the infrastructure,
thus compromising the throughput and/or security of the com-
munication over the channel. Although some researchers have
already identified this vulnerability, demonstrated the feasibil-
ity of the CSI-forgery attacks, and designed countermeasures
thereof, their methods either i) are tailored to specific types
of attacks, thus lacking generality, or ii) require modifications
to the pilot sequence and hence the protocol. To counter the
CSI-forgery attacks and remove/mitigate the deficiencies of
existing countermeasures, we first develop a comprehensive
CSI-forgery model that can subsume the existing CSI-forgery
attacks as special instances to facilitate the design of general
countermeasures. Then, we propose a novel approach, called
SecCSI, to detect potential CSI-forgery activities and identify
their initiators using reconfigurable intelligent surface (RIS).
SecCSI leverages the RIS to secretly and dynamically modify
the wireless environment transparently to the receiver (Rx)
in which the pilot signal is transmitted. The infrastructure
can, therefore, detect any attempted manipulation of CSI by
appropriately configuring the reflection coefficient matrix of the
RIS, transmitting the pilot signal, and analyzing all CSI feedback.
SecCSI can serve as a guard module for existing communication
systems that simply accept the fed-back CSI without checking
its trustworthiness. Our theoretical analysis, experimental and
numerical evaluations have shown SecCSI to effectively detect
the CSI-forgery attacks and identify the attacker.

Received 7 January 2025; revised 21 August 2025; accepted 20 January
2026. Date of publication 28 January 2026; date of current version 16 February
2026. This work was supported in part by the National Natural Science
Foundation of China under Grant 62072351, Grant U23A20300, and Grant
62202359; in part by the Key Research Project of Shaanxi Natural Science
Foundation under Grant 2023-JC-ZD-35; in part by the 111 Project under
Grant B16037; in part by JSPS KAKENHI under Grant JP25K15087; in
part by the Project of Cyber Security Establishment with Inter-University
Cooperation; in part by the Science and Technology Research Project of
Henan Province under Grant 252102211120; and in part by U.S. National
Science Foundation under Grant 2245223. The associate editor coordinating
the review of this article and approving it for publication was Prof. Hessam
Mahdavifar. (Corresponding authors: Zhao Li; Jia Liu.)

Yicheng Liu, Zhao Li, Zheng Yan, and Siwei Le are with the
School of Cyber Engineering, Xidian University, Xi’an 710126, China (e-
mail: ycliuxdu@stu.xidian.edu.cn; zli@xidian.edu.cn; zyan@xidian.edu.cn;
lesiwei6@gmail.com).

Kang G. Shin is with the Department of Electrical Engineering and
Computer Science, The University of Michigan, Ann Arbor, MI 48109 USA
(e-mail: kgshin@umich.edu).

Jia Liu is with the Center for Strategic Cyber Resilience Research and
Development, National Institute of Informatics, Tokyo 101-8430, Japan
(e-mail: jliu@nii.ac.jp).

Digital Object Identifier 10.1109/TIFS.2026.3659002

Index Terms—Channel state information (CSI), physical-layer
security (PLS), CSI-forgery attacks, reconfigurable intelligent
surface (RIS).

I. INTRODUCTION

W ITH the rapid advancement of wireless communi-
cation technologies, wireless networks are evolving

towards ultra-high capacity, ultra-densification, and high-
bandwidth/speed services. Wireless signal propagation is
known to be sensitive to channel condition. To counter or
compensate for channel fading, acquiring the channel state
information (CSI), therefore, becomes crucial. This enables
the design of efficient transmission mechanisms that can
match the transmitted signals with the characteristics of a
wireless channel and manage the interference among these
signal transmissions, thereby achieving a high data rate and
avoiding co-channel interference (CCI). Additionally, with the
increasing transmission of sensitive data traffic wirelessly,
physical-layer security (PLS) has become a critical concern
for a growing number of wireless applications. CSI plays
an important role of PLS in numerous applications, such as
lightweight user authentication [1] where the channel condi-
tion can serve as the signature/fingerprint of a mobile station,
and the generation of physical-layer secret keys for data
encryption/decryption to enhance secure data transmissions
[2], [3].

CSI is, therefore, essential for both enhancing transmission
efficiency and ensuring transmission security. In the current
state-of-the-art (SOTA) CSI estimation, the Tx (e.g., base
station (BS) or access point (AP)) typically broadcasts a
predetermined pilot signal, then the Rx (e.g., mobile station)
computes the channel coefficients based on the pilot signal it
receives and feeds back the estimated CSI to the Tx. Most,
if not all, of existing communication systems simply assume
that the fed-back CSI is reliable and secure. However, in
practice, a malicious terminal may eavesdrop on the feedback
link to acquire the legitimate CSI, and then send falsified CSI
estimation to the Tx, thus compromising the throughput and/or
the security of wireless communications [4], [5], [6], [7], [8],
[9], [20], [21], [22]. Although some researchers have already
identified the above-mentioned vulnerabilities, demonstrated
the feasibility of the CSI-forgery attacks and designed the
corresponding countermeasures, they either require modifying
the pilot signal at the Tx, implementing pilot encryption opera-
tions [4], [5], or necessitate cooperation between the legitimate
Rxs and Tx [5], [6], [9], [20], [22], or can merely detect the
presence of CSI-forgery without identifying the attackers [4],
[5], [6], [8], [20]. As a result, their practical applicability
is limited. Furthermore, SOTA studies on CSI-forgery and
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countermeasures are usually conducted independently, lack-
ing the exploitation of their commonality. Therefore, it is
important to develop a general model for CSI-forgery attacks
to facilitate the design of broadly applicable and effective
countermeasures.

On the other hand, the development of wireless communi-
cation technologies is highly dependent on the advancement
of electronic materials and devices. In recent years, recon-
figurable intelligent surface (RIS), which is a meta-surface
consisting of a large number of passive and controllable
reflecting elements [10], has emerged as one of the promising
technologies for 6G [11]. Each individual reflecting element
in a RIS can be independently controlled with software to
modify the amplitude and/or phase shift of the incident sig-
nal. This allows the reflected signal to either constructively
superimpose with the directly transmitted signal component,
thereby enhancing the reception of the desired signal [12], or
destructively superimpose with the direct component to nullify
the impact of interference or signal at the receiving end, for
interference management [13], [14] or security [15], [16], [17],
[18]. In essence, due to its low cost, flexibility, and ability to
integrate with the wireless environment, one can utilize RIS to
tailor the signal propagation environment for specific indoor
and outdoor wireless applications. This observation, along with
the common practice in most applications where one side of
the communication link controls the RIS without the other
side’s awareness of its use, has led us to leverage RIS to
protect a legitimate user’s CSI feedback from interception and
detect any attempted manipulation of CSI.

Based on the above discussion, we first develop a gen-
eral model for CSI-forgery attacks that encompasses SOTA
methods as special instances, providing a basis for general
method design. Then, using this model, we take multi-user
multiple-input multiple-output (MU-MIMO) as an example,
which is a common communication scenario in both practice
and in most existing CSI-based attack research [4], [5], [6], [7],
[8], [9], [20], [21], [22], to devise a countermeasure against
CSI-forgery attacks. Specifically, we employ a RIS to modify
the wireless environment by dynamically adjusting its reflec-
tion coefficients matrix. This allows the mobile stations to
receive a mixed pilot signal of both the directly transmitted
and the reflected components. Therefore, the feedback CSI
will differ from that of the direct link between the Tx and
mobile stations, preventing the eavesdropping of true CSI.
At the Tx-side, by properly configuring the reflection matrix,
collecting the CSI feedback from the stations, and analyzing
these feedback CSIs, the Tx can detect any manipulated CSI
and identify the attacker, thereby ensuring CSI security.

This paper makes the following three main contributions:
• Development of a comprehensive CSI-forgery attack

model that can encompass existing CSI-forgery attacks
as special instances. Specifically, we introduce a forgery
matrix P to characterize CSI-forgery behaviors. This
model provides a foundation to secure CSI feedback.

• Proposal of a RIS-assisted CSI-forgery detection method,
called SecCSI. By utilizing RIS to dynamically reflect
the pilot signal broadcasted from Tx, SecCSI can estab-
lish a secure environment for preventing CSI interception,

detecting the attempts to falsify CSI and identifying
the attackers, thus ensuring CSI security and prevent-
ing potential malicious subscribers from performing
CSI-forgery attacks.

• Experimental validation of the proposed method using the
universal software radio peripheral (USRP) platform.

The remainder of this paper is organized as follows.
Section II discusses related works on CSI-forgery attacks and
Section III describes the system model. Section IV establishes
a general model to encompass existing CSI-forgery attacks,
while Section V details the design of SecCSI. Section VI val-
idates and evaluates the the proposed method, and Section VII
concludes the paper.

Throughout this paper, we use the following notations. The
set of complex numbers is denoted as C, while vectors and
matrices are represented by bold lower-case and upper-case
letters, respectively. Let XT and X−1 be the transpose and
inverse of matrix X. ‖ · ‖F and | · | indicate the Frobenius norm
and the absolute value. 〈a,b〉 represents the inner product of
vectors a and b.

II. RELATED WORK

Accurate and reliable CSI is crucial for improving data
transmission efficiency and achieving PLS in communication
systems. If the CSI is tampered with by a malicious attacker,
and the receiver accepts the manipulated CSI without checking
its validity, it could compromise the authentication of legiti-
mate users (LUs) and degrade the transmission performance.
Exploiting these vulnerabilities, there have been extensive
research on CSI-forgery attacks and their corresponding coun-
termeasures. The authors of [4] proposed for the first time
that a forged CSI can be utilized to compromise the efficiency
and security of a MU-MIMO system. By eavesdropping on
the legitimate CSI and then reporting a forged CSI to the
AP, the sniff and power attacks were realized. These attacks
can either illegally access the LU’s transmission data or
steal the AP’s transmit power. To counter these threats, the
authors devised CSIsec, which enables the AP to broadcast a
random training sequence known exclusively to itself, thereby
preventing malicious users (MUs) from intercepting the legit-
imate fed-back CSI and deceiving the AP with a falsified
CSI. Following [4], the authors of [5] proposed a polynomial
attack to circumvent CSIsec. This attack method relies on the
collaboration of several attackers. The authors also suggested
the use of time-varying keys to encrypt pilot sequence for
channel estimation, known as Antipoly, to thwart polynomial
attacks. In [6], an analog man-in-the-middle (AMITM) attack
was proposed against user authentication based on a wireless
link. To prevent AMITM attacks, the Rx can execute additional
noise injection (ANI). This noise will be amplified during
the attacker’s relaying process, making the presence of an
AMITM attack detectable. The authors of [7] implemented
user selective eavesdropping (USE) in a MU-MIMO system.
By generating and reporting a falsified CSI with a gradient
variation that preserves orthogonality with the intercepted
LU’s CSI, both eavesdropping opportunity and effectiveness
can be achieved. They proposed AngleSec, which leverages
channel reciprocity in the angular domain, to combat the USE
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TABLE I
COMPARISON OF CSI-FORGERY BASED ATTACKS AND THEIR COUNTERMEASURES

attack. In [8], a MU-MIMO user selection strategy inference
and subversion (MUSTER) system was developed to subvert
user selection in MU-MIMO networks. By manipulating a
falsified CSI with a higher channel gain than that of the LU’s
CSI, the attacker can seize the service opportunity intended for
the LU, thus achieving a denial of service (DoS) attack. Recip-
rocal consistency checking (RCC), which utilizes the channel
reciprocity to identify falsified CSI feedback, was proposed
to detect the MUSTER attack. In [9], a pilot contamination
attack (PCA) was proposed to degrade the signal-to-noise ratio
(SNR) of LUs and simultaneously improve the SNR of MU, by
manipulating channel estimation outcomes through malicious
pilot insertion. To detect PCA, the authors suggested using a
sufficiently long pilot sequence.

As mentioned earlier, RIS has been regarded as one of
the promising technologies for 6G [11]. Researchers have
demonstrated that RIS can be used for enhancing desired
communication [12], managing interference [13], eliminating
signal coverage blind spots [14], securing data transmission
[15], [16], [17], [18], etc. Essentially, the use of RIS enables
researchers to customize the wireless environment for various
communication purposes, rather than simply adjusting the
transmission to fit the environment. While legitimate Tx/Rx
can leverage RIS to enhance the secrecy of communication,
malicious attackers may also exploit RIS to compromise
legitimate data transmission [19], [20], [21], [22]. Regarding
the RIS-assisted CSI-forgery attacks, the authors of [20]
investigated the use of RIS in compromising channel reci-
procity based key generation (CRKG). By altering the RIS’s
reflection coefficients, the attacker can disturb the reciprocity
of the bi-directional wireless channel, thus sabotaging CRKG
process of the legitimate communication pair. To counter
the CRKG attack, contaminated path removal based CRKG
(CPR-CRKG), which utilizes the auto-correlation coefficient
of the path to identify the path created by the RIS, was pro-
posed. Reference [21] utilized RIS to perform pilot spoofing
attack (PSA). By adjusting the phase shift at the RIS during
the uplink and downlink transmission phases, the channel
reciprocity is disrupted, hence biasing the beam towards the
eavesdropper. The authors of [22] leveraged RIS to implement
pilot contamination attack (PCA), known as RIS-PCA, where
the attacker employs a RIS to reflect the pilot signal from
the LU in the uplink training phase. To detect RIS-PCA, a

Fig. 1. System model.

generalized cumulative sum (GCUSUM) was proposed, which
can detect RIS-PCA attacks by comparing the log-likelihood
ratio of a normally received signal with that of a signal
received under attack.

We compare existing CSI-forgery attacks and their counter-
measures in Table I. We can conclude from the above literature
review that existing countermeasures are typically designed
for particular types of attack, thus leaving them vulnerable to
other types of attack. Some of them (1) rely on modification
of the pilot data sequence, necessitating protocol changes
and limiting their applicability, or (2) require the cooperation
between the legitimate Rxs and Tx, incurring additional over-
head at the Rxs, or (3) can only identify the occurrence of
CSI-forgery without attributing it to a specific attacker. These
deficiencies mainly come from the fact that SOTA approaches
aim to function as specific patches in unreliable environments
to achieve PLS. It is, therefore, important to develop an
approach to mitigate these deficiencies. Instead of designing
new patches, in contrast, our objective is to establish a secure
environment to proactively prevent any potential attacks based
on CSI-forgery.

III. SYSTEM MODEL

We consider a MU-MIMO downlink communication sys-
tem, consisting of an AP equipped with NT antennas, KL

legitimate users (LUs) each with NL antennas, and KM mali-
cious users (MUs) each with NM antennas, as illustrated in
Fig. 1. For simplicity, we let NL = NM = NR.

The AP controls a RIS composed of K reflecting elements
via a RIS controller. We use HALl ∈ C

NR×NT and HAMm ∈
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CNR×NT where l ∈ {1, · · · ,KL} and m ∈ {1, · · · ,KM}, to
denote the channel matrices of the direct links from the AP
to the lth LU and the mth MU. Additionally, HAR ∈ C

K×NT ,
HRLl ∈ C

NR×K , and HRMm ∈ C
NR×K represent the reflecting

links from the AP to RIS, RIS to LUl, and RIS to MUm,
respectively. The distances from the RIS to the AP and
the users are sufficiently large so that the reflecting and
direct links are independent from each other. We adopt a
spatially uncorrelated Rayleigh flat fading channel to model
the elements of the above channel matrices as independent and
identically distributed (i.i.d.) zero-mean unit-variance complex
Gaussian random variables. We assume that the wireless
environment exhibits quasi-static/block-fading characteristics.
Considering our focus on guaranteeing the truthfulness of
the CSI feedback from the users, we assume that AP can
accurately acquire HAR ∈ C

K×NT [23]. Additionally, all LUs
and MUs feed their estimated or forged CSI back to the AP
[24]. The delay of CSI delivery is smaller than the coherent
time, within which the wireless channel remains constant [25].
The MU can eavesdrop on the CSI feedback from the target
LU to the AP [4], [5], [6], [7]. Furthermore, upon acquiring
the CSI of the target LU, the MU can fabricate CSI and
send the falsified CSI back to the AP with the intention
of either disrupting the legitimate data transmission [4], [6],
[7], [8], [20] or gaining unauthorized access to the legitimate
information [4], [5], [9], [21], [22]. We use diagonal matrix
Φ = diag {[φ1, φ2, · · · , φK]} ∈ CK×K to denote the reflection
matrix of the RIS. φk = ηke jθk (k ∈ {1, · · · ,K}) represents
the reflection coefficient of the kth element of the RIS, where
ηk ∈ [0, 1] and θk ∈ [0, 2π] are the absorption coefficient and
the phase shift coefficient of the element, respectively. Since
the environment can involve multipath, the use of the RIS
remains transparent to both LUs and MUs. We assume that the
RIS is securely controlled by the AP via a RIS controller [16],
[17], [26]. Consequently, the MUs are unable to detect the
presence of the RIS or its reflecting coefficients. Additionally,
SecCSI does not modify the pilot sequence; this information
is publicly known and thus accessible to potential attackers.

IV. GENERAL MODEL FOR CSI-FORGERY ATTACKS

We propose a general model that can subsume existing
CSI-forgery attacks as special cases. This model can be
used to facilitate the development of general countermeasures
against CSI-forgery attacks. Like most related works [4],
[5], [6], [7], [8], [9], [20], [21], [22], we use MU-MIMO
downlink system as an example to formulate our general
model for CSI-forgery attacks. The estimated CSI of lth
LU and mth MU can be represented as HLl ∈ C

NR×NT and
HMm ∈ C

NR×NT , where l ∈ {1, · · · ,KL} and m ∈ {1, · · · ,KM},
respectively. We define a combined CSI matrix consisting of
κL (1 ≤ κL ≤ KL) LUs’ and κM (1 ≤ κM ≤ KM) MUs’
estimations as H = [HT

L1 · · · HT
M1 · · · HT

LκL
· · · HT

MκM
]T .1

1Since the order of feedback can be random in practice, we use ellipses to
indicate that falsified CSI can appear at any position in H, without loss of
generality. Specifically, the ellipsis between HT

L1 and HT
M1 signifies that one

or more genuine CSIs reported by a single LU or multiple LUs may appear
between HT

L1 and HT
M1.

So, the AP will perceive a combined feedback CSI matrix
F = [FT

L1 · · · FT
M1 · · · FT

LκL
· · · FT

MκM
]T .

As mentioned earlier, there may be multiple MUs who
provide falsified CSI feedback, and thus F may not be equal
to H. To characterize such a situation, we introduce a forgery
matrix P ∈ CκNR×κNR to establish the relationship between H
and F, as given by Eq. (1).

F = PH. (1)

We can easily observe from the above equation that when all
of the mobile users are honest, P becomes an identity matrix
and F = H holds. Then, as long as a MU indexed with m
(m ∈ {1, · · · , κM}) feeds back a forged CSI, denoted as ĤMm,
instead of the estimated true HMm, to the AP, we can have
F = [HT

L1 · · · HT
M1 · · · ĤT

Mm · · · HT
LκL
· · · HT

MκM
]T , leading

to F , H. Based on this observation, existing CSI-forgery
behaviors can be represented by various constructions of P.

In what follows, we will use three typical CSI-forgery
attacks — namely, the sniff attack [4], USE attack [7], and
RIS-Jamming attack [20] — as examples to demonstrate that
our general model can encompass these CSI-forgery attacks
as special instances. Other attacks can be analyzed similarly.
Due to space limitations, we omit redundant explanations
in this paper. For clarity of exposition, we illustrate the
aforementioned three types of attacks in Fig. 2.
• Sniff attack: The authors of [4] set KL = KM = 1,

NT = 2, and NL = NM = 1, and considered a downlink
communication system where the AP employs zero-forcing
beamforming (ZFBF) to pre-process multiple data streams for
its serving subscribers. In this configuration, channel matrices
HLl and HMm become vectors hL ∈ C

1×2 and hM ∈ C
1×2. The

AP utilizes precoding matrix H−1 where H = [hT
L hT

M]T to
process the data xL and xM for transmission to the LU and MU,
respectively. However, when the MU provides a falsified CSI
ĥM = [ĥ(1)

M ĥ(2)
M ] instead of its genuine CSI hM , the combined

feedback CSI at the AP becomes F = [hT
L ĥT

M]T . As a result,
the AP will utilize F−1 as the precoder, and the reception of
this system can be expressed as:�

yL

yM

�
= HF−1

� √
PLxL√
PM xM

�
=

�
1 0

w1 w2

� � √
PLxL√
PM xM

�
, (2)

where yL and yM represent the received signals at the LU
and MU, PL and PM are the transmit power allocated for
transmissions to the LU and MU, xL and xM are the data
symbols sent for the LU and MU, respectively. By calculating
HF−1 to obtain w1 and w2, the Sniff attack can be characterized
as:

P =

�
1 0

w1 w2

�−1

=

"
1 0

h(1)
M ĥ(2)

M −h(2)
M ĥ(1)

M

h(1)
L ĥ(2)

M −ĥ(1)
M h(2)

L

h(2)
L h(2)

M −h(2)
L h(1)

M

h(1)
L ĥ(2)

M −ĥ(1)
M h(2)

L

#−1

. (3)

Therefore, the MU can manipulate w2 to approach 0 while
maximizing w1 by intercepting the legitimate hL and providing
a falsified ĥM to the AP.
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Fig. 2. Three typical CSI-forgery attacks.

• USE attack: The authors of [7] implemented USE attack
in a MU-MIMO system consisting of one AP equipped with
two antennas, two single-antenna LUs, and one single-antenna
MU. The two LUs are denoted as LU1 and LU2. The CSI
between the AP and mobile users can be represented as
hL1 = [h(1)

L1 h(2)
L1 ], hL2 = [h(1)

L2 h(2)
L2 ], and hM = [h(1)

M h(2)
M ],

respectively. In this configuration, the AP can only serve two
out of the three users simultaneously in a transmission slot. To
maximize system throughput, the AP may select the two users
with uncorrelated or highly orthogonal channel characteristics.
In order to seize the scheduling opportunity, the MU can
provide a forged CSI, ĥM , to the AP.

Without loss of generality, we take the MU seizing schedul-
ing opportunity from LU2 as an example. Consequently, the
combined CSI at the AP becomes F = [hT

L1 hT
L2 ĥT

M]T instead
of F = H = [hT

L1 hT
L2 hT

M]T . Since 〈hL1,hL2〉 , 0 always holds
in practice, then by ensuring 〈hL1, ĥM〉 = 0, this falsified ĥM

can facilitate the MU to be scheduled with LU1.
According to our CSI-forgery model, the USE attack can

be characterized by:

P =

24 1 0 0
0 1 0

w1 w2 w3

35
=

264 1 0 0
0 1 0

−α
h(1)

L2 h(1)
L1+h(2)

L2 h(2)
L1

(h(1)
L1 )2+(h(2)

L1 )2 − β
ĥ(1)

M h(1)
L1+ĥ(2)

M h(2)
L1

(h(1)
L1 )2+(h(2)

L1 )2 α β

375 , (4)

where α and β are arbitrary complex numbers, satisfying
〈hL1, ĥM〉 = 0.
• RIS-Jamming attack: The authors of [20] implemented

the RIS-Jamming attack to disrupt the channel reciprocity
between the AP and the LU. They set KL = KM = 1, NT = 1,
NL = NM = 1, and K ≥ 1 in their design, resulting in HAR

and HRL becoming column vector hAR and row vector hRL,
respectively. To implement the RIS-Jamming attack, the MU
prompts the AP to perceive a falsified feedback CSI as:

fLU p = hLU p + hT
ARΦhT

RL. (5)

We define hLU p and hLDown as the uplink and downlink
CSI without RIS intervention, and hLU p = hLDown holds. To
mount RIS-Jamming attack, the MU adjusts Φ to produce
fLU p , hLDown where fLU p = pMhLDown. Here pM characterizes
the MU’s CSI-forgery behavior, which is derived from P

under NL = NM = 1 and single LU feedback configura-
tions. Therefore, we can model the RIS-Jamming attack as
pM = 1+ hT

ARΦhT
RL

hLU p
, which is consistent with our general model.

From the above discussion about the three representative
CSI-forgery attacks, it is evident that although these attacks
are distinct from each other, they share commonalities that
allow us to establish a general CSI-forgery model using a
matrix P to capture attacker behaviors. This model not only
encompasses existing CSI-forgery attacks as special cases but
also generalizes to potential unknown ones, providing the
foundation for designing a comprehensive prevention strategy
against this type of threat.

V. DESIGN OF SECCSI

From our earlier findings, it is evident that when P = I,
i.e., P is an identity matrix, the feedback CSI remains secure.
This motivates us to develop a detection method that aims to:
1) scrutinize P to determine the presence of CSI-forgery, and
2) identify the MU responsible for providing a falsified CSI.
To achieve this goal, we will employ RIS to establish a secure
wireless environment, referred to as SecCSI, for CSI-forgery
detection and attacker identification.

A. Detection of CSI-Forgery

We formulate the actual CSI between the AP and KL + KM

users as HRΦHAR + HD, where Φ is the reflecting matrix
of the RIS. We define two combined CSI matrices HR =

[HT
RL1 · · ·H

T
RM1 · · ·H

T
RMKM

· · ·HT
RLKL

]T ∈ C(KL+KM )NR×K and
HD = [HT

AL1 · · ·H
T
AM1 · · ·H

T
AMKM

· · ·HT
ALKL

]T ∈ C(KL+KM )NR×NT

to indicate the CSI of the reflecting link from the RIS to
users and the direct link from the AP to users, respectively.
For clarity of presentation, we begin with KL = KM = 1.
Therefore, we can obtain HR = [HT

RL HT
RM]T ∈ C2NR×K and

HD = [HT
AL HT

AM]T ∈ C2NR×NT . Since we consider only one
LU and MU, we can omit the indices of LU and MU without
causing ambiguity.

In the CSI feedback stage, the LU feeds back HL =

HRLΦHAR + HAL, while the MU provides a forged CSI, ĤM ,
instead of its genuine CSI, HM = HRMΦHAR + HAM , to the
AP. Then, according to Eq. (1), the combined feedback CSI
at the AP can be expressed as:

F =

�
HL

ĤM

�
= P

�
HL

HM

�
= P (HRΦHAR + HD) . (6)
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Fig. 3. Illustration of pilot manipulation flow in SecCSI.

The process of SecCSI involves four rounds of channel
estimation and feedback (CEF) in each block,2 where we set
Φ to Φi, HL to HLi, and HM to HMi, respectively, with i ∈
{1, 2, 3, 4}. We use Fig. 3 to illustrate the pilot manipulation
flow in SecCSI. For simplicity, we consider KL = KM = 1 in
this example.

As the figure shows, during each CEF round, the AP
dynamically configures the ON/OFF states and reflecting
coefficients of the RIS. Specifically, the AP first activates the
RIS and broadcasts a pilot signal, which reaches both the
LU and the MU via the direct and reflecting links. After
transmitting the pilot signal, the AP deactivates the RIS.
Meanwhile, the users estimate their CSIs as HLi = HALΦiHAR

and HMi = HAMΦiHAR. Since the received signal at the user
is a superposition of direct and reflected components, the MU
cannot extract the genuine CSI of its direct link (i.e., HAM),
effectively achieving CSI concealment. Subsequently, the LU
and MU report genuine CSI (HLi) and falsified CSI (ĤMi),
respectively, to the AP, where the feedback CSI matrix is
combined as Fi = [HT

Li HT
Mi]

T . Then, any CSI-forgery can

2The length of a block depends on the channel coherent time [27]. In
SecCSI, we consider a commonly used quasi-static channel model, where the
channel coherent time typically ranges from one hundred to several hundreds
of milliseconds [28]. Since the the number of users has a dominant influence
on the total time overhead of CEF, as each user must sequentially report its
CSI back to the AP after receiving the broadcast pilot signal and performing
channel estimation. Consequently, the time overhead for one round of CEF
can vary from several milliseconds to several tens of milliseconds, depending
on the network scale and user density [29]. Therefore, SecCSI can easily
accommodate four rounds of CEF within the channel coherent time when the
number of users is not excessively high. However, it is important to note that
when SecCSI is applied to a system with shorter channel coherent time or
a large number of users, we can employ user scheduling methods to divide
the users into multiple smaller groups. This approach allows SecCSI to be
applied directly to each group, making the method scalable.

be detected by analyzing the feedback from four consecutive
CEF rounds, denoted as Fi−3,Fi−2,Fi−1, and Fi, where i must
selected such that i mod 4 = 0 holds.

It is important to note that SecCSI requires four rounds of
CEF to effectively detect CSI-forgery attacks. This detection
process is achieved by comparing successive CSI feedback
from users. We provide Proposition 1 to clarify this require-
ment. Its proof can be found in Appendix A.

Proposition 1: SecCSI requires at least four rounds of CEF
to detect CSI-forgery attacks.

Taking the first two rounds of CEF as an exam-
ple, we can obtain the combined feedback CSI at the
AP as:

Fi = Pi (HRΦiHAR + HD) , (7)

where Fi and Pi (i ∈ {1, 2}) represent the combined feedback
CSI at the AP and the feedback behavior matrix of all
users in the ith round of CEF, respectively. It is important
to note that since HR, HAR, and HD are genuine CSIs,
whereas the CSI-forgery behavior is exclusively modeled
by Pi, we delete the subscripts i of these matrices for
simplicity.

We use φki = ηkie jθki , where k ∈ {1, · · · ,K}, to denote the
kth reflecting coefficient of Φi in the ith round of CEF. For
simplicity, we configure all of the K reflecting coefficients to
be the same in a single CEF. Then, by setting θk1, θk3 ∈ [0, π],
satisfying θk1 , θk3, θk2 = θk1 + π, and θk4 = θk3 + π, we
can have Φ2 = −Φ1. Substituting Φ2 = −Φ1 into Eq. (7) and
subtracting F2 from F1, we can get:

F1 − F2 = (P1 + P2)(HRΦ1HAR) + (P1 − P2)HD. (8)

When there is no CSI-forgery during the first two rounds of
CSI estimation, P1 = P2 = I can hold.3 Moreover, since both
Φ1 and HAR are available at the AP [23] and are immune to
CSI-forgery, we can derive HR from Eq. (8) as:

HR =
1
2

(F1 − F2)(Φ1HAR)−1. (9)

It is worth noting that Φ1HAR must be a square matrix in
order to achieve (Φ1HAR)−1. This requirement can be easily
satisfied because the number of reflecting elements on the RIS
is always greater than the number of transmit antennas at the
AP, i.e., K > NT holds. Therefore, by activating an appropriate
number of reflecting elements on the RIS, K = NT can be
ensured, making Φ1HAR a square matrix.

Similar to the derivation of Eq. (9), without CSI-forgery,
we can derive HR based on the 3rd and 4th rounds of CEF
as HR = 1

2 (F3 − F4)(Φ3HAR)−1. By this equation and Eq. (8),

3Here, we assume that no CSI-forgery occurs during the four rounds of the
CEF, meaning that P1 = P2 = P3 = P4 = I holds. Based on this assumption,
we derive Eqs. (8)–(10) to establish the conditions under which CSI-forgery is
absent. It is important to note that we impose no restrictions on the behavior of
CSI-forgery. This aspect will be explored through an analysis of 15 different
types of CSI-forgery behaviors. Furthermore, there may be scenarios in which
a user fails to report CSI in one or more rounds of CEF. In such cases, the AP
will automatically classify that user as a MU. That is, providing CSI feedback
in the four rounds of CEF is a prerequisite for subsequent data transmission.
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without CSI-forgery during the four successive rounds of CEF,
the following equality holds.

(F1 − F2)(Φ1HAR)−1 − (F3 − F4)(Φ3HAR)−1 = 0. (10)

Based on the above analysis, by checking the validity of
Eq. (10) using the four Fis where i ∈ {1, 2, 3, 4}, the AP can
detect the presence of CSI-forgery. When the AP verifies that
no CSI-forgery has occurred, it can simply calculate 1

2 (F1+F2)
or 1

2 (F3 +F4) to yield HD. Therefore, the use of RIS does not
affect the AP’s acquisition of the actual CSI.

In practice, the MU may provide falsified CSI to the AP
in one or more rounds of CEF. Below we will elaborate on
the CSI-forgery detection method while taking into account
various CSI-forgery behaviors. We first provide Eq. (11) in
terms of Eq. (8) as:

F3 − F4 = (P3 + P4)(HRΦ3HAR) + (P3 − P4)HD. (11)

By substituting Eqs. (8) and (11) into Eq. (10), we can
derive Eq. (12), as shown at the bottom of the page, where 0
denotes zero matrix. Eq. (12) is equivalent to Eq. (10). When
P1 = P2 = P3 = P4 = I, Eq. (12) holds true, indicating that all
users are honest. Otherwise, when P1, P2, P3, and P4 take on
various values, representing different CSI-forgery behaviors,
Eq. (12) does not hold, implying occurrence of CSI-forgery.

As can be easily inferred, during the four rounds of CEF,
there are a total of 15 modes of CSI-forgery behaviors: 1) P1 ,
P2 , P3 , P4, 2) P1 = P2 = P3 , P4, 3) P1 = P2 = P4 , P3,
4) P1 = P3 = P4 , P2, 5) P2 = P3 = P4 , P1, 6) P1 = P2 ,
P3 = P4, 7) P1 = P3 , P2 = P4, 8) P1 = P4 , P2 = P3,
9) P1 = P2 , P3 , P4, 10) P1 = P3 , P2 , P4, 11) P1 = P4 ,
P2 , P3, 12) P2 = P3 , P1 , P4, 13) P2 = P4 , P1 , P3,
14) P3 = P4 , P1 , P2, and 15) P1 = P2 = P3 = P4 , I.

By observing Eq. (12), since HR, HD, and HAR are ran-
dom matrices, it is apparent that Eq. (12) will not hold
as long as P1, P2, P3, and P4 are not identical. There-
fore, CSI-forgery modes 1 to 14 can be detected when
Eq. (12) (or equivalently Eq. (10)) does not hold.4 As for the
CSI-forgery mode indexed with 15, Eq. (12) holds true, so the
criterion defined by Eq. (10) is no longer applicable. To tackle
this particular CSI-forgery mode, we design a supplementary
detection approach to enhance SecCSI. To assist in this
supplementary method design, we introduce a non-zero matrix
Qi (i ∈ {1, 2, 3, 4}), which can also characterize the CSI-forgery
behavior as Pi does, such that:

Fi = PiH = HQi. (13)

According to Eq. (13), when P1 = P2 = P3 = P4 = Ps , I,
a Qs can be derived similarly. Subsequently, by substituting

4Although specific non-identity matrices P1, P2, P3, and P4 may satisfy
Eq. (12), given the large number of elements in the random CSI matrices,
accurately determining non-identical P1, P2, P3, and P4 to satisfy Eq. (12)
can be considered impossible in practice.

Eq. (13) into Eqs. (8) and (11), and then left-multiplying (F3−

F4)−1 by F1 − F2, we can have5:

(F3 − F4)−1 (F1 − F2) = Q−1
s H−1

ARΦ−1
3 Φ1HARQs. (14)

Here we provide Proposition 2, according to which we can
derive Eq. (15) from Eq. (14). The proof of Proposition 2 can
be found in Appendix B.

Proposition 2: If and only if Qs = αI where α is a non-zero
scalar, the equation Q−1

s H−1
ARΦ−1

3 Φ1HARQs = H−1
ARΦ−1

3 Φ1HAR

holds.

(F3 − F4)−1 (F1 − F2) −H−1
ARΦ−1

3 Φ1HAR = 0. (15)

Since Φ3 is a diagonal matrix, and we can ensure HR and
HAR to be square matrices by arranging the feedback CSIs
at the AP to meet κNR = K and controlling the number
of activated elements on the RIS to meet K = NT , respec-
tively, their inverses exist. Additionally, given that Fi where
i ∈ {1, 2, 3, 4}, HAR, Φ1, and Φ3 are available at the AP, the AP
can compute both (F3 − F4)−1 (F1 − F2) and H−1

ARΦ−1
3 Φ1HAR.

Therefore, SecCSI can detect the CSI-forgery mode 15. In
practice, we can first apply Eq. (10) to detect the occurrence
of CSI-forgery modes other than P1 = P2 = P3 = P4 , I. If
no CSI-forgery is detected, we can proceed to apply Eq. (15)
to ascertain whether the MU consistently presents the same
falsified CSI feedback across the four rounds of CEF.

So far, we have presented the design of RIS-assisted CSI-
forgery detection under KL = KM = 1. However, our method
is applicable even when KL > 1 and KM > 1 because under
SecCSI, the AP sets K = NT to ensure ΦiHAR (i ∈ {1, 3}) is
a square matrix, and groups κ = NT /NR users’ CSI feedback
to ensure Fi is also a square matrix for CSI-forgery detection.
Then, as long as CSI-forgery occurs, regardless of the number
of falsified CSIs fed to the AP, it can be easily seen that
Eq. (10) will not hold true for CSI-forgery modes 1 to 14.
Otherwise, Eq. (15) will not hold for CSI-forgery mode 15.
This way, a comprehensive CSI-forgery detection is achieved.

B. Identification for MUs

Upon detecting a CSI-forgery, SecCSI will further identify
the MUs who provide falsified CSIs to the AP. For clarity
of exposition on MUs’ identification, we begin with setting
KL > 1 and KM = 1, satisfying (KL + KM)NR > NT > NR.

5It is worth noting that F3 −F4 ∈ C
(KL+KM )NR×NT must be a square matrix

in order to ensure the existence of its inverse. This requirement can be easily
met because the values of NT and NR are typically powers of 2 in practical
use. Additionally, during the CEF process, multiple users provide their CSI
feedback to the AP sequentially. These characteristics enable the AP to arrange
Fi as a square matrix. Specifically, during the CSI feedback stage, the AP
constructs Fi based on the reports from the users. For each group of κ ≤
KL + KM feedback CSIs satisfying κNR = NT , Fi is a square matrix. In other
words, our method first divides KL + KM users into d(KL + KM)/κe groups,
where d·e represents rounding up to the nearest integer, and then detects CSI-
forgery in each group. When (KL + KM) is not divisible by κ, we can group
the last κ feedback CSIs together for detection. However, this approach incurs
the cost of verifying κ − (KL + KM) mod κ CSIs twice where mod denotes
taking the remainder.

[(P1 + P2) − (P3 + P4)]HR + (P1 − P2)HD(Φ1HAR)−1 − (P3 − P4)HD(Φ3HAR)−1 = 0. (12)
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Therefore, during each round of CEF, the AP needs to organize
each κ = NT /NR feedback CSIs as an identification group.
There will be G = d(KL + KM)/κe groups in total for parallel
identification.

For the identification group involving falsified CSI, say
F0

i (the superscript 0 indicates that the matrix has not yet
been divided), we first divide it into two sub-groups, denoted
as F11

i and F12
i and combine each with matrix T1 con-

sisting of NT /(2NR) reliable CSIs,6 to form [(F11
i )T TT

1 ]T

and [(F12
i )T TT

1 ]T . These combinations can then be further
inspected using Eqs. (10) and (15). Without loss of gener-
ality, we assume that the CSI-forgery occurs in F12

i . Then,
[(F11

i )T TT
1 ]T will be verified to be not falsified, and F12

i will
be divided into two sub-groups, each containing NT /(4NR)
feedback CSIs, denoted as F21

i and F22
i , respectively. The AP

then inspects [(F21
i )T TT

2 ]T and [(F22
i )T TT

2 ]T where T2 consists
of 3NT /(4NR) reliable CSIs. We repeat the above process until
the MU that provides falsified CSI is identified in either FD1

i
or FD2

i , where D = log2(NT /NR) represents the maximum time
of MU identification. Although the above design is based on
the single-MU assumption, this identification method can be
directly applied even when there are multiple MUs.

C. SecCSI’s Effectiveness Against Collaborative
CSI-Forgery

In this subsection, we will analyze the vulnerability of
SecCSI when MUs collude for CSI-forgery and propose a
simple countermeasure to address this threat.

As presented in Proposition 2, both Eqs. (10) and (15) hold
when Qs = αI. This condition encompasses both Qs = I (i.e.,
α = 1, indicating the absence of CSI-forgery) and Qs = αI
with α , 1. In the latter case, the MUs collaboratively report
falsified CSI to produce Qs = αI, thereby circumventing the
detection mechanisms presented in Eqs. (10) and (15). In what
follows, we will elaborate on this collaborative CSI-forgery
mode.

According to Eq. (13), if Q1 = Q2 = Q3 = Q4 = Qs = αI,
then P1 = P2 = P3 = P4 = Ps = αI follows. In this scenario,
when Eq. (10) is utilized for CSI-forgery detection, it can be
expressed as:

[(Ps + Ps) − (Ps + Ps)]HR + (Ps − Ps)HD(Φ1HAR)−1

− (Ps − Ps)HD(Φ3HAR)−1 = 0. (16)

Eq. (16) indicates that Eq. (10) is ineffective for the col-
laborative CSI-forgery characterized by P1 = P2 = P3 = P4 =

Ps = αI. Similarly, when Eq. (15) is employed for further
detection, we can derive:

Q−1
s H−1

ARΦ−1
3 Φ1HARQs −H−1

ARΦ−1
3 Φ1HAR

=
1
α

H−1
ARΦ−1

3 Φ1HARα −H−1
ARΦ−1

3 Φ1HAR = 0. (17)

6These reliable CSIs can be directly generated at the AP, mimicking
trustworthy users’ CSI feedback, without any noticeable cost.

Eq. (17) indicates that Eq. (15) is also ineffective for the
collaborative CSI-forgery characterized by Q1 = Q2 = Q3 =

Q4 = Qs = αI which is equivalent to P1 = P2 = P3 = P4 =

Ps = αI, either.
Next, we will present the measure that MUs cooperate to

construct Q1 = Q2 = Q3 = Q4 = Qs = αI or equivalently
P1 = P2 = P3 = P4 = Ps = αI. According to Eqs. (7) and
(13), the combined CSI feedback at the AP can be expressed
by Eq. (18), as shown at the bottom of the page. Here, HLli

(l ∈ {1, 2, · · · ,KL}) and HMmi (m ∈ {1, 2, · · · ,KM}) denote the
estimated CSI at the l-th LU and the m-th MU during the i-th
round of CEF, respectively.

From Eq. (18), we conclude that for the aforementioned
collaborative CSI-forgery to occur, all users must scale their
estimated CSI by the same coefficient α and report αHLli and
αHMmi to the AP. This implies that all participating users must
be colluding and coordinate their falsified CSI reports based
on an identical scaling factor α, which constitutes complete
collaborative CSI-forgery. Moreover, Eq. (18) suggests that as
long as there is at least one LU in the system that reports gen-
uine CSI, complete collaborative forgery cannot be achieved;
then, SecCSI can effectively detect partial collaborative
CSI-forgery.

It is important to note that in practice, this requirement
for the aforementioned complete collaborative CSI-forgery
is extremely challenging–if not impossible–due to two main
reasons: 1) The MUs cannot physically isolate LUs from the
system, which allows LUs to participate in the CEF and report
genuine CSI to the AP, thus violating Eq. (18); and 2) the
objectives of different MUs may vary, making it unlikely for
all of them to agree on a common coefficient α and establish
effective collaboration. Therefore, the probability of all MUs
cooperating to bypass SecCSI is very low.

To mitigate the risk of complete collaborative CSI-forgery,
one can simply employ a trusted user to report genuine CSI
during the CEF. This genuine CSI can either be obtained from
an LU, or, more efficiently, generated by the AP to emulate an
LU’s CSI feedback without incurring any significant overhead
(as discussed in previous subsection).

D. SecCSI’s Complexity and Operational Overhead

We quantify complexity of SecCSI by the number of com-
plex multiplications [30]. The detection process of SecCSI
involves computations as outlined in Eqs. (10) and (15).
According to the design of SecCSI we set NT = K =

(KL+KM)NR to ensure the existence of (F3−F4)−1, (Φ1HAR)−1

and (Φ3HAR)−1. For simplicity, we refer to NT , (KL +KM)NR,
and K as N in the following analysis. The number of
complex multiplications required for Eqs. (10) and (15) are
2N2 + 4N3 and N + 2N2 + 4N3, respectively. Recall that
Eq. (10) are used to detect forgery modes 1 to 14, while
Eq. (15) is only needed for detecting forgery mode 15. Conse-
quently, assuming that all 15 forgery modes occur with equal

Fi = HiQs = [HT
L1i · · ·H

T
M1i · · ·H

T
LKLi · · ·H

T
MKM i]

T · αI = [αHT
L1i · · ·αHT

M1i · · ·αHT
LKLi · · ·αHT

MKM i]
T . (18)

Authorized licensed use limited to: University of Michigan Library. Downloaded on May 27,2026 at 15:39:58 UTC from IEEE Xplore.  Restrictions apply. 



LIU et al.: SecCSI: SECURING WIRELESS ENVIRONMENT WITH RIS AGAINST CSI-FORGERY ATTACKS 2039

Fig. 4. Experimental setup of SecCSI.

probability, the average computational complexity of SecCSI
is (2N2 + 4N3) + 1

15 (N + 2N2 + 4N3) = 1
15 N + 32

15 N2 + 64
15 N3.

The operational overhead introduced by the interaction
between the AP and the RIS involves two parts: 1) signaling
for controlling the RIS during the estimation of HAR, and
2) signaling for controlling the RIS reflection coefficients
during the four rounds of CEF. In practice, 2 bits are required
to control the RIS to switch between the ON/OFF states,
while the amplitude and phase shift of each RIS element are
quantized with b-bit resolution [31], leading to 2Kb bits for
coefficient configuration. During the estimation of HAR, the
AP first activates the RIS and sets it to full-reflecting mode
with φk = 1 for all k ∈ {1, · · · ,K}. It then broadcasts a pilot
signal, which reaches the RIS and is reflected back to the AP
without any amplitude or phase modulation. Subsequently, the
AP estimates HAR based on this feedback pilot signal. After
estimating HAR, the AP deactivates the RIS [32]. This process
incurs 2 + 2Kb bits operational overhead. During the four
rounds of CEF, the AP requires 2Kb bits each to configure
Φ1 and Φ3, while in the second and fourth rounds, only
1 bit per round is needed, as Φ2 = −Φ1 and Φ4 = −Φ3
can be achieved with an inversion bit. Moreover, the AP
requires 8 bits to switch the RIS between the ON/OFF states
during the four rounds of CEF. Therefore, the total operational
overhead of SecCSI amounts to 10+4Kb bits. It is important
to note that, in our design, K is not large, and the control
of the RIS involves only switching between ON/OFF states
and configuring the reflecting matrix during the four rounds
of CEF. Therefore, this operational overhead is negligible
compared to the volume of transmitted data.

VI. EVALUATION

In this section, we first utilize the universal software
radio peripheral (USRP) platform to implement SecCSI and
demonstrate its validity, and then use MATLAB simulation
to evaluate the detection and identification performance of
SecCSI.

A. Hardware Experiment

We utilize the USRP platform to experimentally demon-
strate that, with the assistance of RIS, we can establish a
secure wireless environment for CSI-forgery detection, without
affecting the ability of the AP to acquire the genuine CSI.

Fig. 4 shows our experimental setup. To mitigate the
influence of multipath and interference on the experimental

results, we conduct the experiment in an anechoic
chamber.7

As illustrated in Fig. 4(a), our prototype system includes a
Tx and a Rx representing the AP and mobile user, respectively.
We use a stainless steel plate to imitate the RIS. By adjusting
the angle of RIS with respect to (w.r.t.) the Tx and Rx, it
can introduce a required phase shift to its incident signal
As Figs. 4(b) and 4(c) show, the Tx-side consists of one
USRP X310 equipped with two horn antennas, denoted as
AntTx1 and AntTx2, with their main lobes targeting the RIS
and the Rx, respectively. The Tx is connected to laptop 1.
The Rx is implemented using a USRP B210 with a single
horn antenna (denoted as AntRx1), connected to laptop 2. As
Fig. 4(a) plots, AntTx1 transmits towards AntRx1, establishing
a direct link between the AP and the Rx. On the other hand,
AntTx2 transmits to the RIS, which then reflects the incident
signal towards AntRx1, creating a reflecting link from the Tx,
through the RIS, and to the Rx. We adjust RIS’s angle relative
to the Tx and Rx via mechanical rotation to introduce the
required phase shift to the incident pilot signal [33], [34]. The
main parameters used in the experiment are shown in Table II.

According to the design of SecCSI, the estimated CSI
involving the RIS reflection in the ith round of CEF can be
expressed as HUi = HAU + HRUΦiHAR where the subscript U
of HUi, HAU , and HRU can be either L or M, representing LU
or MU. Since we set NT = NR = K = 1 in our experiment, the
estimated CSI becomes hUi = hAU + hRUϕihAR, where all the
variables are scalars. We configure the Rx to emulate both
the MU and LU. When the Rx acts as the LU, it reports
its estimated CSI hLi = hAU + hRUϕihAR = hUi to the AP.
In contrast, when the Rx serves as the MU, it feeds back
the falsified CSI ĥMi = pi(hAU + hRUϕihAR) = pihUi (when
NT = NR = 1, Pi becomes pi). We ensure that the channel
environment remains static except for the variation of ϕi during
the four CEF rounds.

The experimental process is described as follows. First, we
have laptop 1 control AntTx1 to transmit a pilot signal to the
Rx while turning off RIS. Then, we can estimate hAU , which
remains constant during the four CEF rounds. Subsequently,
we shut down the direct link and activate the RIS to establish a
reflecting link between the Tx (transmitting with AntTx2) and
Rx. We randomly place the RIS and adjust its angle w.r.t. the
Tx and Rx to achieve an estimated Ang(hRUϕ1hAR) = 0 where
Ang(·) denotes the phase angle of a complex number, at the
Rx. This indicates that the RIS can introduce a phase shift of θ1
to its incident signal, where θ1 represents the phase coefficient
of the RIS in the 1st round of CEF. Then, we turn on the
direct link and estimate the CSI involving the RIS reflection
to obtain hU1. In the 2nd round of CEF, we shut down the
direct link again and adjust the angle of the RIS, yielding an
estimated Ang(hRUϕ2hAR) = π at the Rx. This demonstrates
that the RIS introduces a phase shift of θ1 + π to its incoming
signal. Subsequently, we turn on the direct link and estimate
the CSI involving the RIS reflection to obtain hU2. For the 3rd
and 4th rounds of CEF, we configure the RIS’s angle to yield

7This experimental setup does not limit the applicability of our method.
SecCSI can be applied in more practical wireless environments.
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TABLE II
PARAMETER SETTINGS OF THE EXPERIMENT

Fig. 5. Estimated channel coefficients.

an estimated Ang(hRUϕ3hAR) = π
2 at the Rx with the direct

link shut down. Then, we turn on the direct link to obtain
hU3. Subsequently, we turn off the direct link and adjust the
angle of RIS to achieve Ang(hRUϕ4hAR) = 3π

2 , indicating that
the RIS introduces a phase shift of θ3+π to its incident signal,
where θ3 represents the phase coefficient of the RIS in the 3rd
round of CEF. Consequently, by activating the direct link, we
can obtain hU4. According to the experiment design described
above, it can be ensured that θ2 = θ1 + π, θ4 = θ3 + π, and
θ1 , θ3.

Fig. 5 depicts the estimated channel coefficients in a com-
plex plane. A total of 103 estimated samples are plotted. As
can be observed from subfigures (a) and (b), (hU1−hU2)/2 and
(hU3 − hU4)/2 can overlap with the estimated hAU , which is
consistent with the design of SecCSI presented in Section V.
This observation also implies that the genuine hAU can be con-
cealed within the estimated hUi, thereby effectively preventing
hAU from being intercepted during its feedback to the AP.
We can also see that the estimated hRUϕ1hAR and hRUϕ2hAR

are in opposite phases, as are the hRUϕ3hAR and hRUϕ4hAR.
Furthermore, by comparing the two subfigures, we can verify
that θ3 = θ1+

π
2 holds. These are in line with our experimental

design.
In what follows, we will utilize the estimated CSI during

the four rounds of CEF to validate that SecCSI can effec-
tively detect potential CSI-forgery. We define ∆I = (F1 −

F2)(Φ1HAR)−1−(F3−F4)(Φ3HAR)−1 and ∆II = (F3−F4)−1(F1−

F2) − H−1
ARΦ−1

3 Φ1HAR, which are derived from Eqs. (10)
and (15), respectively, serving as indicators of CSI-forgery.
Theoretically, in the absence of CSI-forgery, both ∆I and ∆II

should be zero matrices. However, when CSI-forgery mode
indexed with µ ∈ {1, · · · , 14} occurs, ∆I becomes a non-zero
matrix. In the case of CSI-forgery mode 15, ∆I is a zero matrix
while ∆II is a non-zero matrix. Recall that in our experiment,
we set NT = NR = K = 1, so the matrices mentioned above, ∆I ,
∆II , Φ1, Φ3, and HAR become scalars δI , δII , ϕ1, ϕ3, and hAR.
Then, we can have δI =

f1− f2
ϕ1hAR
−

f3− f4
ϕ3hAR

and δII =
f3− f4
f1− f2
−
ϕ1
ϕ3

. In our
experiment, we have estimated hRUϕihAR where i ∈ {1, 2, 3, 4}.
Since hRU is immune to CSI-forgery and remains constant
during the four CEF rounds, we can treat it as a static
coefficient in the experiment. To avoid experimental estimation

Fig. 6. The average amplitude of δI and δII with and without CSI-forgery.

of hAR, we set hAR = 1 and substitute ϕ1hAR and ϕ3hAR in the
expression of δI with hRUϕ1hAR and hRUϕ3hAR,8 respectively.
Then, δI can be easily computed. Regarding δII , as both ϕ1
and ϕ3 are known to the AP, it can be readily obtained. We
have conducted the experiment 103 times to collect 103 hUis.
Based on these hUis, we can obtain 103 δIs and δIIs without
CSI-forgery. Regarding the CSI-forgery behavior, we model
pi (i.e., Pi when NT = NR = 1) as complex Gaussian variable
with zero-mean and unit-variance. Consequently, we can apply
various combinations of pi (including setting pi to a non-zero
constant during the four rounds of CEF) to hUi to simulate
the 15 CSI-forgery modes as mentioned in Section V. We can
then calculate δI and δII with CSI-forgery accordingly.

Fig. 6 plots the averaged amplitude of δI and δII with and
without CSI-forgery over 103 samples, denoted as |δI | w/ and
w/o CSI-forgery, |δII | w/ and w/o CSI-forgery, respectively.
As the figure shows, both |δI | w/o CSI-forgery and |δII | w/o
CSI-forgery are close to 0. However, due to the imperfections
of CSI estimation in the experiment, they do not appear
exactly 0. When the MU falsifies CSI following the CSI-
forgery modes 1–14, both |δI | and |δII | obviously exceed 0.
However, when the MU forges CSI following mode 15, |δI |

is approximately 0, meaning that Eq. (10) is incapable of
identifying the presence of CSI-forgery mode 15. In this case,
we need to employ Eq. (15), i.e., δII , as the criterion/indicator
for further detection. As depicted in subfigure (b), when the
MU employs CSI-forgery mode 15, |δII | is obviously larger
than 0, indicating the occurrence of CSI-forgery.

In summary, our USRP experiments have shown that we can
utilize RIS to create a secure wireless environment, effectively
preventing CSI eavesdropping and detecting potential attempts
to falsify CSI.

B. MATLAB Simulation

We now evaluate the performance of SecCSI using
MATLAB simulation.

8This simplification may impact the detection performance of SecCSI.
However, as any CSI-forgery will result in δI deviating from 0, the substitution
only affects the magnitude of this deviation.
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Fig. 7. Variation of Probd with ζth under various ρs and different numbers
of antennas.

First, we study the detection probability and false alarm
probability9 of SecCSI by setting NT = NR = K ∈ {4, 32, 128}
and KL +KM = 1. Additionally, we set ηk1 = ηk3 ∈ {0.1, 0.5, 1}
to examine the impact of the RIS absorption coefficients
on detection and false alarm probabilities under the setting
NT = NR = K = 4. We model Pi (i ∈ {1, 2, 3, 4}) as complex
Gaussian matrix with zero-mean and unit-variance to char-
acterize CSI-forgery behavior. This encompasses both known
and unknown CSI-forgery attacks, making the generation of
Pi according to specific CSI-forgery attacks unnecessary. We
study the scenario without CSI-forgery and a total of 15 CSI-
forgery behaviors, as discussed in Section V. Second, we set
NT = K = 4, NR = 1, KL = 3, and KM = 1 to evaluate the
identification accuracy of MU in a multi-user system using

SecCSI. In this configuration, Pi =

�
I3 03×1�

w1i w2i w3i
�

w4i

�
,

where I3 denotes the 3×3 identity matrix and 03×1 represents
the 3× 1 zero column vector, respectively. w ji ( j ∈ {1, 2, 3, 4})
is modeled as a complex Gaussian random variable with zero
mean and unit variance. Finally, we evaluate the detection
performance of SecCSI against three representative CSI-
forgery attacks discussed in Section IV (i.e., Sniff attack, USE
attack and RIS Jamming attack), along with the Random attack

9Since the probability of missed detection can be obtained by subtracting
the detection probability from 1, we omit its separate discussion.

Fig. 8. Variation of Prob f with ζth under various ρs and different numbers
of antennas.

(where we model w ji as the complex Gaussian random variable
with zero mean and unit variance).

In practical applications, the imperfectness of channel esti-
mation can impact the detection performance of SecCSI.
We use Eq. (19) to characterize the imperfections in channel
estimation as [35]:

H̃ = ρH +
p

1 − ρ2E, (19)

where H and H̃ denote the perfect CSI and imperfect CSI,
respectively. ρ ∈ (0, 1] represents the degree of imperfection
in channel estimation. Specifically, when ρ = 1, H̃ = H holds,
indicating accurate channel estimation. E is a NR×NT complex
Gaussian matrix with zero-mean and unit-variance complex
Gaussian variables as its elements.

1) Detection Probability and False Alarm Probability in a
Single User System: In the simulation of SecCSI’s detection
performance, we generate 5 × 104 sets of HR, HAR, and
HD independently according to the System Model Section.
Consequently, the ideal estimated CSI can be calculated as
HUi = HAU+HRUΦiHAR where i ∈ {1, 2, 3, 4} and the subscript
U can be either L (without CSI-forgery) or M (with CSI-
forgery). As for CSI-forgery, we apply Pi to the estimated
HMi to yield ĤMi. Since there are 15 CSI-forgery modes
in total, for each set of HR, HAR, and HD, we will obtain
15 CSI-forgery samples in total. Recall that φki = ηkie jθki ,
where k ∈ {1, · · · ,K}, denotes the kth reflecting coefficient
of Φi in the ith round of CEF. We randomly select ηk1 and
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Fig. 9. Variation of Probd with ζth under various ρs and different RIS’s
absorption coefficients.

ηk3 from the interval [0, 1), and θk1 and θk3 from the range
[0, π], satisfying Φ1 = −Φ2, Φ3 = −Φ4, and Φ1 , Φ3. As
a result, we can compute 5 × 104 pairs of ∆I and ∆II for
the case without CSI-forgery, and for each CSI-forgery mode.
We then use ζI = ‖∆I‖F/(NRNT ) and ζII = ‖∆II‖F/(NRNT ),
where ‖ · ‖F represents the Frobenius norm, as the indicator
of CSI-forgery. We employ ζth as the threshold for detecting
CSI-forgery.10 Specifically, if ζI > ζth, we can conclude that
CSI-forgery mode indexed with µ ∈ {1, · · · , 14} has occurred.
Alternatively, if ζI < ζth but ζII > ζth, we can determine that
CSI-forgery mode 15 has occurred. It is important to note
that the values of ζI and ζII are primarily influenced by three
factors: 1) The disparities among the CSI-forgery matrices
Pi(i ∈ {1, 2, 3, 4}); 2) The amplification of channel estimation
errors due to increased matrix condition numbers, which
exacerbates inaccuracies in matrix inversion calculations; and
3) The diminishing effect on both ζI and ζII as NR and NT

increase.
Fig. 7 plots the variation of the detection probability,

denoted as Probd, of SecCSI with ζth under various ρs and
different numbers of antennas, where only the samples with
CSI-forgery are studied. As the figure shows, the curves of
Probd decrease with the increase of ζth. This is because the

10According to the definitions of ζI and ζII , the selection of ζth depends
on the channel conditions, the number of antennas at both the AP and users,
as well as the configuration of the RIS.

Fig. 10. Variation of Prob f with ζth under various ρs and different RIS’s
absorption coefficients.

deviation of ζI and ζII from zero is influenced by both the CSI-
forgery behavior and CSI estimation accuracy. Therefore, as
ζth grows large, even in the presence of CSI-forgery, SecCSI
may not be able to detect its occurrence, decreasing Probd.
Moreover, with a fixed ζth, Probd grows as ρ rises. This is
because, as ρ increases, the imperfections in CSI estimation
grow, leading to an increase in the deviation of ζI and ζII

from zero. Consequently, even in the absence of CSI-forgery,
SecCSI may incorrectly identify the presence of CSI-forgery.
However, it is worth noting that even with consideration
of imperfect CSI estimation, SecCSI can exhibit excellent
detection performance. Specifically, when NT = NR = 4, by
setting ζth ≤ 1.3, Probd can reach over 95% with SecCSI
even when using poor channel estimation methods.

Furthermore, we can observe from Fig. 7 that Probd slightly
decreases with increasing NT and NR. This is because growing
condition number amplifies the impact of CSI imperfections,
further increasing both ζI and ζII . Moreover, the normal-
ization by NRNT in the calculations of ζI and ζII causes
their values to diminish as NR and NT increase. As a result,
the decrease in Probd with the rise in NT and NR remains
limited. Additionally, we observe from Fig. 7 that under
perfect CSI (i.e., ρ = 1), the influence of CSI imperfections
on matrix inversion calculations is eliminated. Consequently,
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Probd decreases significantly when ζth is small as NR and NT

increase.
Fig. 8 illustrates the variation of false alarm probability,

denoted as Prob f , of SecCSI with ζth under various ρs and
different numbers of antennas, where only the samples without
CSI-forgery are considered. As the figure plots, given ρ = 1,
Prob f remains constant at 0 irrespective of the increase in ζth.
This implies that as long as the channel estimation is accurate,
SecCSI will not mistake the absence of CSI-forgery for the
presence of CSI-forgery. Regarding the other curves of Prob f ,
they gradually decrease as ζth increases. This is because, when
there is no CSI-forgery, only the inaccuracy of CSI estimation
leads to the deviation of ζI and ζII from 0. Therefore, as
ζth enlarges, it becomes less likely to mistake the channel
estimation error for CSI-forgery. Additionally, with a fixed ζth,
Prob f grows as ρ reduces, indicating that as imperfections in
CSI estimation increase, SecCSI may be more inclined to
mistake the absence of CSI-forgery for the existence of CSI-
forgery. However, it is worth noting that as long as we set
ζth > 1.4, Prob f under NT = NR = 4 can be less than 25% even
when the accuracy of channel estimation is poor. In practice,
we can utilize accurate CSI estimation methods to ensure an
acceptable Prob f .

Additionally, we can observe from Fig. 8 that Prob f signif-
icantly decreases as NT and NR increase. This occurs because
Prob f is evaluated in the absence of CSI-forgery, where
P1 = P2 = P3 = P4 = I, thus eliminating the influence of
disparities among the CSI-forgery matrices on ζI and ζII . In
this scenario, although the increase in NR and NT results in
high condition numbers that amplify the inaccuracies of matrix
inversion calculations — thereby increasing both ζI and ζII —
this amplification diminishes as NR and NT become very large
due to the normalization of ζI and ζII by NRNT .

Next, we examine the impact of RIS’s coefficients on Probd

and Prob f under NT = NR = K = 4, KM = 1, and ηk1 = ηk3 ∈

{0.1, 0.5, 1} where k ∈ {1, 2, · · · ,K}.
Fig. 9 illustrates the variation of Probd with ζth under ηk1 =

ηk3 ∈ {0.1, 0.5, 1}. As the figure shows, Probd decreases as
the RIS absorption coefficients increase. This occurs because
smaller values of ηk1 and ηk3 lead to higher gains in the inverse
diagonal reflecting matrices Φ−1

1 and Φ−1
3 . Consequently, this

increases both ‖HD(Φ1HAR)−1‖F and ‖HD(Φ3HAR)−1‖F , which
in turn enlarges of ζI , ζII , and Probd.

Fig. 10 plots the variation of Prob f with ζth under ηk1 =

ηk3 ∈ {0.1, 0.5, 1}. As the figure shows, Prob f decreases with
increasing ηk1 and ηk3. This occurs because smaller values of
ηk1 and ηk3 lead to higher Φ−1

1 and Φ−1
3 . Consequently, this

amplifies the channel estimation error, which in turn enlarges
ζI , ζII , and Prob f .

The results presented in Figs. 9 and 10 suggest that while a
higher absorption coefficient at the RIS enhances SecCSI’s
ability to detect CSI-forgery behaviors, it also increases the
likelihood of misclassifying a LU as malicious in the absence
of CSI-forgery attacks. Therefore, the selection of the RIS
absorption coefficient is essential to balance Probd and Prob f .

2) Identification Probability in a Multi-User System: We
now evaluate the MU identification performance of SecCSI
under the influence of CSI imperfections. As mentioned

Fig. 11. Variation of Proba with ζth under various ρs.

before, we consider a system consisting of one MU and
three LUs. The MU performs each of the 15 CSI-forgery
modes 5 × 104 times w.r.t. the 5 × 104 estimated hMi where
i ∈ {1, 2, 3, 4}. To exclusively evaluate the identification per-
formance of SecCSI, we assume that the AP has correctly
detected the presence of CSI-forgery. Consequently, as long as
the AP can use the method presented in Section V to correctly
identify that the MU provides falsified CSI, we increment the
count of successful MU identification by 1.

Fig. 11 plots the variation of the accuracy of MU identifi-
cation, defined as the probability that the AP can accurately
attribute CSI-forgery to the MU, denoted as Proba, of
SecCSI with ζth under various ρs. As the figure shows, when
ρ = 1, Proba decreases as ζth increases, whereas the remaining
Proba curves for ρ < 1 rise as ζth grows. This is because Proba

is proportional to the product of Probd and 1−Prob f . Then, as
illustrated in Fig. 8(a), Prob f remains constant at 0 regardless
of the changes in ζth when ρ = 1, letting Proba rely solely on
Probd. Therefore, Proba exhibits the same pattern as Probd

depicted in Fig. 7(a) when ρ = 1. Nevertheless, when ρ < 1,
Proba is affected by both Probd and Prob f . In such a case,
since the absolute value of the slope of 1 − Prob f is greater
than that of Probd, as can be deduced from the comparison of
Figs. 7(a) and 8(a), Proba tends to increase with an increase
in ζth. Furthermore, with a fixed ζth, Proba decreases as ρ
decreases, indicating that as the imperfection in CSI estima-
tion rises, the accuracy of SecCSI in identifying the MU
deteriorates. This is because a higher ρ can result in a greater
likelihood of LU being misclassified as MU.

3) Detection Probability Under Different CSI-Forgery
Attacks in a Multi-User System: Finally, we simulate the
detection probability of SecCSI concerning Sniff attack, USE
attack and RIS Jamming attack (all of which can be classified
into the CSI-forgery modes indexed with 1), along with
Random attack, under perfect CSI (i.e., ρ = 1). We consider
a system consisting of one MU and three LUs. The MU per-
forms each of the aforementioned CSI-forgery attacks 5×104

times based on 5 × 104 generations of hM .
As Fig. 12 shows, SecCSI achieves the highest Probd for

the Sniff attack, followed by the Random attack, then the RIS
Jamming attack, while Probd for the USE attack is the lowest.
This variation arises because different types of CSI-forgery
attacks have distinct Pi (i ∈ {1, 2, 3, 4}), leading to different
values of ζI and ζII (details can be found in the third paragraph
on page 11), as well as Probd. Since the Random attack
models w ji ( j ∈ {1, 2, 3, 4}) as a complex Gaussian random

Authorized licensed use limited to: University of Michigan Library. Downloaded on May 27,2026 at 15:39:58 UTC from IEEE Xplore.  Restrictions apply. 



2044 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 21, 2026

Fig. 12. Variation of Probd with ζth under different CSI-forgery attacks.

variable, its Probd is averaged across all possible CSI-forgery
behaviors.

Based on the simulation results and the fact that CSI
estimation is usually imperfect, we recommend opting for a
larger ζth to ensure lower Prob f and higher Proba, whereas
a smaller ζth is preferable to achieve a higher Probd. So, we
can first employ a smaller ζth to ensure any potential CSI-
forgery can be detected, and then switch to a larger ζth in
the MU identification phase to ensure the attacker can be
correctly identified with a high probability. Above all, a high-
accuracy CSI estimation method is essential for ensuring the
effectiveness of SecCSI.

It is important to note that conducting a quantitative
comparison between SecCSI and other existing methods is
challenging. This is because: 1) existing countermeasures are
based on various principles, leading to differences in hardware
requirements, resource consumption, and other factors, which
complicates their comparisons under common conditions;
2) some countermeasures are designed for specific system
settings, making their applicability to more general settings
uncertain thus preventing comparisons within a common sys-
tem framework; and 3) some literature primarily focuses on the
design of attacks, with limited discussion of countermeasures,
resulting in difficulties in conducting a thorough performance
evaluation of these methods. However, through a qualitative
comparison with the methods presented in Table I, we can
conclude that SecCSI is the only countermeasure that com-
prehensively prevents CSI eavesdropping, effectively detects
both known and unknown CSI-forgery attacks, and identifies
the attackers without incurring additional hardware or power
overhead.

VII. CONCLUSION

In this paper, we explored the use of RIS in establishing a
secure wireless environment to defend against potential CSI-
forgery from malicious attackers. We first developed a general
model to subsume existing CSI-forgery attacks as special
instances. Then, by using this model, we proposed SecCSI
for detecting CSI-forgery and identifying the MU responsible
for falsifying CSI by dynamically configuring the reflection
coefficients of the RIS. We conducted USRP experiments
and MATLAB simulations to demonstrate the validity and
evaluate the performance of SecCSI. Our theoretical analysis,
experimental and numerical evaluations have shown SecCSI
to effectively prevent CSI interception, detect the CSI-forgery
attacks and identify the attackers.

APPENDIX A
PROOF OF PROPOSITION 1

According to Eq. (7), the AP receives the combined
feedback CSI in the first round of CEF as F1 =

P1 (HRΦ1HAR + HD). However, since the AP lacks prior
knowledge of HR and HD, it cannot derive P1 from F1. Con-
sequently, subsequent CSI feedback from users is necessary to
detect the presence of Pi through comparison of the feedback,
indicating that at least two rounds of CEF are required. In the
following analysis, we will explore the limitations associated
with using only two or three rounds of CEF.

(1) For two rounds of CEF, we can derive F1 −F2 from the
successive two rounds of CEF as:

F1 − F2 = (P1 − P2)HD + (P1HRΦ1 − P2HRΦ2) HAR. (20)

If P1 = P2 = I (i.e., in the absence of CSI-forgery), we can
rewrite Eq. (20) as:

F1 − F2 = HR (Φ1 −Φ2) HAR. (21)

It is evident that setting Φ1 = Φ2 results in Eq. (21) being
a zero matrix. Therefore, substituting Φ1 = Φ2 into Eq. (20)
allows us to detect any CSI-forgery behavior characterized by
P1 , P2 by examining whether F1 − F2 = 0 holds.

However, when P1 = P2 = Ps , I, the previous detec-
tion scheme becomes ineffective. In this scenario, Eq. (20)
becomes:

F1 − F2 = PsHR (Φ1 −Φ2) HAR. (22)

Since HR is unknown at the AP, determining whether Ps = I
based on Eq. (22) is impossible.

(2) For three rounds of CEF, without loss of generality, we
can compare F2 and F3 with F1 to obtain:(

F1 − F2 = (P1 + P2)(HRΦ1HAR) + (P1 − P2)HD

F1 − F3 = (P1HRΦ1 − P3HRΦ3)HAR + (P1 − P3)HD
(23)

If P1 = P2 = P3 = I (i.e., in the absence of CSI-forgery),
We can derive Eq. (24) from Eq. (23) as:

(F1 − F2)(Φ1HAR)−1 − (F1 − F3)(Φ3HAR)−1

= 2HR −HRΦ1Φ−1
3 + HR = HR(3I −Φ1Φ−1

3 ). (24)

Setting Φ1 and Φ3 such that Φ1Φ−1
3 = 3I (i.e., Φ1 = 3Φ3)

shows that Eq. (24) yields a zero matrix in the absence of CSI-
forgery. Conversely, under CSI-forgery modes indexed from
1 to 14, Eq. (24) remains a non-zero matrix, indicating its
utility for detecting these 14 forgery modes using three rounds
of CEF.

However, when P1 = P2 = P3 = Ps , I, we can derive
Eq. (25) from Eq. (13) and Eq. (23) as:(

F1 − F2 = 2HRΦ1HARQs

F1 − F3 = HR(Φ1 −Φ3)HARQs
(25)

Then, we can have:

(F1 − F3)−1(F1 − F2) = Q−1
s H−1

AR(Φ1 −Φ3)−1Φ1HARQs. (26)

Substituting Φ1 = 3Φ3 into Eq. (26), we have
Q−1

s H−1
AR

� 2
3 Φ1

�−1
Φ1HARQs = 3

2 I. This equation holds regard-
less of whether Qs = I. Consequently, SecCSI fails to
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(F3 − F4)−1(F1 − F2) = [HRΦ3HAR(Q3 + Q4) + HD(Q3 −Q4)]−1[HRΦ1HAR(Q1 + Q2) + HD(Q1 −Q2)]. (29)

distinguish between the presence and absence of CSI-forgery
when P1 = P2 = P3 = Ps , I using three rounds of CEF.

Based on the above analysis, we conclude that neither two
nor three rounds of CEF are sufficient for detecting all CSI-
forgery modes. Therefore, Proposition 1 follows.

Appendix B

According to Eq. (13), the combined feedback CSI at the
AP can be represented as:

Fi = (HRΦiHAR + HD) Qi. (27)

Then, by substituting Eq. (27) into Eqs. (8) and (11), we
can have:(

F1 − F2 = (HRΦ1HAR)(Q1 + Q2) + HD(Q1 −Q2)
F3 − F4 = (HRΦ3HAR)(Q3 + Q4) + HD(Q3 −Q4)

. (28)

By left-multipying (F3 − F4)−1 by (F1 − F2), we can obtain
Eq. (29), as shown at the top of the page.

Since we assume that Q1 = Q2 = Q3 = Q4 = Qs , αI
where α is non-zero scalar, we can rewrite Eq. (29) as:

(F3 − F4)−1(F1 − F2) = Q−1
s H−1

ARΦ−1
3 Φ1HARQs. (30)

Substituting Eq. (30) into Eq. (15), we can obtain:

Q−1
s H−1

ARΦ−1
3 Φ1HARQs −H−1

ARΦ−1
3 Φ1HAR = 0. (31)

Then, we define A = H−1
ARΦ−1

3 Φ1HAR and can simplify
Eq. (31) to:

Q−1
s AQs = A. (32)

It can be easily seen that for any non-zero matrix A, as long
as AQs = QsA is satisfied, Eq. (32) can hold true. However,
the necessary and sufficient condition for AQs = QsA to
hold is that both matrices share the same n independent
eigenvectors, where n denotes the order of A and Qs [36].
Sicne A is random, Qs should take the forms given by Eq. (32)
to satisfy the aforementioned condition [37]:

Qs =

(
B−1AB
a0I + a1A1 + · · ·+ aLAL, (33)

where B represents an arbitrary invertible matrix and al (l ∈
{0, 1, · · · , L} is an arbitrary coefficient.

Since accurately acquiring A is impossible for the MU in
practice and Qs is a non-zero matrix, Qs can only take the form
of a0I to ensure that Eq. (31) holds. However, this requirement
is contradictory to the assumption of Qs , αI. Therefore,
Proposition 2 follows.
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