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Abstract—With the rapid advancement of communication
technologies, wireless data transmissions have become pervasive.
However, the open nature of the wireless medium makes these
transmissions vulnerable to security threats, such as malicious
detection and eavesdropping. Importantly, the prerequisite for
these threats is the attackers’ ability to detect the existence
of legitimate transmissions. Covert communication (CovCom),
a physical-layer security (PLS) technique designed to conceal
legitimate transmissions from detection by attackers, serves as
a fundamental security measure unlike other PLS schemes.
Nevertheless, most existing CovCom schemes rely on covering
signals that are independent of the covert signals themselves. This
independence allows attackers to enhance their signal processing
capabilities to separate the covert signal from the covering signal,
ultimately extracting the original signal. Furthermore, the neces-
sity for dedicated covering signal generation incurs additional
power and hardware costs. To address these deficiencies, we
propose a novel scheme called Generative Covert Communication
(GCC), aimed at achieving covert data transmissions. GCC
leverages interactions among covering signals; by adjusting their
power and/or phases, a desired secret signal intended for the
covert receiver (Rx) can be produced. Since the covert signals
are derived from covering signals, they become coupled, and
hence prevent attackers from decoupling them and detecting
the existence of, as well as the content carried by, the secret
transmissions. We design two GCC schemes: Power Control GCC
(PC-GCC) and Phase Control GCC (FC-GCC). We utilize (1)
the Universal Software Radio Peripheral (USRP) platform for
experimental validation of GCC’s feasibility and (2) compre-
hensive MATLAB simulations to demonstrate its effectiveness
in achieving covert and secure data transmissions.

Index Terms—Physical-layer security, covert communication,
secure communication, power control, phase control

I. INTRODUCTION

With the rapid development of 5G and the widespread
adoption of the Internet of Things (IoT), a significant amount
of sensitive user information — encompassing mobile payment
transactions and health/medical information — is transmitted
wirelessly, making the security of thus-transmitted informa-
tion a critical concern for an increasing number of wireless
applications. Due to the open nature of electromagnetic waves,
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wireless transmissions are susceptible to malicious detection
and eavesdropping, which compromises data confidentiality
and integrity [1].

Encryption [2] and physical-layer security (PLS) [3], [4] are
two common approaches to safeguarding information security.
However, both mechanisms primarily focus on securing trans-
mitted content rather than concealing communication behav-
iors. In practice, adversaries typically begin by detecting target
communication signals before launching jamming, eavesdrop-
ping, or spoofing attacks. Furthermore, even if attackers fail
to demodulate legitimate user data, the mere detection of the
legitimate signal may enable them to estimate the location of
the signal source by estimating its direction and position [5],
which, in turn, allows them to launch subsequent attacks. As
a result, concealing communication behaviors has emerged as
a key research challenge in the design of PLS.

Covert communication (CovCom) is a burgeoning wireless
security technique designed to ensure reliable data transmis-
sion while preventing unauthorized entities from detecting
the signal. In recent years, numerous CovCom approaches
have been proposed [6]. Existing approaches can primarily be
classified into two categories: (1) analyzing the performance
limits of CovCom systems using information theory and
designing coding methods with covert properties [7]-[9]; and
(2) developing schemes that utilize artificial noise (AN) [10],
[11], relay [12], and multi-antenna setups [13] to achieve
effective covert transmission. The authors of [7] first derived
a square root law (SRL) in an additive white Gaussian noise
(AWGN) channel, laying the foundation for research into the
theoretical performance limits of covert communication. To
enhance the capacity of CovCom, the authors of [11] employed
power-adjustable AN to modify the statistical characteristics
of covert signals, thereby thwarting the warden’s detection. A
relay-assisted CovCom scheme was proposed in [12] where the
relay amplifies the covert signal when necessary; otherwise, it
transmits AN to disrupt the warden’s detection. [13] utilized
a multi-antenna jammer that transmits interference beams to
disrupt warden’s detection while confining the covert signal
to the null space of the interference, thus ensuring covert
communication performance.

However, existing CovCom approaches face several chal-
lenges. First, the covert Tx typically operates at reduced
transmit power, thus limiting the achievable data rate at the
covert Rx. Second, to degrade the warden’s detection capabil-
ities, additional resources such as transmit power, spectrum,



and hardware may be consumed [10]-[16], thus increasing
resource overheads. Third, most CovCom schemes conceal
covert signals within covering signals, such as AN [10],
[11], background noise [14], and ambient communication
signals [15], [16]. Since the covering signals are typically
independent of the covert signals, attackers can enhance their
signal processing capabilities to separate the covert signal
from the covering signal, thus losing secrecy [17]. Therefore,
it is critically important to develop CovCom schemes that
mitigate/eliminate these deficiencies.

TABLE I
COMPARISON OF GCC WITH TYPICAL COVCOM APPROACHES.
Key Signal | Power | Device | Multi- | Warden’s
Ref. : . -
technique | coupling | cost |overhead | antenna | location
[10] v v X v
[I1] v X v X
[14] AN x X X X 7
[16] v X Ve X
[12] Relay X v v X X
[13] Multi- % v v v «
[15] antenna X X
PC-GCC | Signal
FC-GCC | Interaction v x x v X

In this paper, we propose a Generative Covert Commu-
nication (GCC) method which leverages signal interactions
and controls the power and/or phase of covering signals to
facilitate covert and secure data transmissions. In GCC, exist-
ing communication signals are utilized as covering signals.
By employing appropriate power and/or phase control, the
characteristics of these covering signals are adjusted so that
they can combine to produce a desired covert signal at the
target Rx. GCC eliminates the need for additional hardware
and reduces transmit power consumption. Moreover, since the
covert signal is generated from the covering signals, they
are coupled with each other, making it more difficult for
attackers to decouple them and detect the existence of, as
well as the content carried by, the covert transmissions. We
design two GCC schemes: Power Control GCC (PC-GCC) and
Phase Control GCC (FC-GCC)'. These schemes implement
GCC through power and phase control, respectively. Table I
compares the proposed GCC with typical existing CovCom
approaches, highlighting its advantages in terms of overhead,
covertness, and secrecy/confidentiality.

Throughout this paper, we denote the set of complex
numbers as C, while vectors and matrices are represented by
lower-case and upper-case bold letters. (-)7 and (-)¥ represent
matrix transpose and conjugate transpose, respectively, and | - |
denotes the absolute value of a complex number.

II. SYSTEM MODEL

We consider a covert communication scenario depicted in
Fig. 1, which consists of a Tx (Alice), a covering Rx (Bob)?,
a covert Rx (Carol), an eavesdropper (Eve), and a warden

P’

IFor ease of differentiation, we use ‘P’ and ‘F’ to represent ‘Power’ and
‘Ph’ of ‘Phase’, respectively.

2Bob is the intended Rx of Alice. To distinguish him from the covert Rx,
we refer to Bob as the covering Rx.

(Willie). The transmissions from Alice to Bob do not require
security, while Alice aims to deliver covert information to
Carol. Eve attempts to intercept and decode Alice’s transmis-
sion to Carol, while Willie monitors signals transmitted from
Alice to identify the existence of the communication from
Alice to Carol. We denote the transmit power of Alice as Pr.
Alice, Bob, Carol, Eve, and Willie are equipped with N4, Np,
N¢, Ng, and Ny antennas, respectively.
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Fig. 1. System Model.

Let Hyp € CNBxNa, Hy,c € CNexNa, H g €
CNexNa and Hw € CNw*Na denote the channel matrices
from Alice to Bob, Carol, Eve, and Willie, respectively. We
adopt a spatially uncorrelated Rayleigh flat fading channel to
model the elements of the above channel matrices as indepen-
dent and identically distributed (i.i.d.) zero-mean unit-variance
complex Gaussian random variables. The channel follows a
block fading characteristic, meaning the channel parameters
remain constant in a block consisting of several successive
time slots and vary randomly between successive blocks. Bob
and Carol can estimate H 45 and H 4¢, respectively, and feed
them back to Alice. Alice employs spatial multiplexing (SM)
to transmit N < min{N4, Np} parallel spatial beams to
Bob. Each beam is allocated equal power. We use the vector
xp = [rp1---zpN]T to represent the data sent from Alice
and intended for Bob. The covert data that Alice intends to
send to Carol is denoted by x¢. Alice pre-processes Xp using
a precoding matrix P4 = [pa1 - - - pan]. To implement GCC,
Alice must design a power control vector a = [ag - -+ ap]
and/or a phase offset vector @ = [f;---0y] to adjust the
strengths and/or phases of the N spatial beams.

TABLE II
EVE’S CAPABILITY UNDER VARIOUS ADVERSARY MODELS.
CSI knowledge . .
Model Signal processing method
Hae | HaB gnatp ¢
I v X Single equivalent signal detection
1I v v Multiple spatial-domain signal detection

We consider Eve equipped with multiple antennas and
relatively strong signal processing capabilities (i.e., Np > N)
as an example, primarily focusing on two typical adversary
models, as shown in Table II. For adversary model I, since
Eve cannot obtain H 4, she lacks knowledge of the spatial
characteristics of the covering signals. Consequently, Eve
processes the received mixed signal as a whole based on H 4.
In model II, Eve can leverage sufficient CSI and her antenna



array to individually detect the covering signals in the spatial
domain.

IITI. DESIGN OF POWER CONTROL GCC

We first present the design principle of Power Control GCC
(PC-GCC), and then analyze its covertness and security.

A. Design of PC-GCC

Without loss of generality, we assume that Alice transmits
to Bob and Carol using M-ary Phase Shift Keying (MPSK),
setting Ny = Ng = N¢o = 2 and Ny = 1. In these system
settings, Alice employs SM to send N = 2 parallel data
streams to Bob. We first present a general model of GCC,
where both the power and phase of covering signals can be
adjusted, encompassing both PC-GCC and FC-GCC. Under
this model, we allow Alice to control the two covering signals
beams by adjusting their transmit powers via factors a; and
ag (where a1 + g = 1) and their phases via 6; and 05. Then,
the estimated filtered signal at Bob can be expressed as:

701
yp =FH {\/ml;Te \/ﬁeﬁ?} H,pP x5 + Fliing
VarPret® gz, H
= [ TQPTejO%\BQIBJ +Fznpg. (1)

The first term on the right-hand side (RHS) of Eq. (1)
represents the desired signal post-processed by Bob, where
xp = [rp1 zp2]T denotes the desired data for Bob, and
P4 = [pa1 P42 is the precoding matrix employed by Alice.
Taking precoding based on the singular value decomposition
(SVD) as an example, we perform SVD on H4p g) obtain
Hup = UpSpVH = [up: upy| LAgl )\221‘ [X%; . The
two column vectors of Vp are adopted as the precoding
vectors for xp, respectively, i.e., pa1 = vp1 and pas = Vpo.
Bob constructs his filter matrix as Fg = [fg1 fps] =
[up1 ups]. np denotes the AWGN vector, whose elements
have zero mean and variance o2.

In PC-GCC, only the transmit powers of the two covering
signal beams are adjustable through factors «; and as, while
the phases of the covering signals remain unchanged, i.e.,
01 = 02 = 0. Substituting these parameters into Eq. (1)
shows that power control in PC-GCC does not alter the spatial
characteristics of the signals intended for Bob. Consequently,
Bob’s decoding is unaffected, and no modifications to Bob’s
reception are needed.

Carol’s received signal under PC-GCC can be expressed as:

yo =varPrHacpaizpr + Voo PrHacpaszp: + nc,
2
where n¢ is the AWGN vector at Carol. Carol employs f¢ to
post-process yc. The estimated signal can be written as:

vo = ftllyc = Vaisp + Jazsps + fiing, €))

where both /aispi and \/a1Spo (sB; =
\/PngHACpAi:cBi, i € {1,2}) are complex numbers.
Then, for Carol to recover x¢ from y¢, Eq. (4) must satisfy:

Va1Sp1 ++1/Qesp2 = €xc, (€]

where ¢ is a real-valued coefficient. As indicated by Eq. (4),
the data recovered by Carol is the desired x¢c scaled by e.
Since a complex-valued signal can be expressed in terms of
its amplitude and phase, for simplicity, we define x; = p;e/¥
where i € {B1,B2,C}. p; and ; represent the amplitude
and phase of the signal, respectively.
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Fig. 2.
control in GCC.
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PC-GCC under different constraints.

Fig. 2 demonstrates that PC-GCC adjusts «; and as to
modify the superposition of sp; and sps, thereby enabling
Carol to retrieve x¢c from her received mixed signals. We
assume that Alice employs 8PSK to communicate with Bob
and Carol, and, without loss of generality, that x¢ is located
in the first quadrant of the complex plane. In the figure, the
Mlex_nu}mbers SB1, SB2, anc.l x ¢ are represented by vectors
OBi, OBs, and OC, respectively. We define the range of
the phase angle represented by a clockwise directional arc
as (—m, 0], and that of a counterclockwise directional arc as
(0, w]. When there is no power control, the combination of sp1
(OBy) and sp2 (OB3) produces a resultant vector OC” whose
phase deviates from that of z¢ (O?), resulting in a decoding
error. By employing a; and oo to adjust the amplitudes of
sp1 and spo, we achieve sz, (OBj]) and sz, (OBsg), which
can produce the vector O? whose phase aligns with that of
z¢. Thus, using PC-GCC, Alice can utilize covering signals
intended for Bob to facilitate a data transmission to Carol.

We now present the method for solving a; and as. For
simplicity, we use unidirectional arc w; ( € {O, B},C}) to
represent the angle between two vectors. The range of w;
is [0,7). Based on our previous discussion, the amplitudes
of 5’5, and s’z, can be expressed as \/a1pp1 and \/a2pB2,
respectively. They can superimpose to produce the estimated
desired signal exc. Since Alice knows g1, ¢p2, and ¢,
she can calculate wp = @p1 — @c. Moreover, in triangle
AOB;C, using the equality of alternate angles, we have wo =
(o —@pa. This leads to wp; = T—Wo—Wc = T—¢YR1+¢B2.
Therefore, wo, wp!, and wc can be calculated. Next, by
applying the Law of Sines to triangle AOB{C, we can obtain:

Vaipg, [sinwe = epc /sinwp; = \/azpp, /sinwo.  (5)
Recall that oy + as = 1, we can solve for oy and as as:

a1 = (pp2sinwe)?/[(pp1sinwo)? + (pp2 sinwe)?]
as = (pp1 sinwo)Q/[(pgl sinwo)? + (pB2 sinwc)z] '

(6)



Since Alice possesses the information of p; (1 €
{B1, B2,C}), she can determine a; and s using Eq. (6).
By following the above processing procedure, Alice can
leverage covering signals in the environment to achieve a
data transmission to Carol, without transmitting any dedicated
signal to her. Since Willie can only detect the covering signals
transmitted from Alice, and the covert transmission couples
with these covering signals, he cannot detect the underlying
communication to Carol, thereby ensuring covertness.

So far, we have presented the design of PC-GCC under
N = 2. For N > 2, we can first partition them into two
independent groups and perform signal superposition within
each group to yield two equivalent covering signals. This
allows for the direct application of the PC-GCC framework
established in Fig. 2 and Eq. (6) to obtain two power factors
associated with these equivalent covering signals. Finally, we
map the computed power control factors proportionally to the
covering signal components in each group. This way, PC-GCC
is applicable to an arbitrary number of covering signals.

B. Covertness and Security Analysis of PC-GCC

1) Covertness Analysis of PC-GCC: PC-GCC achieves
covertness via signal coupling. Willie’s detection can be for-
mulated as a binary hypothesis testing problem. His objective
is to apply a decision rule to his observed signals to distinguish
between Hg (the null hypothesis indicating that there is no
transmission from Alice to Carol) and #; (the alternative
hypothesis indicating that Alice is transmitting a signal to
Carol). Assuming equal prior probabilities for Ho and H;,
Willie’s detection performance is represented by the detection
error probability £ = Pr(D;|Ho) + Pr(Dg|H1), where Dy and
Dy indicates the decision regarding the presence and absence
of communication from Alice to Carol, respectively.

From the perspective of covert communication, the trans-
mission is considered covert if £ > 1 — §, where § € [0, 1]
is a predefined covertness coefficient. A smaller § indicates
a stricter covertness requirement. Conversely, Willie aims to
minimize £ to achieve covert signal detection. According to
[7], [18], the lower bound of & can be derived as:

£=1—Vr(po,p1) > 1—1+/0.5-D(pollp1), (7

where Vi (po, p1) represents the total variation distance (TVD)
between po(yw ) and p;(yw ) which are the likelihood func-
tions of the observed signal yys at Willie under Hg and
H1, respectively. D(po||p1) denotes the Kullback-Leibler (KL)
divergence between po(yw ) and p;(yw). By substituting
& > 1— 6 into Eq. (7), we can derive the KL divergence-
based covertness constraint as D (po||p1) < 262.

Next, we calculate the KL divergence for PC-GCC. The
observed signals at Willie can be expressed as:

yw = Ei]\il VPr/NHawpaizp: +nw, Ho ®
Ef\il Vo, PrHawpaizp: +nw, Hi

From Eq. (9), we can obtain:

pilyw) = (mpi) " exp (—|yw|*/pi) , i € {0,1}, (9)

A A
where g = Zf\il +~PrHawpai® + 02 and py =

SN @i Pp|Hawpai|? + 02. 02 denotes the noise power at
Willie.

We can then derive D(pgl|p1) as:
+oo

o) In 22 (yw) J w1 fo

y=In—+— —1.

Dipollp) = / p1(yw) Ho M

— 00

1
(10)
Consequently, under D(pol|p1) < 262, we can calculate

Carol’s achievable covert data rate R¢ as:

2
/oi) .

where o2 represents the noise power at Carol.

2) Security Analysis of PC-GCC: In PC-GCC, the coupling
characteristics between the covering and covert signals not
only ensure covertness but also enhance resistance against
eavesdropping. Under the adversary model I presented in
Table II, Eve can only acquire H 4, processing the signals
from Alice as a whole. Since Alice designs «; where i €
N ={1,--- ,N} based on H ¢, and H 4 is independent of
H 4¢, the filter vector derived by Eve from H 4p cannot aid
in recovering z¢. Thus, confidentiality is guaranteed. Under
adversary model II, Eve possesses both Hag and H4p. By
leveraging H 4, Eve can infer Alice’s precoding matrix P 4.
Utilizing this knowledge, she can implement spatial signal
processing to separate and decode the signal components
from Alice, thereby recovering the data intended for Bob.
However, it is important to note that the transmission of
xp does not have security requirements. As a result, the
decoding of xp may mislead Eve into falsely believing that
she has successfully intercepted x ¢, effectively functioning as
a honeypot mechanism [19]. In summary, PC-GCC maintains
secrecy under both adversary models.

N
Rc = log, (1 + ’Zi—l Vaisp;

IV. DESIGN OF PHASE CONTROL GCC

We first analyze the impact of power control on the covert-
ness of PC-GCC and assess its feasibility, and then propose
Phase Control GCC (FC-GCC) to ensure both covertness and
feasibility.

A. Impact of Power Control on the Covertness of PC-GCC

So far, PC-GCC has demonstrated that covert and secure
data transmission can be achieved by implementing power
control on covering signals. However, two key questions
remain for further investigation: 1) Is power control sufficient
to guarantee the feasibility of PC-GCC? and 2) Can Willie
detect covert communication based on variations in power
control factors? If yes, how can covertness be ensured? We
will explore these two issues next.

As for the feasibility of GCC with only power control, as
illustrated in Fig. 2, due to the randomness of x¢, when z¢
falls outside the sector defined by the vectors sp; and spa,
there is no solution for « that can yield appropriate s’z
and s, to produce xc. Therefore, other adjustable signal



parameters must be considered in achieving GCC. To address
this issue, we will propose FC-GCC in the next subsection.

Concerning the impact of power control on the covertness of
GCC, it is important to note that since o modifies the strengths
of covering signals, this results in a signal characteristics that
differ from those without applying PC-GCC. Consequently, it
is possible for Willie to detect the existence of covert com-
munication by analyzing the statistical characteristics of the
observed signal. Without loss of generality, we will consider
equal power allocation for the covering signals as an example
under Hy. As mentioned before, D(po||p1) serves as a metric
for covertness. According to Eq. (10), a more balanced power
allocation, i.e., characterized by a smaller power allocation
difference, defined as A« = |a; — a|, can result in a smaller
D(pol|p1), thus enhancing covertness.

Using MATLAB simulation, we analyze the impact of
Aca on D(pol|p1). We define ¢ = 101g(P/02)dB, and set
¢ = 10dB in the simulation and use Monte Carlo simula-
tions with 10* trials. In each trial, Hap, Hac, and Haw
are generated according to the configurations in Section II.
Following [15], we set D(pg||p1) < 0.02 to ensure covertness.
Fig. 3 illustrates the cumulative distribution function (CDF)
curves of D(pg||p1) for PC-GCC. As the figure shows, without
restricting A« (i.e., Aa < 1), only 53.66% of the samples
satisfy D(po||p1) < 0.02. Then, we simulate the impact of
Aa on D(pgl|lp1) with Aa € {0.3,0.4,0.5,0.6} in Fig. 3.
The results demonstrate that when A« < 0.3, the condition
D(pollp1) < 0.02 is satisfied. However, it is important to
note that although restricting A« can ensure covertness, it
may degrade the feasibility of PC-GCC further. In the next
subsection, we will propose FC-GCC to address this issue.

B. Design of FC-GCC

In FC-GCC, Alice does not alter the strengths of the
covering signals; instead, she selects a single covering signal
to adjust its phase, referred to as the sacrificed covering
signal (SCS), while keeping the other covering signals —
called preserved covering signals (PCSs) — unchanged. Bob’s
detection of the PCSs is thus unaffected. The first issue
in designing FC-GCC is the selection of the SCS. It is
necessary to fix the SCS for a communication period. This
allows Bob to demodulate the PCSs without incurring ex-
cessive overhead from transmitting various SCS index infor-
mation. To address this issue, we can select the covering
signal with the minimum equivalent channel gain, specifically
min ||Hagpa;l||, as the SCS, thus maintaining the quality of
the covering transmissions as much as possible. We denote
the index of the SCS as n. Taking Alice’s use of equal power
allocation (i.e., «; = 1/N) as an example, the remaining
N — 1 PCSs are equivalent to an effective PCS, denoted as
Sy pcs = 216/\/\ n} \/PT/NngACpAixBi, where N\{n}
represents ¢ € and ¢ # n. This effective PCS is then
superimposed with the phase-adjusted SCS, expressed as
SSCSejQScs = \/PT/NngAcpAnaiBnejescs, to yield the
desired covert signal for Carol. Before detailing the design

of FC-GCC, we first present Lemma 1, which specifies the
conditions for generating the covert signal.

Lemma 1: For any desired covert signal carrying z¢, if
lsscs| > |sspcsl|, then there exists a phase offset fscg €
[0, 27) such that the phase of the estimated superimposed sig-
nal 2}, = sgcs€/9595 + sypcg satisfies arg(z) = arg(zc).

The proof of Lemma 1 is provided in Appendix A.

According to Lemma 1, Carol can adopt a filter vec-
tor fo to satisfy |sscs| > |sspcs|- For clarity, we de-
fine g; = Hacpai. Then, since |rp;| = 1, the condi-
tion |sscs| > |sspcs| can be expressed as |fHg,[? >
| 2 ien\{n} fH g, 2 5;|?, which leads to:

(el > > oy BT

thg) (gl f, ).

+ ZieN\{n} ZjeN\{i,n}( c 8i)(g; C)(mBzxfljz))

To satisfy Eq. (12), fo must be calculated on a symbol-by-

symbol basis, which is impractical. Therefore, we introduce

a coefficient n and reformulate Eq. (12) into the following
robust condition:

tHe 12 > tHg|?. 13
Ifc &nl 7721,6/\/\{71}\(;%\ (13)
From Eq. (13), we can derive:

8 gngy fo —1)

We then define a matrix M = g,/ — 1>\ (0} 8i81 -
Since M = M, it is a Hermitian matrix. Consequently,
Eq. (14) can be reformulated as a problem of finding a vector
fo that satisfies fg Mfcs > 0. Next, Lemma 2 provides
the method for calculating fo to satisfy fg Mfs > 0 (.e.,
|sscs| > |sspesl|), which facilitates the calculation of Ogcg
according to Lemma 1, and the implementation of FC-GCC.

Lemma 2: When No > N, selecting the eigenvector
corresponding to the largest eigenvalue of M as fo ensures
that [sscs| > |sspcs| holds, where n € [N — 1, 4+00).

The proof of Lemma 2 can be found in Appendix B.

Once fo is obtained, Alice configures 6gcg for the SCS
to satisfy 2, = sspcs + sscse’?5¢s = exc. To solve
0scs, we formulate a nonlinear optimization problem that
minimizes the phase difference between x/c and xco, as
ming, . e0,2x) |arg(z) — arg(zc)|. Numerical optimization
tools, such as the fmincon function in MATLAB, can be
employed to solve this optimization problem.

In conclusion, FC-GCC achieves covert communication by
adjusting the phase of only one covering signal.

flgigl'fc > 0. (14)

eN\{n}

C. Comparison of PC-GCC and FC-GCC

We now compare PC-GCC and FC-GCC in Table III.
The PC-GCC relies solely on power control, but its power
adjustments may incur a loss of covertness. Additionally,
power control alone is insufficient to ensure the generation
of the desired covert signal. In contrast, FC-GCC adjusts
only the phase of a single covering signal while keeping the
remaining covering signals unchanged. This approach ensures



TABLE IV
PARAMETER SETTINGS OF PC-GCC.

Carrier freq. | Symbol rate | Interpolation factor

Sampling rate (base-band)

Roll-off factor of raised cosine filter | Transmit gain of each Tx

915MHz 0.2MBaud 2 0.4MBaud

0.5 [50dB,54dB]

Quadrature Amplitude

Fig. 4. Hardware implementation of PC-GCC.

both covertness and the availability of covert signal generation.
More importantly, FC-GCC does not modify the strengths
of the covering signals; thus, the warden cannot detect the
existence of covert communication based on variations in
the powers of the covering signals. Furthermore, benefiting
from phase adjustment, FC-GCC can be applied not only to
MPSK but also to Quadrature Amplitude Modulation (QAM),
making it more versatile than PC-GCC. Specifically, in PC-
GCC, while power control can facilitate the generation of
the desired signal at Carol, it may conflict with the power
allocation constraints necessary to ensure the covertness of
Alice’s transmission to Carol. As a result, PC-GCC is not
applicable to QAM. In contrast, FC-GCC can adjust the phases
of multiple SCSs rather than just a single SCS, facilitating
the generation of desired signal at Carol. However, as more
SCSs are involved, the performance loss for the covering
transmissions may become more pronounced.

TABLE III
COMPARISON OF PC-GCC AND FC-GCC.
Comparison items PC-GCC | FC-GCC
Parameters for adjustment Power Phase

Number of covering signals for adjustment N 1

Constraint on power control X N/A
Guarantee of covertness X v
Guarantee of covert signal generation X v
Number of affected covering signals N 1
Extension to QAM X v

V. EVALUATION

We first validate the feasibility of PC-GCC by implement-
ing it on the Universal Software Radio Peripheral (USRP)
platform. Subsequently, we evaluate the performance of both
PC-GCC and FC-GCC through MATLAB simulations.

A. Hardware Experiment

Fig. 4 illustrates our experimental setup. The aim of this
experiment is to validate that the PC- GCC? enables Carol
to successfully decode her data from the superposed covering
signals. So, we focus on the adjustment of the covering signals

3Since the phase control is difficult to implement in this experiment, we
leave the evaluation of FC-GCC for Section V-B.
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Fig. 5. Const. at Carol under various ps.
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Fig. 6. BER of Carol under various ps.

transmitted from Alice and the decoding process at Carol,
while omitting the transmission from Alice to Bob. In the ex-
periment, Alice (the USRP B210-I connected to and controlled
by terminal PC1) transmits two covering signals using BPSK*
from her two transmit antennas, respectively. Meanwhile,
Carol (the USRP B210-II connected to and controlled by
terminal PC2) decodes her covert data using QPSK (i.e., the
covert transmission adopts QPSK). The main parameters used
in the experiment are summarized in Table IV.

As Fig. 4 shows, we initially deploy the two transmit
antennas symmetrically (with transmit antenna 1 placed at
Location I) with respect to Carol. In this setup, Carol is
positioned on the perpendicular bisector of the line connecting
the two transmit antennas. This configuration ensures that both
covering signals experience nearly identical channel fading
upon arrival at Carol, allowing for equal power allocation
to produce the desired QPSK signal using the two BPSK
covering signals. Subsequently, we move transmit antenna 1
to Location II, resulting in different fading conditions for the
two covering signals when they arrive at Carol. In this case,
we need to select appropriate values for «; (where ¢ € {1,2})
to generate the desired QPSK signal. At the Rx side, Carol,
who has a single antenna, first estimates the equivalent channel
state between herself and Alice based on the reception of a
predefined pilot sequence sent by Alice. In our experiment,
we use a Barker code for synchronization and channel es-
timation. Following this estimation, Carol performs channel
compensation, which includes correcting for frequency and
phase offsets, as well as applying automatic gain control
(AGC), before demodulating the superimposed signal using
QPSK decoding. Note that the transmit power of each antenna
of Alice (i.e., USRP B210-I) is jointly determined by the
amplitude of the baseband signal and the transmit gain of the
USRP device [20]. To investigate the impact of power control
factors on the quality of the superimposed signal at Carol, we
set the transmit gain of both antennas of Alice to be identical
and adjust the amplitudes® of the two baseband signals in the

4One BPSK modulation utilizes the phase set {0, 7} while the other uses
{m/2,37/2}.

5The power control factor is the square of the amplitude of the baseband
signal.



o
—
o

=
=}

—~ o + —_
Ty PC-GCC W | ace ) ol S V=8 s
= | l-ercgee = PC-GCC (H)) P =507 oo Ell”; v E .
<6 N i 7 —8—FC-GCC (H,) ' 7 PC.GCC (H, 715 i
. LS-N3C y = 10-4 rs.N3C (Hy) * 2 40 H-e-pc-Gec (#, E
2 | [P ANNC 2 ——LS-N3C (H) | #* a —e—PC-GCC (H, g
F4 3 o £ 30 FC-GCC (Hy) g1 -
S s pes = —8—FC-GCC (H, ) “pax¥ g PC-GCC e
4 [SS:Y » 83 90 | I=BFCGoc () A 8 —8—FC-GCC o
2 ) e o LA = 0‘54 ——LS-N3C c¢
£ g 3 £ 10 N=14 E —*— AN-N3C o
2 9 B = i = g —A— All Methods ¢z
<0 © 0 3 S 0. A A
5 10 15 20 25 5 10 15 20 25 5 10 15 20 25 5 10 15 20 25
¢ (dB) ¢ (dB) ¢ (dB) ¢ (dB)
Fig. 7. Comparison of average Rc un- Fig. 8. Comparison of Rp under Fig. 9. Comparison of Rp under Fig. 10. Variation of cc and cg with

der various methods with N = N¢g =
2.

various methods with Ny = Np =
N =2.

digital domain, ensuring that the total transmit power of Alice
remains constant.

We define the ratio of a; to aip as p. Fig. 5 illustrates the
constellation map at Carol under various us. As the figure
shows, when antenna 1 is positioned at Location I, the two
covering signals undergo similar channel fading. Therefore,
setting ;1 = 1 yields a standard QPSK constellation (indicat-
ing successful generation of the desired signal) at Carol, as
depicted in subplot (a). In contrast, when ;4 = 4 and p = 1/4,
Carol can only observe an attenuated QPSK constellation
(indicating failure to generate the desired signal) due to inap-
propriate power control factors at Alice, as shown in subplots
(b) and (c). When antenna 1 is moved to Location II, the
two covering signals experience different fading conditions.
By setting u 1/2, Carol can again observe a standard
QPSK constellation. In conclusion, Fig. 5 demonstrates that
with proper power control, the covering signals can produce
the desired signal at Carol.

To further evaluate the impact of power control on Carol’s
reception performance, we analyze the bit-error rate (BER) of
Carol under p € 1,4}. In this experiment, antenna 1 is placed
at Location I. As shown in Fig. 6, when p = 1, Carol’s BER
decreases significantly as the transmit gain of USRP B210-
I device increases. This improvement occurs because, under
u = 1, the covering signals can superimpose to generate
a high-quality desired signal at Carol, resulting in accurate
demodulation. Conversely, when p = 4, Carol’s BER remains
consistently around 50%. This is due to the inappropriate
power control factors preventing the correct combination of
the covering signals at Carol, resulting in a distorted signal
and decoding errors. In summary, the experimental results
demonstrate the effectiveness of PC-GCC.

B. MATLAB Simulation

We now evaluate the performance of both GCC methods
through MATLAB simulations. In the simulations, both Alice
and Bob are equipped with Ny = Ngp = N € {2,4,6,8}
antennas, while Carol has No € {2,4,6,8} antennas and
Eve has Np = 2 antennas. We set ( € [5,25]dB. Alice
employs QPSK for data transmission. All other parameters
remain consistent with those in Section IV-A.

To demonstrate the superiority of the proposed GCC meth-
ods, which utilize signal coupling for CovCom, we compare
them against two non-coupling CovCom (N3C) methods for

various methods with N4 = Np = ( under N = No = Ng = 2 and
N € {4,6,8}. adversary model I assumption.

comparison: legitimate signal-aided N3C (LS-N3C) [15] and
AN-aided N3C (AN-N3C) [16]. In LS-N3C, the legitimate
transmission from Alice to Bob serves as the covering signal,
while AN-N3C uses artificial noise as the covering signal.
However, the covert signal in both methods is generated
independently without coupling with the covering signal.
Moreover, in LS-N3C, we employ zero-forcing reception at
the Rxs to mitigate co-channel interference, while in AN-N3C,
we design the signature of AN to avoid interference with the
covert transmission. In the simulations for these methods, we
restrict the total transmit power to Pr and also consider the
covertness constraint discussed in Section IV-A, formulating
an optimal power allocation problem to maximize R¢.

Fig. 7 compares the average R¢ for various schemes. In the
simulation, when the transmission from Alice to Carol fails to
establish, we count R¢ as zero. As the figure shows, PC-GCC
achieves the lowest average Rco among all methods, which
is attributed to its high likelihood of unavailability in covert
signal generation. In contrast, the other schemes ensure suc-
cessful covert signal generation, resulting in superior average
R¢. Specifically, FC-GCC achieves the highest average Rc,
while both N3C methods achieve similar R~ values that are
lower than those of FC-GCC. This difference arises because
FC-GCC does not incur any additional power cost, as the
covert transmission directly utilizes the covering signals. In
contrast, both N3C methods must consume some transmit
power for covering signal transmissions, which reduces the
available power for covert transmission, leading to their lower
average Rc.

Fig. 8 illustrates the impact of CovCom on the average
data rate of the covering transmissions, denoted as average
Rp, under various schemes. Under Hg, there is only com-
munication between Alice and Bob, which we label as ‘GCC
(Ho)’ in the figure. For the two GCC methods, their Rp is
the sum of the rates from N = 2 covering data transmissions.
Note that AN-N3C utilizes AN as covering signal, resulting
in Rp = 0. Therefore, we do not plot the Rp curve for AN-
N3C. As the figure shows, the average Rp for the two GCC
methods under 7, decreases compared to that under GCC
(Ho). Among them, PC-GCC exhibits a smaller reduction in
Rp. This is because PC-GCC only adjusts the powers of
the covering signals while keeping their phases unchanged,
resulting in relatively minor degradation of covering commu-
nication performance under phase modulation scheme when



CovCom is present. In contrast, FC-GCC adjusts the phase of a
single covering signal while leaving the other covering signals
unaltered, thereby preserving one reception for Bob while
degrading the other, leading to a more significant Rp loss
than PC-GCC. Additionally, LS-N3C experiences a noticeable
degradation in average Rp when CovCom is present. This
degradation is more severe than that incurred by the two
GCC methods due to power consumption for covert signal
transmission, which reduces the available power for covering
communications.

Fig. 9 further demonstrates the impact of CovCom on the
average Rp under various Ns. As the figure shows, FC-
GCC has a minimal impact on Rp across these N values,
benefiting from its phase adjustment of only a single covering
signal. Moreover, as N increases, the loss of average Rp
progressively diminishes. In comparison, the degradation of
Rp under PC-GCC is more pronounced, as PC-GCC modifies
the strengths of all covering signals, leading to an accumulated
and noticeable reduction in Rp. In summary, FC-GCC is
advantageous over PC-GCC in preserving covering commu-
nication performance, especially when N is larger.

Next, we evaluate the channel capacity for Carol and Eve,
denoted as cc and cg, respectively, under various transmission
schemes. We utilize the maximum average mutual information
[21] as the metric for evaluating cc and cg. Fig. 10 plots the
variation of c¢¢ and cg along with (. We consider adversary
model I as an example. Under these conditions, Eve can at-
tempt to demodulate the received mixed signal for interception.
Since the N3C methods use either a communication signal or
AN as the covering signal, they can also provide some anti-
eavesdropping capabilities. Given that we assume Alice uses
QPSK for data transmission, the maximum achievable capacity
in this simulation is 2 bits/symbol. As the figure shows,
cc for all methods monotonically increases as ( increases,
approaching 2 bits/symbol as ( becomes sufficiently large.
However, the GCC methods outperform the N3C schemes in
terms of cc, as the latter must allocate some transmit power
for covering signal transmission, which reduces the power
available for communication to Carol. Furthermore, cc for
FC-GCC exceeds that of PC-GCC. This is because FC-GCC
can generate a higher-quality desired covert signal than PC-
GCC, resulting in a greater cc. Regarding cg, all methods
yield identical results of zero. This is due to the covertness
constraint, which ensures a strong enough covering signal to
significantly degrade the signal-to-interference-plus-noise ratio
(SINR) at Eve and leads to her decoding failure. For simplicity,
we plot only one curve to represent cg for all methods.

For adversary model II, even if Eve obtains both H 45 and
H 4, enabling her to deduce Alice’s precoding matrix P 4 and
recover xp when GCC methods are applied, since Eve lacks
knowledge of H 4¢, the generation of the covert signal from
covering signals remains transparent to her. Additionally, due
to the statistical independence between x5 and ¢, Eve cannot
infer any information about ¢ from the decoded xp, thus
achieving effective eavesdropping resistance. Regarding the
N3C methods, Eve’s knowledge of H 45 cannot assist her in

intercepting the date intended for Carol. Consequently, a zero
value of cg is yielded. Furthermore, the choice of adversary
model does not affect co. As a result, the simulation results
under adversary model II are identical to those presented
in Fig. 10. Therefore, we only include Fig. 10 to avoid
redundancy.
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Fig. 11. Variation of R with ¢
under Ny = Ng =N =6,n=
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Fig. 12. Variation of Rc with ¢
under Ny = Ng = N = N¢g =
6 and n € {2,5,7}.

On the premise that No > N, we proceed to investigate the
impact of N¢ on R¢ under FC-GCC. In Fig. 11, we simulate
the variation of R with ( under Ny = Ng =N =6, =25,
and N¢ € {6,8,10}. As the figure shows, R¢ increases as
N¢ increases. This improvement arises from Carol’s enhanced
spatial processing capabilities with a larger N¢o. Specifically,
as N¢ grows, g, and {g; };» exhibit orthogonal relationships.
This enables fo to be align with g,, while maintaining near-
orthogonality with {g;}i+n, allowing the synthesized signal
to be dominated by the SCS component. Moreover, increasing
N¢ results in a greater array gain, directly enhancing |fg g.|?
and subsequently improving R¢.

Fig. 12 further illustrates the variation of Rc with ¢ under
Nao = Ng = N = Nc = 6 and various 7s°. As the figure
shows, decreasing 7 enhances R¢. This is because, when 7 is
small, the influence of {g;}i, on the calculation of £/ Mfc
is weakened. This results in the availability of fo aligning with
the SCS component g,, thereby enhancing the term |f¥g,,|?
and consequently R¢. In contrast, as 7 increases, f¢ transitions
to a zero-forcing filter, becoming orthogonal to {g; };-,. This
creates a mismatch between fo and g,,, leading to a decrease
in [ff#g,|? and Rc.

VI. CONCLUSION

In this paper, we explore the interactions among covering
signals and, by adjusting their powers and/or phases, generate
the desired covert transmission. We have proposed two GCC
methods: PC-GCC and FC-GCC. By leveraging the coupling
relationships between the covering and covert signals, our
proposed methods can cooperatively provide covertness and
secrecy for data transmissions without incurring additional
power or hardware overhead. Specifically, FC-GCC balances

®Note that in the simulation, we can set n =2 < N — 1, which does not
conform to Lemma 2. This is because the requirement for n > N — 1 in
Lemma 2 is to ensure [sscs| > |sspcog] in all cases. However, according
to the proof of Lemma 2, this requirement is beyond the actual need. As a
result, n = 2 is sufficient for the FC-GCC to achieve a feasible probability
of 1.



the efficiency of covering communications with the perfor-
mance of covert transmissions, achieving overall superior
performance compared to PC-GCC. Our theoretical analysis,
hardware experiments, and numerical simulations validate the
feasibility of the two GCC methods and demonstrate their
effectiveness in ensuring covertness and secure data transmis-
sions compared to other typical PLS schemes.
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APPENDIX A
PROOF OF LEMMA 1

First, we illustrate in Fig. 13 the complex quantities men-
tioned in Lemma 1 in a geometric manner. As the figure shows,
we use vectors ﬁ and (ﬁ to denote sy pcs and sgcs. The
desired covert data z¢ is represented by the vector, whose
phase iﬂ?' The superposition of OP and the phase-adjusted
vector OS5’ is denoted by (.. ¢ lies on a circle centered at
point P with radius of |sscs|. The subsequent discussions are
based on the relationship between |sscs| and |sspcos|.
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Fig. 13. Various superpositions of covering signals.

1) |sscs| > |sspcos|: As illustrated in subplot (a),
|sscs| > |sspos| indicates that the origin is located inside
circle P. Consequently, any vector originating from the origin
with an arbitrary phase 6 will inevitably intersect circle P.
Let the intersection point be @; then, the vector O() represents
a possible :c’c Moreover, since (@ lies on circle P, there exists
a specific angle fgcgs such that OQ) = (ﬁ + O? . gdfscs,
Therefore, the phase of z, denoted as arg(zy), satisfies
arg(zy) = arg(ze) = bc.

2) |sscs| < |sspcs|: This condition indicates that the
origin O is either outside or on circle P. As illustrated in
subplots (b) and (c), in both scenarios, neither arg(x},) nor
the circle P is able to cover all four quadrants, resulting in

the generation of x¢ being unavailable in these uncovered
areas.

Therefore, to ensure successful covert signal generation, we
adopt the condition |sscs| > |sspcs|- Consequently, Lemma
1 follows. B

APPENDIX B
PROOF OF LEMMA 2

The proof of Lemma 2 consists of two parts. First, we
verify that when No > N, the maximum eigenvalue of the
matrix M, denoted as 7,7, is greater than 0, ensuring the
existence of a filter vector fo satisfying £/ Mfo > 0. Then,
we will demonstrate that when fo is the eigenvector of M
corresponding to 75, (denoted as eps) and n > N — 1 holds,
the condition |sscs| > |szpcos]| is guaranteed. Given below
is the detailed proof.

1) Proof of Tar > 0: When No > N, rank(Hao) = N
holds, indicating that H,¢ is of full column rank, and its
null space contains only the zero vectors. This ensures linear
independence among g;s. In this situation, we can construct
a vector fo that satisfies fg Mfs > 0. Define the subspace
spanned by the PCSs as Z = span{g;}i-,, where span{}
denotes the subspace spanned by the vectors in the set {}.
Since g, ¢ Z, its component being orthogonal to Z, de-
noted as gf;, is non-zero. Then, by letting fo = gf;, we

get fMfc = (g;)" (gngf =N ien\{n} gigiH) gy =
lgl|* > 0. Since fffc = ||fc|? is positive, according to
the Rayleigh-Ritz theorem [22], we can have:

v > (FHMfe) /(£ £0) > 0. (15)

Thus, we complete the proof that 7y > 0 when No > N.
2) Proof of |sscs| > |sspcs|: The condition
lsscs| > |sspos| is equivalent to [ffgnrp.> >
| 2 ien\(n} fg,xp;|*. Considering the worst-case scenario
where all PCS components are in-phase superimposed
(yielding the maximum modulus of |sxpcs|), we can simplify

this to |f({3’g”|2 > (Ziej\/\{n}|fggi|2 . Consequently,
according to the Cauchy-Schwarz inequality [23], ;ve have

this result, we transform |sscs| > |ssupcs| into:

H
1 ZiEN\{n} e

As discussed in Lemma 2, we adopt ep; as fo. Then,
according to the Rayleigh-Ritz theorem, £/ Mf. achieves
its maximum value, e]\H/[MeM = Tallear||?, optimizing the
quality of the synthesized covert signal. Additionally, based
on the definition of M in Section IV-B, we have eije M=
|e]\b/[[gn|2 =N ien\{n} |ef4gi|2. Since e{;Mej; > 0 holds,
we can derive lefignl® > 7)o ) leigil*. Conse-
quently, comparing this inequality and Eq. (16) after replacing
fo with ey, we conclude that |sgcs| > |sspes| satisfies
whenn > N — 1.

Thus, Lemma 2 follows. Bl

el ga|” > (V- > e
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