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Embodied voice assistants offer an intuitive and powerful interaction modality, but they also pose significant privacy-leakage
risks when uploading raw voice recordings to the cloud for processing. These voice recordings contain a wealth of private
information beyond just spoken content, such as acoustic features that can be used to identify and track users. Existing
privacy-protection approaches either rely on encryption and cloud-side processing (leaving raw audio exposed in transit and
storage) or use voice obfuscation algorithms whose compute and memory demands exceed what microcontroller-class IoT
devices can sustain in real time. As a result, the most resource-constrained microphone-enabled devices, which are also among
the most numerous, lack any practical voice privacy protection. We present SafeSpeaker, a lightweight voice obfuscation
framework that closes this gap by running entirely on the edge device that captures the audio, breaking the link between
user identity and speech before any recording leaves the device. SafeSpeaker uses a time-domain, formant-approximate
transformation that avoids the frequency-domain transforms used by prior DSP-based approaches, processing audio nearly
2x faster while matching the identity-obfuscation performance (equal error rate) of state-of-the-art resource-aware methods.
We demonstrate the practicality of this design with a real-time prototype on a $3 Arm Cortex-M4 microcontroller that sits
between a microphone and an off-the-shelf smart speaker while maintaining the usability to understand and respond to
voice commands. By making voice obfuscation feasible at this hardware tier, SafeSpeaker extends on-device voice privacy
protections to a substantially larger class of microphone-enabled smart devices.
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1 Introduction

Voice interfaces provide an accessible and intuitive way for users to interact with a variety of devices, from
Internet-connected “smart speakers” to vehicle navigation systems. Voice interfaces allow convenient, hands-free
interaction with these systems, enabling users to control their devices from a distance or while performing another
task. The number of devices that use a voice interface is increasing. For example, more than 100 million Americans
own a smart speaker [35], and voice interfaces are integrated into thermostats [13], smart refrigerators [45], and
other home IoT devices. These devices use an always-listening microphone to record sound in their environment
and save these recordings in a cloud server upon hearing a certain keyword (e.g. “Alexa” or “Okay Google”)
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[4, 17, 37. Given that these devices are commonly found in private spaces, such as the home, this operational
model creates large privacy risks. New recordings may be intercepted by an adversary during transmission, and
saved recordings can be revealed in a data bredeh pccessed by manufacturer employeég, [2(, or given to

law enforcement without requiring a warrant]0, 21]. These recordings can contain con dential conversations
and sensitive information(, reveal the emotional state and psychological conditions of the uder 25, and

be used to uniquely identify the useB[ 5, 1§. Furthermore, the recordings can be used to arti cially clone the
voice of a user, enabling impersonation-based attad&. [The lack of privacy protections provided to voice
interfaces causes consumers to perceive a trade-o between privacy and convenigrit fhat discourages the

use of voice interfaces.

Existing research has explored voice obfuscation modifying the captured audio to disguise the speaker's
identity before it is uploaded or stored as a means of breaking the link between a user and their recordings. While
e ective, prior obfuscation approaches were designed for server- or smartphone-class hardware and assume
compute and memory budgets that exceed those of microcontroller-class 10T devices by orders of magnitude.
State-of-the-art ML-based obfuscation pipelines rely on feature-extraction and synthesis models that are tens
to hundreds of megabytes in siz&, far beyond the tens of kilobytes of RAM and hundreds of kilobytes of
ash typical of MCU-class devices. Even the lightest DSP-based obfuscation approaches rely on frequency-
domain transforms, source- Iter analysis, or codec-level manipulation that, in our measurements, do not run in
real time on commodity microcontrollers. As a result, the most numerous and most deeply embedded class of
microphone-enabled devices smart TV remotes, voice-enabled appliances, wearables currently has no practical
on-device voice privacy protection available. Closing this gap requires an obfuscation algorithm whose compute
and memory footprint is small enough to run in real time on commodity microcontrollers while still providing
privacy protection competitive with existing techniques.

To meet this need, we present SafeSpeaker, a resource-aware voice obfuscation architecture capable of running
in real time on microcontroller-class hardware. SafeSpeaker uses time-domain, formant-focused frequency modi-
cation to anonymize captured audio. Formants are an important acoustic feature for speaker identi cation, and
prior work has explored how modifying these features a ects the accuracy of automated speaker identi cation
systems §i0 41, 6. Whereas existing formant-based obfuscation approaches rely on frequency-domain process-
ing, SafeSpeaker modi es formant positions entirely in the time domain using a bank of precomputed band-pass
Iters and per-band circular-bu er time-scale modi cation, eliminating the FFTs and source- lter analyses that
dominate the runtime cost of prior DSP-based approaches. This design yields a neasfye2dup over the fastest
prior DSP baselines enough to bring real-time obfuscation within the budget of an MCU running at 170 MHz
with 32 KB of RAM while preserving competitive obfuscation performance. Because these e ciency-driven
approximations reduce the intelligibility and naturalness of the modi ed speech, SafeSpeaker is designed for
downstream voice interfaces rather than for human listeners; perfect naturalness is not required, only that
automated speech recognition and commercial voice assistants can still understand the obfuscated commands.
We verify this assumption with both ASR benchmarks and an end-to-end test against an o -the-shelf smart
speaker.

Our threat model considers adversaries who gain access to stored recordings through data breaches, insider
access, or compelled disclosure and attempt to link those recordings to a speaker's identity using automated
speaker veri cation. We evaluate SafeSpeaker against both naive attackers, who treat obfuscated audio as if
it were clean, and informed attackers, who know the obfuscation procedure and its parameters and can apply
the same processing to their reference samples. We measure privacy through the equal error rate (EER) of an
automatic speaker veri cation (ASV) system under both attack settings, and we measure utility through both
the word error rate (WER) of an automatic speech recognition (ASR) model and the success rate of obfuscated
commands issued to a commercial smart speaker. To characterize e ciency, we compare the per-utterance
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obfuscation time of SafeSpeaker against three established DSP-based baselines, and we demonstrate end-to-end
real-time operation on a commercially available microcontroller costing less than $3 USD.

Enabling real-time voice obfuscation on compute-limited devices ensures that a user's raw voice cannot be
intercepted or saved in the rst place. As |oT voice interfaces are integrated into more computationally demanding
tasks, such as generative Al{, on-device voice obfuscation will protect user privacy without sacri cing the
convenience and functionality of voice interfaces.

The main contributions of SafeSpeaker are:

(1) A time-domain, formant-focused voice obfuscation algorithm that achieves privacy protection competitive
with state-of-the-art DSP-based approaches while processing audio nearfia&er, bringing real-time
obfuscation within reach of microcontroller-class hardware.

(2) An evolutionary parameter-optimization framework that jointly tunes band boundaries and per-band resam-
pling coe cients against a privacy utility tness function combining naive EER, informed EER, and ASR
WER.

(3) A complete hardware prototype on a $3 Arm Cortex-M4 microcontroller, integrated with an o -the-shelf
smart speaker, demonstrating that on-device voice privacy protection is feasible at the hardware tier where
the majority of microphone-enabled IoT devices reside.

2 Threat Model

Audio captured by voice interfaces is routinely uploaded to cloud databases and used by device manufacturers
to improve their products and serviced ], 3. Once stored, these recordings have repeatedly been exposed to
parties beyond the user: manufacturer employees who review them as part of quality-assurance pipétinag [
external attackers who breach corporate databage$, fand law enforcement o cers who request data without

a warrant [10 21]. We consider an adversary that has obtained access to such a database, e.g., a malicious
manufacturer employee or a hacker, and aims to recover speaker identity from its contents.

We assume that recordings in the database are not labeled with user identity, but that the adversary attempts
to attach such labels by exploiting the vocal characteristics that uniquely identify a speaker. A manufacturer
employee may recognize the voice of a public gure, or a hacker may use machine-learning-based automatic
speaker veri cation (ASV) to cluster recordings by speaker. Once a recording is attributed to a user, the adversary
can build a pro le of the user's interests and relationships, target advertisements or products, clone the user's
voice for impersonation-based attacks, or exploit private information disclosed in the recording. Recordings are
at risk the moment raw audio leaves the trusted capture path, so privacy protection must be applied at or near
the point of capture, before the audio is exposed to any component outside the user's trust boundary. Our defense
is to disguise the speaker's voice within this trusted boundary, breaking the link between identity and speech
before the recording is uploaded.

We consider three tiers of adversary capability, in increasing order of strength, and design SafeSpeaker to
provide protection across all three. A naive adversary is unaware that obfuscation has been applied and queries an
o -the-shelf ASV model with the obfuscated recording against clean reference utterances. An informed adversary
knows that obfuscation is in use and that a xed set of obfuscation parameters has been applied; this adversary
can apply the same obfuscation to its enrollment utterances before querying the ASV model, neutralizing any
spectral mismatch between obfuscated and clean speech. An adaptive adversary additionally has access to a
corpus of obfuscated speech su cient to retrain the ASV model end-to-end on obfuscated audio, which prior
voice-privacy work treats as the strongest practical attacket,[54. The naive, informed, and adaptive tiers
correspond to theEERive, EERhf, and EERgapiive Metrics reported in Section 8. The adaptive tier motivates
SafeSpeaker-Rand (Section 8.2.3), a variant that rotates among multiple optimized parameter sets at the utterance
granularity to deny the adaptive adversary a stationary obfuscation function to learn against.
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Several attack vectors are out of scope for this work. We do not consider attacks that require physical access
to the recording device, since such access already compromises the audio capture path before any obfuscation
can be applied. We do not prevent an adversary from cross-referencing recordings with private information
names, addresses, account numbers that the user explicitly speaks aloud, since this is a content-leakage problem
orthogonal to identity obfuscation. Likewise, we do not address the leakage of speaker attributes such as gender,
accent, or apparent age; SafeSpeaker is designed to defeat identity re-identi cation (matching a recording to a
speci ¢ known speaker), and prior work has shown that hiding coarse demographic attributes typically requires
more aggressive content-altering transformations that are incompatible with maintaining ASR utility on a voice
interface pb5. Finally, we do not aim to prevent the voice interface from recording audio during an inadvertent
activation, but the audio captured in such a case is still protected by the on-device obfuscation pipeline.

3 Related Work

Voice interfaces have prompted two complementary lines of research: studies of how users perceive privacy risks
around voice assistants, and systems that mitigate those risks technically. User studies consistently report that
consumers are uncomfortable with how these devices record and store audio, and are often unaware of the extent
of that collection [7, 27, 63. These concerns are reinforced by reports of audio leaks to manufacturer employees
[24, unintentional recording of private conversation®2f], and recorded audio being used for ad targetirifj.

They have also prompted regulatory responses, including the General Data Protection Regulation (GIPR) [
the California Privacy Rights Act3q, and NIST's loT consumer-labeling guidanc®7], all of which constrain

how consumer audio can be collected and reused. The technical line of work, which is the focus of this section,
splits into two threads: systems that prevent the recording of extraneous audio in the rst place, and systems
that obfuscate speaker identity within recordings that are made.

3.1 Audio Recording Protections

A rst thread of prior work focuses on preventing voice interfaces from recording audio that the user did not
intend to capture, such as ambient conversations or background activity. Several proposals enforce stricter capture
conditions on smart speakers: Mhaidli et ak]] require the user to look at the device before the microphone

is enabled, Sun et al4f] use targeted acoustic jamming to suppress recording, and Chandrasekaran gt al. [
propose a remote power-cut mechanism that disables the device entirely. These approaches reduce leakage from
unintentional recordings, but they o er no protection for the recordings that the user does intend to make.
SafeSpeaker is complementary: it leaves the capture decision to the user and the device, and instead reduces the
speaker-identifying information that any captured recording carries.

3.2 Voice Obfuscation

A second thread of prior work, and the one most directly related to SafeSpeaker, modi es the captured audio itself
to disguise the speaker's identity before the recording is uploaded. Voice-obfuscation systems broadly fall into two
categories: machine-learning (ML) approaches that synthesize obfuscated audio from learned representations, and
digital signal processing (DSP) approaches that transform the waveform diregjtlyv[L-based methods generally
achieve strong privacy while preserving the linguistic content needed for downstream voice applications, but their
compute and memory footprints exceed the capacity of microcontroller-class IoT devices by orders of magnitude.
DSP-based methods are substantially lighter and have therefore been the dominant choice for resource-aware
deployments, though as we discuss below, the lightest existing DSP pipelines still rely on frequency-domain
analysis that is too expensive for real-time operation on MCU-class hardware.

3.2.1 Machine-Learning Based Obfuscation. ML-based obfuscation is widely used because it can produce intelli-
gible, natural-sounding speech that disguises the speaker's identity. Most ML approaches fall into three groups,
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none of which is currently realizable on microcontroller-class hardware. The rst group decouples linguistic
content from speaker identity and re-synthesizes the utterance with an anonymized speaker representation,
typically an x-vector. Fang et al1f] construct anonymized x-vectors by averaging vectors drawn from a pool of
other speakers, and follow-up work has explored alternative sampling strategies, including drawing from dense
regions of the x-vector spacetf] and synthesizing arti cial x-vectors with a generative networl3[]. These
pipelines preserve usability well, but their compute and memory footprints place them out of reach for embedded
deployment: the linguistic and x-vector feature extractors published by the Voice Privacy Challéripare

84 MB and 32 MB respectively, while typical microcontrollers o er tens of kilobytes of RAM and hundreds
of kilobytes of non-volatile storage, a gap of more than two orders of magnitude. The second group adds an
adversarial perturbation to the recording so that an ASV model misclassi es the speaker. Zhang ét]al. [
optimize a static additive perturbation against a known ASV model, and V-Cl@k$es a generative network

to produce input-conditioned perturbations. The static-perturbation construction is light enough to run on
constrained hardware, but it assumes white-box access to the target ASV model and was not evaluated against an
adaptive attacker that retrains on perturbed audio; the generative-perturbation construction restores robustness
but reintroduces the model-size problem of the rst group. The third group sidesteps audio upload entirely by
transcribing speech to text on the device and uploading only the transcript. MegaMiiiprputes voice-assistant
requests through a local speech-to-text pipeline, and Meyer et&). pair speech recognition with text-to-speech

to re-render anonymized audio. Both approaches assume an on-device ASR model, and current ASR models
small enough to run on an MCU sacri ce the recognition accuracy required for a useful voice interface. Across
all three groups, the limiting factor for IoT deployment is the same: the feature-extraction or synthesis models
that make ML-based obfuscation e ective also make it incompatible with the compute and memory budgets of
microcontroller-class hardware.

3.2.2 Digital Signal Processing Voice Obfuscation. DSP-based voice obfuscation aims to deliver speaker-identity
protection at a small fraction of the compute and memory cost of ML pipelines, making it the natural starting
point for resource-constrained voice interfaces such as smart speakers, wearables, and TV remotes. Like their ML
counterparts, DSP methods modify the acoustic features that an ASV system relies on, principally fundamental
frequency, tempo, and the spectral envelope. Existing DSP methods divide into two sub-families. The rst applies
a frequency-warping function to the speech signal to redistribute its frequency content. VoiceMe$kégments
an utterance, estimates each segment's fundamental frequency, and warps the segment's spectrum with a tunable
warping function; Mawalim et al. 2§ take a related resample-and-overlap-add approach that achieves a similar
warping e ect in the time domain. The second sub-family targets formant locations directly, since formants
encode much of a speaker's vocal-tract identity. The McAdams transformation, popularized in the voice-privacy
literature by Patino et al.4(, perturbs the poles of an LPC vocal-tract model to shift formant peaks, while
MicPro [60] reaches the same objective by manipulating the line-spectral-frequency representation used inside
the CELP codec.

Although these DSP methods are far lighter than ML pipelines, none of them have been shown to run in
real time on commodity microcontrollers: each still depends on either an FFT-based spectral anag/d€ig,
an LPC analysis-resynthesis loop (McAdams), or codec-internal manipulation (MicPro). SafeSpeaker is also a
formant-modi cation approach, but it replaces the per-frame source- Iter analysis used by McAdams and MicPro
with a precomputed band-pass lterbank and per-band time-scale modi cation, eliminating the dominant runtime
cost of those baselines. As we show in Section 8, this design lets SafeSpeaker match the privacy protection of the
strongest DSP baselines under naive, informed, and adaptive attackers while reducing obfuscation latency by a
factor of two and shrinking the memory footprint by an order of magnitude relative to existing DSP pipelines.
Together, these reductions move real-time voice obfuscation from smartphone- or smart-speaker-class processors
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down to $3 microcontroller-class hardware, extending on-device privacy protection to the most numerous and
most resource-constrained tier of microphone-enabled loT devices.

4 Obfuscation Background

This section provides the acoustic background needed to understand SafeSpeaker's obfuscation strategy. We
rst describe the speaker-identifying features that SafeSpeaker targets, then position our approach against the
formant-modi cation techniques used by current state-of-the-art DSP-based obfuscation methods.

4.1 Fundamental Frequency and Formants

Fundamental frequency and formant positions are central to both the linguistic interpretation of speech and the
identi cation of the speaker who produced it, 23. The standard source- Iter model treats speech production

as an excitation generated by the larynx that is shaped by a Iter formed by the vocal tra@t [The fundamental
frequency is set by the larynx excitation, while the formant frequencies are the resonant peaks of the vocal-tract
Iter. Figure 1 illustrates this in the vowel /ae/ (the "a" in "had") spoken by an adult male: the peaks of the spectral
envelope mark the formant locations. Because both the fundamental frequency and the formant frequencies
depend on the geometry of an individual's vocal tract, they encode information that is characteristic of that
speaker. Modifying these features alters the perceived identity of the recorded speaker, breaking the link between
the recording and the original speaker's voice.

Fig. 1. The spectrum (blue) and spectral envelope (red) of /ze/ as spoken by a male speaker. The peaks in the spectral envelope,
labeled with dashed vertical lines, correspond to the locations of the formant frequencies.

4.2 Formant Modification Techniques

Several of the DSP-based approaches introduced in Section 3.2.2 involve formant modi cation as part of the voice
obfuscation process. Speci cally, VoiceMagK], the McAdams transformation approach(], and MicPro pQ

all produce audio with modi ed formant locations. The following will brie y introduce each method, give an
overview of the modi cation approach presented in this work, and discuss how our method modi es speaker-
identifying acoustic features through formant modi cation by comparing the spectral envelope of audio modi ed
using SafeSpeaker with spectral envelopes of audio modi ed using existing DSP-based voice obfuscation.
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4.2.1 VoiceMask. VoiceMagK] adapts vocal-tract-length normalization (VTLN) for privacy. VTLN was origi-
nally developed to reduce inter-speaker variability by warping the frequency content of an utterance to com-
pensate for di erences in vocal-tract length, since vocal-tract geometry directly determines formant locations.
VoiceMask repurposes this idea: rather than normalizing speakers toward a common reference, it applies a
compound frequency-warping function whose e ect is to push formant peaks away from their original positions,
breaking the mapping between the recorded formants and the speaker's vocal-tract geometry. Figure 2 illustrates
VoiceMask's e ect on the spectral envelope.

4.2.2 The McAdams Transformation. The McAdams transformatidhelverages source- lter analysis via
linear predictive coding (LPC) to identify and modify formant locations in recorded speech. LPC models the vocal
tract as a Iter and nds the coe cients of this Iter, which correspond to the formant locations. The authors
used these coe cients to derive pole angles for the vocal-tract Iter model. Modifying the poles results in a
change in the distribution of the frequency content, altering the formant locations and the timbre of the original
speech. One key di erence between this approach and the approach used in VoiceM#sk fhat the LPC
process excludes the location of the fundamental frequency, meaning that the underlying pitch of the speech is
not altered by the McAdams transformation. Figure 2 shows the e ect that the McAdams transformation has on
the formant locations.

Fig. 2. The spectral envelopes /ae/ as spoken by a male speaker a er being modified by various voice obfuscation approaches.
The shi s in the locations of the peaks (shown with vertical dashed lines) correspond to the change in the formant locations.
2(d) shows how the method proposed in this work is able to successfully change the formant locations in order to protect the
speaker's privacy.
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4.2.3 MicPro. Similarly to the McAdams transformatidit]f MicPro [6( uses a formant modi cation approach

based on LPC, but leverages how LPC is used in the CELP audio codec to encode audio. Rather than using LPC
coe cients, the CELP audio codec uses line spectrum frequencies (LSFs), which are derived from the LPC analysis.
Although LPC coe cients and LSFs represent the same information in di erent ways, LSFs are more robust
against transmission errors, which makes them more appealing for audio encoding. The authors of MicPro modify
the CELP codec directly such that encoded audio is obfuscated by altering formant locations. Figure 2 shows the
e ect that MicPro has on the formant locations.

4.2.4 SafeSpeaker (This Work). Whereas the three DSP methods above all rely on a per-utterance source- lter or
codec-level analysis to locate formants before modifying them, SafeSpeaker performs no such analysis at runtime.
Instead, the input signal is split into a small number of xed frequency bands by a precomputed band-pass
Iterbank, and each band is independently resampled to shift its frequency content. The band boundaries and
per-band resampling coe cients are chosen once, o ine, by an evolutionary optimization procedure (Section 7)
that targets speaker-identifying frequency locations across speakers. Critically, this optimization is performed
once per device population rather than once per user: a single parameter set is produced ahead of deployment
using a held-out development corpus, then shipped with the device rmware. No optimization, training, or model
inference takes place on the device or per-user, so the runtime cost on the I0T endpoint is exactly the cost of
the Iterbank and resampling operations described above. We show in Section 8 that a parameter set tuned in
this way generalizes to unseen speakers, datasets, and noise conditions. The same o ine procedure can also
produce multiple parameter sets that the device rotates among at runtime, a variant we develop in Section 8.2.3
(SafeSpeaker-Rand) to defend against adaptive attackers that retrain on obfuscated speech. This factoring (o ine
parameter search, runtime lterbank-plus-resampling) replaces every FFT, LPC, and codec operation that the
baselines rely on, and is the source of SafeSpeaker's reduction in latency and memory footprint relative to those
baselines. Despite avoiding any explicit formant tracking, the resulting transformation perturbs the spectral
envelope in qualitatively the same way as VoiceMask, the McAdams transformation, and MicPro, as Figure 2
illustrates. Sections 5, 6, and 7 present the full implementation.

5 System Overview

This work presents a lightweight, real-time voice obfuscation algorithm designed for resource-constrained systems
such as microcontroller-class devices. This section will provide a high-level overview of the construction of the
proposed obfuscation system. Section 6 (Audio Obfuscation) and Section 7 (Obfuscation Parameter Optimization)
discuss the details of each component in more depth.

The approach presented in this work centers around splitting incoming audio ittpredetermined frequency
regions. Each region is resampled by a di erent factor to change the frequency content and the output audio is
constructed by combining the modi ed regions.

The left half of Figure 3 shows how the frequency regions and resampling coe cients are determined. To
provide a strong level of privacy protection, an evolutionary algorithm is used to explore the parameter search
space and nd the best tradeo between privacy and usability. Initially, the frequency regions are informed by
the average locations of speech formants. The evolutionary algorithm adjusts the size, position, and resampling
coe cients of these regions to provide a strong level of privacy protection.

The right half of Figure 3 shows an overview of the audio processing pipeline. The input signal is divided
into frequency regions determined by the evolutionary algorithm using a bank of in nite-impulse response (IIR)
Iters. The frequency content of each region is modi ed by time-scale modi cation (TSM) using a circular bu er.
The modi ed regions are summed together to form the obfuscated audio.

Our approach achieves greater computational e ciency compared to state-of-the-art DSP-based approaches
by using precomputed frequency bands to estimate the locations of speech formants, an acoustic feature that is
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important for speaker identi cation tasks. Compared to the source- Iter analysis and bidirectional frequency
domain transforms used in prior work, using estimated formant locations introduces a signi cant decrease in the
resources required to perform voice obfuscation in real time.

Fig. 3. Block diagram of the proposed obfuscation strategy. Captured audio is isolated into multiple frequency regions by a
band-pass filterbank. Each region is resampled to modify the frequency content and the modified regions are combined to
produce the obfuscated audio.

6 Audio Obfuscation

Section 5 introduced the obfuscation algorithm at the block-diagram level of Figure 3. This section presents the
algorithm in full detail, covering the parameter de nitions, Iter and bu er designs, and signal-representation
choices needed to reproduce our implementation. The audio-modi cation pipeline is engineered to t within a
microcontroller-class compute envelope: MCUs used in voice-loT products typically o er processor frequencies
in the tens-to-hundreds of megahertz, tens of kilobytes of RAM, and hundreds of kilobytes of ash. The ARM
Cortex M4 (part number: STM32G431KB) used in the prototype of Section 9, for example, runs at up to 170 MHz
with 32 KB of RAM and 128 KB of ash, and costs under $3 in volume. Combined with on-chip audio peripherals,
this resource envelope makes such MCUs an attractive choice for voice-enabled embedded systems like smart
thermostats, but it also rules out the FFT- and LPC-based pipelines used by prior DSP obfuscation methods and
shapes the design choices in the rest of this section. Section 6.1 de nes the parameters that govern the algorithm's
behavior, and Section 6.2 describes the runtime pipeline that applies them.
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6.1 Obfuscation Parameters

As introduced in Section 5, the algorithm divides incoming speech ifitdrequency bands via a bank of
precomputed IIR lters, resamples each band by a per-band coe ci@éntand sums the resampled bands to form
the output. Obfuscating audio according to our proposed technique requires choosing values for the following
three parameters:

The number of frequency regions to modify: #
The lower bound and the upper bound of each frequency region: &nd 5 , respectively
The resampling coe cient for each frequency region:.0

The choice of these values determines the algorithm's privacy strength, audio usability, and compute and
memory cost; we discuss how each parameter is set in the sub-subsections below, and how their values are
jointly optimized in Section 7. Figure 4 provides a visual description of the obfuscation parameters on the spectral
envelope of the vowel /ae/. Formant locations are overlaid to show how the bands align with the speaker-identifying
acoustic features the algorithm targets.

Fig. 4. An example of the positions and sizes of the frequency regions modified by the proposed obfuscation algorithm. The
regions are randomly initialized to ensure su icient coverage of the search space, then optimized through an evolutionary
algorithm. The spectral envelope of /ee/ is included to show the relationship between the frequency regions and the formant
positions (marked with vertical dashed lines.)

6.1.1 Frequency Region Count. The frequency region céumepresents the number of frequency regions
that are modi ed as part of the obfuscation process. As discussed in Section 4, fundamental frequency and
formant positions are important acoustic features for determining speaker identity, and SafeSpeaker protects an
individual's privacy by altering these acoustic features. The higher the number of modi ed frequency regions,
the higher the degree of control the obfuscation algorithm has over the output audio. However, introducing
additional modi ed frequency regions adds computational complexity. Section 7.3.1 details how we choose an
appropriate value of #.

6.1.2 Frequency Region Location. The sizes and positions of eackofrthéi ed frequency regions are learned
through an evolutionary optimization process discussed in Section 7. During the optimization, the band boundary
values are chosen at random between 1 and 7999 Hz to both ensure ample coverage of the search space and
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maintain compatibility with the band-pass Iterbank. Furthermore, these parameters are learned o ine, reducing
the amount of computation required to obfuscate audio. The optimization process is responsible for learning
which combinations of frequency regions produce the greatest privacy protections without compromising the
usability of the obfuscated audio. The colored regions in Figure 4 serve as a visualization of the frequency region
locations.

6.1.3 Resampling Coe icients. Each Itered band is resampled by factormodify the frequency content.
The value of the resampling coe cient determines whether the frequency content in a band is shifted higher or
lower. For example, . = 05, then.15° =-1 03,,50. Similarly to the frequency region locations, the resampling
coe cient applied to each frequency region is learned through the optimization process discussed in Section
7. The initial value of. is uniformly randomly sampled such thatD 0. 1'9. These values were chosen
based on initial observations of how the resampling coe cient impacts audio intelligibility. When shifting an
entire utterance by a value @ Y 01, the obfuscated audio is completely unintelligible; similarly, when shifting
an utterance by a value di. | 1'9, the obfuscated audio is also largely unintelligible. However, during the
optimization process). is allowed to take on values that are outside of this range, as we observed that such
resampling coe cients can increase the overall obfuscation e ect when applied to small frequency ranges. Figure
4 shows how each frequency region is assigned a di erent resampling coe cient.

6.2 Obfuscation Process

Our audio processing pipeline is divided into three steps: frequency band extraction using a bahkiBf Iters,
frequency modi cation by time-scale modi cation (TSM) using a set#fcircular bu ers, and the concatenation

of all # modi ed frequency bands. In order to reduce memory requirements and allow for real-time audio
streaming, our audio modi cation operates on small segments of audio and performs all frequency modi cations
in the time-domain.

6.2.1 Band-pass Filtering. The rst step in the audio modi cation process is to split an incoming utterance
into # frequency bands using a set #f fourth-order IIR Butterworth band-pass lters. Figure 4 shows a set of
example frequency bands superimposed on the spectral envelope of /z/. IR lters were chosen for their relative
computational simplicity when compared to alternate options such as FIR or FFT based Iters. As mentioned in
Section 6.1.1, we set # =6 in our evaluation to reduce memory overhead.

The input audio segmen® »=14 passed through thé& Iters to produce# Itered segments. If the impulse
response of each of th# band-pass lters is de ned as. »=%or an integer: suchthatl : # ,then each of
the ltered audio segments can be expressed as=%s = 1G . °»=Y4.

6.2.2 Circular Bu er Time-Scale Modification. Once the input audio has been ltered int# tfrequency
regions, each region can be resampled to modify the frequency content. The obfuscation algorithm proposed
in this work uses a di erent resampling coe cient0. , for each region to independently alter the strength and
direction of the frequency modi cation applied to each region. We observe that this produces a stronger level of
privacy protection compared to using a single resampling coe cient for the entire spectrum.

Frequency modi cation is performed using a method based on circular bu ers. Figure 5 provides a visual
explanation of how audio is resampled using the circular bu er. At each timestep, one sample from the input,
G »=1g written into the bu er and one value from the bu er is written to the output:- »=¥T'he point whereG »=%4
is written and the point where-»=%% read are not always the same location within the bu er. To produce the
frequency-shifting e ect, the two locations increment at di erent rates. Our obfuscation algorithm increments
the write location by one bu er index and the read location . 0. is not guaranteed to be an integer, and
non-integer read locations are rounded dow#. circular bu ers are used to simultaneously modify thé
frequency regions.
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Fig. 5. Avisual explanation of the process by which the circular bu er time-scale modification changes the frequency content
of an input. The example displays four time-steps and a resampling coe icient of 0.5. At each tim&tap value from the
input, G »0%awvri en into the bu er at the write location ("w") and the value at the read location ("r") is read into the output
~»CYs.

The circular construction of the bu er means that the read and write locations will inevitably intersect, as one
will "chase" the other around the bu er. When this occurs, there is a perceivable discontinuity in the output audio.
To remove this, the nal output value read from the bu er is a weighted sum of the value at the read location and
the value opposite the read location in the bu er. When the write location is about to intersect with the read
location, the weights favor the value on the opposite side of the bu er to remove the discontinuity.

6.2.3 Reconstruction. The nal step combines#hmodi ed bands into a single output signal. Letting »=%4
denote the resampled output of band :, the obfuscated signal is the sum

(€]
~»=Yp = = »=Yy” (1)
=1
The circular bu er resampling method ensures that the number of samples in each chunk does not change as a
result of the resampling. This means that the shifted chunks do not need to be aligned before they are combined.

7 Obfuscation Parameter Optimization

The number of frequency bands, frequency-band edges, and per-band resampling coe cients introduced in
Section 6 jointly determine how strongly SafeSpeaker protects speaker identity and how much that protection
a ects audio usability. While the number of frequency bands is xed according to the memory budget of the target
device (Section 7.3.1), the band edges and resampling coe cients are optimized according to an evolutionary
algorithm (EA). The use of an EA ensures that the obfuscation uses parameters that provide a strong degree of
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privacy protection while maintaining the usability of the obfuscated audio. An EA is well-suited for this task due

to the nature of the performance evaluation, which relies on downstream ASV and ASR models rather than closed-
form loss. The optimization runs o ine on a development corpus and produces sets of obfuscation parameters
that can be frozen and included in the rmware of privacy protecting voice-interfaces; the optimization does not
require additional on-device computation or user-speci c training data. Sections 7.1, 7.2, and 7.2.1 introduce the
metrics used to evaluate the candidate solution, tness function design, and how the tness function is evaluated.
Section 7.3 discusses the exploration of the design space.

7.1 Fitness Function Metrics

Choosing arbitrary values for the parameters introduced in Section 6.1 does not guarantee that a user's voice
will be su ciently hidden or that the obfuscated audio will be compatible with downstream voice services. The
evolutionary algorithm evaluates each solution according to a tness function to determine which solutions
are the most promising. This process is repeated over multiple iterations to progressively tune the obfuscation
parameters.

7.1.1 Privacy Metric. To evaluate the privacy protections o ered by a set of obfuscation parameters, we leverage
the equal error rate (EER). EER is a common metric used in authentication systems to express how well the
system balances the false accept rate (FAR) and false reject rate (FRR). More speci cally, the EER is equal to the
value of the FAR or the FRR whétAR = FRRIn the context of voice obfuscation, measuring the di erence in

the EER when using clean audio and when using obfuscated audio shows us how well the obfuscation hides the
identity of the speaker. If the obfuscation is able to disguise the speaker's identity, the authentication error will
grow larger, causing the EER to increase. The ideal voice obfuscation will cause an authentication system to
perform no better than chance. This occurs whEER =05. At this value, both the FAR and the FRR are also 0.5;
half of the utterances from other speakers are identi ed as the target speaker and half of the utterances from the
same speaker are identi ed as other speakers. It should be noted that swapping the classi cation outputs ("target
speaker" and "other speaker") has the e ect of inverting the EERFew = 1 EERgg), which means that an

EER j 0”5 implies weaker privacy protections than EER = 0"5.

The EER is determined using an automatic speaker veri cation (ASV) model. An ASV model nds the speaker
similarity score between two utteranceg:Dgr °. This score is compared to a threshold,to determine whether
the individual in the rst utteranceD;, is the same as the individual in the second utterarigg Utterances are
considered to feature the same individua(#DgeD° \ and di erent individuals if (:Dge° Y \. The value of
the EER is determined by changing the similarity threshold umAR = FRRChanging the value of changes
the FAR and FRR, and the EER occurs when FAR = FRR.

To provide robust privacy protections, we consider two forms of the EER in the design of our tness function.
The rst form of the EER is computed by comparing clean speech with speech obfuscated by an algorithm
$1De«?9 whereDis the utterance an@ is the set of obfuscation parameters. This comparison can be expressed as
(1Dg $1Dge ?°°for a xed set of parameter®. This form of the EER represents how well the speaker's identity
is hidden from the ASV model. In existing work, this EER is often referred to as the "naive EHHR {¢), as
it mirrors how an ASV model may be used to identify speakers if an attacker is unaware that obfuscation is in
place. The second form of the EER is computed using the same similarity function used for the naive EER, but
to compare two utterances obfuscated with the same set of paramé&terhis comparison can be expressed as
($1Dg ?° $10e ?°° This form of the EER represents how robust the obfuscation algorithm is against a more
complex attack and is often referred to as the "informed EEEER ). In this scenario, the attacker is aware
of the obfuscation method and the obfuscation paramete&rd.[Figure 6 provides a visual explanation for how
EERaive and EERs are determined.
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Fig. 6. EERajve is determined by comparing a clean u erandg; to an u erance Dg that has been obfuscated using a set of
parameters?q. EERys is determined by comparing two u erance£} and D, that have both been obfuscated using the same
set of parameters @. Both sets of comparisons are performed using the same automatic speaker verification (ASV) model.

7.1.2 Usability Metric. The obfuscation algorithm that we propose in this work is designed with resource-
constrained systems in mind. Although our proposed algorithm is able to achieve a level of privacy protection
comparable to current state-of-the-art DSP-based voice obfuscation techniques with less computational overhead,
our obfuscation scheme is more likely to degrade the quality of the audio as a result of the low-overhead processing
methods. To ensure that the obfuscated audio retains compatibility with downstream voice services, such as
voice assistants, we include a measure of the obfuscated audio's intelligibility in our tness function.

To evaluate the intelligibility of obfuscated speech, we measure the word error rate (WER) of each obfuscated
utterance. The WER measures the proportion of words that are incorrectly transcribed by an automatic speech
recognition (ASR) model. Similarly to the EER, the WER is used in the evaluation of existing DSP-based voice
obfuscation systems. A lower WER indicates that downstream ASRs or transcription models will be able to
correctly interpret the obfuscated speech. The goal of the evolutionary algorithm is to maintain the usability of
the audio according to industry standards, which indicate that a WER less than or equal to 0.2 is appropriate for
voice interfaces [57].

7.2 Fitness Function Design

We form our tness function by rst adjusting each of the two metrics discussed in Section 7.1 to encourage
the exploration of solutions that result in the strongest privacy given that a su cient level of usability has been
achieved.

As mentioned in Section 7.1.1,HER j 05, then it can be inverted by swapping the classi cation outputs.
To account for this, we mirror any EER greater than 0.5 about 0.5. The EER is then multiplied by 2 to t within
[0,1], placing it on the same scale as the WER. We condideR ,ive and EERy¢ to be of equal importance to the
parameter optimization. To re ect this, the two values are averaged in the nal tness function. The equation
used to adjust both EERs is shown in Eq. 2.

EERg=1 j2 EER 1 )
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Section 7.1.2 motivates maintaining a WER of at least 0.2. Thus, we want our optimization to prioritize the
WER until it achieves a value of at most 0.2, then focus on increasing the EER while maintaining the WER. We
start by inverting the WER to provide high tness values for low WERSs. Initial observation of the optimization
process revealed that a weight of 0.25 #MER 072 yielded nal solutions with the best balance of privacy and
usability. For WER values greater than 0.2, we chose to use a linearly scaled reduction in tness. This method has
the advantage of guiding the initial population toward the target WER by providing continuous tness gains for
decreasing WER. In contrast, using a xed negative penalty would not provide the algorithm with the information
to favor solutions with a WER close to 0.2. We chose to give a tness score of 0 for solutions with a WER that
was twice the target value. To avoid a discontinuity between tness valuesWiiR 02 andWER j 072, the
slope and intersection are chosen such that the two WER tness curves intersaMeR =02. Eqg. 3 shows the
piecewise function that accomplishes these objectives.

WERy = 1 "25 WER, WER 072 @)
47 179 475 WER, WER 072

The complete tness function is shown in Eq. 4.

EERaive,adj, EERinf adj
2

7.2.1 Fitness Function Evaluation. To evaluate each candidate solution according to the tness function de ned
in Eq. 4, audio modi ed by each candidate solution is processed by ASV and ASR models provided by SpeechBrain
[43. The ASV modelis SpeechBrairspkrec-ecapa-voxceleb , an ECAPA-TDNN model trained on the VoxCeleb
dataset P, 33 34, and the ASR model is SpeechBraiasr-wav2vec2-librispeech , a wav2vec model trained

on the LibriSpeech ASR corpus [39].

The evaluation set is designed to be small enough to allow e cient exploration of the search space while still
providing information on how each candidate performs. In order to reduce the risk of over tting to the training
data, the utterances used to evaluate the candidate solutions are randomized at the start of each generation. Each
generation uses ve enrollment and ten trial utterances from each of the 30 of the speakers in the VCTK _dev
dataset. To determine the EERS, each of the enrollment utterances is compared against every trial utterance using
the ASV model. To calculate the WER, the modi ed utterances are transcribed by the ASR model. The resulting
transcripts are compared to the ground-truth transcripts provided by the VCTK dataset.

s WERadj (4)

7.3 Design Space Exploration

To investigate how the obfuscation parameters impact the privacy usability tradeo of modi ed audio, we
conducted a series of evaluations centered around the parameter search space. Speci cally, we investigated the
e ects of changing the number of modi ed frequency regions, ablating sets of modi cation parameters, and
performing multiple optimization passes with di erent starting seeds. In what follows we will detail the results

of each of these evaluations.

7.3.1 Band Count Exploration. To choose a value for the frequency region goumé evaluated how the privacy

and usability of our obfuscation algorithm changes with the number of modi ed frequency regions. To ensure a
fair comparison between di erent region counts, an optimized parameter set for each region count was produced
using a shortened version of the optimization procedure discussed in Section 7. The optimization process was
shortened to aid e cient exploration of the design space. In the shortened version of the optimization, evaluating
one candidate parameter set consisted of 5400 pairwise comparisons and 150 transcriptions. Each generation
consisted of 150 candidates and each optimization ran for 200 generations. At the end of each optimization, the

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 10, No. 3, Article 103. Publication date: September 2026.



103:16 "~ Haireetal.

tness of the best parameter set was recorded for comparison. The tness, de ned in Eq. (4), encapsulates both
the privacy and the usability provided by a parameter set into a single value.

In addition to comparing di erent region counts according to their tness, we also measured how the number of
modi ed frequency regions impacts the memory and compute overheads associated with obfuscation. To evaluate
these metrics, we implemented our algorithm on an STM32G431KB microcontroller, the same microcontroller
used to develop the hardware instantiation discussed in Section 9. Memory overhead was calculated by adding
static RAM usage taken from the compileelf binary to the stack usage reported by outpigu les. Compute
overhead was evaluated using the real-time factor, which is de ned as the ratio of the obfuscation time to the
length of the audio being obfuscated.

Figure 7 shows the results of our investigation. Larger numbers of modi ed frequency regions achieve higher
tness at the cost of increased memory and compute overhead. The memory capacity of the STM32G431KB and
other o -the-shelf microcontrollers are shown through dashed lines on the right side of Figure 7. The memory and
compute overhead of region counts that exceed the memory capacity of the STM32G431KB used in our evaluation
were estimated based on the previous values, rather than from direct measurement. Given the constraints of the
devices used in this work, we chose # = 6, which provides the best performance for a given memory capacity.

Fig. 7. (Le) The EER and WER values achieved by di ering numbers of frequency regions a er optimization using a
shortened evolution. (Right) The real-time ratio and RAM usage for di ering number of frequency regions. RTF was measured
using an STM32G431KB. Red horizontal lines show the RAM capacities of various low-cost, o -the-shelf microcontrollers.

7.3.2 Band Ablation. The optimization process learns the combination of frequency regions and resampling
coe cients that achieves the highest tness score. To investigate how each frequency region and its corresponding
resampling coe cient impact the tness achieved by the overall solution, we performed an ablation study. To
remove the e ect that modifying a given frequency region has on the overall obfuscation performance, we set
the target frequency region's resampling coe cient equal to one. We repeat this process fat aif the modi ed
frequency regions.

Figure 8a shows that removing any of the modi ed frequency regions results in a decrease to the overall
tness of the parameter set. The small change in tness seen after the ablation of either region ve or region
six is consistent with the diminishing tness returns seen in Figure 7, and shows how each modi ed frequency
region contributes to the overall privacy protections o ered by SafeSpeaker. The results of the ablation study,
along with the results of the evaluation of the number of modi ed frequency regions shown in Figure 7 indicate
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Region #. Lower Bound UpperBound Coe. (0 :)

1 1886 6012 1.17
2 1423 7039 0.14
3 606 6089 1.38
4 2959 5123 1.83
5 1386 6366 1.23
6 2029 7133 1.48

(a) Percent change in fitness caused by ablating a given (b) The obfuscation parameters used during the ablation
frequency region. study.

Fig. 8. The impact that ablating each of the modified frequency regions has on the overall fithess of the parameter set.
Ablating region : is equivalentto seingQ = 1.

that it may be possible to achieve similar privacy protections with fewer bands, which would decrease the overall
computational requirements of the obfuscation algorithm and allow privacy protections to extend to an even

wider range of resource-constrained devices. Here our evaluation uses six modi ed frequency regions in order to
achieve the greatest level of privacy protection that is available on our chosen hardware platform.

7.3.3 Seeded Optimization. To investigate how well the parameter optimization process can explore the search
space and evolve towards high- tness solutions, we performed a number of optimization passes with di erent
starting seeds. We chose to use four di erent starting seeds in our evaluation given the compute time required to
perform the full optimization. The optimization con guration was identical to the setup discussed in Section 7
with the exception of the starting seed. The sum of the total used wall-clock time across all four optimizations
was roughly 26.6 days.

Figure 9a shows the initial and nal populations of the four optimization passes as a PCA projection. Visualizing
the high-dimensional individuals as a PCA projection highlights patterns that emerge both across and within the
four optimizations. The lighter colored dots correspond to the initial populations while the darker colored dots
represent members of the nal generation. The PCA projection con rms that the initial population is spread out
across the search space and accounts for a wide variety of potential solutions. Furthermore, the projection shows
that the nal population from each run is able to converge on a high- tness solution. It is interesting to note that
the di erent optimization passes produce distinct solutions. The average population tness and best individual
tness are shown in Table 9b. Despite the di erences in the optimized solutions, all four optimized parameter
sets achieve similar tness. As shown later in Section 8.2.3, using multiple parameter sets mitigates the risks
posed by more capable attackers. Although we limit our evaluation to four sets of parameters, future work may
explore the e ects of higher numbers of obfuscation parameter sets.

8 Obfuscation Evaluation

In this section, we evaluate the privacy-utility trade-o of audio obfuscated by SafeSpeaker. To compare with
related work, we implemented three existing DSP-based voice obfuscation techniques: VoiceMhgkd
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Run#. Avg. Fitness Max Fitness

1 1.74 1.76
2 1.82 1.85
3 1.78 1.81
4 1.79 1.82

(a) PCA projection of the initial and final populations of four seeded optimizatioiib) Fitness statistics for the optimization
passes. passes.

Fig. 9. PCA projection and fitness statistics for the multiple seeded optimization passes. The PCA projection shows that the
random initial population explores the search space and converges on high-fitness solutions.

McAdams transformation4(, and MicPro p(. The evaluation is conducted on four metrics: equal error rate
(EER), true positive rate (TPR), word error rate (WER), and obfuscation latency.

8.1 Evaluation Setup

Provided below are additional details about the metrics, datasets, models, and other obfuscation systems that
were used as a part of the evaluation process. Table 1 shows the set of obfuscation parameters that are evaluated
in this section.

8.1.1 Datasets. To evaluate the performance of SafeSpeaker across a variety of speaker conditions, we leverage
two commonly used speech datasets: the LibriSpeech corpgsahd the voice cloning toolkit corpus (VCTK)

[6]]. The EER, TPR, WER, and obfuscation latency evaluation are conducted using the LibriSpeedtjTasd [
VCTK-Test p]] subsets. The parameter optimization discussed in Section 7 is performed using the VCTK-Dev
subset. The custom ASV models used in the adaptive attacker evaluation discussed in Section 8.2.3 are trained on

Region#. Lower Bound UpperBound Coe. (0 :.)

1 711 7999 1.29194
2 5490 6436 0.96743
3 1849 3079 0.14014
4 572 7999 1.44165
5 935 7033 1.17383
6 3040 7098 0.91

Table 1. The obfuscation parameters used during the evaluation of SafeSpeaker.
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the LibriSpeech train-clean-360 subset. Detailed information on the construction of each dataset is displayed in
Table 2.

Table 2. Datasets used for evaluation

Dataset Male Speakers Female Speakers Length (Hours) Utterance Count
VCTK dev 15 15 11.00 12253
VCTK test 15 15 11.38 12350
LibriSpeech test-clean 20 20 5.40 2620
LibriSpeech train-clean-360 482 439 363.6 104014

8.1.2 Evaluation Models. The privacy and usability evaluations presented in this section were performed using
ve di erent pre-trained models. Three di erent ASV models were used to evaluate the EER and TPR: an ECAPA-
TDNN model trained on LibriSpeech train-clean-3&l][ an XVector-based model trained on the VoxCeleb
dataset #§3 46, and a ResNet-TDNN model trained on the VoxCeleb dataégt48. Two di erent ASR models
were used for the WER evaluation: a wav2vec2-based model provided by the Voice Privacy Challengg1p024 [
and OpenAl's whisper-base [42]. Detailed information on each of these models is provided in Table 3.

In addition, the adaptive attacker ASV models used in Section 8.2.3 were constructed by retraining the ECAPA-
TDNN ASV model on obfuscated versions of the LibriSpeech train-clean-360 dataset.

Table 3. ASV and ASR models used for evaluation

ASV Architecture Training Data Source \ ASR Architecture Training Data Source
ECAPA-TDNN LibriSpeech train-clean-360  VPC2024 [51l] Wav2Vec2 LibriSpeech train-960 VPC2024 [51]
X-Vector / TDNN VoxCeleb1+2 SpeechBrain [43] Whisper-Base 680k hours of internet audio  OpenAl [42]
ResNet-TDNN VoxCeleb1+2 SpeechBrain [43]

8.1.3 Baseline Systems. The existing DSP-based obfuscation techniques are implemented according to the
details provided by their respective authors. For techniques with variable obfuscation parameters, we chose the
parameters presented by the authors that best t the evaluation.

VoiceMask §1], initially discussed in Section 4.2.1, uses an obfuscation technique that is based on vocal tract
length normalization (VTLN). In their work, the authors evaluated multiple frequency warping functions. The
implementation used in this evaluation selects the frequency warping function that the authors indicated achieved
the best performance.

The McAdams transformationd[d, initially discussed in Section 4.2.2, uses a formant modi cation approach
based on linear predictive coding. The obfuscation paramétecan be randomized within a pre-determined
range. In the evaluation presented in this section, we chodsg * 100", the range that achieved the highest
level of privacy protection in the evaluation presented in [40].

MicPro [60, initially discussed in Section 4.2.3, uses a parameter search to nd a set of obfuscation parameters.
This parameter search was performed using the process provided by the authors in their publicly available code
repository. MicPro uses a process that requires audio to be sampled at 8 kHz, but the audio used in the evaluation
presented in this section is sampled at 16 kHz. To account for this, utterances obfuscated with MicPro were
downsampled to 8 kHz to maintain compatibility with the original implementation. When evaluating obfuscation
latency, operating on audio sampled at 8 kHz rather than 16 kHz results in a shorter obfuscation latency, as there
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are fewer samples to process. To account for this, the measured obfuscation latency of MicPro was multiplied by
two to account for the di erence in the number of samples.

8.2 Privacy Evaluation
The equal error rate (EER) and the true positive rate (TPR) are used to evaluate the privacy of obfuscated audio.

8.2.1 Equal Error Rate. The EER evaluation presented in this section is conducted using three pre-trained ASV
models. These models include an ECAPA-TDNN model provided by the 2024 Voice Privacy Chaliéhge [
SpeechBrain's spkrec-xvect-voxceletd], and SpeechBrain's spkrec-resnet-voxcelé§ ] More information on

these models can be found in Table 3. Similarly to the EER evaluation performed during parameter optimization
in Section 7.1, both the naive EERHRsjve) and the informed EERHER,¢) were used to evaluate the privacy of
obfuscated audio.

(a) Average naive EER. (b) Average informed EER.

Fig. 10. Overall results of the EER portion of the privacy evaluation.

Figure 10a displays the avera@&R e achieved by each obfuscation system across all datasets. In the naive
case, SafeSpeaker provides a stronger level of privacy protection across all three ASV models compared to the
existing resource-aware obfuscation methods. Figure 10b displays the avEEgg achieved by each obfuscation
system across all datasets. Although all of the evaluated obfuscation systems experience a drop in performance
when the attacker is aware of the obfuscation method and parameters, SafeSpeaker still provides the strongest
privacy protection for two of the three ASV models. A detailed breakdown of BtER;ve aNd EERy results is
provided in Table Ala and Table Alb, respectively.

8.2.2 True Positive Rate. Recent work has shown that evaluating the privacy of voice obfuscation solely according
to the EER risks overestimating the strength of privacy protecti®g[55. In addition to evaluating the privacy
of obfuscated audio according to the EER, we also evaluated the true positive rate (TPR) of each ASV model at
low false positive rate (FPR) values (FPR 2 f’01+ "001+ "0001g). Whereas the EER represents the performance of a
balanced ASV system, the TPR at low FPR values represents the performance of an ASV system meant to robustly
reject impostors. Lower TPR values represent stronger privacy protection.

The TPR at a given FPR value is determined by modifying the similarity threshglthat the ASV model uses
to decide if two speakers are the same. The TPR is calculated by nding the valuebivhich the proportion of
non-target speaker utterances that are falsely accepted is equal to the desired FPR value. The corresponding TPR
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value is then measured by computing the proportion of target speaker utterances that are correctly accepted
at that value oft . In case no value df exactly produces the target FPR, the value of the TPR is calculated by
interpolation. Similarly to the EER, the TPR is calculated for both the naive and informed attacker scenarios. The
evaluation in this section reports only the highest TPR value measured across all three ASV models for each
target FPR; this TPR value represents the worst-case privacy protection.

(a) Average naive TPR. (b) Average informed TPR.

Fig. 11. Overall results of the TPR portion of the privacy evaluation.

Figure 11a displays the highest average TPR across the three ASV models that is achieved by each obfuscation
system in the naive attacker scenario. In the naive case, SafeSpeaker achieves the lowest TPR at all FPR values,
outperforming all of the other resource-aware obfuscation methods. Figure 11b displays the average maximum
TPR achieved by each obfuscation system in the informed attacker scenario. Similarly to the EER evaluation,
all of the evaluated obfuscation systems experience a drop in performance when the attacker is aware of the
obfuscation method and parameters. However, SafeSpeaker still achieves the lowest TPR amongst all of the
obfuscation methods. A detailed breakdown of the naive TPR and the informed TPR results are provided in
Table A2a and Table A2b, respectively.

8.2.3 Adaptive A acker Scenario. The evaluations presented in Section 8.2.1 and Section 8.2.2 consider attackers
that do not attempt to adapt their attacks to the obfuscation system. To provide a full picture of the privacy
protections o ered by a voice obfuscation system, it is important to consider an attacker that attempts to use
their knowledge of the obfuscation process to modify their attack. Existing work regards attackers that retrain
ASV models on obfuscated audio to be the strongest form of attack&53. To evaluate this type of adaptive
attacker, we trained four ECAPA-TDNN based ASV models, one for each of the obfuscation methods evaluated in
this section. LibriSpeech train-clean-360 was obfuscated using each method to create the training data for each of
the four models.

We also introduce a new form of SafeSpeaker, referred to as SafeSpeaker-Rand, that is designed to mitigate
the privacy threats posed by adaptive attackers. SafeSpeaker-Rand changes the obfuscation parameters between
utterances in order to reduce the risks associated with using a static set of obfuscation parameters. The additional
obfuscation parameter sets were constructed by performing the optimization process discussed in Section 7 with
di erent starting seeds. Three additional sets of optimized obfuscation parameters were produced for the adaptive
attacker evaluation.
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(a) Average adaptive EER. (b) Average adaptive TPR.

Fig. 12. EER and TPR results of the adaptive a acker evaluation.

Figures 12a and 12b show the EER and TPR when the attacker has trained the ASV model on obfuscated speech.
Compared to the informed attacker results shown in Figures 10b and 11b, the adaptive attacker is better able to
defeat the obfuscation. SafeSpeaker-Rand shows how the introduction of additional obfuscation parameter sets
mitigates the risk posed by adaptive attackers. SafeSpeaker and SafeSpeaker-Rand provide the strongest level of
privacy protection among the resource-aware methods.

8.3 Usability Evaluation
The usability of SafeSpeaker was evaluated using the word error rate and the obfuscation time.

8.3.1 Word Error Rate. The WER evaluation in this section is done with two pre-trained ASR models. These
models include the wav2vec2 model provided by the 2024 Voice Privacy Challédpaid OpenAl's whisper-

base f}2. More information on these models can be found in Table 3. Section 7.1.2 details how the WER was
determined.

Figure 13a compares the average WER achieved by each obfuscation method across the evaluation datasets.
Industry standards indicate that an average WER of less than 20% is acceptable for a voice inteffarbifh
SafeSpeaker is able to achieve. This indicates that audio obfuscated using SafeSpeaker will maintain an acceptable
level of usability with existing transcription models.

8.3.2 Computational Overhead. To measure the computational overhead of the obfuscation process, the anonymiza-
tion framework used for the privacy and usability evaluations was modi ed to measure the elapsed time. To
provide a fair estimate of the obfuscation time, the evaluation uses a Python-based implementation of each
technique to match the language chosen for the evaluation toolkit. To reduce the impact of Python overhead
on the obfuscation time, the evaluation uses just-in-time compilation to compile the Python code at runtime.
All obfuscation techniques were restricted to a single CPU core to avoid timing discrepancies. The evaluation is
performed using a 12th generation Intel i7 processor and 128GB of RAM. The utterances used for the timing
evaluation were taken from the LibriSpeech dataset [39] and total 82 seconds.

Figure 13b shows the average time for SafeSpeaker and the three other obfuscation systems to modify the
xed set of utterances as a ratio of obfuscation time to audio time. SafeSpeaker achieves a faster obfuscation time
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(a) Average WER. (b) Ratio of obfuscation time to u erance duration for the
proposed method and each of the existing DSP-based sys-
tems taken from existing work.

Fig. 13. Overall results of the WER and Obfuscation latency portions of the usability evaluation.

compared to the other resource-aware methods, enabling obfuscation-based privacy to be expanded to a larger
class of resource-constrained voice-interfaces and IoT devices.

Environment  Ambient Sound Level (dB) RT60 (s)

Conference Room 42.8 0.58
O ce Space 51.0 0.72
Kitchen 48.3 0.32

(@) (b)

Fig. 14. 14a: the proportion of the 100 obfuscated commands that received a correct response in each environment. The
proportion of commands that received a correct response on the first a empt is shown in blue and the proportion of
commands that received a correct response within two a empts is shown in hatched orange. The table in Figure 14b shows
the details of the testing environments.

8.3.3 Real-World Evaluation. The WER evaluation presented in Section 8.3.1 provides insight into how SafeS-
peaker impacts the intelligibility of modi ed audio. However, perfect intelligibility is not always required for an

e cient voice interface. The obfuscation algorithm presented in this work is designed to be compatible with

a large variety of voice obfuscation systems on resource-constrained loT devices, such as smart speakers or
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vehicle voice control systems. These systems are often able to produce correct responses even when the spoken
command isn't perfectly understood.

To better understand how audio obfuscated with SafeSpeaker maintains usability with voice-enabled IoT
devices, we evaluated how an o -the-shelf smart speaker responded to obfuscated audio commands. A total of 100
smart speaker commands from ve male speakers and ve female speakers were taken from the uent-speech-
corpus R€, obfuscated, and played to an o -the-shelf smart speaker. The obfuscated commands were played
using two methods. In the rst, obfuscated audio was played over the air using a Bluetooth speaker. In the second,
a microcontroller captures clean audio emitted from a Bluetooth speaker, obfuscates the audio in real-time, and
injects the obfuscated audio into the digital audio bus of the smart speaker. To evaluate how di erent acoustic
conditions impact the obfuscated audio, this test was repeated in a total of three distinct environments: A quiet
conference room, a typical o ce environment, and a typical kitchen environment. Table 14b shows the measured
acoustic conditions of the three di erent test environments; the measurements for the three locations were taken
using a smartphone. Figure 14a compares the proportion of commands that received correct responses within
two attempts. On average 83% of the commands obfuscated by SafeSpeaker received a correct response within
two attempts when played over the air and 84% of the commands received a correct response within two attempts
when the obfuscated audio is injected into the smart speaker. From our observation of the results, speaker accent
and fast speaking rate were common attributes among failed commands. These results show that SafeSpeaker is
able to maintain the usability of existing voice interfaces while providing users with robust privacy protections.

8.4 Overall Performance

@) (b) ©

Fig. 15. Sca er plots of the EER and WER achieved by various DSP-based voice obfuscation systems. Figure 15a shows the
naive evaluation scenario, Figure 15b shows the informed evaluation scenario, and Figure 15c shows the adaptive scenario.
Systems with be er privacy protections are found towards the top of the plot and systems with be er usability are found
towards the le side of the plot.

The proposed method is able to signi cantly increase the EER of a speaker veri cation system when compared
to no obfuscation. Figure 15 shows the EER and WER achieved by SafeSpeaker compared to the three existing DSP-
based obfuscation techniques. The left plot shows the tradeo between privacy and usability when considering
the naive EER and the right plot shows the same tradeo for the informed EER. The best obfuscation techniques
occupy the upper-left portion of the plots, which corresponds to a high level of privacy protection with minimal
impact on audio usability. The dashed line represents the WER threshold de ne&#yThe increased EER seen
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