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Abstract—Due to the broadcast nature of wireless communi-
cations, users’ data transmitted wirelessly is susceptible to secu-
rity/privacy threats. The conventional modulation scheme “loads”
all of the user’s transmitted information onto a physical signal.
Then, as long as an adversary overhears and processes the signal,
s/he may access the user’s information, hence breaching commu-
nication privacy. To counter this threat, we propose IRS-DMSC,
a Distributed Modulation based Secure Communication (DMSC)
scheme by exploiting Intelligent Reflecting Surface (IRS). Under
IRS-DMSC, two sub-signals are employed to realize legitimate
data transmission. Of these two signals, one is directly generated
by the legitimate transmitter (Tx), while the other is obtained by
modulating the phase of the direct signal and then reflecting it
at the IRS in an indirect way. Both the direct and indirect signal
components superimpose on each other at the legitimate receiver
(Rx) to produce a waveform identical to that obtained under tra-
ditional centralized modulation (CM), so that the legitimate Rx
can employ the conventional demodulation method to recover the
desired data from the received signal. IRS-DMSC incorporates the
characteristics of wireless channels into the modulation process,
and hence can fully exploit the randomness of wireless channels
to enhance transmission secrecy. However, due to the distribution
and randomization of legitimate transmission, it becomes difficult
or even impossible for an eavesdropper to wiretap the legitimate
user’s information. Furthermore, in order to address the prob-
lem of decoding error incurred by the difference of two physical
channels’ fading, we develop Relative Phase Calibration (RPC) and
Constellation Point Calibration (CPC), to improve decoding cor-
rectness at the legitimate Rx. Our method design, experiment, and
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simulation have shown the proposed IRS-DMSC to prevent eaves-
droppers from intercepting legitimate information while maintain-
ing good performance of the legitimate transmission.

Index Terms—Physical-layer security, secure communication,
anti-eavesdropping, intelligent reflecting surface (IRS), distributed
modulation.

1. INTRODUCTION

VER the past several decades, wireless technologies have

been developing rapidly to meet the continuous growth
of the number of mobile subscribers and their data traffic de-
mand. In 5G (Fifth Generation) wireless communication, mobile
communication networks are predicted to connect more than
100 billion devices and provide services to more than 7 billion
users all over the world, and moreover, the device connection
density will reach 1 million per square kilometer [1]. Wireless
communication utilizes open space as transmission medium; its
broadcast nature incurs vulnerability of legitimate transmission
as attackers in the coverage of user’s signal may intercept
his/her data without permission, hence threatening the secrecy
of communication [2]. Moreover, with the increasing numbers
of wireless access points and devices, the threats of malicious
attack, eavesdropping, and abuse of wireless devices have been
continuously growing [3]. Meanwhile, wireless network and
mobile services are widely used in personal and commercial
activities, yielding wireless transmission of a large amount of
sensitive information involving personal privacy and business
secrets. Once the signal carrying the above-mentioned private
information is intercepted and accessed by adversaries, a great
loss/harm may occur. Therefore, Secure Communication (SC) is
key to wireless technologies, and crucial to the wider application
of future wireless data services.

Existing wireless networks employ the Transmission Control
Protocol/Internet Protocol (TCP/IP) based architecture, in which
each layer independently provides protection and security mea-
sures for the entire protocol stack, so as to guarantee the secrecy
and integrity of data transmission. For example, the applica-
tion layer encrypts and decrypts data to prevent unauthorized
access of a legitimate user’s plain-text information; network
and transportation layers employ authentication schemes to
authenticate/validate the identity of data sender/receiver, e.g.,
Wi-Fi Protected Access (WPA) and WPA?2 in network layer, and
Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
in transportation layer. These security techniques are mainly
based on cryptography in which conventional encryption and
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decryption are realized based on key generation and complex
computations therein, while authentication always adopts a dig-
ital signature technique derived from asymmetric encryption.
Although cryptography-based encryption and authentication
can effectively enhance communication privacy, complicated
operations increase computational complexity. This not only
demands higher computing power for devices, but also incurs
extra processing delay, thereby impeding its broad application
in wireless devices, such as Internet of Things (IoT) devices
and Backscatter devices. Moreover, with the rapid development
of computing science, the eavesdropper’s computing power
continuously grows. Therefore, traditional cryptography based
security built with computational complexity is facing practical
challenges.

To counter the above challenges and threats, Physical-Layer
(PHY) wireless security technologies have been attracting exten-
sive attention in recent years [4]. As the bottom layer of TCP/IP
protocol stack, PHY provides fundamental basis for transmis-
sion secrecy. After years of research, there have been numerous
PHY security technologies to improve wireless privacy [5], [6],
[71, [8], [9], [10], which can be divided into two categories. The
first one (denoted as type-I) is featured as data encoding or signal
processing based on information theory, with which Signal-to-
Interference-plus-Noise Ratio (SINR) of the legitimate Rx can
be superior to that of the eavesdropper, hence enhancing secrecy
capacity.! The other type (denoted as type-II) of PHY security
technologies exploits the characteristics of wireless channels to
encrypt legitimate transmission or authenticate the identity of
legitimate user-pair, so that wiretapping and disguising from
attackers can be prevented.

Besides the above-mentioned PHY security techniques, newly
emerging communication equipments and devices, such as re-
lay [13], Large Intelligent Surfaces (LIR) [14], as well as con-
tinuous evolvement of communication systems’ architectures
and data transmission mechanisms, also influence the design of
PHY security strategies. With the emergence of Micro-Electro-
Mechanical Systems (MEMS) and meta-material inrecent years,
using a programmable surface to control the reflecting signal’s
phase-shift in real time becomes available, prompting a new
type of wireless device — Intelligent Reflecting Surface (IRS).
IRS can be composed of a large number of low-cost passive
reflection units, each of them introduces a phase-shift to and
then reflects the incoming signal under the control of an IRS
controller, so that the reflecting signal and the directly transmit-
ted signal can either constructively or destructively combined
at a Rx. IRS can be flexibly deployed in wireless networks to
improve data transmission [15], realize PHY security [16], [17],
[18], [19], and facilitate mobile edge computing [20], thus is
regarded as a revolutionary technology in the field of wireless
communications [21].

Although the above-mentioned PHY security methods can
realize secure communication to a certain extent, they rely
on conventional Centralized Modulation (CM), i.e., all of the
user’s information is loaded onto a single physical signal for

'In[11], [12], Shannon and Wyner defined secrecy capacity as the difference
of the channel capacity of legitimate Rx and that of the eavesdropper.
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transmission. In other words, signal from the legitimate Tx
carries entire user data. Once an eavesdropper intercepts and
processes such physical signal, the legitimate user’s informa-
tion may be accessed unauthorizedly, thus breaching commu-
nication privacy. Motivated by the availability of exploiting
interactions among multiple wireless signals in transmission
schemes design [22], we suggest that legitimate Tx can divide
its transmitted data into two parts, and load each part onto an
individual signal for transmission; these two signals propagate
along uncorrelated/independent physical channels and superim-
pose on each other at the legitimate Rx to output a waveform
identical to that obtained under conventional CM. We call such
Tx-side processing Distributed Modulation (DM). The Rx can
employ traditional demodulation method to decode the desired
data from the received mixed signal. As for the eavesdropper,
wiretapping one signal can only yield the legitimate user’s partial
information without complete meaning; however, intercepting
both signal components simultaneously and precisely obtaining
their combination need accurate propagation characteristics of
the two physical channels. Since acquiring such information is
expensive or even impossible in practice, eavesdropping can be
prohibited.

Motivated by the above observation, we will employ IRS?
to design a Distributed Modulation Secure Communication
(DMSC) scheme — named as IRS-DMSC, in this paper. With
IRS-DMSC, a desired signal waveform is at first equivalent
to two sub-waveforms. Next, the legitimate Tx generates one
sub-waveform and sends it to the legitimate Rx and IRS si-
multaneously. At the IRS, the incoming/incident direct signal
is phase-shifted to yield an indirect signal and then reflected to
the Rx. Both the direct and indirect/reflecting signals superim-
pose on each other at the legitimate Rx to produce the desired
waveform the same as that obtained under traditional CM, so
that the Rx can employ conventional demodulation method to
recover the desired data from the received mixed signal. Under
IRS-DMSC, the desired signal waveform only manifests at the
intended Rx, hence the eavesdropper can’t extract meaningful
legitimate information by intercepting the signal components
during their transmission. Moreover, since IRS-DMSC incorpo-
rates the characteristics of two independent/uncorrelated wire-
less channels into the modulation process, it can fully exploit the
randomness of wireless channels to guarantee the transmission
privacy. However, as the eavesdropper can’t obtain all of the
related channel information in practice, h/she is incapable of
detecting legitimate user’s data from the intercepted signal(s),
hence eavesdropping is crippled.

The main contributions of this paper are three-fold:

® Proposal of IRS-DMSC under QPSK. With this method,

the legitimate Tx only modulates user’s partial data infor-
mation onto a signal to generate a direct BPSK signal, such

2Existing research categorizes the IRS into two types: passive IRS and active
IRS. The former considers software and hardware costs, limiting the adaptability
of the amplitude coefficient of IRS elements. In contrast, the active IRS integrates
a power amplifier, enabling adjustment of the amplitude coefficient of the IRS
elements beyond 1. To avoid introducing additional power consumption, we
confine the amplitude coefficient of the IRS within the range of [0, 1]. Therefore,
the IRS employed in our work falls under the passive category.
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a signal is on one hand directly sent to the legitimate Rx,
and on the other hand phase-modulated at IRS to yield an
indirect BPSK component and then reflected to the Rx. The
legitimate Rx can recover the desired data from the received
mixed signal with conventional demodulation method. We
also design a phase-calibration method to compensate for
the difference of two physical channels’ fading so that the
correctness of reception under DM can be guaranteed.
¢ Extension of IRS-DMSC to more general high-order mod-
ulation schemes. First, we present the decomposition of a
high-order modulated signal, including M -ary Quadrature
Amplitude Modulation (M QAM) and M -ary Phase Shift
Keying (MPSK), into two sub-waveforms. Based on such
decomposition, IRS-DMSC can be directly applied. Con-
sequently, we develop a constellation calibration method
to adjust the received mixed signal’s amplitude and phase,
so that the legitimate Rx can accurately estimate a symbol
that corresponds to the desired data from its received signal,
enabling the correct recovery of the desired information.

¢ Experimental validation of the proposed method using the
USRP platform. By utilizing a USRP device to emulate
the generation of the indirect signal component and the
reflection of such a signal to the target Rx, we have demon-
strated that employing distributed modulation can produce
the desired signal at the intended Rx and ensure the security
of the legitimate communication.

The rest of the paper is organized as follows. Section II
introduces state-of-the-art PHY security schemes. Section III
describes the system model, while Section IV details the design
of IRS-DMSC and phase calibration under QPSK. In Section V,
we discuss the extension of IRS-DMSC to high-order modu-
lation scenarios and constellation point calibration method to
assure reception correctness. We evaluate the performance of
the proposed IRS-DMSC in Section VI, and finally conclude
the paper in Section VII.

II. RELATED WORKS

As aforementioned, existing PHY security methods can be
divided into two categories. Typical type-1 PHY security meth-
ods include artificial noise [5], [6], transmit beamforming [7],
etc. In [5], [6], a portion of legitimate Tx’s power is used for
generating an interfering signal, named as Artificial Noise (AN),
which degrades eavesdropper’s reception quality while its influ-
ence at the legitimate Rx can be eliminated. Therefore, SINR of
legitimate Rx is higher than that of eavesdropper. The authors
of [7] designed secure transmit beamforming in multi-antenna
communication system. By adjusting the spatial feature of the
legitimate Tx’s signal, desired signal components constructively
and destructively combine with each other at their destination
and the eavesdropper, respectively, hence maximizing legitimate
Rx’s SINR while reducing eavesdropper’s. [8] proposed an
Interference Alignment (IA) based anti-eavesdropping strategy,
with which the legitimate Tx generates AN either individually or
cooperatively with relay to interrupt the wiretap channel while
avoiding impacts on the legitimate Rx. The principle of type-II
PHY security measure is similar to that of cryptography based
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method, with which a legitimate communication-pair estimates
the transmission channel and exploits the randomness and reci-
procity of wireless channel to generate encryption/decryption
key. This scheme doesn’t need third-party to execute key dis-
tribution and management, hence is easy to implement [9]. The
authors of [10] proposed a PHY security algorithm based on
constellation phase rotation and amplitude randomization. The
legitimate Rx can recover the original constellation via an in-
verse transformation after establishing synchronization with its
Tx, while eavesdroppers can’t realize such synchronization and
thus is unable to obtain legitimate information. In this scheme,
constellation phase rotation and amplitude randomization func-
tion as the secret key for PHY encryption.

In terms of IRS-aided PHY security methods, the authors
of [16] considered an IRS assisted Gaussian Multiple-Input
Multiple-Output (MIMO) wiretap channel; to maximize the
secrecy rate of this channel, they proposed an alternating op-
timization algorithm to jointly optimize the transmit covariance
at Tx and the phase-shift coefficient at IRS. [17] employed IRS
to maximize the secrecy capacity of an AN-aided MIMO system.
In this work, IRS is used to modify the phase of the signal from
legitimate Tx, such a phase-shifted reflecting signal acts as AN to
disturb the eavesdropper. Since the legitimate Tx doesn’t need
to generate AN, its transmit power is saved. In this scheme,
Lagrange multiplier method was used in joint optimization of
the transmit precoding matrix, covariance matrix of AN, and
phase-shifts at the IRS. The authors of [18] virtually partitioned
the IRS elements into two parts. By configuring the phase shifts
of different partitions, they improved the desired signal at the
intended Rx while enhancing the impact of AN on an unintended
Rx. In [19], an IRS-aided secure communication scheme for
Multiple-Input Single-Output (MISO) system was proposed.
By optimally adjusting the phase-shifts of the IRS’s reflection
units, the reflecting signal from IRS and the non-reflecting
signal constructively add to each other at the legitimate user,
while destructively add at the eavesdropper to cancel his/her
received signal, so that the secrecy rate of legitimate user can
be maximized. However, this method needs the Channel State
Information (CSI) [23] related to eavesdropper. Nevertheless, in
practice, it is difficult to get such information due to the passive
feature of eavesdropper.

Table I highlights the primary differences between IRS-
DMSC and other typical security schemes, where symbols “o”
and “x” indicate having and not having the corresponding
feature, respectively. “—” indicates that some methods some
methods have the feature, while the others do not. From the
table, we can observe the advantages of IRS-DMSC compared
to the other schemes.

III. SYSTEM MODEL

We consider a wireless communication system consisting of
a legitimate Tx (Alice), an IRS controlled by the legitimate Tx,
a legitimate Rx (Bob), and an eavesdropper (Eve), as shown in
Fig. 1. Alice has N transmit antennas, while Bob and Eve are
equipped with Ny receiving antennas. The IRS is composed
of M reflection units. Let H,, denote the legitimate channel
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TABLE I
COMPARISON OF IRS-DMSC AND OTHER EXISTING SECURITY MEASUREMENTS

Method Cryptography Type-1 PHY Type-11 PHY IRS-aided IRS-DMSC
Feature based method security method security method security method
Increase of computational complexity o X o X X
Security key management o X X X X
Transmit power consumption X o X X X
Dependence on eavesdropper’s CSI X - X - X
Single signal carrying all user information o o o o X
Legitimate Channel Eavesdropping channel TABLEII
ﬁ R — TABLE OF SYMBOLS
IRS Symbols Description
I, (l ) Pr Transmit power of Alice
Nr The number of Alice’s antennas
Npr The number of Bob and Eve’s antennas
X, (1) Har,Hap Channel matrices'between Alice and IRS/Bob
H;p Channel matrix between IRS and Bob
H, Gar, Grg Channel matrices between Alice/IRS and Eve
r, (£) hx)]’ hﬁ% The it" element of H47 and Hy g
M The number of IRS elements
Eve Bob [ Reflection coefficient matrix of IRS
Reflection coefficient along with its amplitude
ai, Bi, 6;

Fig. 1. System model.

matrix associated with Alice or/and Bob, while G, denotes the
wiretap channel matrix associated with Eve. The subscript pair
xy represents a transmission pair of devices x and y. Specifically,
Hy; € CM*Nt H,p € CNeXNt andH;p € CN2*M repre-
sent the channel fading (a.k.a. channel status information (CSI))
from Alice to IRS, Alice to Bob, and IRS to Bob, respectively.
Additionally, G 4 € CVNr*N7 and G € CV#*M denote the
channel fading from Alice to Eve and IRS to Eve, respectively.
We employ a spatially uncorrelated Rayleigh flat fading [24]
channel model, so that the elements in H,, and G, can
be modeled as independent and identically distributed (i.i.d.)
zero-mean unit-variance complex Gaussian random variables.
We assume that all channels exhibit block fading characteris-
tics, i.e., channel parameters in a block consisting of several
successive transmission cycles remain constant in the block
and vary randomly across blocks. Since Alice controls the IRS,
she can obtain H 4;. Moreover, Bob can estimate H g and
H;p accurately, and feed this information back to Alice via a
control link. We assume reliable links for the delivery of CSI
and signaling. The delivery delay is negligible relative to the
time scale at which the channel state varies [25]. We assume
that the eavesdropper can estimate G 4p and Gg, but cannot
obtain Hap, Hay, and Hypg.

As Fig. 1 shows, IRS connects to Alice via an IRS controller.
Alice coordinates CSI® collection and signaling between her
and IRS via the controller. Each reflection unit of the IRS
independently introduces an adjustable phase shift to the incom-
ing signal from Alice, and then reflects the phase-modulated
signal to Bob. The reflection coefficient matrix of the IRS,

3 Although the CST may be imperfect in practice, our method remains applica-
ble, albeit with some performance degradation. Since our focus is on designing
and validating the secure transmission scheme, we will not discuss the impact
of imperfect CSI on the method’s performance. However, this aspect can be
addressed similarly to [26], [27].

and phase-shift coeffs. of the i*" IRS element

Transmitted bipolar data sequence
The sub-data sequences of s(t)

rAB The signal sent from Alice to Bob
rrp The signal reflected by the IRS to Bob
TB,TE The mixed signal received by Bob/Eve
B The estimated signal at Bob
P Precoding vector at Alice
f Filtering vector at Bob
Ts Symbol period
xo, T1 BPSK-I and BPSK-II symbols
Z, 0721 AWGN and its power
h Fading characteristics
J() The effective data symbol carried in a signal
S, ¢, 0s The modulated symbol along with its amplitude
e and phase offset
el ® Pre-attenuation factor of 74 g
CB,CE, CS The legitimate/wiretap/secrecy channel capacity
P(x), P(%) The probabilities of = and z
P(x,z) The joint probability density of x and &
The normalized ratio of
n Alice’s transmit power to noise power
pB, PE Bob and Eve’s BER

denoted as ® € CM*M isa diagonal matrix, that can also be
expressed as ® = diag([ay s - - - apr]), where diag(-) denotes
the diagonalization of a vector. We use a; = S3;¢’ % to indicate
the ith ( € {1,2,..., M}) reflection coefficient of the IRS,
where 3; € [0,1] is the amplitude distortion and 0; € (—, 7]
is the phase offset. For simplicity, we set ; = 1 and neglect the
signal components reflected more than once [15].

Before delving into details, we present the main symbols used
in this paper in Table II.

IV. DESIGN OF IRS-DMSC UNDER QPSK

In this section, we take QPSK as an example to present
the design of IRS-DMSC, and then propose the corresponding
calibration method to combat the decoding error caused by the
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cos(@,t)

80

| |
| ) X, |

4 BPSK-I 3 IRS H,

HIB
(a) Decomposition of Tx-side
QPSK constellation into two

orthogonal BPSK constellations

(b) Workflow of IRS-DMSC

Fig. 2. Illustration of IRS-DMSC’s realization under QPSK modulation.
difference of fading in two independent/uncorrelated transmis-
sion channels.

A. Basic Design of IRS-DMSC

The main idea of IRS-DMSC is based on the fact that a QPSK
modulation can be decomposed into two orthogonal BPSK
components [28]. Under IRS-DMSC, user’s data information
is at first divided into two parts. Then, Alice directly generates a
BPSK signal carrying one part of the divided user’s information
and sends it to Bob and IRS. Meanwhile, IRS modulates the
incoming signal’s phase under the control of Alice, so as to yield
another BPSK signal which contains the other part of user’s
information and is orthogonal to the direct one. Both signals
superimpose at Bob to produce a QPSK signal. In this way,
distributed modulation and transmission of legitimate user’s
information is realized.

Fig. 2 plots the realization of IRS-DMSC under QPSK.
Without of loss of generality, we denote the BPSK modulation
whose symbol’s phase is either O or 7 as BPSK-I. Similarly, the
other BPSK signal whose symbol’s phase is selected from set
{—%, %} is denoted as BPSK-IL. As Fig. 2(a) shows, a QPSK
constellation whose phase set is {—2T, —Z Z 3T} can be
equivalent to the combination of BPSK-I and BPSK-II. Fig. 2(b)
plots the workflow of IRS-DMSC, where we denote the transmit-
ted bipolar data sequence as s(t). By applying Serial-to-Parallel
(S/P) conversion to s(t), we can have two sub-data sequences,
i.e., so(t) and s;(t). Without loss of generality, we let Alice
select s(t) to multiply by a carrier signal cos(w.t), so that a
direct BPSK signal is obtained as:

xo(t) = so(t) cos(wet). (1)

Then, Alice applies the precoding vector p € CN7*1 to 2(t)
(will be detailed in Section IV-B) to obtain x 4 (t) = pxo(t) and
simultaneously transmits it to Bob and the IRS with transmit
power Pr. We use r 4 5 (¢) to represent the signal sent from Alice
and directly received by Bob. Similarly, the signal sent from Al-
ice and perceived by IRS is denoted as r;(¢). IRS modulates the
incoming signal’s phase under the control of Alice via the IRS
controller, so we can get an indirect signal reflected from IRS
as x7(t). We use ryp(t) to represent the signal reflected by the
IRS and received by Bob. Bob post-processes the superimposed
signalr o (t) + r7p(t) withareceive filter f € CV2*1 to obtain
a filtered signal r g, from which the desired data 5(¢) is decoded.
In what follows, we will discuss the realization of IRS-DMSC
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13(1) =75 (1) + 135 (1)

QPSK 4

(c) Two BPSK constellations combine to be
a QPSK constellation at the Rx-side (w/o channel fading)

within one symbol period T (kTs < t < (k+ 1)T,) where k
is the index of the kth BPSK symbol and T is the symbol
duration. For simplicity, we omit the time index ¢ in the following
discussion. Additionally, since x carries the same information
as s, we can without ambiguity equate* them as synonyms.
Correspondingly, zo and x; represent the BPSK-I and BPSK-II
symbols, respectively. At the Rx-side, Bob processes the super-
imposed signal with f to obtain:

rg =/ PrifHappzo + / PrE?H g ®H o pro + £72
2)

where z represents an Additive White Gaussian Noise (AWGN)
vector whose elements have zero mean and variance o2. Recall
that we set 3; = 1, the key to IRS-DMSC’s design is determining
the phase-shift coefficient 6; so as to output rp which has
the same waveform as that yielded by conventional centralized
QPSK modulation.

Without causing ambiguity, we call the channel from Alice
to Bob Direct Transmission Channel (DTC) whereas that from
Alice to IRS and then to Bob Indirect Reflection Channel (IRC).
Then, we can represent the filtered/post-processed DTC signal
component and IRC signal component in (2) as:

rap = v/ PrifHappro 3)
and
rrp =/ PrE?Hp®H 41pxo. 4)

Due to the independence of DTC and IRC, their distinct fading
characteristics may lead to different reception and decision out-
comes, as illustrated in Fig. 3. For ease of presentation, we first
assume that all reflection coefficients of the IRS are identical,
ie., 0; = 9, and both the DTC and IRC demonstrate identi-
cal fading characteristics, i.e., fAH pp =fTH;sHsp=h
holds. The design of IRS-DMSC for more general scenarios
will be discussed subsequently. Then, (2) can be simplified
to:

M
rg =/ Prh (:170 + Zej6x0> . (&)
i=1
We can see from (1) that x is the BPSK-I signal which mod-
ulates data sg onto carrier cos(w,t). Then, IRS should convert

4This equivalence involves the down-conversion of the frequency signal
to obtain a baseband signal, similar to the operator [J(-) introduced in the
discussion of Fig. 3.
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@ Constellation point of 1y,

J (1)

T (1)

BPSK [

~PKL VA Y

hj("l/l)

BPSKII |
v v

BPSKII |

(@) fHHAlxp :fHHmH.up =h

J (r,) in correct quadrant

() fHHAHp =fHHmHA1p =h

J (1) in incorrect quadrant

Fig. 3. Various situations of the effective data carried in rg.

TABLE III
PHASE-SHIFT VALUES OF IRS FOR VARIOUS QPSK DATA SYMBOLS

BPSK-I BPSK-II R

QPSK symbol 6
S0 Phase S1 Phase

(—-1,-1) 1 0 -1 5 5

(—=1,+1) 41| -2 | -Z

cL-y | [l s (-3

(+1,+1) +1| -% z

its perceived version of xg, i.e., hzg, to BPSK-II signal which is
equivalent to a modulated signal obtained by multiplying s; by
sin(w.t), and reflect such an indirect modulated signal to Bob.
So, Bob can see a filtered superimposed signal rp who has a
QPSK signal’s waveform attenuated by the fading coefficient
h. Based on the above analysis, the term Zf\il ez in (5)
should be the BPSK-II signal in which s; is carried. According
to Fig. 2(a) and (c), phase difference of BPSK-I and BPSK-II
signals is either — 75 or 5 depending on the data carried in both
signals. Therefore, in order to obtain a combined QPSK signal at
Bob, weneedtosetd € {— %> 5 1. Table Il shows the phase-shift
values corresponding to various QPSK data symbols, using Gray
code as an example.

In order to intuitively illustrate the relationships between
various signal components, we define operator 7(-) to denote
the effective data symbol carried in a signal. Note that for dif-
ferent signals, 7 () may stand for various operations [29], e.g.,
J (80 cos wt) represents applying coherent demodulation [28] to
S0 cos wt to obtain sq. By employing 7 (), we can map signal to
a constellation map where an effective data symbol carried in the
signal can be represented by a two-dimensional vector starting
from the origin and ending at the effective data point. In Fig. 3,
we take the desired QPSK constellation point lying in the first
quadrant as an example to show various situations of the effective
data 7 (rp) carried in the mixed signal r 5. Fig. 3(a) and (b) are
plotted under the assumption of f7H 45p = fFH;sHA;p =
h. As the figures show, since both DTC and IRC incur identical
attenuation including amplitude distortion and phase deviation
to a signal transmitted therein, 7 (r ) is away from the standard
constellation point associated with the desired data. Fortunately,
we can see from (5) that rp is actually a QPSK signal that has

O Constellation point of desired data
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® Constellation point after employing ML rule

w0
I 7 (T (1)
PPSKI .| _ o J(1)
BPSKII i Tan BPSK 1T “‘\
v ATACTIRN

© fHHAHp ¢fHHIHHAIp’

J (ry) in correct quadrant

(d) fH‘-l/ﬂip ?‘:fH'-lIII]-‘AIpy

J () in incorrect quadrant

experienced fading h; therefore, Bob can employ h~! as the
post-processing coefficient to obtain an estimated signal as:

rg = h717’B =/ Prxog+ M~/ PTejé{,UO (6)

where 6 can be determined according to Table III.

In this example, we can without loss of generality encode the
QPSK symbol as “00” [28], which corresponds to the bipolar
symbol (—1, —1). Then, according to Table II, as long as we set
6= 5 (ensuring all reflected signal components are coherently
combined with each other to maximize the amplitude of r;5),
7p will become the QPSK signal plotted in Fig. 2(c) which is
the combination two orthogonal BPSK signals and carries data
s. Bob can then adopt traditional demodulation method, such as
coherent demodulation [28], to recover desired data from 7. It
should be noted that either in the case plotted in Fig. 3(a) where
the channel fading is moderate so that 7 (rpg) is close to the
desired standard constellation point, or in the situation shown
in Fig. 3(b) where channel fading is so severe that J(rg) is
steered into an incorrect quadrant, Bob can process r with h~*
according to (6) to obtain the estimated signal 7p correctly.

The above discussion assumed that both DTC and IRC have
the same fading features. However, in practical use, fading
coefficients of various channels are always different. Therefore,
in Fig. 3(c) and (d), we plot the estimation of effective data
J(rp) under fHapp # fPH;gH 47p. In these two figures,
BPSK-I and BPSK-II signals experience different fading. So,
post-processing given in (6) becomes inapplicable. By noting
that in Fig. 3(c), J(rg) is close to the desired QPSK constel-
lation point, Bob can employ Maximum Likelihood (ML) to
compare rp with four standard QPSK waveforms so that the
correct QPSK point can be determined. That is, the ML-based
estimated symbol (denoted by a grey dot) coincides with the cor-
rect standard QPSK point (represented by a circle). In Fig. 3(d),
severe fading causes J (r ) to be far away from the desired data
point. In such a case, applying ML would yield an estimated
symbol identical to the standard QPSK point in an incorrect
quadrant, thus incurring decoding error. It should be noted that,
in cases (c) and (d) of Fig. 3, due to the different fading of DTC
and IRC, Bob can’t accurately calculate the phase compensation
coefficient, h~1, in (6). As aresult, 7 (7g) is not depicted in the
figure, but instead, we employ ML directly on 7 (rg).
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Under f7H  gp = fPH;zH 4;p, Bob can process rp in
terms of (6), so that the identical fading of two channels is
compensated, yielding a correct decoding. However, in prac-
tice, fHHABp = fHHIBHAIp is usually not true, i.e., signal
components transmitted over DTC and IRC experience various
amplitude distortions and phase deviations (as Fig. 3(c) and (d)
show). So, Bob can’t use a single post-processing coefficient
to compensate for different fading, or decoding error occurs.
Moreover, it should be noted that since IRS is passive reflecting
device, IRS-DMSC can only adjust r;p’s phase via setting
IRS’s phase-shift coefficient 6, so as to yield a correct estimated
constellation point at Bob. In the next subsection, we will pro-
pose Relative Phase Calibration (RPC) to combat the decoding
error caused by the differences in two uncorrelated/independent
transmission channels (as plotted in Fig. 3(d)).

From the above-mentioned discussion, we can see that the
basic principle of DM is to involve the propagation environment,
i.e., characteristics of wireless channels, into modulation pro-
cess. The signal’s waveform perceived at the desired Rx under
DM is identical to that with conventional CM; however, during
propagation, DM and CM yield different signal’s waveforms.
This is because DM is completed at the Rx, while CM is finished
atthe Tx. So, under CM, as long as the eavesdropper wiretaps the
signal sent from the legitimate Tx, the secrecy of transmission
is breached; whereas for DM, user’s full data is distributedly
modulated onto a superimposed signal just at the legitimate
Rx, but the eavesdropper can only conduct wiretapping during
signals’ prorogation, thus eavesdropping becomes difficult.

B. Design of Relative Phase Calibration

As aforementioned, DTC and IRC are independent of each
other, thus yielding various fading and incurring decoding error
at Bob. The main idea of RPC s to let the two signal components,
say r4p and r;p, have the correct phases, i.e., 74p’s phase
should be either O or 7r, while 77 g s is either § or — 5. In this way,
the effective data [J(rp) carried in the filtered superimposed
signal r g will certainly locate in the right quadrant with respect
to (w.r.t.) the desired constellation point, and then Bob can adopt
ML to correctly recover the desired data.

Since r;p is reflected from IRS to Bob, its phase can be
affected by 6, introduced at the IRS. As for r4p, it is di-
rectly transmitted from Alice to Bob, hence its phase can be
controlled by p. Without loss of generality, we use Singular
Value Decomposition (SVD) based precoding and filtering as an
example. Specially, we apply SVD to H4p to obtain Hap =

UupAa BV . Then, Alice selects p = vf4 é as the precoding
vector, while Bob employs filtering vector f = ug}g, where u(l)
and v( ) 13 Tepresent the first columns of the left and right singular

matrlces U p and V 4, respectively. So, rp can be rewritten
as:

rp = \/PT)\.S)BQ:O
. @z )l

Bz + [l

)
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TABLE IV
PHASE-SHIFT VALUES OF IRS WITH RPC FOR VARIOUS QPSK DATA SYMBOLS

QPSK BPSK-I BPSK-1I 0
symbol so | Phase | s; | Phase ‘
™ 1 i T
TN Ay P I 70
(—1,+1) +1| -3 —ang{[ul}}, ]Hh Bharvapt— %
TV N T I I VAL A o
(+1,+1) 1| -1 | —ang{{ LR GVEL) 1 T
| H
T \/72 (p 0 Y ;7(’73)‘ >
hjgh ;1Pe x
| \_ W)
4 '> ~~~~~~~~~~~~~ e
BPSKT H BPSK T | i H,, BPSE,J “{_‘7\\.;7(”.4/:)
l px“ BPSK [] |P, p\/“ FéPSK BPSKV,IAI
Alice IRS Bob

(2) (b) (©)

Fig. 4. Realization of IRS-DMSC employing RPC.

where )»541])9 denotes the largest singular value of the singular
value matrix A 4. hf;)l (ie{l,2,...,M})and hu)a represent
the 7th column vector of H 47 and the ith row vector of H; g,
respectively.

Since /% is a complex coefficient, we can have the filtered
IRC signal component in (7) as:

ris =/ Pr Z alip) hiphvihe . ®)

As each term in (8) is a complex number, and the phase of
the filtered DTC component in (7) aligns with zy, we need to
ensure the phase of the post-processed IRC component align
with x; so that a desired signal can be obtained at Bob. In what
follows, we use || - || to denote the modulus of a complex number,
while ang(-) represents calculating the phase angle of a complex
number. We ensure that all the reflected signal components co-
herently superimpose with each other to maximize the amplitude
of ;. Therefore, according to the principle of IRS-DMSC, (9)
should satisfy.

ang{[uly3] RV R} + 6 = £ 7. ©

According to the above equation, §; can be calculated. Specif-
ically, we show the values of 8, under IRS-DMSC with RPC for
various QPSK data symbols in Table I'V.

To this end, utilizing the aforementioned precoding and fil-
tering processing and setting 6; according to Table IV, 7 (rp)
can be located in the same quadrant as the desired QPSK point.
Fig. 4 takes the desired QPSK constellation point lying in the
first quadrant as an example to illustrate the implementation
of IRS-DMSC using RPC and transmitted/received signals at
various communication entities. As Fig. 4(a) shows, Alice trans-
mits a precoded signal +/Prpxo. As illustrated in Fig. 4(b),
the IRS, upon receiving the signal from Alice, then constructs

signal v/ Pr Zi\il hg% hfj)lpej‘gixo for reflection. Finally, Bob
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(a) SPSK (b) 8QAM (c) 16QAM

Fig. 5. Examples of decomposing high-order modulation constellation into
multiple QPSK constellations.

post-processed the superimposed signal to obtain rp. The fil-
tered signal components 7 4p and 5, as depicted in Fig. 4(c),
carry their respective data symbols J (1 45) and J (r;5) which
are located within the correct quadrants. As can be observed
in Fig. 4(c), due to the lack of power control at the IRS, there
may exist a distortion between J (rp) and the desired QPSK
symbol z, causing an offset between them. Nevertheless, since
the phases of 7 (ra5) and J (1) are correct, 7 (r g ) is located
within the correct quadrant. Therefore, methods such as ML can
be employed to determine the correct desired data.

It should be noted that, since RPC focuses on compensating
for the fading difference between DTC and IRC to obtain a
desired data in the correct quadrant, it is only applicable to
QPSK modulation. Furthermore, the distortion between J ()
and z as shown in Fig. 4(c) will lead to a reduction in noise
resilience, thereby imposing limitations on its application. When
a high-order M PSK (M > 4) is used or amplitude modulation
is involved (e.g., M QAM modulation), RPC becomes inappli-
cable. In such cases, a more precise calibration method that
incorporates both amplitude and phase compensation is required
to accurately obtain the desired constellation point at Bob, which
will be elaborated further in Section V-B.

V. EXTENDED DESIGN OF IRS-DMSC TO HIGH-ORDER
MODULATION

In Section IV we took QPSK as an example to present the de-
sign of IRS-DMSC. Now we extend IRS-DMSC to more general
high-order modulations including M QAM and MPSK where
M denotes the modulation orderand M > 2L (L € {3,4,--- }).
In what follows, we will first illustrate the decomposition of
a high-order modulated waveform into two sub-waveforms.
Then, we will introduce a constellation calibration method to
ensure the accurate generation of the desired waveform at the
intended Rx.

A. Decomposition of High-Order Modulated Signal

The key of extending IRS-DMSC lies in the decomposition
of a high-order modulated waveform into two distinct sub-
waveforms. As Fig. 5(a) shows, an 8PSK waveform can be
equivalent to two phase-shifted sub-waveforms with an identical
amplitude ¢. For example, in order to acquire the 8PSK symbol
S with a phase offset of fs,, Alice can generate a direct signal
with a phase offset of 65, — 7/4. Meanwhile, the IRS introduces
a phase shift 77/2 to this signal. This results in a reflected signal
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with a phase offset of 65, + 7/4. By superimposing the direct
and reflected signal components, the waveform corresponding
to the symbol Sy is produced at Bob. Similarly, the 8PSK symbol
S with a phase offset of fs,, can be achieved by combining a
direct signal and a reflected signal with phase offsets 0s,, — /4
and 0s,, + /4, respectively. Note that Sy can be regarded as a
symbol within a QPSK constellation formed by the four black
points, while Syr can be considered as a QPSK symbol in the
constellation defined by the four red points. These two symbols
can be acquired by combining two orthogonal sub-waveforms.
Since MPSK can be equivalent to M/2 QPSKs, the afore-
mentioned extension of IRS-DMSC to 8PSK can be applied
seamlessly.

Regarding M QAM, we will take 8QAM and 16QAM as
examples to illustrate the extension of IRS-DMSC. As Fig. 5(b)
shows, the 8QAM constellation can be equivalent to the combi-
nation of two QPSKs, labeled as QPSK-I and QPSK-II. These
constellations are distinguished by different amplitudes, i.e., (r
and (;7, while sharing an identical phase set { — 3%, — T T 37
Consequently, an 8QAM symbol can be treated as either a
QPSK-I symbol or a QPSK-II symbol, which can then be
achieved by combining two sub-signal components. Specifi-
cally, for the data symbol Sy, Alice transmits a signal offset
by a phase of 0s, — 7/4, while the IRS generates a reflecting
signal with a phase offset of 05, + 7 /4, both sharing the same
amplitude (;. Likewise, for symbol S;; in Fig. 5(b), Alice and
the IRS generate signal components with an identical amplitude
€11, and various phase offsets of 0s,, — w/4 and 0s,, + 7/4,
respectively. Note, however, that the realization of IRS-DMSC
in 8QAM is not unique. For example, to achieve Sy, Alice could
alternatively transmit a signal with a phase offset of fs,, — 7/4
and an amplitude of (7, while the IRS generates a reflected signal
component with a phase offset of 0s,, + /2 and an amplitude
of V2(sr.

We now discuss the extension of IRS-DMSC in 16QAM.
As depicted in Fig. 5(c), we can represent 16QAM as the
combination of four QPSK constellations lying in the four quad-
rants of the coordinate system, respectively. To realize signal
waveform decomposition, we plot an auxiliary QPSK centered
at the origin and determined by the four “x” markers (referred
to as QPSK-I). Correspondingly, the four QPSKs constituting
16QAM are labeled as QPSK-II. Then, one can easily see that
the symbol S; can be achieved by combining a QPSK-I signal
with a phase offset of 7w/4 and a QPSK-II signal with a phase
offset of — /4. Similarly, the symbol S;; can be realized by
combining a QPSK-I waveform with a phase offset of —3m/4
and a QPSK-II waveform with a phase offset of 37 /4.

Based on the above discussion, other M —order modulations
can be decomposed in a similar way.

B. Design of Constellation Point Calibration

It should be noticed that under MPSK (M > 2%), more than
one constellation point may exist in a quadrant (including on
the axis of the quadrant). In such a case, RPC can not result the
correct constellation point from multiple candidate points. This
is because RPC aim at adjusting the effective data carried in rp
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6, controls the phase of 7, ¢, controls the phase of 7,

Fig. 6. Illustration of constellation point calibration.

to the same quadrant of the desired data, so that by employing
ML the desired symbol can be determined. However, in the case
of multiple constellation points (including the desired data point)
existing in one quadrant, the use of ML may yield wrong decision
and hence incurring decoding error. For example, under 8PSK,
when IRS-DMSC with Relative Phase Calibration (w/ RPC)
adopts ML to J(rp), an incorrect 8PSK symbol may yield.
Specifically, a black dot in Fig. 5(a) may be decided as its adja-
cent red dot, or vice versa. In such a case, erroneous decoding
occurs. Moreover, although 8QAM constellation contains only
four phases, amplitude information is required to differentiate
multiple constellation points in a quadrant. Since RPC adjust
signal’s phase without amplitude modification, Bob can’t dis-
tinguish the two constellation points with identical phase but
different amplitudes. Therefore, decoding error can happen.
As for 16QAM, IRS-DMSC w/ RPC can not be capable of
distinguishing multiple points in one quadrant, which is similar
to the cases of 8PSK and 8QAM. To summarize, IRS-DMSC
w/ RPC are inapplicable for M —order modulation (M > 27,
L e{3,4,---}). So, in order to make IRS-DMSC usable, we
need more accurate calibration method to yield an estimated
symbol from the superimposed signal being close to the desired
constellation point as much as possible.

According to the design principle of RPC, the IRS can ma-
nipulate the phase of r; 5 by adjusting #;. Meanwhile, Alice can
introduce a pre-attenuation factor e/¢ to modify the phase of
r4p. Then, as illustrated in Fig. 6, where we use two vectors
to represent J(rap) and J(r;p), by appropriately setting
¢ and 6; to adjust the directions of these two vectors, their
combined vector J(rp) can reach the standard constellation
point corresponding to the desired data s. This process involves
adjustment of both 7 (r)’s phase and amplitude, thus we call
it Constellation Point Calibration (CPC).

Now, we present the realization of CPC. Taking SVD-based

precoding and filtering as an example, Alice selects p = ¢’ ¢v1(41)B

as the precoder, while Bob adopts f = uE4 g as the receive filter.

So, the two superimposed filtered signal components at Bob can
be rewritten as:

TAB = \/ PT)\S)BeM)

(10
and

TIB—\/PTZ 1) Hh

l) (1])363'(01:—&-617)330 (11)

By denoting J(rap) and J(r;p) as two vectors, we can
express the projections of 7 (r 4 ) and J (1 ) on the horizontal
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(real) and vertical (image) axis as:

Re[J (ragp)] = \/E)»Ej,)gso cos ¢ (12)
Im[J (rap)] = vPralihsosing

and
Re[7 (1)) = vPr £, {11 bR v ik o
cos(6; + ¢+ ang([uS ;17 R{ERv {L) |
VPES LI e o
sin(0; + ¢+ ang([u{{} " h{RhG v iD) |
(13)

Im[J (rp)] =

Therefore, to realize CPC, we can jointly adjust ¢ and 6; to
obtain appropriate Re[7 (r ag)], Im[J (rap)], Re[T (rr5)], and
Im[J (r; )], such that (14) can be satisfied:

{ReU(TB)] =Re[J(rap)] +Re[T (r1p)] = so
Im[J (rp)] =Im[T (rap)] + Im[T (rip)] = s1

Recall that we need to configure 6; to achieve a co-
herent combination of the M reflected signal components,
thereby maximizing the amplitude of r;p. Specifically, 6; +

(14)

¢ + ang([u'} L1702 0 vl ) = © should hold where © rep-
resents the target phase of ;. Consequently, we can have:
VP sg cos ¢
Y b5 Ry b v g o cos © = so
\/]TTAAB 50 sin ¢
+\/P7TZ ||[ }Hh()h( IVABHSOSHl@*Sl

15)

From (15), both ¢ and © can be solved. Furthermore, accord-
ingto6; + ¢ + ang([ugl)g]Hh(Z) hx)l 541])3) O, the value of 6;
can be determined.

CPC exploits the principle of vector combination. By calibrat-
ing the phases of two signal components, J (rp) can coincide
with the desired standard constellation point, so that IRS-DMSC
can be extended to more general high-order modulations. How-
ever, it should be noted that when signal’s transmission expe-
riences severe fading, the strength of r 45 and 775 may be too
small to yield a signal 7 whose effective data coincides with
the desired data symbol. That is, ||rag||, [|[7as| and ||r; || are
far less than ||s||, yielding no solutions for ¢ and 6;. In such a
case, traditional CM becomes infeasible as well, i.e., an outage
of data transmission occurs.

So far, we have discussed the design of IRS-DMSC for a
single pair of legitimate Tx and Rx. When multiple legitimate
Txs and/or Rxs are present, the Txs need to collaborate in
designing their precoders and the reflection matrix of the IRS to
enable each legitimate Rx to differentiate multiple current data
transmissions. Specifically, when there are multiple Txs and one
legitimate Rx, we can leverage the interactions among multiple
wireless signal components to obtain an effective aggregated
signal at the IRS and receiver, respectively, as demonstrated
in [30]. Our method can then be applied directly. When there is
one Tx and multiple legitimate Rxs, we can employ a multi-user
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Fig. 7. Hardware implementation of IRS-DMSC.

scheduling method to allow one Rx to receive its signal at a time,
making our method applicable.

VI. EVALUATION

In this section, we first utilize the universal software ra-
dio peripheral (USRP) platform to implement IRS-DMSC and
demonstrate its validity. Specifically, we use constellation maps
and Bit Error Rate (BER) to verify the feasibility of IRS-DMSC
in legitimate transmission, and employ BER to exhibit the
prevention of eavesdropping with IRS-DMSC. Then, we use
MATLAB simulation to evaluate the BER and secrecy capacity
of IRS-DMSC. We employ QPSK and 16QAM as an examples.
Similar results can be obtained under other modulation schemes.
We adopt CM as the baseline method.’

A. Hardware Implementation and Experiments

We employ two USRP X310 devices, each equipped with
a UBX-160 daughter board, as Alice and IRS, respectively.
Additionally, we utilize a USRP B210 device as the Rx. To
simplify the experiment, all devices are equipped with a sin-
gle antenna. Furthermore, we omit the implementation of the
transmission from Alice to the IRS. Instead, we allow the X310
device serving as the IRS to directly transmit to the Rx. This
way, signal reflection is emulated.

As Fig. 7 shows, the two X310 devices, controlled by the
Tx-side terminal (denoted by Laptopl), realize the processing
of Alice and IRS, respectively, and the positions of the antennas
connected to the devices represent the spatial locations of Alice
and IRS. The X310 devices are connected to a CDA-2990
which generates a high-accuracy 1 pulse per second (PPS) and
10 MHz reference signal for device synchronization via cables
of equal length. The B210 device acts as the legitimate Rx (i.e.,

5To the best of our knowledge, all existing transmission schemes utilize CM,
which loads all of user’s information onto a single signal, thus lacking signal-
level security. Furthermore, as we have discussed in the Section II, existing PHY
security schemes either entail additional transmit power usage (e.g., AN), impose
computational power consumption (e.g., PHY encryption and decryption), or
require CSI estimation and signaling overheads (e.g., the PHY secret key based
method). In contrast, our approach does not incur these costs/overheads. So, there
is no common basis for comparing our method with existing secure schemes.
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Fig. 8. Comparison of 16QAM constellations at Bob under IRS-DMSC and
CM.
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Fig.9. BER performance of legitimate Rx and eavesdropper using IRS-DMSC
and CM.

Bob) to detect the received mixed signal. The B210 device is
connected to another terminal (Laptop 2), which controls the
signal detection and data demodulation.

In the experiment, all the devices are deployed in a plane.
For simplicity, the Rx is located on the mid-perpendicular of the
line connecting Alice and IRS. This configuration ensures that
the direct and reflected signal components experience similar
attenuation and can reach the Rx synchronously. Consequently,
there is no need for the estimation of the direct and reflecting
links’ CSI, or for phase or constellation point calibration. In
the experiment, Bob estimates the equivalent CSI between him
and Alice and the IRS based on the mixed pilot signals received
from Alice and IRS (we use Barker code as the pilot sequence),
and then compensates the equivalent channel accordingly. For
clarity, we use the parameter-pair [a, b] to represent the distance
between Alice and IRS, and between Bob and the line connecting
Alice and IRS. In the experiment, we set [a, b] to [1 m,2 m],
[2m,5 m], and [3 m,8 m|. The main parameters used in the
experiment are shown in Table V.

In Figs. 8 and 9, we evaluate the variation of Rx-side constel-
lation and BER performance along with the increase of transmit
gains under [a, b] = [1 m,2 m] and 16QAM. In addition to the
proposed IRS-DMSC, we also implement conventional CM for
comparison. In this approach, Alice directly transmits a I[6QAM
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TABLE V
PARAMETER SETTINGS OF IRS-DMSC

Parameter | Carrier freq. | Symbol rate | Interpolation factor

Sampling rate (base-band)

Roll-off factor of raised cosine filter | Transmit gain

Value 915MHz 0.2MBaud 2

0.4MHz 0.5 [5dB,25dB]

signal to Bob without the assistance of the IRS. When realizing
IRS-DMSC, we decompose 16QAM into two QPSK signal
components with an identical phase set (i.e., {— 2T, —Z, Z 31})
and various amplitudes (where the larger amplitude is twice that
of the smaller one), as depicted in Fig. 5(c). Specifically, we
employ one Tx to generate the QPSK component with a larger
amplitude to emulate Alice’s direct transmission, while adopting
the other Tx to transmit the QPSK component with a smaller
amplitude to emulate the IRS’s reflection to Bob. In practice,
the reflecting link is composed of two sub-links, resulting in
a more severe path loss than the direct link. Therefore, the
transmit power configuration at the two Txs is aligns with the
practical situation. The two QPSK components reach Bob and
superimpose with each other to produce the desired 16QAM
signal. Consequently, Bob performs QPSK demodulation. When
implementing 16QAM using CM, we turn off one X310 and use
the other X310 as a I6QAM signal source, while the processing
at Bob is identical to that under IRS-DMSC.

For a fair comparison, we set the same transmit power for both
IRS-DMSC and CM. It is worth noting that, in the IRS-DMSC,
we employ one X310 to serve as the IRS, and its power should
not be counted as the transmit power of the IRS-DMSC, since in
practice the reflected signal originates from Alice while the IRS
only forwards it to Bob. Specifically, the transmit gain in Table
V is for controlling the signal strength of Alice. Moreover, as
the transmitted signal strength is determined by the amplitude of
the baseband symbol and the transmit gain cooperatively, in the
experiment, we set the same transmit gain for Alice and the IRS
under IRS-DMSC, and adjust the amplitude of their baseband
symbols to ensure that Alice’s symbol amplitude is twice that
of the IRS’s symbol, so that the combination of Alice and the
IRS’s signals can have the same average power as that obtained
under CM.

As Fig. 8 shows, both IRS-DMSC and CM can yield 16QAM
constellation at the Rx. The constellation points become more
concentrated as the transmit gain increases. As a comparison,
there is a minor distortion between the constellations of IRS-
DMSC and CM under the same transmit gain. This is because
the modulated signal in CM is generated by a single Tx, and the
Rx can accurately estimate the channel fading and compensate
for it, while the received 16QAM waveform under IRS-DMSC
is obtained by superimposing two QPSK signals over the air
interface at the Rx, and the experimental setup shown in Fig. 7
can’t completely eliminate the fading difference between the
two QPSK components. Thus, a slightly distorted constellation
results. Nevertheless, it is evident from Fig. 8 that data transmis-
sion using IRS-DMSC can achieve comparable performance to
that with CM.

According to Table I'V, the wavelength of the 915 MHz carrier
signal is approximately 32.79 cm, and the manual deployment

of devices can ensure that the difference in signal propaga-
tion distance is less than 2 cm, so the delay difference of the
two QPSK components at Bob can be ignored. However, the
experimental setup cannot make the fading experienced by the
two signal components strictly identical, so the channel fading
of the direct and reflected signals can’t be ideally compensated
for, resulting in a slight distortion of the constellation compared
to that obtained under CM. In order to quantitatively illustrate
the impact of the constellation distortion in IRS-DMSC on Bob’s
reception, we compare the BER performance of Bob by using
IRS-DMSC and CM, respectively, to transmit 5 x 107 bits data
with 16QAM modulation, and set the transmit gain to [10 dB,
25 dB], as shown in Fig. 9.

As the figure shows, the BER of Bob under both transmission
schemes decreases as the transmit gain grows. CM outputs a
better BER than IRS-DMSC. This is because in IRS-DMSC, the
desired 16QAM signal is obtained by superimposing two signals
at the desired Rx, but the Rx can’t completely compensate for the
different fading of the two signal components, hence resulting in
slight distortion of the observed 16QAM constellation compared
to that under CM, as shown in Fig. 9. Therefore, under the same
transmit gain (and the same environmental noise), IRS-DMSC
yields a worse BER than CM. To address this issue, one can apply
CPC as proposed in Section V. In this way, the constellation
shape at the Rx can be improved, so that IRS-DMSC’s BER
will approach CM’s. However, since 16QAM employs varying
amplitudes to carry data information, RPC is not applicable. It
is important to note that in the aforementioned setup, we have
included the transmit power used for emulating the function of
IRS as part of the total transmit power overhead, to obtain the
BER of Bob under IRS-DMSC. However, as IRS can leverage
interference power for desired data transmission, the power
cost for emulating IRS’s reflection should not be factored in.
Therefore, to accurately evaluate IRS-DMSC’s performance, we
allow Alice to transmit with the same power as that under CM
when implementing IRS-DMSC. For clarity, we use superscripts
and * to differentiate between the IRS-DMSC schemes with and
without accounting for the IRS power, respectively. That is, with
the same transmit gain, the average power of the QPSK symbols
sent by Alice under IRS-DMSC? should be the same as that of
the 16QAM symbols sent by Alice under CM. As the figure
plots, IRS-DMSC can outperform both CM and IRS-DMSC'
in terms of BER performance, attributed to the effective collec-
tion and utilization of signal power emitted from Alice to the
IRS.

To verify the secrecy performance of IRS-DMSC, we move
the legitimate Rx in Fig. 7 from its position on the mid-
perpendicular of line AB to other positions, then the legitimate
Rx becomes an eavesdropper. Assuming that the eavesdropper
can accurately estimate the CSI between itself and the Txs, and
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IRS-DMSC under [Im, 2m]  IRS-DMSC under [2m, 5m]  IRS-DMSC under [3m, 8m]

CM under [1m, 2m]

CM under [2m, 5m] CM under [3m, 8m]

Fig. 10. Variation of QPSK constellation with propagation distances using
IRS-DMSC and CM.

can perform channel compensation and signal detection based on
the estimation, we can plot in Fig. 9 the BER of an eavesdrop-
per employing 16QAM demodulation under two transmission
methods. As the figure shows, the eavesdropper’s BER remains
around 50% and doesn’t improve with the increase of transmit
gain. This is because the two QPSK signals are asynchronously
superimposed and interfere with each other at Eve. Additionally,
due to the residual distinction between the direct and reflecting
channels, Eve is unable to accurately compensate for the fading
of the two sub-channels based on the estimation of the pilot
from the received mixed signal. Therefore, the correct decoding
of the desired 16QAM signal is thwarted. When the legitimate
communication pair adopts CM for data transmission, Eve can
achieve a comparable BER performance to Bob. This is because
under CM, the desired signal is generated at the single Tx, and
the eavesdropper can accurately estimate channel status based
on the pilot carried in the received signal and realize fading
compensation, resulting correct decoding. Based on the above
analysis, it is evident that CM is not secure in physical-layer data
transmission. In contrast, the proposed IRS-DMSC leverages
the interactions of the direct and reflecting signal components
to generate a secure physical waveform, thereby ensuring the
secrecy of data transmission.

We also implement QPSK transmission using IRS-DMSC
and CM, respectively, under various values of [a, b]. In realizing
IRS-DMSC, we use two orthogonal BPSK signal components
to produce the QPSK signal. Fig. 10 illustrates the QPSK con-
stellations under [1 m, 2 m], [2 m,5 m], [3 m, 8 m], and a fixed
transmit gain of 13 dB. As the figure shows, the constellation
points become more scattered as the distances between the Txs
and Rx increase. This observation is consistent with the case in
Fig. 8, where the constellations vary with an increase in transmit
gain, as the increase in signal propagation length can be equiv-
alent to a decrease in transmit gain. Since the signal attenuation
does not grow significantly as the distances between Alice, IRS,
and Bob extend from a few meters to a dozen or so meters, the
morphology of constellation points remains unchanged and their
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degree of dispersion experiences a slight increase, thereby not
significantly impacting the BER performance. Fig. 10 verifies
the applicability of IRS-DMSC under QPSK.

B. MATLAB Simulation and Analysis

We now use MATLAB simulation to evaluate the proposed
scheme’s performance. Channel capacity and BER are adopted
to show the effectiveness and secrecy of IRS-DMSC. According
to the information theory, the legitimate channel capacity cp
can be defined as the maximum average mutual information
of the transmission from Alice to Bob. Similarly, the wiretap
channel capacity cg can be obtained by computing the maximum
average mutual information of the transmission between Alice
and Eve. Therefore, legitimate and wiretap channel capacity can
be computed as:

CB/E = max{I(X;X)}

= max Z Z P(z,2)logy

zeX e X

P(z,)

(@) P(&)

where the subscript B/FE indicates that (16) can be used for
calculating both ¢p and cp. I(X; X ) represents the average
mutual information. z and & denote the transmitted and esti-
mated symbol, and X and X are the symbol sets at Tx and Rx,
respectively. z € X and 2 € X hold. The probabilities of = and
% are represented by P () and P(i), and their joint probability
density is P(x, Z).

Then, the secrecy capacity cg, defined as the maximum trans-
mission rate at which the eavesdropper is unable to acquire any
legitimate user’s information [12], can be obtained by subtract-
ing the wiretap channel capacity, cg, from cp, as:

16)

¢s = max{cp — cg,0}. 17

In the simulation, we let Alice select transmission symbols
from the QPSK symbol set with the same probability, and then
process and transmit the modulated signal in terms of IRS-
DMSC. We adopt symbol rate R, = 4 x 107Baud, the carrier
frequency f. is set to be 2.4 GHz. Without loss of generality, we
configure Ny = 2, Ng = 2, and M = 4, while, for simplicity,
neglecting the large-scale path loss and the reflection loss of
IRS. Since, in practical use, we deploy the IRS either close to
Alice or Bob, the signal propagation lengths via DTC and IRC
are similar, leading to a negligible delay difference between the
signal propagation in DTC and IRC. In other words, the direct
signal and the reflecting signal can arrive at the legitimate Rx
synchronously. We define the transmit power of Alice normal-
ized by noise power o2 as = 101g(Pr/o?) dB, and set. In
the simulation, we randomly and independently generate 1000
legitimate and wiretap channel coefficients; under each channel
coefficient set 2000 QPSK symbols are transmitted. By counting
the numbers of = and &, we can get P(z), P(Z), and P(x, ).
Then, according to (16) and (17) the channel capacity can be
calculated.

In what follows, we will simulate IRS-DMSC without cali-
bration (IRS-DMSC w/o Cal.), IRS-DMSC with Relative Phase
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Fig. 11.  Variation of ¢p and cg vs. n under different transmission schemes.

Calibration (IRS-DMSC w/ RPC), IRS-DMSC with Constella-
tion Point Calibration (IRS-DMSC w/ CPC) and conventional
Centralized Modulation (CM).® Note that IRS-DMSC w/ CPC
only takes the samples where solutions for ¢ and 6; exist into
account, or neither CM nor IRS-DMSC w/ CPC is applicable.
We assume that Eve can accurately estimate the wiretap channel
G 4 g, but can’t obtain the legitimate channel H 45, H 47, and
H;p. Then, Eve can process the intercepted signal according
to G 4. It should be noticed that, precise G 4 can facilitate
Eve to achieving the maximum eavesdropping capacity, thus
the following simulation results can be regarded as the upper
bound of Eve’s performance and the lower bound of the secrecy
capacity.

Fig. 11 shows the variation of cp and cg along with 1 under
various transmission schemes. As the figure shows, CM and
IRS-DMSC w/ CPC yield the highest ¢, then followed by IRS-
DMSC w/ RPC’s ¢g. This is because both CM and IRS-DMSC
w/ CPC can obtain standard QPSK constellation point the same
as the desired data point at Bob, whereas IRS-DMSC w/RPC can
only get data point (which is usually not standard constellation
point) in the same quadrant as the desired data’s constellation
point. Therefore, the anti-noise capability of IRS-DMSC w/RPC
is weaker than that of CM and IRS-DMSC w/ CPC, thus yielding
cp of the former is lower than that of the latter. With the increase
of 1, cg of CM and IRS-DMSC with calibration (i.e., RPC and
CPC) gradually approaches to 2bits/symbol, the maximum chan-
nel capacity under QPSK modulation. The analysis is as follows.
Given high 7, the probability that Bob correctly estimates the

®We can divide the transmission process into two phases. The first phase
involves the generation of transmitted waveform, while the second phase per-
tains to signal propagation through the channel. Existing transmission schemes
primarily focus on the design in the second phase. In contrast, IRS-DMSC
puts emphasis on the first phase, which is more fundamental than the second-
phase design, and constitutes our main contribution. This DM feature not
only fundamentally prevents eavesdroppers from intercepting legitimate data
transmission, but also sets our method apart from other PLS approaches that
rely on conventional CM. Consequently, due to this fundamental difference, a
simulation based comparison of IRS-DMSC with existing PLS methods is not
feasible. Instead, we utilize Table I to perform a qualitative comparison between
our method and other security approaches.
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data symbol from 7 is close to 1, hence P(z,%)|z=, = 1 and
P(x,%)|3£2» = 0hold. Recall that for a QPSK symbol, we have
P(z) = P(%) = 1. Then, by substituting the above values into
(16), we can calculate cg of CM and IRS-DMSC with calibration
as 2bits/symbol. As for IRS-DMSC w/o Cal., it outputs lower c
than the other methods, and its cp gradually increases to about
0.5 b/symbol as n grows high. This is because under IRS-DMSC
w/o Cal., Alice directly sends the BPSK-I modulated signal
carrying o to Bob via H 4 g, while the IRS generates a reflected
signal and directs it to Bob via cascaded channels H 4; and
H;p. Since the fading in DTC and IRC are independent, Bob
can only compensate for the fading in either the DTC or IRC.
Note that the use of IRS-DMSC at the Tx-side can be transparent
to the Rx, so Bob processes the superimposed signal as a whole
rather than detecting them separately. Without loss of generality,
we assume that Bob employs a receive filter matching H 4 5.
Therefore, without considering noise and interference from the
reflected signal, Bob may correctly obtain the estimated 2 such
that P(xo, Z0)|2o=2, = 1 and P(zo, 0)|3y2, = 0. Moreover,
recall that P(zo) = P(x1) = 1 holds, we can compute the
upper bound of the DTC’s capacity using (16) as 1 b/symbol.
Nevertheless, as Bob’s filter is not adapted to the fading char-
acteristics of IRC, he cannot guarantee that the decoded z; will
match the data carried in the reflected signal. In other words,
an arbitrarily estimated & irrelevant to x; may be obtained.
In such a case, P(x1,#1) = P(x1)P(Z1) holds. Therefore, the
capacity of IRC is 0. Furthermore, in practice, mutual inter-
ference between the direct and reflected signal components
is always inevitable, thus preventing the DTC capacity from
achieving its upper bound of 1 b/symbol. As a result, cp of
IRS-DMSC w/o Cal. can only reach 0.5 b/symbol as 7 grows
high, which is lower than that of IRS-DMSC with calibration and
CM.

As for the eavesdropping capacity cg, IRS-DMSC w/ RPC’s
and w/ CPC’s are constant 0, not varying with n). This can be ana-
lyzed as follows. Similarly to (2), we can get the post-processed
received signal of Eve as rp = \/]TTfHGAE[eMVSg]xO +
VPrfEGp®H4r [ej‘i’vfjl);]xo + £z, where ¢ is set to be lin
the RPC method. Eve determines her receive filter according
to G 4, while both the pre-attenuation coefficient ¢ (in CPC)
and the phase-shift 6; at the IRS are determined based on the
legitimate channel matrices Hp, H 47, and H; . Since these
legitimate CSI are independent of G 4 g, Eve cannot accurately
wiretap the desired data from rg. In this case, the intercepted &
is independent of the target desired data x, leading to P(x, &) =
P(z)P(&). Therefore, according to (16), we can have cg = 0.
cg of IRS-DMSC w/o Cal. overlaps with IRS-DMSC w/o Cal.’s
cp. This is similar to the case of Bob post-processing r 5 without
utilizing calibration. A detailed account of this can be found in
the discussions of IRS-DMSC w/o Cal.’s cp in the preceding
paragraph. CM’s cg gradually increases to 2bits/symbol as 7
grows, because we assume that G4 is precisely known to
Eve. Therefore, Eve can employ a matched reception to achieve
correct reception. This way, the channel fading can be accurately
compensated for to yield the QPSK symbol only affected by
noise.
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Fig. 12.
schemes.

Variation of Bob’s and Eve’s BER vs. 7 under different transmission

Fig. 12 shows the variation of Bob’s and Eve’s BER (de-
noted as pp and pg, respectively) along with 7 under different
transmission schemes. As the figure shows, CM and IRS-DMSC
w/ CPC output the lowest/best pp, while under IRS-DMSC
w/ RPC, pp is slightly higher/worse. This is because CM and
IRS-DMSC w/ CPC have identical anti-noise capability, being
superior to that of IRS-DMSC w/ RPC. The detailed analysis can
be found in the discussions about the anti-noise capability of the
above-mentioned methods in Fig. 11. pp under IRS-DMSC w/o
Cal. decreases slowly as 1 grows and finally stabilizes at about
0.2. The reason is Bob can only recover partial desired data
from the direct component of his received signal; nevertheless,
decoding such partial data is also disturbed by the random
reflecting component. The explanation is consistent with the
analysis of c¢p under IRS-DMSC w/o Cal. in Fig. 11. As for
Eve, CM yields the lowest/best pg, this is because Eve realizes
matched reception in such a case. As for IRS-DMSC w/o Cal.,
it output p g reducing to about 0.2 as 17 grows. This phenomenon
and related analysis are the same as pp under IRS-DMSC w/o
Cal. IRS-DMSC w/ RPC and w/ CPC output the worst pg,
both are about 0.5in regardless of the variation of 7. This is
because under these two schemes, Eve’s estimated symbol is
completely random, i.e., the decoded symbol is independent of
the desired data. The analysis can be found in the discussions
about IRS-DMSC w/ RPC’s and w/ CPC’s cg in Fig. 11 where
cg 1s constant 0.

In order to intuitively exhibit the secrecy performance of
different methods, we plot in Fig. 13 the variation of secrecy
capacity cg with 1 under different schemes. As the figure shows,
cs of CM and IRS-DMSC w/o Cal. is 0. This is because under
CM, Eve’s reception can yield the same capacity as Bob’s;
whereas for IRS-DMSC w/o Cal., Bob and Eve can only achieve
relative low and equal channel capacity as shown in Fig. 11.
Therefore, cg of CM and IRS-DMSC w/o Cal. is 0. IRS-DMSC
with calibration has non-zero cg which grows with an increase
of n. To be specific, IRS-DMSC w/ CPC yields the highest
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cg, then comes IRS-DMSC w/ RPC. This is because both
IRS-DMSC w/ RPC’s and w/ CPC’s cp are 0, while given
the same 7, IRS-DMSC w/ CPC excels IRS-DMSC w/ RPC
in cp. Then, according to (17) one can easily obtain that cg
of IRS-DMSC w/ CPC is higher than that of IRS-DMSC w/
RPC. Moreover, as 1 grows, cg of IRS-DMSC w/ RPC and w/
CPC increases to 2bits/symbol (the maximum capacity under
QPSK).

VII. CONCLUSION

We have proposed a Distributed Modulation based Secure
Communication scheme by exploiting Intelligent Reflecting Sur-
Jace — namely IRS-DMSC, in this paper. By incorporating
the characteristic of wireless channel into modulation process,
IRS-DMSC can fully exploit the randomness of wireless channel
to secure user’s transmission. Compared to conventional CM
which modulates all of user’s information onto a physical signal,
IRS-DMSC employs two signals in realizing legitimate data
transmission. Each of the signals only carries partial user’s infor-
mation, thus making it difficult for an eavesdropper to intercept
the complete information. Under IRS-DMSC, the legitimate Tx
generates one direct signal component; while the other signal
is obtained by modulating the phase of such direct component
and then reflecting at the IRS. With either phase calibration (i.e.,
RPC) or constellation point calibration (CPC), these two signal
components can superimpose on each other at the legitimate
Rx to produce a waveform identical to that obtained under
CM. Then, the legitimate Rx can correctly recover the desired
data from the received signal by using traditional demodulation
method. As for the eavesdropper, due to the interference between
the two signal components, s/he can’t recover legitimate user’s
information from such disturbed signals, hence eavesdropping
is effectively prevented. Our simulation results have shown
the proposed IRS-DMSC to significantly improve the secrecy
capacity while ensuring the transmission performance of the
legitimate user.
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