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yberization is the foundation of vehicle electrification and
automation, requiring ever-increasing deployment of onboard
sensing, communication, and computing devices/services. How-
ever, vehicle cyberization also exposes new cyber vulnerabilities,
as evidenced by a 225% increase in automotive cyber incidents between
2018 and 2021 [1]. The risk of cyberattacks on vehicles is further
magnified by two trends. First, for-profit black-hat attackers continue to outpace
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white-hat hackers, with 63%
of automotive cyberattacks
launched by black-hat attackers
in 2022, up from 49.3%
in 2020 [2]. By 2024, the
automotive industry is projected
to lose $505 billion due to
cyberattacks [3]. Second, auto-
motive cyber incidents found on
dark webs increased by 253%
between 2020 and 2021 [4],
indicating that hacking
techniques are becoming more
accessible to potential hackers,
leading to an anticipated surge
of automotive cyber incidents
in the future. In response
to these threats, the United
Nations Economic Commission
for Europe (UNECE) introduced
regulation WP29 R155 in 2020,
mandating the creation of a
cybersecurity management
system (CSMS) for vehicles.

Fig. 1 shows the two most
common vectors used to launch
automotive cyberattacks: exter-
nal wireless accessibility and
internal wired networks. Wire-
less communication interfaces,
such as 5G/LTE/Wi-Fi/
Bluetooth, allow vehicles to
remotely interact with drivers,
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Fig. 1. Two common cyberattack vectors of vehicles: wireless accessibility and in-vehicle

network.

automakers, and third-party ser-
vices [5]. However, this wireless
accessibility also provides adver-

saries with an opportunity to hack
vehicles remotely through, for
example, radio jamming/relaying—
leading to widely publicized cases
of auto theft exploiting keyless entry
systems [6]. The in-vehicle network
connects individual cyber components
[e.g., electronic control units (ECUs)]
and enables their real-time exchange
of sensing/control information, which
has frequently been exploited by
adversaries due to weak security
and/or design flaws—such as a lack
of network segmentation resulting
in unauthorized remote control of
the Jeep Cherokee [7]—and its
inherent open accessibility through
the OBD-II port [8], [9], [10],
[11]. According to [4], 89.3% of
automotive cyber incidents occurred
between 2020 and 2021 through
threats to vehicles’ communication
channels, and 47.1% of automotive
cyber incidents occurred through
threats to their external connectivity.

External wireless communica-
tions and in-vehicle networks are
intrinsically ~ vulnerable due to
their open accessibility. Adversaries
can eavesdrop on and potentially
extract encrypted authentication
information and proprietary control
messages. These accessibility-induced
vulnerabilities were highlighted in
the cat-and-mouse incident with
Tesla. In 2017, hackers reported a
vulnerability in Tesla’s keyfob, which
Tesla addressed with improved cryp-
tography in 2018. However, the same
hackers were able to hack the keyfob
again in 2019, demonstrating that
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the security solutions built on easily
accessible information are not entirely
secure—especially as adversaries gain
more knowledge about them.

I. PHYSICALLY
SECURING VEHICLES
USING AUTOMOTIVE
BATTERIES

To mitigate these vulnerabilities that
arise from their open accessibility, it is
crucial to provide vehicles with secu-
rity protections that do not rely on
the common cyberattack vectors men-
tioned above. The following research
tenet presents a promising solution for
implementing such “physical” protec-
tions in vehicles.

Batteries as Sensors and
Actuators: The universally
deployed 12-/24-V automo-
tive battery offers a secure
channel to monitor and con-
trol vehicle operation in phys-
ical isolation from common
cyberattack vectors.

Specifically, a battery-enabled CSMS
(B-csMs) can provide vehicles
with threefold physical security
protection, including driver authen-
tication, vehicle access control,
and vehicle intrusion detection,
as shown in Fig. 2. By introducing
the innovative concept of batteries-
as-sensors/actuators, the physical
security provided by B-CSMS serves
as an excellent last-line defense when
traditional cybersecurity solutions,
such as encryption, distance-bounding
wireless communication, proprietary
protocols, and others, become
vulnerable. B-CSMS is particularly
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important because the automotive
industry is undergoing a disruptive
transformation fueled by four tech-
nological trends: autonomous driving,
connected vehicles, vehicle electrifi-
cation, and shared mobility. These
trends are expected to increase auto-
motive revenue by 30% and add up
to $1.5 trillion [12]. All these trends
further drive the need for B-CsMs: 1)
autonomous/connected/electric vehi-
cles increase vehicle cyberization and,
therefore, magnify their cyber vul-
nerabilities, making physical security
solutions such as B—CSMS increasingly
vital and 2) shared mobility requires
the removal of car keys/keyfobs and
the ability to identify drivers, for
which B-CSMS provides an efficient
solution.

II. BATTERY-ENABLED
DRIVER
AUTHENTICATION
Car keys (or keyfobs) are the most
commonly deployed driver authenti-
cation solutions. However, automak-
ers are improving, or even replacing,
car keys to gain competitiveness in
the $18.89B market of automotive
antitheft systems [13], driven by the
following two limitations of car keys.
First, car keys have been shown to be
vulnerable to a variety of attacks [6],
[14], [15]. In 2019, the German Gen-
eral Automobile Club tested 237 vehi-
cle models from 33 automakers and
found that 99% of them suffered
from wireless vulnerabilities [16].
Second, car keys cannot differentiate
between drivers, which is necessary
for customized services, such as fleet
management and personalized speed
control. Fig. 3 summarizes the results
collected from our survey of 786 car
owners regarding their perceptions
of the limitations of car keys (or
keyfobs). The results show that the
top concerns among car owners are
the cyber vulnerabilities and the sin-
gle point of failure of keys. The
remaining eight limitations can be
generally classified as the inconve-
nience of using and maintaining a car
key.

Automotive batteries can be
exploited to enable a new driver
authentication that mitigates the
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limitations of traditional car keys.
Specifically, the 12-/24V power
network in a vehicle, which is isolated
from the wireless communication
and in-vehicle networks, connects
a variety of electric (e-) systems to
the battery. This widely deployed
power-line network can be used as
a physical channel to authenticate
drivers to the battery, by using battery
voltage and/or current as the signal
carrier. For example, this power-line
network can be leveraged to develop a
behavior-based driver authentication
system that allows drivers to define
their passcode in the form of
customized e-system operations. The
system can then validate the passcode
by examining the resulting battery
voltage and current. Fig. 4(a)-(d)
plots the voltages and currents of
a 2018 Subaru XV’s battery while
performing four different e-system
operations. The results show that
the voltages and currents vary with
the operation being performed (i.e.,
they are unique) but are consistent
for the same operation (i.e., highly
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repeatable). This suggests the feasi-
bility of using battery voltages and
currents to fingerprint e-system oper-
ations and, hence, the driver’s identity.
In our preliminary study [17],
we captured this dependency between
e-operations and battery voltage/cur-
rent using the Thevenin circuit model,
developed a set of data cleaning
schemes, and used dynamic time
warping to quantify the similarity
of the voltages for 20 different
e-operations, as shown in Fig. 4(e).
The fact that the shortest warp
distance is always achieved between
the same operation corroborates the
feasibility of this behavior-based
authentication. Designing such a
fingerprinting method, however,
is nontrivial because the voltage of a
given operation may vary depending
on the contexts defined by the vehicle,
people, and battery. For example, the
background operations of the vehicle’s
e-systems increase the battery current
and lower the voltage. In addition,
both the relative levels of voltage
and their durations may vary even
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for the same operation, due to the
difficulty in repeating certain e-system
operations precisely every time. Fur-
thermore, the voltage dynamic is
magnified due to its dependency on
factors such as temperature, state of
charge, and aging.

Another possibility is to design a
customized vehicular power-line com-
munication (PLC) system to enable
driver-to-battery communication
(and hence driver authentication).
However, it is important to note
that existing PLC solutions cannot
be applied to achieve this driver-
to-battery communication. First, the
results on PLC systems for power dis-
tribution grids or power transmission
inside buildings cannot be applied
to vehicles because the geometric
characteristics and  tree-shaped
topologies of the cable bundles in
these environments are very different.
According to [18], vehicular PLC is
not yet mature, and the standards
for use in vehicles are still in their
infancy. Second, the driver-to-battery
PLC system is different from the
limited vehicular PLC designs in
the literature (e.g., [19] and [18]):
existing vehicular PLC systems usually
consider the communication between
peer loads in the power-line network,
while we must realize the PLC
connecting the power source, that is,
the battery. The power-line channel
connecting the battery suffers from
high attenuation, large noise, and
low impedance, all of which degrade
communication reliability. We have
reported an early design of this driver-
to-battery PLC system, together with
its security analysis, in [20], which
authenticates drivers with >99.9%
accuracy. We have also demonstrated
its utility and effectiveness via a
survey of 612 car owners.

IIl. BATTERY-ENABLED
VEHICLE ACCESS

CONTROL
Two types of access control are

commonly provided on commodity
vehicles: entry control by (un)locking
the doors and drivability control
by (dis)allowing the cranking of
engine. Both of these existing access
controls are implemented over the
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Fig. 4. Operating a vehicle’s e-system triggers unique battery voltages/currents (see details in [17]). (a) Swipe front wiper twice. (b) Roll

window down&up. (c) Turn headlight on&off. (d) Turn fan to max and off. (e) Log-scale warp distance of 20 e-operations.
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Fig. 5. Reducing battery’s power capacity to disable the cranking of engine.

N,

Battery-enabled
Authentication &
Access Control

Securi Physical ~ Physical & Cyber Cyber  Enhanced Physical &
ecurity Protection Protection Protection ~ Cyber Protection

. Carry The Carry The Carry The ~
Convenience Key Key Keyfob key/keyfob-less

Fig. 6. New era of vehicle usage.

in-vehicle network and are thus
vulnerable to cyberattacks due to
the open accessibility of OBD-II
ports. Automotive batteries can be
exploited to control vehicle entry
and drivability in physical isolation
from the in-vehicle network, by using
the batteries’ power capacity as the
control mechanism. Specifically, the
battery-enabled drivability control
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system exploits the fact that cranking
the engine requires significantly
more power than the vehicle’s other
e-systems, typically between 2 and
9 kW for 0.3-3s depending on
the type of vehicle [21]. This fact
encompasses a current level that
supports the above battery-enabled
driver authentication but does not
crank the engine, allowing the use of

ust 2023

the battery’s power capacity as the
control mechanism to disable/enable
the cranking of the engine based on
the authentication result. This battery
power control system must meet sev-
eral requirements. First, it must be
able to absorb excessive battery power
swiftly and safely, as this may cause
significant heating. Second, it must
adaptively adjust the power thresh-
olds for each specific vehicle, as power
consumption varies with the vehicle
type. Third, it must keep the bat-
tery and the vehicle connected at all
times to avoid reserve voltage/current
surges that could shorten the lifetime
of the vehicle’s hardware modules
and the power control module itself.
Finally, it must be able to with-
stand the harsh thermal environment
of the vehicle’s engine compartment,
where temperatures can easily rise
to over 200°F while driving. Fig. 5
plots a failure of engine cranking
when a preliminary design of this
power controller is used to limit
the battery’s maximum current out-
put to 50 A [17]. A similar idea can
be extended to provide entry control
to vehicles, e.g., by controlling the
battery power to disable/enable the
unlocking of vehicle doors: unlocking
the vehicle doors requires an elec-
tric current of several amperes, while
monitoring a parked vehicle requires
only the order of milliamperes. The

ary. Downloaded on July 26,2023 at 13:57:24 UTC from IEEE Xplore. Restrictions apply.



Point of View

Technical Design Security Usability Potential
Existing/Potential Collector (or Betw. Controller | Resist. To | Resist. )
Solutions Form of B:t.ﬁhg:r;:‘:& henti Authenti (or Control | Wireless | ToOBD | Pervasive c:::- Rizlace Ig:::::
Identify) & Controller Knob) Attacks Hacking Vs
Digital Code via . . Transponder In-Vehicle Power
RF Keys/Keyfobs RF Keys Wireless signal Ecu Network Control ECU X X v X N.A. N
Digital Code via . . Transponder In-Vehicle Power
Phone-As-Key Phone Wireless signal £cU Network Control ECU X X X X X v
o . Digital Code via In-Vehicle Transponder In-Vehicle Power
esiaciin 2 Drive Control Panel Network ECU Network Control ECU X X X v X v
After-Market Alarms, | Digital Code via . . In-Vehicle Power
e.g., Pandora/Viper Token/Phone Wireless signal OBD Dongle Network Control ECU X X X X X v/
Tire/Steering Locks Metal Keys N.A. Metal Locks N.A. Metal Locks v v v X X X
Digital Code via Wireless signal On-board N.A. Switch X v v X X X
Token Controller
Kill-switch Hidden Button |  Additional On-board NA. Switch v v v v X X
Wiring Controller
Button Switch NA. Switch NA Switch v v v v X X
in Engine Cabin
Proposed Solution: B- E-system Battery Voltage Back-End Battery
CSMS Operation or Current Authenticator NA. Power v v v v v v

Fig. 7. Comparison of B-csMs with existing vehicle immobilizers.

---- inter-layer edge
— intra-layer edge

: absolute throttle position
: accelerator pedal position
: air fuel ratio

: engine load

: engine RPM

: Oxygen sensor voltage

OO WN =

Fig. 8. Abstract vehicles using a two-layer correlation graph (with six vehicle parameters

as an example).

extended access control, together with
the battery-enabled driver authentica-
tion, has the potential to replace exist-
ing car keys (or keyfobs), as shown
in Fig. 6. Fig. 7 compares B-CSMS,
or its driver authentication and vehi-
cle access control, with existing vehi-
cle immobilizers.

IV. BATTERY-ENABLED
VEHICLE INTRUSION

DETECTION
Numerous cyberattacks involving
the injection and modification

of data packets in the in-vehicle
network have been reported in the
literature [22]. Previously, we have
also demonstrated the feasibility of
modifying the data transmitted in
the in-vehicle network [23]. Existing
intrusion detection systems (IDSs) are
commonly implemented at vehicles’
ECUs as part of the in-vehicle network
and thus suffer from the security
risks thereof, making the IDS itself
susceptible to compromises [24].
In contrast to these existing solutions,
the use of automotive batteries can
enable vehicle intrusion detection

without relying on the in-vehicle
network [25]. The fundamental
idea is to cross-validate a vehicle’s
operational parameters—the cyber
information is continuously collected,
processed, and exchanged in the
in-vehicle network—using the auto-
motive battery as a physical root
of trust. This concept is inspired
by two observations. First, since a
vehicle is a system of subsystems,
the operations of many physically
interconnected modules (including,
but not limited to, the battery) are
closely coupled, getting manifested
as correlations among the vehicle’s
operational parameters in the digital
space. Second, battery voltage and
current can be measured in physical
isolation from the in-vehicle network,
thus allowing the battery to serve as
a physical root of trust for building
the  cross-validation = mechanism
that remains secure even when the
in-vehicle network is compromised.
The physical couplings among a
vehicle’s subsystems are the foun-
dation of battery-enabled intrusion
detection and must thus be identified

first. This can be done by modeling the
pairwise couplings between vehicle
parameters (including battery infor-
mation) and determining whether
there is a correlation between two
vehicle parameters via model-based
cross prediction. This process can
identify a large number of corre-
lations among vehicle parameters,
which must be effectively and thor-
oughly described. A large number of
correlations among vehicle parame-
ters could be identified, which we
need to describe effectively and thor-
oughly. A two-layer correlation graph
G can be used to capture these corre-
lations and define the coverage of the
battery-enabled intrusion detection,
that is, what kinds of anomalies can be
detected (see Fig. 8 for an example).
In this graph, the vertex set represents
the vehicle/battery parameters with
the battery (other nonbattery) param-
eters at the upper (lower) layer, and
the edge set captures the correlations
among vehicle parameters. In this
way, G consists of two types of edges:
the interlayer edges representing the
correlations between battery informa-
tion and other vehicle parameters
and the intralayer edges capturing
the correlations among (nonbattery)
vehicle parameters. Using G, we can
detect vehicle intrusions by checking
real-time vehicle information using
norm models describing G’s interlayer
edges. To reduce false detections,
we can further verify the detected
intrusions by checking G’s intralayer
edges (and thus being independent
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Fig. 9. Voltage patterns of the four events defining a vehicle’s real-time status.
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Fig. 10. Dependency between EV speed and battery current.

of the intrusion detection), based on
the fact that a hacked vertex of
G will also fail the checking of its
intralayer edges. We have validated
this battery-enabled intrusion detec-
tion with the detection of anomalies
in engine RPMs as a case study,
achieving >86% (up to 99%) average
detection rate [25].

V.INTEGRATION BASED
ON BATTERY-ENABLED
VEHICLE STATUS
MONITORING

The above three physical protections
can be integrated into a comprehen-
sive vehicle CSMS. We also need to
monitor a vehicle’s real-time status
to determine which physical protec-
tion should be activated in real time.
The vehicle status can be determined
based on four vehicle events: turn-
ing on/off the ignition key (or the
keyfob’s entrance/exit of the proxim-
ity of the vehicle) and cranking/stop-
ping the engine. These events can be
identified based on their respective
voltage patterns, as plotted in Fig. 9.
We can further improve the event
detection by exploiting their ordering
dependencies, e.g., it is impossible to
turn off the ignition after cranking the
engine without stopping the engine
first. We evaluated this voltage-based
event detection on a 2008 Honda Fit
by repeating the operations of turning
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on/off the ignition key and crank-
ing/stopping the engine 20 times. The
results show 100% true-positive rates
and 0% false-positive rates in detect-
ing these events [17].

VI. FURTHER
DISCUSSION
A. Detection of Weak Batteries
The accurate and timely detec-
tion of weak batteries is crucial to
B-CSMS’s reliability since it uses the
battery to protect vehicles. B-CSMS
can estimate the battery’s power
capacity by taking the battery volt-
age/current during vehicle operation
as input and use this estimation
to determine whether the battery
is strong enough to provide sufficient
power to crank the vehicle engine.
It should be noted that B-CsSMS draws
only negligible power from automo-
tive batteries. For instance, the PLC
system discussed in [20] requires
only 12 W for 1-2 s to complete
the authentication, which is over two
orders of magnitude smaller than
cranking the engine (which typically
requires 2-9 kW [21]).

B. Extension and Application to
Electric Vehicles

B-CsSMS is built on the 12-/24-V
automotive battery and hence is
also applicable to EVs where the
low-voltage battery is universally

Vol. 111, No. 8, August 202.

deployed as well. Actually, EVs offer
additional opportunities for B-CSMS’s
vehicle protection because of their
high-voltage battery packs and the
much more strengthened physical
coupling between battery and vehi-
cle operation. For example, a new
opportunity offered by EVs is to
monitor/control the vehicle acceler-
ation/speed using their high-voltage
battery packs based on the physi-
cal dependency between EV opera-
tion and battery power, as shown in

Fig. 10.

1) This dependency offers an oppor-
tunity to equip B-CSMS with a
new ability of continuous driver
authentication because the bat-
tery power consumption is deter-
mined by the driving behavior, and
thus, driving information could be
extracted from battery voltage/
current. Note that this is different
from [26], which authenticates EV
drivers using their charging behav-
ior, but their authentication is not
“continuous.”

2) This dependency allows the con-
trol of vehicle acceleration/speed
by regulating battery power, which
can also be extended in the time
dimension to control the vehi-
cle’s driving distance by regulating
battery energy. This allows the
physical realization of personal-
ized vehicle usage control without
using vulnerable wireless commu-
nication or in-vehicle networks,
which is particularly important for
autonomous vehicles. EVs’ existing
hardware support for controlling
their battery packs’ power capacity
facilitates the deployment of this
control [27].

3) This dependency enlarges
B-CSMS’s coverage of vehicle
intrusion detection by increasing
both the upper layer vertices
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and the interlayer edges of the
vehicle’s graph model in Fig. 8.
On the other hand, these new
edges may share overlapped
physical dependencies with the
original graph, thus requiring the
combination/selection/scheduling
of the edge checking to facilitate
real-time intrusion detection.

VII. CONCLUSION
This article presents the disruptive
concept of using 12-/24-V automotive
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