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a b s t r a c t
In a typical cyber-physical system (CPS), the cyber/computation subsystem controls the physical subsystem, and therefore the computer society has recently paid considerable attention to CPS research. To
keep such a CPS stable, feedback control with periodic computation tasks has been widely used, and
its theoretical guarantee of stability has been made with periodic real-time task models that enforce
strict periodic control updates. However, some control update misses are usually allowed (e.g., via system over-design) in certain physical subsystem states (PSSes) without causing system instability, and the
resources required for strict periodic control updates can thus be reduced or used for other purposes,
achieving eﬃcient controls for the entire CPS in terms of the operational cost, such as fuel consumption
or tracking accuracy. In this paper, we propose a new periodic, fault-tolerant CPS task model, which not
only expresses eﬃciency and stability of the underlying physical subsystem, but also generalizes existing periodic real-time task models, by capturing a tolerable number of control update misses in different
PSSes. To demonstrate the utility of this model, we develop a new scheduling mechanism that prioritizes
jobs (i.e., periodic invocations) of a set of tasks not only by the nature of each task, but also by the number of consecutive prior job deadline misses. Based on its analysis in terms of stability and eﬃciency, we
also propose a priority-assignment policy that lowers the system operation cost without compromising
stability. Our in-depth analysis and simulation results show that the scheduling mechanism and its analysis, as well as the priority-assignment policy under the proposed model not only generalize the existing
periodic real-time task models, but also signiﬁcantly lower the system operation cost without losing stability.
© 2017 Elsevier Inc. All rights reserved.

1. Introduction
Engineered systems with computation and physical parts have
been getting more complex and tightly interacting with each
other, necessitating a new concept of Cyber-Physical Systems
(CPSes) (National Science Foundation NSF, 2014; Lee, 2006, 2008).
As a new systems science of tight integration and coordination between computation and physical processes, CPS researchers
have been exploring various functional/non-functional attributes,
such as stability, eﬃciency, reliability, predictability, and autonomy. Since the computation process takes an important part in
CPSes, the computer society has paid attention to CPS research,
e.g., Chipara et al. (2013); Shen et al. (2015); Yang et al. (2015).

In a diverse collection of CPSes, such as airplanes, robots, and
automobiles, the computation part controls the physical part, and
such control systems have traditionally focused on stability—how
to keep the systems stable to prevent catastrophic failure or crash.
To achieve stability, feedback control with periodic computation
tasks has been widely studied and deployed in real systems. That
is, each task periodically executes its control “jobs”1 with input
data taken at the beginning of a period, and as long as every
job completes execution within the period, the feedback controller
guarantees system stability. Based on periodic control task models (Liu and Layland, 1973), numerous real-time scheduling algorithms have also been developed to make such deadline guarantees
with limited resources (Törngren, 1998; Davis and Burns, 2011).
These studies presume that all control jobs must be completed before their deadlines, but this is usually not strictly required in real
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1
In the ﬁeld of real-time computing, periodic invocations of a computation task
are called jobs.
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Fig. 1. Periodic steering wheel controls for an unmanned ground vehicle under different physical subsystem’s states.

deployed systems. For example, when an unmanned ground vehicle is running on an unpaved, winding road as shown in Fig. 1(b),
strictly periodic control updates of the steering wheel are necessary for the vehicle to follow the road without veering off the road,
but some control update misses may not compromise the vehicle’s
safety/stability when the vehicle is running on an even, almost
straight road as in Fig. 1(a). In this case, the resources allocated for
the strictly periodic controls of the steering wheel can be reduced
or used to ﬁnish other control tasks (e.g., controls of acceleration
and break pedals) earlier, achieving more eﬃcient controls for the
entire system in terms of operational or control cost, such as fuel
consumption or deviation from the desired vehicle’s trajectory.
The goal of this paper is to achieve eﬃcient controls without
compromising stability for CPSes with limited resources by developing a new task model and a scheduling mechanism that satisfy
the following requirements together:
G1 A new task model should express stability and eﬃciency
(i.e., control cost) by capturing the number of tolerable control update misses; and
G2 A new scheduling mechanism, associated with the new task
model, should reduce the control cost while guaranteeing
system stability.
We ﬁrst develop a new task model that meets G1. To abstract
the effect of a control task on stability and eﬃciency, the model
employs the number of consecutive job deadline misses of a given
task, i.e., the frequency of control updates. Then, the model is
used to address stability and eﬃciency, respectively, by limiting the
number (i.e., the minimum frequency) of control updates for each
task, and mapping that number to the control cost (i.e., specifying the control cost according to the frequency of control updates).
Note that since both the limit and the mapping vary with different
physical subsystem’s states (PSSes), e.g., the condition of a road on
which the vehicle is running in Fig. 1(a) and (b), the model differentiates them according to PSSes. We call this model the periodic,
fault-tolerant CPS task model which will be detailed in Section 2:
the deﬁnition and properties, and the necessity of the new model
compared to existing task models.
To devise a new scheduling mechanism that meets G2, we differentiate jobs of a periodic task by the number of consecutive
job deadline misses of the task experienced before, which is a
key parameter for stability and eﬃciency under the periodic faulttolerant CPS task model. We call the number a cyber subsystem’s
state (CSS), and develop a CSS-level ﬁxed priority scheduling algorithm (CFP), which prioritizes jobs not only by the task itself that
invokes them, but also by each job’s CSS. For a given CSS-level

ﬁxed priority ordering, we perform a stability analysis—whether
jobs of each task exceed the maximum tolerable number of consecutive job deadline misses, and eﬃciency—the control cost by
each task according to the actual number of consecutive deadline
misses of its jobs. Using this analysis, we develop an algorithm that
ﬁnds a CSS-level priority ordering that can lower the control cost
without causing system instability. To this end, we identify useful
properties of the optimal priority ordering, and incorporate them
into a greedy approach to reducing time-complexity. We prove that
CFP, its analysis, and the proposed priority assignment are generalizations of the task-level ﬁxed priority scheduling algorithm
(TFP) (Liu and Layland, 1973), its analysis (Audsley et al., 1991), and
its optimal priority assignment (Audsley, 1991), associated with the
traditional periodic task model (Liu and Layland, 1973). Also, our
in-depth evaluation results show that CFP with this priority assignment signiﬁcantly reduces the control cost while guaranteeing system stability, compared to the optimal priority assignment
for TFP with the traditional periodic task model and an extension
thereof (Buttazzo et al., 1998, 2002).
The novelty of this paper is to address G1 and G2 together.
While there are some existing task models which address a part
of G1 (See Section 2), they did not properly abstract the eﬃciency
in G1 so as to facilitate development of G2. In summary, this paper
makes the following two signiﬁcant contributions:
•

•

Development of a new periodic, fault-tolerant CPS task model
that not only addresses stability and eﬃciency in different
PSSes, but also generalizes existing task models; and
Development of CFP, its analysis and priority assignment, which
not only are generalizations of the corresponding scheduling,
analysis and priority assignment, but also signiﬁcantly reduce
the control cost without losing stability, thus demonstrating
beneﬁts of the periodic fault-tolerant CPS task model.

The remainder of the paper is organized as follows.
Section 2 identiﬁes the requirements of a CPS task model,
and develops a new CPS task model to meet the requirements.
Section 3 makes a formal deﬁnition of CFP, while Section 4 analyzes it in terms of stability and eﬃciency. Based on the analysis,
Section 5 derives a priority-assignment policy towards the optimal
priority ordering. Section 6 evaluates the eﬃciency and stability
of CFP under the proposed priority-assignment policy. Finally,
Section 7 concludes the paper.
2. A new periodic CPS task model
In this section, we develop a new task model that captures
CPS stability and eﬃciency. We ﬁrst discuss the requirements of
a CPS task model and elaborate why existing task models cannot
fully meet these requirements. Then, we introduce a new CPS task
model and show how it meets the CPS requirements, along with
its salient properties.
2.1. Requirements of a new CPS task model
The periodic task model in Liu and Layland (1973) has been
widely used to represent the feedback loop of a CPS where computation tasks (part of the cyber subsystem) control the physical subsystem, or the controlled plant. In that model, a real-time control
task τ i ∈ τ is speciﬁed with its period Ti and worst-case computation time Ci . That is, at every Ti time units, an invocation/job of τ i
is released with input data (e.g., from sensors) taken at the beginning of the period; each job takes at most Ci time units for control computation, and must be completed before the release of τ i ’s
next job, i.e., each job of τ i is completed (discarded) within (after)
Ti time units. Let Ji, h be the hth job of τ i . The execution window
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of Ji, h represents an interval between the release and deadline of
Ji, h , and |τ | denotes the number of tasks in τ .
The periodic task model is used to achieve the physical subsystem’s stability and/or other objectives by enforcing every job to
complete before its deadline. However, such a stringent requirement is usually overly conservative/pessimistic since real (physical) systems in some PSSes (e.g., Fig. 1(a)) have built-in margins of “safety” and hence do not lose stability even if some jobs
miss their deadlines. However, a certain number of job deadline
misses degrade control performance/cost, such as fuel/time consumption or deviation from a desired trajectory; the more job
deadline misses, the more control cost. This calls for a more general task model (than existing ones) that captures tolerable job
deadline misses and the resultant control cost (related to CPS eﬃciency). To capture the stability and eﬃciency of CPSes, the model
should meet the following requirements.
R1 The new CPS task model should capture tolerable job deadline
misses without losing system stability.
R2 The model should capture the control cost associated with job
deadline misses (that do not cause system instability).
R3 The model should express a number of job deadline misses
with ﬁnite (and meaningful) states, such that the states capture
the coupling between cyber and physical subsystems.
While R1 and R2 deal with the model’s expressiveness in
terms of CPS stability and eﬃciency, respectively, R3 enables the
model to provide a manageable interface/abstraction between cyber and physical subsystems that will enable the development of
a scheduling mechanism. That is, under the model compliant with
R3, one can (re)arrange schedules that yield less control cost without losing stability, by identifying and prioritizing tasks using their
abstracted states.
2.2. Why not existing task models?
Before proposing a new CPS task model that satisﬁes R1–R3, we
would like to review if existing models can meet R1–R3. Among
the numerous models of periodic control/non-control tasks, we
ﬁrst discuss existing models that allow some job deadline misses.
We can classify such fault-tolerance models with the following two
notions, as deﬁned in Bernat et al. (2001).
•

•

Of M consecutive jobs of a task, at least N jobs in any order
meet their deadlines, such as (i) (m − k) deadline (Hamdaoui
and Ramanathan, 1995; Ramanathan, 1999) with N = m and
M = k; (ii) the skip factor s (Kohen and Shasha, 1995) with N =
s and M = (s + 1 ); (iii) window-constrained model (West et al.,
2004) with N = x M = y; and (iv) job skipping (Yoshimoto and
Ushio, 2011).
The event of L consecutive job deadline misses never occurs,
e.g., the criticality factor c and sensitivity of s (Wedde and
Lind, 1997).

Although the fault-tolerance task models can meet R1 by limiting tolerable job deadline misses with these two notions, they
cannot satisfy R2 because they do not account for the control
cost associated with a number of job deadline misses. Also, they
do not deﬁne/provide the concept of meaningful ﬁnite states that
capture the coupling between cyber and physical subsystems described in R3. There are also some models that allow deadline
misses (Fontanelli et al., 2013a, 2013b), but they also do not fully
address R2 and R3. Therefore, we need a more general task model
that captures both the stability and eﬃciency of CPSes.
Besides the fault-tolerance models, there are other task models
proposed to accommodate more general task parameters, such as
elastic task parameters (Buttazzo et al., 1998, 2002; Chantem et al.,

Fig. 2. Control cost by different update frequencies, where Update i is the output
computed using Input data i.

2009), continually varying periods (Kim et al., 2012), two or more
phases of the execution time (Mok and Chen, 1997; de Niz et al.,
2012), mandatory and optional execution parts (Aydin et al., 2001),
and control update delay analysis (Kim and Shin, 1994). Since these
task models do not allow any deadline miss, they capture neither
eﬃciency (i.e., R2) nor the coupling between cyber and physical
subsystems with ﬁnite states (i.e., R3).
2.3. New periodic CPS task model
To develop a new periodic, fault-tolerant CPS task model satisfying R1–R3, we make the following two observations.
O1 The stability of CPSes depends on the number of consecutive
control update misses. In other words, a control system does
not lose its stability in the presence of up to X consecutive
control update misses, where X depends on the dynamics
and state of the underlying control system.
O2 The control cost depends on the frequency of control updates; the higher the update frequency, the less the control cost. For example, the control cost with no deadline
miss in Fig. 2(a) (i.e., update period of Ti ) is smaller than
that with alternating deadline miss and success in Fig. 2(b)
(i.e., update period = 2 · Ti ), which is also smaller than that
with two consecutive deadline misses and then success in
Fig. 2(c) (i.e., update period = 3 · Ti ).
Based on O1 and O2, we abstract the number of job deadline
misses with the number of consecutive job deadline misses. While
this abstraction has a direct connection to R1 as shown in O1, it
also satisﬁes R2. For example, the control cost when there is at
most one (likewise two) deadline miss(es) after a successful control update is upper-bounded by that with alternating deadline
miss and success in Fig. 2(b) (likewise two consecutive deadline
misses and then success in Fig. 2(c)). Therefore, while the control cost depends on the update frequency as mentioned in O2, we
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can express an upper-bound of the control cost by associating the
control cost with the number of consecutive job deadline misses,
hence satisfying R2.
Therefore, we propose a new model that captures the stability
and eﬃciency of a CPS via the number of consecutive job deadline
misses for each real-time control task. To specify the control update
requirements for stability in different PSSes, we use mi (pss) to denote the maximum number of consecutive job deadline misses of
task τ i without losing stability in a given PSS. Also, to identify jobs
of τ i according to the number of consecutive job deadline misses,
 (1 ≤  ≤ m ( pss ) + 1) denote the hth job of τ after missing
let Ji,h
i
i
( − 1 ) consecutive job deadlines, which is deﬁned mathematically
as:

Ji,h
 Ji,h |Ji,h−1 , · · · , Ji,h−+1 miss their job deadlines

while Ji,h− does not.

(1)

For notational simplicity, we omit h whenever it is irrelevant,
 . We call  in J  the cyber subsystem state
e.g., Ji instead of Ji,h
i

(CSS), and express Ji as a job of τ i with CSS . Then, τ i has
(mi ( pss ) + 1) different classes of jobs according to CSSes, i.e.,  =
1, 2, · · · , mi ( pss ) + 1.
To express the control cost for each job with CSS , we let
Ii ( pss ) denote the control cost incurred by τ i when the control is
updated by τ i every  · Ti under a given PSS. For example, Ii1 ( pss ),
Ii2 ( pss ) and Ii3 ( pss ) represent the control costs under a given PSS,
when there are 0, 1 and 2 consecutive deadline misses after each
successful control update, respectively, as shown in Fig. 2(a), (b)
and (c). Note that the control costs {Ii ( pss )} are associated with
fresh input data; for example, Updates 3 and 6 in Fig. 2(c) are
made with Input data 3 and 6, respectively, and therefore, Ii3 ( pss )
in Fig. 2(c) is smaller than the control cost resulting from use of
an old input data, i.e., the control cost with Updates 1 and 4 in
Fig. 2(d), which are made with Input data 1 and 4, not with Input
data 3 and 6.
Obviously, Ii ( pss ) is a non-decreasing function of ; by deﬁnition of mi (pss), Ii ( pss ) = ∞, ∀ > mi ( pss ) + 1. Also, the control cost
incurred by τ i does not exceed IiX ( pss ) for given 1 ≤ X ≤ mi ( pss ) +
1, as long as the actual number of consecutive job deadline misses
of τ i is less than X.
The proposed CPS task model satisﬁes R3 in that the number of
consecutive job deadline misses not only provides the task model
with a “good” abstraction of job deadline misses, but also enables
the model to capture the coupling between cyber () and physical subsystems (stability and eﬃciency). That is, as long as every
job of τ i associated with a cyber element  (i.e., Ji ) does not miss
its deadline for a given 1 ≤  ≤ mi ( pss ) + 1, we can meet the eﬃciency and stability requirements of physical subsystems, by guaranteeing that τ i does not incur more than the control cost Ii ( pss ),
and τ i does not cause the underlying system to be unstable.
We call the new task model the periodic, fault-tolerant CPS task
model in contrast to the periodic pure task model (Liu and Layland, 1973). Note that one may argue that the model of (m-k)
deadline (Hamdaoui and Ramanathan, 1995; Ramanathan, 1999)
can express what our task model does, which is not true; for better
understanding, we will give an example regarding the difference
between the two models at the end of Section 6. In this paper, we
would like to capture and address both the stability and eﬃciency
in a given PSS. For simplicity of presentation, we omit the variable
PSS for relevant parameters, i.e., using mi and Ii instead of mi (pss)
and Ii ( pss ). Then, the periodic fault-tolerant CPS task model has
the following properties.
•

1 exists only if J
Ji,h
i,h−1 completes its execution within Ti time

units, or h = 1, i.e., the ﬁrst job of τ i . On the other hand, Ji,h

for 2 ≤  ≤ mi + 1 exists only if there exists a predecessor job
−1
Ji,h
and it misses its deadline.
−1
•

 does not ﬁnish its execution within T time units, the job’s
If Ji,h
i
control update will not be made and the system will use a default value, such as the previous/old value, depending on the
underlying control algorithm. Thus, we do not execute the job
after its deadline, meaning that at most one job per periodic
task will be ready to execute at any time.

The periodic fault-tolerant CPS task model is more general than
the existing periodic pure task model, as stated in the following
lemma.
Lemma 1. The periodic fault-tolerant CPS task model subsumes the
periodic pure task model (Liu and Layland, 1973).
Proof. If we assign mi = 0 for all τ i ∈ τ , the periodic fault-tolerant
CPS task model becomes the usual real-time task model. 
Now, we summarize and emphasize the distinct characteristics
of the periodic fault-tolerant CPS task model.
C1 The model can express both the stability and eﬃciency of a
control system.
This has not been achieved by any other existing periodic task
models, including the fault-tolerance models.
C2 The model does not change the sampling frequency, and provides a more general form of control updates.
One approach to adjusting the control update frequency is to
change the sampling frequency, e.g., (Seto et al., 1996), which
can be accommodated by the task models that adjust task periods (Buttazzo et al., 1998, 2002; Chantem et al., 2009; Kim et al.,
2012), or by overrun execution (Cervin, 2005). While this approach is suitable for some systems, e.g., automotive engine control (Kim et al., 2012), it does not have general applicability because changing the sampling frequency yields different physical
behavior than allowing some job deadline misses. To see this difference, let us consider two cases when (i) the task period is extended by a factor of 3 as shown in Fig. 2(d); and (ii) two consecutive deadline misses are allowed under our new task model.
If the number of actual consecutive deadline misses is 2 for (ii) as
shown in Fig. 2(c), the update periods of both (i) and (ii) would
be the same as, and equal to 3 · Ti , where Ti is the original task
period. However, the accuracy of each control update is different
because (i) and (ii) use, respectively, 3 · Ti and Ti time units old inputs as shown in Figs. 2(d) and (c). Besides the accuracy difference
due to different input data, if there is no or only one deadline miss
after a successful control update for (ii) as shown in Fig. 2(a) or (b),
then (ii) results in a higher update frequency than (i), because (i)
can update its control every 3 · Ti time units while (ii) can try a
control update at every Ti or 2 · Ti . This is a distinct feature of our
task model, which is provided by neither the task models with frequency change (Buttazzo et al., 1998, 2002; Chantem et al., 2009;
Kim et al., 2012) nor those with self-triggered execution (Velasco
et al., 2003; Anta and Tabuada, 2009). Therefore, our model expresses more accurate controls and offers a more general form of
control updates.
C3 The characteristics of C1 and C2 are abstracted by a single parameter (), the number of consecutive job deadline misses of
a given task.
Thanks to C3, scheduling a control task set associated with our
task model can easily address stability and eﬃciency by differentiating jobs according to the parameter . We will present how a
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scheduling mechanism utilizes such an abstraction of stability and
eﬃciency in Sections 3, 4 and 5.
One may argue for the need of capturing the average number of consecutive job deadline misses. However, as discussed so
far, guaranteeing the stable and eﬃcient control of CPSes requires
the actual (but not average) number of consecutive job deadline
misses. To see this more clearly, let us consider two cases: (i) alternating deadline miss and success in Fig. 2(b), and (ii) no deadline miss for an arbitrarily long period of time and then no control
update for that same period. Then, although the average number
of deadline misses of (i) is the same as that of (ii), (ii) causes system instability due to no update for a long period of time while (i)
does not. Therefore, the average number of deadline misses is not
a suitable abstraction for the control of CPSes.
In summary, the periodic fault-tolerant CPS task model captures
not only the stability and eﬃciency of control systems under different PSSes, but also more general scenarios, only with a single
additional parameter. Thus, the model is well-suited for real-time
control tasks in CPSes.

3. CSS-level ﬁxed priority scheduling
Suppose, for example, that in a given PSS, up to two deadline
misses are tolerable after a successful control update for τ k (i.e.,
mk = 2). Then, there are three types of τ k ’s jobs according to their
CSSes: Jk1 , Jk2 and Jk3 . The timely execution of Jk3 is more important/critical than that of Jk1 and Jk2 since missing Jk3 ’s deadline leads
to system instability while missing Jk1 ’s and Jk2 ’s does not. Of Jk1 and
Jk2 , missing the deadline of Jk2 not only incurs more control cost
(i.e., Ik1 ≤ Ik2 ), but also leads to transitioning to a more critical job
state (i.e., Jk3 ). Therefore, in scheduling a job of τ k with other ready
jobs, the criticality of τ k ’s job should be considered differently according to its CSS, thus calling for the need to assign priority according to not only the task itself that invokes jobs, but also each
job’s CSS. In this section, we describe the CSS-level ﬁxed priority
scheduling algorithm and useful properties thereof.
Let pk (τ k ∈ τ , 1 ≤  ≤ mk + 1) denote the global CSS-level ﬁxed
priority of Jk ; a larger index indicates a higher priority for jobs of
τ k with the cyber subsystem state . We consider a scheduling algorithm which always executes a job Jk with the highest CSS-level
priority ( pk ) among all ready jobs. We call this scheduling the CSSlevel ﬁxed priority (CFP) scheduling which is described formally in
Algorithm 1. While the job release and completion processes in
the algorithm are similar to those of the task-level ﬁxed priority
scheduling (TFP) (Liu and Layland, 1973), the timer expiration process represents the property of the new task model—disallowance
of the execution of a job Jk that does not ﬁnish execution within
Tk time units. Note that Algorithm 1 as well as its analysis and
priority assignment to be presented in Sections 4 and 5 target a
uniprocessor platform, which can serve at most one job at a time.
Note that CFP is a new type of dynamic-priority scheduling
algorithm; the task priority changes dynamically according to its
jobs’ CSS, distinguishing it from the traditional dynamic-priority
scheduling algorithms (e.g., EDF) in which the task priority varies
with its jobs’ deadlines.
CFP is a generalization of TFP, as stated in the following lemma.
Lemma 2. The CFP scheduling algorithm subsumes the TFP scheduling
algorithm (Liu and Layland, 1973).
Proof. If we assign a task-level uniform priority to all jobs of τ k ∈
τ , i.e., { pk = pk }1≤≤mk +1 , CFP with the periodic CPS task model is
equivalent to TFP with the periodic task model. 
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Algorithm 1 CFP scheduling algorithm.

Job release: when Jk is released,

1: Set the timer of J to t + Tk ,where t is the current time.
k
y
2: Check whether there is a currently executing job Ji .
y
y

3: if Ji does not exist or pi < p holds then
k
4:
if Jiy exists then
5:
Stop the execution of Jiy and put the job to the
ready queue
6:
end if
7:
Start the execution of Jk .
8: else
9:
Put Jk in the ready queue.
10: end if
Job completion: when the currently executing job
Jiy ﬁnishes its execution,
y
1: Unset the timer of Ji
2: if the ready queue is not empty then
3:
Start the execution of a job with the highest priorityin the ready queue.
4: end if
Timer expiration: when the timer of a job Jiy expires,
y
1: if Ji is currently executing then
2:
Stop the execution of Jiy , and perform the job completion process.
3: else
4:
Remove Jiy from the ready queue.
5: end if

4. Analysis of stability and eﬃciency for CFP
Before deploying and operating a system in the ﬁeld, we need
to guarantee oﬄine that (i) the system will always remain stable and (ii) controlling the system will not cost more than budgeted (e.g., amount of reserved fuel). In this section, we analyze
requirements (i) and (ii) when a task set is scheduled by CFP with
given CSS-level ﬁxed priority. While the ﬁrst analysis generalizes
the analysis of TFP, our (improved) analysis links the deadline miss
conditions of the previous jobs to those of the job of interest,
providing tighter results. This analysis will be used as a basis for
better priority assignment to reduce operational cost in (ii) while
guaranteeing (i), as detailed in Section 5.
4.1. The ﬁrst analysis of CFP
The analyses of existing scheduling algorithms associated with
the periodic pure task model (Liu and Layland, 1973) usually focus on stability—meeting all job deadlines. To analyze both stability and eﬃciency, we need to adapt the analysis for stability with
respect to the periodic fault-tolerant CPS task model and extend it
for eﬃciency. To this end, we express stability and eﬃciency using the response time of each job Jk , measured from its release to
completion. That is, if the response time of Jk does not exceed Tk ,

we guarantee that (i) Jk+1 does not exist, and (ii) the control cost
incurred by τ k does not exceed Ik , which address stability and efﬁciency, respectively.
Now, we calculate an upper-bound of a job’s response time.
Since the response time of Jk depends on the execution time of
other higher-priority jobs, we ﬁrst compute the amount of time
jobs of τ i ∈ τ to execute in the execution window of Jk . Let Wi (l,
p) denote an upper-bound of the amount of execution of τ i ’s jobs
with priority strictly higher than p in an interval of length l such
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the amount of execution of jobs whose priority is higher than p
within the interval of length , when (i) and (ii) are satisﬁed, which
l
is calculated by Eq. (2) as follows. In the inequality,  (m +1
)·T  in
i

Fig. 3. The amount of execution of τ i ’s jobs with priority higher than p1i in an
interval of length l such that the interval starts at one of the release times of jobs
of τ i .

that the interval starts at one of the release times of τ i ’s jobs.
To calculate Wi (l, p), let ni (p) denote the number of τ i ’s CSSes
whose priorities are strictly higher than p; by deﬁnition, the range
of ni (p) is [0, mi + 1]. Then, as shown in Fig. 3(a) where mi = 3
and l = 10 · Ti , for every (mi + 1 ) · Ti time units, there exist at most
ni ( p1i ) = 3 jobs of τ i , with priority higher than p1i . Therefore, at
most 8 · Ci amount of execution is done by Ji2 , Ji3 and Ji4 (i.e., jobs
of τ i with priority higher than p1i ) during an interval of length
l = 10 · Ti that starts at one of the release times of jobs of τ i . However, this worst case does not always occur; if Ji2 (Ji3 ) ﬁnishes execution within Ti time units, Ji3 (Ji4 ) does not exist as shown in
Fig. 3(b), resulting in only 7 · Ci amount of execution done by Ji2 , Ji3
and Ji4 in an interval of length l = 10 · Ti . Considering the remaining part which does not belong to the multiple of (mi + 1 ) · Ti as
shown in Fig. 3, we calculate Wi (l, p) as follows.



Wi (l, p) =



l
· ni ( p) · Ci
(mi + 1 ) · Ti
 l mod (m + 1 ) · T 

i
i
+ min
, ni ( p) · Ci .
Ti

i

the ﬁrst-term computes the number of full cycles (each of which
consists of Ji2 , Ji3 , Ji4 , and Ji1 in Fig. 3(a)) of jobs when (i) and (ii)
are satisﬁed; then, the ﬁrst term means the amount of execution
whose priority is higher than p from the full cycles. For example,
there are two full cycles within the interval of interest of length
 = 10 · Ti in Fig. 3(a). Next, the second term means the amount
of execution of jobs (whose priority is higher than p) that do not
belong the full cycles within the interval of length ; for example,
such jobs are the last two jobs Ji2 and Ji3 in the interval of interest
of length  = 10 · Ti in Fig. 3(a). Therefore, Eq. (2) is an upper-bound
of the execution time of τ i ’s jobs whose priority is higher than p
in an interval of length  in Case (a).
In Case (b), suppose we are interested in an interval [t, t + l ),
a job of τ j ∈ τ is released at t − x (0 < x < Tj ), and the amount
of execution of τ j ’s jobs with priority higher than p in [t, t + l ) is
strictly larger than Wj (l, p). This means that the job of τ j released
at t − x is not executed fully or partially in [t − x, t ) due to the execution of other higher-priority jobs, and the interval [t − x, t ) is
completely occupied by the job of τ j or jobs whose priorities are
higher than p; otherwise, the amount of execution of τ j ’s jobs with
priority higher than p in [t, t + l ) cannot be larger than Wj (l, p).
In this case, if we consider [t − x, t − x + l ) instead of [t, t + l ), the
execution time of jobs of tasks in τ with higher priority than p in
[t − x, t − x + l ) is larger than or equal to that in [t, t + l ). This interval shift can be repeated until the ﬁnal interval belongs to Case
(a) or there is no task τ j whose jobs’ execution with higher priority than p in the interval of interest is strictly larger than Wj (l,
p). Then, the execution time of jobs of tasks in τ that have higher
priority than p in the ﬁnal interval is not smaller than that in the
original interval. By Case (a), this proves the lemma of Case (b). 

(2)

Using the lemma, we can iteratively calculate an upper-bound
of the response time of Jk , which is similar to the response time
analysis under TFP (Audsley et al., 1991).

Using Wi (l, p), the following lemma derives a property of the
execution time of jobs that have higher priority than p.

Theorem 1. Suppose that a task set τ is scheduled by CFP. Then, Rxk
is an upper-bound of the response time of Jk such that the following

Lemma 3. The time of executing jobs of tasks in τ that have higher
priority than p in an interval of length l is upper-bounded by



τi ∈τ

Wi (l, p).

(3)

Proof. We consider two cases: (a) every τ i ∈ τ with Wi (l, p) > 0
satisﬁes that one of jobs of τ i is released at the beginning of the
interval; (b) otherwise.
By deﬁnition, Wi (l, p) is an upper-bound of the execution time
of τ i ’s jobs with higher priority than p in Case (a). Therefore, the
lemma of Case (a) follows, if Eq. (2) is correct, which is proved as
follows.
For a job of τ i to ﬁnish its execution, we need 1, 2, ... , or mi + 1
tries, in which the number of jobs whose priority is higher than p
is 1 - (mi + 1 − ni ( p)), 2-(mi + 1 − ni ( p)), ... or ni (p), respectively.
For example, in the previous example for Fig. 3, if there is 1, 2, 3
and 4 tries for a job of τ i to ﬁnish its execution, the number of
jobs whose priority is higher than p1i is 0, 1, 2 and 3, respectively.
Therefore, to have more jobs whose priority is higher than p within
the interval of interest, (i) the interval should start at the release
of Jix with the smallest x such that Jix has a higher priority than p,
as illustrated in Fig. 3(a). Also, to have more jobs whose priority is
higher than p within the interval of interest, (ii) each job ﬁnishes
its execution with the maximum try, as illustrated in Fig. 3(a) as
opposed to Fig. 3(b). Therefore, what remains is to upper-bound

∗

∗ +1

formula satisﬁes Rxk

Rx+1 ← Ck +



τi ∈τ −{τk }

∗

≤ Rxk , starting from R0k = Ck :

Wi (Rx , pk ).

(4)

Proof. Suppose that R ≥ Ck + τ ∈τ −{τ } Wi (R, pk ) holds for given R
i
k
(≤ Tk ); we will prove that R is an upper-bound of the response
y
time of Jk . Here, for given Jk , we assume that Jk with y >  does
not exist before the job. This is because, if the response time of Jk
y
is not larger than Tk , there does not exist Jk with y > . So, in this
y
computation, Jk with y >  cannot affect the execution of other
jobs with higher priority than Jk .
By Lemma 3, the maximum time for Jk not to execute in an
interval of length R does not exceed τ ∈τ −{τ } Wi (R, pk ). Therefore,
i

k

if Ck + τ ∈τ −{τ } Wi (R, pk ) is not greater than R, Jk ’s execution (as
i
k
much as Ck ) is ﬁnished within an interval of length R. This implies
that R is an upper-bound of the response time of Jk , which proves
the theorem. 
One may argue that the above theorem can be pessimistic because it does not remove Ji+1 ’s effect on Eq. (2) when the response
time of Ji does not exceed Ti time units, meaning that Ji+1 does
not exist. The theorem can immediately accommodate this case
by assigning the lowest priority to Ji+1 . However, this is unnecessary since the priority assignment algorithm to be developed in
Section 5 will make such an assignment.
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the execution window of Jk1 cannot be larger than Ci (see Case 1 in
the ﬁgure). On the other hand, if jobs of τ i execute for 2 · Ci time
units in the execution window of Jk1 , the execution of jobs of τ i in
the execution window of Jk2 cannot be larger than Ci (see Cases 2
and 3 in the ﬁgure). This can lead to timely execution of Jk2 or the
guarantee of non-existence of Jk2 .
Fig. 4. The worst-case for jobs of τ i with a higher priority than Jk1 to execute in
the execution window of Jk1 and that for jobs of τ i with a higher priority than Jk2
to execute in the execution window of Jk2 cannot happen at the same time. Here a
grey-colored job of τ i implies a higher priority than the corresponding job of τ k ,
e.g., in Case 1, Ji2 has a higher priority than Jk1 , and Ji3 and Ji4 have a higher priority
than Jk2 .

As illustrated in the above example, a less pessimistic computation of the response time of Jk requires examination of the interval

before Jk , i.e., Jk−1 , Jk−2 , , Jk1 . To investigate the extended interval, we need to identify the worst-case release patterns that upperbound the execution time of jobs of other tasks in the execution
window of jobs of τ k . However, this is challenging because each
predecessor job (e.g., Jk , Jk−1 , , Jk1 ) has its own priority, meaning

Then, the following lemma states a generalization of the response time analysis in Theorem 1.

that a set of higher-priority jobs of Jk is different from that of Jk if
 =  . To abstract the complex worst-case response time calculation, we derive the following property.

Lemma 4. The response time analysis of CFP associated with the periodic fault-tolerant CPS task model (Theorem 1) is a generalization
of the response time analysis of TFP associated with the periodic pure
task model (Section 2 in Audsley et al. (1991)).

Observation 1. Suppose that Jk−1 misses its deadline, and we want
to calculate the response time of Jk . We consider two cases: (a) Jk
is executed with its original priority (i.e., pk ); and (b) Jk is executed

Proof. As we proved in Lemma 2, if the task-level uniform priority (pk ) is assigned to Jk for all 1 ≤  ≤ mk + 1, CFP is equivalent
to TFP. In such a case, ni (pk ) is equal to mi if pi > pk (0, otherwise), and therefore, Wi (l, pk ) in Eq. (2) is reduced by Tl · Ci if
i

pi > pk (0, otherwise). Then, Eq. (4) is also reduced by Rx+1 ←
x
Ck + τ ∈τ −{τ }| p >p RT · Ci , which is the same as the response
i

k

i

k

time analysis of TFP.

i



There are
τi ∈τ (mi + 1 ) different priorities, and each priority
needs the calculation of |τ | − 1 other tasks’ Wi for given Rxk . In
addition, at most Tk iterations are required for the calculation
∗
of Rxk . Thus, Theorem 1 incurs O |τ | · τ ∈τ mi · maxτi ∈τ Ti timei
complexity.
4.2. Improved analysis of CFP
By applying Theorem 1 for all Ji (τ i ∈ τ , 1 ≤  ≤ mi + 1), we
know whether a given Ji ﬁnishes its execution within Ti time units.
Although the analysis provides conservative guarantees on stability
and the required control cost, it may introduce a non-trivial pessimism in computing the amount of higher-priority job execution.
That is, while considering the worst-case situation where the release times of all higher-priority jobs coincide, we can prove that
the situation cannot happen for many cases, an example of which
is given next.
Example 1. Suppose a task system consists of several task sets
including τk = (Tk = 10, Ck = 5, mk = 1 ) and τi = (5, 3, 3 ), and the
relative priority ordering for jobs of τ k and τ i is p1i < p1k < p2i <
p2k < p3i < p4i . As shown in Fig. 4, Wi (Tk , p1k ) = 2 · Ci for Jk1 holds
(see Cases 2 and 3). This is because if we focus on Jk1 , Ji2 and
Ji3 , or Ji3 and Ji4 can execute by delaying Jk1 ’s execution. Similarly,
Wi (Tk , p2k ) = 2 · Ci for Jk2 holds due to the execution of Ji3 and Ji4 (see
Case 1).
However, to calculate the response time of Jk2 , we can extend
the interval of interest to a continuous interval of length 2 · Tk
including Jk2 itself and its predecessor job Jk1 , because Jk2 exists only
when Jk1 misses its deadline. Then, as shown in the same ﬁgure, the
worst-case for jobs of τ i with a higher priority than Jk1 to execute
in the execution window of Jk1 and that for jobs of τ i with a higher
priority than Jk2 to execute in the execution window of Jk2 cannot
occur at the same time. That is, if jobs of τ i execute for 2 · Ci time
units in the execution window of Jk2 , the execution of jobs of τ i in

with its predecessor priority (i.e., pk−1 ). Then, the response time of
Jk in Case (b) is not smaller than that in Case (a).

Since we assign a lower priority to Case (b), the observation is
straightforward.
Then, we have new upper-bounds of the response time of Jk
as follows. While we investigate whether Jk ﬁnishes its execution
(taking Ck time units) within Tk times units in Theorem 1, we investigate 2 consecutive jobs of Jk−1 ﬁnish their execution (taking 2
· Ck time units) within 2 · Tk time units, which is generalized in
the following theorem.
Theorem 2. Suppose that a task set τ is scheduled by CFP. Then, an
∗
upper bound of the response time of Jk is Rxk (α ) − Tk · α such that the
∗

∗

following formula satisﬁes Rxk (α )+1 ≤ Rxk (α ) , starting from R0k = Ck +
Tk · α , for a given integer α (0 ≤ α ≤  − 1 ):



Rx+1 ← (α + 1 ) · Ck +

τi ∈τ −{τk }

Wi (Rx , pk−α ).

(5)

Then, we use an upper-bound of the response time of Jk as

∗
min0≤α ≤−1 Rxk (α ) − Tk · α .

Proof. To calculate the response time of Jk , we assume that Jk−1
misses its deadline; otherwise, Jk does not exist. Using this assumption and Observation 1, we can derive another upper-bound
of the response time Jk , by calculating the response time of the
last job of Jk−α when α + 1 consecutive jobs of Jk−α are released
and the ﬁrst α jobs miss their deadlines. 
Note that Theorem 2 is a generalization of Theorem 1 in that
the former with α = 0 is the same as the latter. Then, by Lemma 4,
Theorem 2 is also a generalization of the response time analysis
of TFP associated with the periodic pure task model (Section 2
in Audsley et al. (1991)).
Compared to Theorem 1, Theorem 2 repeats the response
time calculation process in Theorem 1 at most maxτi ∈τ mi times.
Therefore, the time-complexity of Theorem 2 is O |τ | · τ ∈τ mi ·
i

maxτi ∈τ mi · maxτi ∈τ Ti .
5. Priority assignment for CFP
In Section 4, we provided a theoretic basis for assuring stability and measuring the required control cost under CFP with a
given priority assignment. We now present an algorithm that ﬁnds
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a “better” priority assignment of CFP, yielding smaller control costs
without compromising stability.
Since there are
τi ∈τ (mi + 1 ) different priorities to be assigned for CFP, the number of possible priority assignments is in
O ( τ ∈τ (mi + 1 ))! , which is an exponential function of the numi
ber of tasks in τ . Therefore, our goal is to develop an algorithm
that ﬁnds a “good” priority assignment with reasonable timecomplexity. To do this, we design an algorithm that determines
priorities from the lowest to the highest. As shown in Algorithm 2,
we assign the lowest priority ﬁrst in Line 1, assuming all undecided
priorities are the highest in Line 2. Then, the while-loop in Lines
3–22 is executed until there is no undecided priority. For the given
remaining undecided lowest priority, the for-loop in Lines 5–15 investigates a job per task such that the response time of the job
does not exceed its period. If so, the current priority is assigned to
the job. This preserves the optimal priority assignment in terms of
stability and eﬃciency, as stated in the following observation. Note
that J in Line 16 becomes empty only when ˆ in Line 7 is equal to
m +1
mi + 1 and the upper-bound of the response time of Ji i
is larger
than Ti (since it does not execute Line 13); this implies the task
set’s instability.

However, if the for-loop cannot ﬁnd any job that satisﬁes Line
11, we need to assign the lowest undecided priority (pcurr ) to a job
which cannot be completed before its deadline. Here, we do not
m +1
select a job with CSS (mi + 1 ) (i.e., Ji i ) for all τ i ∈ τ since it
results in system instability. Then, unlike the priority assignment
by Line 12, the selected job with CSS  can affect the execution of
other jobs whose priorities are not assigned, because it’s successive
job with CSS ( + 1 ) exists and may eventually have higher priority. Among other jobs whose priorities are undecided, we choose
a job Ji with the smallest Ii+1 − Ii , meaning the selection of a job
that results in the smallest rise of control cost with the current
assignment. The heuristic decision is described in Lines 16–20 in
Algorithm 2.
Except for the heuristic decision when there is no timelyexecutable job to be assigned, our priority-assignment algorithm
is optimal, as stated in the following lemma.

Observation 2. In Algorithm 2, if the priority of Ji is assigned by
Line 12, Ji for all ˆ ≤  ≤ mi + 1 does not affect the response time
of all other jobs whose priorities are not yet determined (i.e., all
other jobs which will eventually be assigned a higher priority than
Ji for all ˆ ≤  ≤ mi + 1).

Proof. The lemma holds because Algorithm 2 is a generalization
of the optimal priority assignment for TFP (Audsley et al., 1991).
That is, if Line 19 is not performed, the priority ordering for CFP
is reduced to that for TFP because all jobs invoked by a task have
the same priority by Line 12. This also means that if the algorithm
returns STABLE in Line 23, the control cost is a simple sum of Ii1
for all τ i ∈ τ , resulting in the minimum control cost without losing
stability. 

Algorithm 2 Priority assignment for CFP.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

pcurr ← 1, i.e., we determine the lowest priority ﬁrst.
pi ← pmax , ∀Ji where τi ∈ τ and1 ≤  ≤ mi + 1.
while there exists Ji such that pi = pmax do
J ← ∅.
for ∀τi ∈ τ such that ∃ pi = pmax do
ˆ ← the smallest  such that pi = pmax .
if ˆ < mi + 1 then
J ← J ∪ {Jiˆ}
end if
Calculate an upper-bound of the response time
ofJiˆ in case it has the priority of pcurr using Theorem 2.
if the upper-bound is smaller than or equal to Ti
then
pi ← pcurr , ∀ˆ ≤  ≤ mi + 1.
Exit for-loop and go to Line 21.
end if
end for
if J = ∅ then
Return UNSTABLE
else
Find Ji ∈ J which has the smallestIi+1 − Ii , and
then pi ← pcurr .
end if
pcurr ← pcurr + 1.
end while
Return STABLE with { pi }.

The above observation holds since if the response time of Jiˆ is
smaller than or equal to Ti , then Ji does not exist for all ˆ + 1 ≤

 ≤ mi + 1. Thus, as long as the for-loop ﬁnds such Jiˆ, the priority
assignment guarantees the control cost incurred by τ i not to exceed Iiˆ and every job of τ i does not affect the execution of all jobs
whose priorities are not assigned but will be higher than Jiˆ.

Lemma 5. Suppose there exists a priority ordering that guarantees
stability by Theorem 2. Then, Algorithm 2 ﬁnds a priority ordering
which results in the smallest control cost without compromising stability with respect to Theorem 2, if no priority is assigned by Line 19.

While Lemma 5 proves the optimality of Algorithm 2 for trivial cases, Section 6 will demonstrate that Algorithm 2 signiﬁcantly
reduces the control cost without compromising stability, even for
general cases where some priorities are assigned by Line 19.
Then, whenever we determine a job priority, the for-loop investigates at most one job per task, executing Theorem 2O(|τ |)
times. Since there are
τ ∈τ (mi + 1 ) priorities to be determined,
i

Algorithm 2 needs to execute Theorem 2O |τ | ·

τi ∈τ mi

times.


Therefore, the total time-complexity of Algorithm 2 is O |τ |2 ·

2
τi ∈τ mi

· maxτi ∈τ mi · maxτi ∈τ Ti .

6. Evaluation
This section demonstrates the capability of the periodic faulttolerant CPS task model to make a signiﬁcant improvement of
stability and eﬃciency. We ﬁrst describe how to generate task
sets, and then compare CFP with the priority assignment in
Algorithm 2 associated with the periodic CPS task model, and the
corresponding scheduling (i.e., TFP) with the optimal priority assignment associated with the periodic pure task model and its extended model.
6.1. Task set generation
As a basis for task set generation, we adapt the technique in
Baker (2005), which has been widely used (Bertogna et al., 2009;
Lee et al., 2015). To broaden the spectrum of task sets to be tested,
we use 10 different distributions for Ci /Ti : bimodal distributions
with p =0.1, 0.3, 0.5, 0.7 or 0.9, where the value of Ci /Ti is uniformly chosen in [0, 0.5) with probability p and in [0.5, 1) with
probability 1 − p, and exponential distributions with 1/λ =0.1, 0.3,
0.5, 0.7 or 0.9, whose probability density function is λ · exp(−λ · x ).
For each task, Ti is uniformly chosen in [1, Tmax = 10 0 0 ), and Ci is
chosen based on a bimodal or exponential parameter.
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For each distribution of Ci /Ti , we repeat the following procedure
and generate 10 0 0 task sets, thus yielding a total of 10,0 0 0 task
sets.
1. Initially, generate a set of two tasks.
2. Include the current task set for evaluation.
3. If the number of tasks in the current task set is not larger than
nmax = 10, add a new task to the current task set and return
to Step 2. Otherwise, discard the current task set and return to
Step 1.
6.2. Generation of control cost functions
While the parameters generated in Section 6.1 are also required
for the pure periodic task model, we need to determine additional
parameters for the periodic fault-tolerant CPS task model: {mi } and
{Ii }. To study the effect of mi , we consider ﬁve different settings for
mi ; mi for every task τ i in each task set is set to 0,1,2,3 and 4. To
investigate how the control cost function affects our scheduling,
we consider three different control cost functions for {Ii }: exponential, linear and random functions, which are denoted by Exp,
Lin and Ran, respectively.
First, an exponential function is a typical form of cost function of real control systems. For example, a bubble control system
for modeling the diving control in submarines has been studied in
Seto et al. (1996), and J is its performance index (see the equation
in page 15 of Seto et al. (1996)). Then, the control cost function
is represented by the difference between the actual value J(f) and
the optimal control J∗ , which is shown to be an exponential function as in Fig. 2 in Seto et al. (1996). We can also ﬁnd other exponential control cost functions in real control systems (see Fig. 7
in Shin et al. (1985), Fig. 4 in Palopoli et al. (20 0 0) and Fig. 4 in
Yoshimoto and Ushio (2011)). To generate an exponential function
for {Ii }, we uniformly distribute Ii1 for all τ i ∈ τ in [1, 10 0 0). Then,
we set Ii+1 to 2 · Ii .
Second, we consider a linear function as a control cost function,
by setting Ii1 for all τ i ∈ τ to a randomly selected value in [1, 10 0 0),
and then Ii to  · Ii1 . Finally, a random function is also considered
as a control cost function. To apply a random function to {Ii }, we
uniformly distribute Ii1 for all τ i ∈ τ in [1, 10 0 0). Then, Ii for all τ i
∈ τ and 2 ≤  ≤ mi + 1 is generated by adding a uniformly random
number in [1, 10 0 0) to Ii−1 .
6.3. Comparison with respect to stability and eﬃciency
With the generated task sets and cost functions, we compare
the following three different scheduling algorithms associated with
different task models:
•

•

•

Ours(m): CFP with the priority assignment in Algorithm 2 associated with the periodic fault-tolerant CPS task model when
all tasks in each task set have mi = m;
Pure: TFP (Liu and Layland, 1973) with the optimal priority
assignment (Audsley, 1991), associated with the periodic pure
task model (Liu and Layland, 1973), i.e., no deadline miss is allowed; and
Elas(m): TFP (Liu and Layland, 1973) with the optimal priority assignment (Audsley, 1991), associated with the elastic task
model (Buttazzo et al., 1998, 2002; Chantem et al., 2009; Kim
et al., 2012), i.e., the periodic pure task model (Liu and Layland, 1973) with extension of individual periods (Ti ) by (m +
1).2

2
Since we use each period of τ i as (m + 1 ) · Ti , Elas(m) does not yield any
deadline miss as long as Ours(m) is stable. For comparison between Ours(m) and
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Table 1
The number of task sets proven stable by Pure
and Ours(·).
Task model
with scheduling

the number of task sets
proven stable

Pure
Ours(0)
Ours(1)
Ours(2)
Ours(3)
Ours(4)

1906
1906
2892
3201
3336
3397

Table 2
Control cost ratio between
Ours(m) and Elas(m) with
different cost functions.
m

Ours(m) / Elas(m)
Exp

Lin

Ran

0
1
2
3
4

1.0
0.62
0.46
0.38
0.34

1.0
0.62
0.52
0.47
0.44

1.0
0.66
0.56
0.51
0.48

Table 1 shows the number of task sets proven stable by Ours(·)
and Pure. Also, Table 2 presents the control cost ratio of Ours(·) to
Elas(·), with three different cost functions Exp, Lin, and Ran. From
the results in these tables, we identify three different advantages
of Ours(·): generalization, stability and eﬃciency.
First, as we proved earlier, the periodic fault-tolerant CPS
task model, and the CFP scheduling algorithm (Algorithm 1)
with its analysis (Theorem 2) and priority-assignment algorithm
(Algorithm 2) are, respectively, generalizations of the periodic
pure task model, and TFP with its analysis and optimal priorityassignment algorithm. Therefore, Ours(0) subsumes Pure as well
as Elas(0). The results demonstrate such a relationship; the number of task sets proven stable by Ours(0) and Pure is same in
Table 1, and the control cost by Ours(0) is equal to that by Elas(0)
in Table 2.
Second, as shown in Table 1, if the current PSS allows more
deadline misses, we can accommodate a larger number of tasks.
For example, Ours(4) proves additional 78.2% task sets stable,
which are not deemed stable by Pure. This improvement is increasing as the number of tasks in each set gets larger, as shown in
Fig. 5(a). When the number of tasks is 2, Ours(4) ﬁnds 30.0% additional stable task sets, i.e., 913 versus 704; the percentage of additional task sets proven stable by Ours(4) becomes 181.8% when the
number of tasks is 10, i.e., 124 versus 44. This is because it is more
diﬃcult to guarantee the stability of sets with a larger number of
tasks, and thus Ours(4) has much more room to ﬁnd additional
stable sets with more tasks.
Third, as to eﬃciency, Ours(m) signiﬁcantly reduces the control
cost, compared to Elas(m) as shown in Table 2.3 The difference
between the control cost incurred by Ours(m) and that by Elas(m)
increases as the number of allowed consecutive deadline misses
(i.e., m) gets larger; when m = 4, Ours(4) incurs less than half the
control cost of Elas(4) with all cost functions. We also examine
how the number of tasks in each task set affects the ratio between
the control costs by Ours(4) and Elas(4). As shown in Fig. 5(b),

Elas(m), we represent the control cost of Elas(m) using the fresh input data, e.g.,
Fig. 2(c).
3
As we discussed, the control cost of the situation where the control is updated
every X periods with fresh input as shown in Fig. 2(c) is no larger than that with
old input in Fig. 2(d). Here, we assume both control costs are the same, which gives
an advantage to the counterpart Elas(m).

54

J. Lee, K.G. Shin / The Journal of Systems and Software 126 (2017) 45–56

algorithm for ﬁnding a better priority assignment. Our analysis and
simulation results have shown that CFP associated with the proposed model is more effective in achieving stable and eﬃcient control of CPSes, than the corresponding scheduling associated with
existing models, in that it not only guarantees (oﬄine) more task
sets without losing system stability, but also signiﬁcantly reduces
the control cost.
Since our focus was conﬁned to introducing the new periodic
fault-tolerant CPS task model and developing a scheduling mechanism with the model under a given PSS, there remains more work
to be done for practical use of the model. From the physical subsystem’s perspective, we need to develop methods for (i) recognizing the current PSS and transitioning between different PSSes,
and (ii) easily and accurately measuring the control cost associated
with a given number of consecutive job deadline misses. On the
other hand, cyber subsystems need a scheduling mechanism that
maintains stability and eﬃciency during a transition between two
different PSSes. Another direction of future work is to study the
effect of control update with old data, entailing tradeoff between
power saving and control cost.
Acknowledgements

Fig. 5. Comparison of Ours(4) with Pure and Elas(4) in terms of stability and efﬁciency.

the ratio does not highly depend on the number when the cost
function is Exp; the trend is similar with other cost functions.
Since other task models discussed in Section 2.2 have different characteristics for allowing some job deadline misses, we do
not directly compare them with our approach. For example, the
(m − k ) deadline model in Hamdaoui and Ramanathan (1995);
Ramanathan (1999) expresses that in any k consecutive execution
windows, at least m jobs should meet their deadlines. If we compare the (m = 1, k = 3 ) deadline model, with our model with allowing two consecutive deadline misses, the former does not address R2 (i.e., capturing the control cost associated with job deadline misses) and R3 (i.e., expression of a number of job deadline
misses with ﬁnite states, such that the states capture the coupling
between cyber and physical subsystems) in Section 2.1. As shown
in the example, our model is more suitable for control systems
which should meet Requirements R1–R3 in Section 2.1.
In summary, the periodic fault-tolerant CPS task model and CFP
with its analysis and priority assignment not only generalize the
existing task model and corresponding scheduling, but also significantly improve stability and eﬃciency of the system.
7. Conclusion and discussion
In this paper, we have introduced a new periodic fault-tolerant
CPS task model, which not only generalizes existing task models,
but also expresses the physical system’s stability and eﬃciency by
capturing tolerable control update misses. To demonstrate the utility of this model, we have designed and analyzed a new type of
dynamic-task-priority scheduling called CFP, and also developed an
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