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Abstract. In this paper, a new method is presented for (i) determining an optimal retry policy and
(ii) using retry for fault characterization, which is defined as classification of the fault type and
determination of fault durations. First, an optimal retry policy is derived for a given fault characteristic,
which determines the maximum allowable retry durations so as to minimize the total task completion
time. Then, the combined fault characterization and retry decision, in which the characteristic of a fault
is estimated simuitaneously with the determination of the optimal retry policy, are carried out. Two
solution approaches are developed: one is based on point estimation and the other on Bayes sequential
decision analysis.

Numerical examples are presented in which all the durations associated with faults (i.e., active,
benign, and interfailure durations) have monotone hazard rate functions (e.g., exponential Weibull and
gamma distributions). These are standard distributions commonly used for modeling and analyses of
faults.
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Fault-Tolerance; G.3 [Mathematics of Computing]: Probability and Statistics—statistical computing

General Terms: Algorithms, Design, Performance, Reliability, Verification
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1. Introduction

Faults in computer systems are usually classified into three types: transient,
intermittent, and permanent {23]. Transient fauits die within a certain time of their
generation, intermittent faults cycle between being active and inactive, and per-
manent faults are (as the term indicates) permanent. When an error induced by an
existing fault is detected,’ the system retries to recover from the fault. The executing

! Normally, errors are detected but faults are not. However, if an error is defined as incorrectness in the
user’s program, then the manifestation of a fault captured by built-in detection mechanisms is not the
detection of an error, since the fault did not yet induce an error. In order to avoid an endless pedantry,
we use the term “failure detection” for detection of an error or manifestation of a fault, and sometimes
the term “fault detection” for detection of a fault manifestation.
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tasks can be continued if retry is successful, or other recovery methods are applied
if retry is not successful.

As the term implies, retry consists of restoring the affected process to some fault-
H'CC ll'lllldl state anu UICIl rcrunnmg l[ on lﬂC same prLCbbUr mctry Wlll f)eCOfrle
successful after the existing fault disappears. Clearly, retry is only applicable when
the manifestation of a fault is confined and the process can be restored to integrity.
Although restart and rollback recovery can be viewed as a sort of retry, the retry
used in most computer systems means the repetition of microinstruction(s) or an
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instruction. The latter type of retry is typically hardware controlled [4, 5] and thus

has advantages of requiring small time overhead. The time-consuming diagnosis
and reconfiguration of the system can be avoided in the case of a successful retry.
Moreover, such retries are reported to be highly successful owing to the fact that

only a small percentage of faults are permanent [1, 26]. Consequently, we focus in
this paper on hardware-controlled retry in which a failure is detected immediatelv
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upon its occurrence by certain signal- level detection mechanisms [21]. We assume
there are some scratchpad memories used in restoring the process to integrity.
Resuits obtained by Carter et ai. [3] indicate that seif-checking and retry mecha-
nisms can be incorporated into processors inexpensively and without substantially
degrading performance.

Currently, several commerical machines incorporate retry. In the Honeywell
6000 [17], instruction retry is reported to approach an effectiveness rate of 100
perceni. Retr y in the IBM 360 and 370 series machines is 'v‘v”iuciy used in the
peripheral areas (I/O and storage), as well as in the central processor [12]. The
UNIVAC 1100/60 uses a hardware timer that goes off after an interval judged to
be long enough to allow transient faults to die out, upon which retry can be effected
[3]. However, we are provided with no discussion or justification regarding the
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etailed design of retry, for example, number of retry attempts. This can be seen

more clearly when we consider the statement in [4]: “If successful, computer
operation proceeds; if unsuccessful the above process [i.e., reexecution of the
previous instruction] is usually repeated N times before diagnosis begins.”

Clearly, the usefulness of retry mechanisms arises, as we have noted, from (i) the
smallness of the proportion of permanent faults in any computer system, and (ii)
the fast recovery from nonpermanent faults and thus the small task completion
time and recovery overhead. In the case of a permanent fault, to retry a process on
the affected processor is worse than useless; it is a waste of time. Thus, the number
of retry attempts or retry duration within which retry is applied should be controlled
to maximize the difference between the expected gain in performance that results
from using retry when the fault is transient or intermittent, and the expected loss
that results from using it when the fault is permanent. In this paper, we focus on
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the determination of the maximum allowable reiry duration r* for the purpose of

reducing expected task completion time. If the retry succeeds within this duration,
the execution continues. If not, other methods for failure recovery, for
example, rollback or restart following the system reconfiguration, must be used.
(See Figure 1 for a standard procedure for task execution under the occurrence
of fault.)

In addition to the performance gain in case of a successful retry, the characteristic
of a fault can be monitored through retries. That is, a retry that succeeds within
the retry duration r* implies that the active duration of the fault following its
detection is also less than or equal to r*. Even when the retry fails, it indicates that
the active duration of the fault following its detection is greater than r*. On the
other hand, the detection of a failure gives information regarding the duration
between fault occurrences and the benign duration of an intermittent fault. Thus,
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FiG. 1. Standard procedure for handling failures during task execution.

it becomes possible to observe the nature of a fault through both retry and detection
mechanisms. Note that due to nonzero fault latency [19-21], the observed nature
of a fault may not be the same as its true nature. Although fault latency can be
measured [22], we ignore this latency in the rest of the paper, since it has no effect
on retry. In the discussion that follows, we treat a fault on the basis of its observed
behavior and its effects on the system. For example, we use the term active duration
of a fault to mean the active duration of a fault following its detection.

Section 2 presents a brief description of the fault model along with necessary
assumptions and an informal statement of the problem. It should be obvious that
r* depends on fault behavior, and in Section 3, we show how to derive it, given
the fault characteristics. When quantitative descriptions of fault behavior are hard
to come by in the real environments, the combination of retry and detection
enables us to observe the fault characteristics, while determining the optimal retry
policy. We counter this in Section 4 by showing how to use statistical estimation
theory to create a system that learns the fault characteristics as it goes, via retry,
and therefore becomes increasingly more “optimal” in the sense of minimizing the
expected task completion time. In Section 5 we apply Bayes sequential decision
analysis to fault characterization and retry decision. The backward induction for
testing hypotheses is also presented as an example solution to the sequential decision
problem. The paper concludes with Section 6.

In what follows, we use continuous retry instead of the number of retry attempts.
A continuous retry can be understood easily when one considers the following two
cases: detection mechanisms can monitor the presence of a fault continuously or
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retry can be performed instantaneously. Conversion between a continuous retry
and its corresponding number of retry attempts is not difficult and is discussed in
Section 6.

2. Fault Model, Assumptions, and Objectives

Consider the behavior of faults in a computer system. Assume that arrival of faults
is a time-invariant Poisson process with rate A. When a fault occurs, it is assumed
to be transient, intermittent, or permanent with probability p,, p;, or p,, respec-
tively. If a permanent fault occurs, it will remain constantly in the system until the
component containing the fault is removed. Once a transient fault occurs in the
system, it will disappear after an active duration, 77. On the other hand, in case

of an intermitt + fanlt it mav hacame henion opfnr an artive Anratinn T
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then reappear after a benign duration, T?. That is, an intermittent fault cycles
between active and benign states. For simplicity, we assume that 7¢, T¢, and T
are mutually independent random varibles with distribution function F{, F{, and
F? and density functions f*, f¢, and f?, respectively. Thus, the characteristic of a
fault can be represented by a 7-tuple

Cr€ {(pis Dis Pos N, F&, Fi, FY), po+ pi + pp = 1},
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durations, it is reasonably accurate to assume that there is at most a single fault in
the system at any moment. Thus, the above behavior of faults enables us to model
the system with a stochastic process shown in Figure 2. Denote the three possible
states, namely, nonfaulty, fault-active, and fault-benign by NF, F, and FB. When

a fault occurs. the svstem state chaneges from NF to F, The svstem moves back to
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NF if the fault is transient and disappears. It remains at F if the fault is permanent.
If the fault is intermittent and becomes benign following an active duration, the
system siate changes from F to ¥B. The system may move back to F when this
intermittent fault recurs—this is referred to as the reappearance of the intermittent
fault. Models similar to this have been widely used in reliability analyses and the
modeling of faults [14, 21, 25].

When a failure is detected (i.e., the system is in fault-active state), retry is usually

annlied ag a first-sten recoverv means. Retrv will be successful if the fault disannears
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during the retry period, that is, if the system changes to either nonfaulty or fault-
benign state during retry. Otherwise, the system is reconfigured and the executing
task is migrated to a nonfauity component and then recovered via the other means
such as rollback or restart. The advantages of a successful retry are twofold. One is
the avoidance of complicated, time-consuming recovery actions, such as fault-
isolation, system reconfiguration, and task recovery. The other attractive gain
from retry is to rescue an executing task. Consider a practical case in which a
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and (ii) never becomes faulty again before the task is completed. In such a case, it
is possible to avoid the overhead of migrating and restarting the task by means of -
a successful retry, leading to a faster compietion of the task.

In what follows, we derive an optimal retry policy that minimizes the expected
task completion time when failures are detected during the task execution. We
assume that initially no task is started on any faulty or potentially faulty module
(having a benign intermittent fault) and that the system has enough redundancy

qen 1t ran ha racrAanfionrad and mada roti al i hon + annvary faile Tn
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such a case, the associated task is restarted following system reconfiguration.
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When the system enters fault-active state, there is no way to determine whether
the fault is transient, intermittent, or permanent. If retry becomes successful, the
fault is either transient or intermittent. Under the assumption that the benign
duration of an intermittent fault is much smaller than the fault interarrival time,
the fault is declared to be intermittent if the system fails again within a short period
after the disappearance of the previous fault. Thus, a retry policy should specify
two maximum allowable retry durations: one for a new fault and the other for an
old recurring intermittent fault.

Our problem is to derive an optimal retry policy that minimizes task completion
time under the occurrence of faults. When the characteristics of faults (e.g., the
durations associated with the above fault model) are not known a priori, the
problem calls for an adaptive optimization in which the system decides a retry
policy to minimize the task completion time while learning about the fault
characteristics via retry. We solve this problem beginning with a simple case in
Section 3 where the fault characteristics are known, and then the general case
in Sections 4 and 5 where the fault characteristics are unknown.

3. Optimal Retry Policy for Given C;

3.1 ExPECTED TAsk COMPLETION TIME. Let x, denote the computation time
initially needed to complete the task under a fault-free condition. A failure may be
detected when the amount of computation remaining to complete the task, that is,
residual computation, is reduced to x, where 0 < x < x,. A retry policy is defined
as R = {(n(x, Cy), r:(x, Cy)); 0 < x < xo}, where the maximum retry durations are
n(x, Cy) and r,(x, Cy), respectively, for the detection of a new fault and an old
intermittent fault when the residual computation is x and the fault characteristic
is C;. For notational simplicity, we shall use r;, whenever convenient, in the sequel,
to represent ri(x, Cy), i = 1, 2.

Let the expected times needed to complete the residual computation x be denoted
by Vi(x, Gy, R), Va(x, Cy, R), Vi(x, Cr, R), and Vi(x, C;, R) when the retry policy
R is adopted and the system is in the following situations: execution starts/resumes
on a nonfaulty system, a new fault is detected, an old intermittent fault is detected
again, and execution continues following a successful retry for an intermittent
fault, respectively. Based on transitions among these situations, one can derive the
following recursive equations for V(x, Cr, R) through V,(x, C;, R). For example,
when the residual computation is x, the task completion time needed following the
task resumption would be x if no new fault occurs within the duration x or would
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be the sum of 7 and the time needed for completing the computation if a new fault
occurs at the residual time x — ¢, that is, V>(x — ¢, Cr, R).

Vi(x, Cr, R) = e ™x + J; {t + Va(x — t, C;, R)}}Ne™ 4, 1)
Va(x, Cr, R) = p, J; {t + Vi(x, G, R)} dF(2)

o ]l Vit G RO IO
+ {1 = pF{(n) — pF{(r)}HVilo, Cr, R) + i + 1}, (2)
Votx, G R) = {1 = F{0) Vi, G, R) + 12+ 2]

+ [ e v 6. Ry aFr), ¥

V4(X, Cf, R) = {l - Ff’(x)}x + ~£ {t + V3(X =1 Cf: R)} dF?(t)a (4)

where ¢, is the set-up time necessary for system reconfiguration and task reinitiali-
zation. The optimization problem can be defined as follows: Find an optimal retry

policy,
R* = {(r*(x, Cy), r¥(x, C))); 0 < x < X},

such that Vx Va(x, C, R*) = mingV(x, C;, R) and Vi(x, C;, R*) = mingV3(x,
C;, R). Obviously, this optimal policy also minimizes Vi(x, C;, R) and
Va(x, Cf , R).

Since the mean time between failures is usually much longer than the other
durations, V(x, C;, R) can be accurately approximated by x. The bounds of
Vi(x, Cs, R) under the optimal retry policy are derived in the Appendix A. Note
that the difference between the upper and lower bounds of Vi(x, C;, R*) is
negligible. Thus, the approximation is used throughout the rest of the paper.

In general, there are no closed-form solutions for rf(x, C;) and ri(x, Cy).
However, these optimal retry durations can be calculated numerically as explained
below. Let Ax be an arbitrarily small positive value. With the initial condition
V4(0, Cy, R) = 0, Vi(kAx, Cy, R) with k = 0 and any r, can be computed. Then,
r} is chosen to minimize V3(kAx, Cy, R) for the residual computation kAx, k= 1.
By incrementing k we can recursively compute Vi(kAx, Cy, R), Vi(kAx, Cr, R),
and r¥ for the residual computation kAx. Once Vi(x, Cy, R) is known, one can
compute V(x, Cr, R) for any r, and can therefore determine rf(x, Cy).

Define the recovery overhead as the total time required to resume normal
operation following the detection of a failure. When the recovery overhead in place
of the task completion time is to be minimized, r3(x, C,;) = 0, Vx € (0, x,), because
the recovery overhead will accrue during reappearances of an intermittent fault. In
this case, the recovery overhead can be expressed as V.(x, Cr, R) — Vi(x, Cy, R),
which is the time spent to restore the system to its state immediately before the
failure is detected. The optimal retry duration r{(x, C;) can be determined from
eq. (2) just as we can compute that for minimizing the task completion time.

3.2 FAULT AcCTIVE DURATIONS WITH MONOTONE HAZARD RATE FUNCTIONS.
Since T¢ is a continuous random variable, one can assume that f7’(¢) is continuous
in [0, ). The hazard rate function of the active duration of an intermittent fault
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is defined by u; (¢) = f7(t)/(1 — F{(t)). When the hazard rate function of the active
duration of an intermittent fault is monotonically increasing, constant, or mono-
tonically decreasing, the optimal retry duration r¥ exhibits interesting properties.
These properties play a significant role in determining the optimal retry policy,
since the time durations associated with faults are usually modeled to have
monotone hazard rate functions. Typical distributions with monotonically increas-
ing hazard rate functions include the gamma and the Weibull distributions with
the shape parameters greater than 1. When their shape parameters are less than 1,
they have monotonically decreasing hazard rate functions. The exponential distri-
bution has a constant hazard rate. Consider first the nondecreasing hazard rate
function that leads to the following theorem,

THEOREM 1. When ui(t) is monotonically nondecreasing in t and V(x, C;, R)
=x,ry=0o0rry =,

ProoF. Using the approximation V,(x, C;, R) = x and differentiating eq. (3)
with respect to r,, we obtain

a V3(x5 Cf’ R)

o ~ (Vi(w, C, R) + ts}]

’ _L
=fi (rz)[V4(x, G R) + u%(r2)

= f? (rz)‘{VA(x G R)y+——~ (% + ts)}- &)

,()

Since Vi(x, Cr, R) is independent of the past and current retry durations?
r2(y, Cy), where y = x, Vi(x, Cr, R) + (1/u}(r;)) — (xo + t;) is nonincreasing
in ry(x, Cr). Thus, Vi(x, Cr, R) is a concave function of r,. The optimal retry
duration r3 is then equal to 0 or . [J

Following the definition of r3(x, Cy), r¥(x, C;) = 0 implies that no retry be
attempted for reappearing intermittent faults, whereas r3(x, C;) =  means that
retry should be applied until the intermittent fault becomes benign.

COROLLARY 1. When uj(t) is monotonically nondecreasing in t, and if there
exists an x¥ such that xo + t; — x¥ — RE(x¥)E[T?] = 0, where R?(x) is the renewal
function [T] corresponding to the distribution F3(t), then r¥(x, C;) = © if x < x*
and r¥(x, Cy) = 0, otherwise.

PROOF. From Theorem 1, r§(x, Cy) is either « or 0. When r¥(x, C;) = =, there
exists an r such that the integral [§ (8 V3(x, C;, R)/dr,) dr, becomes negative. Since
Va(x, Cr, R*) is a monotonically nondecreasing function of x, there also exists an
r such that the integral [§ (8V3(y, Cr, R)/dr;) dr, becomes negative when
¥y = x. Thus, r¥(y, C;) = ©» Vy = x. Using the assumption that the active and
benign durations are mutually independent, we get Vi(x, C;, R*) = x +
{E[N(x)] — 1}E[T¢], where N(x) is the number of reappearances of the intermittent
fauit durmg the residual computation x, namely, N(x) = inf{n; 7., T, = x},
where T, « is the benign duration following the kth occurrence of the intermittent
fault. The expected value of N(x), E[N(x)], is equivalent to the renewal function

% Note that the probability of having a zero benign duration of an intermittent fault should be zero, that
is, Pr(T? = 0) = 0. Otherwise, no useful computation can be done.
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R?(x) corresponding to the distribution F2(¢). Also, V3(x, Cr, R) = = Valx, G,
R)| r=0 if r¥(x, Cy) = o, that is,

J; (t + Va(x, G, R*)) dF[ (1) = E[T}] + Va(x, Gy, R*) < a(xo) + ;.

From the equality in the right-hand side of the above equation, we obtain x¥ and
thus the corollary is proved. O

Theorem 1 can also be viewed as below using the concept of stochastic ordering
between two random variables. A random variable X is said to be stochastically
larger than the other random variable Y if Pr(X > ¢) = Pr(Y > ¢t) V¢ [18]. Let
T7(] r) be the remaining life of the intermittent fault after retry has been applied
for the duration r. When the hazard rate function is nondecreasing, 775(]r) is
stochastically larger than T7(]s), provided r < 5. Thus, Vs = r; if it is worth
continuing retry beyond the retry duration r (in the sense of minimizing the task
completion time), then we should continue the retry even after the retry duration
s. Consequently, the retry continues until the intermittent fault disappears.

Note that when the hazard rate function is nondecreasing, x¥ is determined by
the mean active duration and is independent of the shape of the distribution. x3
could become negative when E[77] is large, that is, intermittent faults have a long
active duration. In such a case, Corollary 1 implies that no retry be applied for
intermittent faults. On the other hand, if the set-up overhead ¢; is large, x3 could
be even larger than x,, implying that retry be used as a sole means of recovering
from an intermittent fault.

When the hazard rate u;(¢) is decreasing, the nice properties stated in both
- Theorem 1 and Corollary 1 do not exist. However, there exists at most one root of
eq. (5) that minimizes V3. In such a case, since there is no closed-form expression
of Vi(x, C;, R*), we have to resort to numerical techniques for determining both
r¥(x, Cr) and r{(x, Cy), as was previously mentioned.

Several numerical examples are shown in Figures 3-5, where the durations are
normalized with respect to xo, and the active duration of the intermittent fault is
assumed to have the gamma or Weibull distribution. Figure 3 presents x¥’s when
the shape parameter «’s of the gamma and Weibull distributions, respectively,
are greater than or equal to 1. Figures 4 and 5 show the optimal retry duration
r¥(x, Cy); the solid lines for « < 1 and the dashed lines for « = 1. Note that for the
gamma distribution u; (¢) approaches 1/8 as t — o, where g is the scale parameter.
Thus, it is possible for the derivative of V3 to be negative, (i.e., eq. (5) becomes
negative), implying r3(x, C;) = . For the Weibull distribution with a < 1, r¥
never becomes o since u; (®) = 0.

Consider the case where T, T¢, and 7? are all exponentially distributed with the
parameters 7, u, v for the transient fault disappearance rate, the intermittent fault
disappearance and reappearance rates, respectively. Since f?(¢) = ve™, the renewal
function R%(x) becomes 1 + »x. From Corollary 1, we have r¥(x, Cy) = o if
x < x¥ and

riix, Cy=0 if x> x3,

where
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Va(x, Cr, R*) then becomes

(1 + (K>>x if x=x3,
M

Va(x, Cr, R*) = (6)
Xo+ ts+ % - (;1; + -ll:)exp(—u(x -x3)  if x>x¥.

The derivative of V,(x, C;, R) with respect to r, becomes

9 VZ(x9 Cf, R)

P = p, + pexp(—tr){l — (xo + £, — x)7}
1

+ piexP(_l‘rl)[l - {xo + - V4(x9 Cf’ R)}”']- (7)

With r3(x, C;) determined as in Corollary 1 and Vi(x, C;, R*) as in eq. (6), eq. (7)
can have at most two roots. The optimal retry duration r}(x, Cy) can be obtained
by examining V,(x, C;, R) at the boundaries, r, = 0 and r, = o, and the roots of
eq. (7). Note that r} cannot be infinite as long as p, < 0. Unlike r¥, r¥ does not
have to be zero when x > x3. Several cases of V,(x, C;, R) as a function of r, are
shown in Figure 6 where all parameters are normalized with respect to x;. The
case 2 in Figure 6 shows an example for which two positive roots of eq. (7) exist.
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Figure 7 presents some numerical results on rf(x, Cy) as a function of x. Note that
x¥ depends upon the ratio of v to u, whereas r} varies as p,, p;, and p, change.

4. Optimal Retry Policy and Parameter Estimation

In Section 3, we have derived an optimal retry policy for a given fault characteristic
C;. It is, however, very difficult in practice to know a priori the fault characteristic.
Even if the fault characteristic is measured during device manufacture, it may well
vary as the execution environment and the executing tasks change. Another factor
that makes the fault characteristics time variant is the aging of components, for
example, the bathtub curve of the failure rate as a function of time [23]. Thus, it
is important to determine an optimal retry policy for uncertain fault characteristics.

Detection mechanisms can be useful in collecting data of the duration between
two successive fault occurrences or the benign duration of an intermittent fault for
characterizing the behavior of fault occurrence and reappearance. Retry may lead
to an indication of the active duration of a transient or intermittent fault, which
is, on the other hand, affected by the retry policy applied. More specifically, when
Cis unknown, C; has to be estimated first with the observation of system state
transitions (as shown in the model of Figure 2) with retry and detection mecha-
nisms. Then, the retry duration will be determined based on an estimated C;. In
such a case, the computer system has to adjust its retry policy using the information
on the fault behavior collected during its past and current retries. See Figure 8 for
a block diagram of such an adaptive optimization.
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Failure detected Apply
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of an optimal
retry policy

Estimation of
failure characteristics

FiG. 8. Block diagram of the adaptive optimization.

In what follows, we shall limit the discussion only to the characterization of the
active duration of intermittent faults and the simultaneous determination of an
optimal retry policy that minimizes the task-completion time. The reasons for such

a limit are

(1) When Ty, T%, T?, and T? are mutually independent, the estimation of these
durations can be treated separately and individually with the same approach.
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(2) Unlike the probabilities of having different types of fault and the fault occur-
rence interval, the behavior of an intermittent fault is difficult to measure.

(3) The fault occurrence interval and the benign duration of an intermittent fault
can be observed completely via detection mechanisms, whereas the information
collected through retry may become incomplete when the retry stops unsuc-
cessfully.

(4) When retry is applied, the current sample has effects on the current retry
decision during its collection. Thus, simultaneous estimation and decision
must be performed continuously during retry.

Let the active duration of an intermittent fault have the density function form
Sf2(t| 8) with the parameter ¢ unknown. (f could be a vector if there are two or
more parameters, for example, the shape parameter « and the scale parameter §
for the Weibull and gamma distributions.) If the form of the density function is
not known a priori, we can assume several possible forms and perform a test of fit,
for example, a chi-square test of fit, or hypotheses testlng, as is discussed in the
next section.

The samples obtained for the active duration can be represented by a 2-tuple
(I, t) where I is a single-bit flag and ¢ indicates a duration. / = 0 represents a
successful retry, and hence ¢ indicates the active duration of the fault. On the other
hand, when a retry fail, 7 = 1 and ¢ is the retry duration. Let (I;, t;),i= 1, 2, .
denote the past samples related to the active duration of an intermittent fault.
These resulting samples are type I progressively censored, following Cohen’s defi-
nition in [8] with continuous censoring times. There are several different types of
estimators conceivable for estimating the parameter 6 on the basis of these pro-
gressively censored samples. For the Weibull and gamma distributions, the maxi-
mum likelihood estimators have been widely studied as in [8-10], [16], and [28]
when the samples are progressively censored.

When the fault is still active even after the current retry duration r, we shall have
collected an additional sample (1, r) via the current retry. Let 6(r) be the maximum
likelihood estimator of # which is based on the samples up to and including
the current sample (1, r). Note that the dependency of f on the current sample
(1, r)is expressed explicitly, since the current retry duration will depend on this
estimated 6.

_ Let the optimal retry durations based on the estimated §(r) be denoted by r¥(x,
8(r)), k=1, 2, for a newly detected fault and an old intermittent fault, respectively.
Use the notation Cf(()(r)) to 1ndxcate that the active durations of intermittent faults
have the density function f7(¢| 0(r)), and let R(r) denote the policy that the
maximum allowable retry duration for the current retry is 7. Then, the direct
solution of the optimal retry duration is to find the minimum of Vk(x, C/(6(),
R(r), k=1, 2, 3, 4. Notice that the retry duration r not only appears in the integral
equations (2) and (3), but also affects the fault characteristic C;.

Under certain conditions, it can be proved that r}(x, é(r)) is a nonincreasing
function of r. We first derive the results under such conditions and then discuss its
application later in this section.

THEOREM 2. When (a) the active duration of an intermittent fault has the
density function f$(t| 0), and (b) for t; = t the ratio (f7(t| TN EHA 0(t)))—a
likelihood ratio [15]—is nondecreasing in t, then the optimal retry duration is
determined by

= infir; re(x, 0(r) < r}. ®
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To prove this theorem, we need the following three lemmas.

LeMMA 1. Under the same conditions as in Theorem 2, let T; and T, be random
variables with the density functions f2(t| 6(t;)) and f*(¢| B(tk)), respectzvely, and Iet
W (t) be a nondecreasing function of t; then E[¥(T;)] = E[¥(T%)], provided t; =

PROOF. Proof of this lemma follows immediately from Lemma 2 of Chapter 3
in[15]. O

Let u(t| 6(1;)) be the hazard rate function when the density function of 77 is
f “(t|0(t, )). The following lemma gives the ordering of u2(z|(z;)) with respect
to 4.

LEMMA 2. Under the same conditions as in Theorem 2, uf(t| 5(t,~ )) is a non-
increasing function of t; for every fixed t.

Proor. For ¢ = 1, we have
fia18@)) JiG] 0))
VHALIY)) fa(S | 6(tc))
for all s = ¢. This inequality implies that
[ie18@)) _ J2fim)6@)) du _ 1 = Fi@|6,)
f"(tlﬂ(tk)) I7fiu) 6(n)) du 1- Fi@16@)
Thus, uf(z| 0(t,~ ) < ub(t] e(tk)) ift,z4 O

Let Vix, 0(t)) = ming Vi(x, 6(t), R), k = 2, 3, 4, where 8(¢) is used in place of
C/(O(t)) Note in this case that the active duration of the intermittent fault is
distributed with the parameter () and that all the other distributions are known.

LEMMA 3. Under the same conditions defined as in Theorem 2, ift, > t,, then

() Vi, 6)) = Vi, 0n)), k=2, 3, 4,
(i) re(x, 6@)) = rix, 0@, k=1, 2.

PrROOF. The proof for k = 3, 4 is done by mathematical induction. Let V; ,(x,
0(t, ), r2{n, j)), k = 3, 4, be the expected times needed to complete the residual

computation x when there are at most n retries to be attempted following the
current one, and let 7>(n, j) be the maximum retry duration allowed. Also, let

the optimal retry duration to achieve the minimum V' ,(x, 8(4;)) be r¥(n, j). For
n=0, Vio(x, 0(t ))=xand

Vio(x, 6(t1)) ~ Vio(x, 8(t2), r¥(0, 1))
= f (@, x, r30, WifI¢e18(0) - 21 0())} b,

where ¥(f, x, y) =t + x when ¢ < yand y + X + £, when ¢ > y. Since ¥(¢, x, r9)
is nondecreasing in ¢, the right-hand side of the above equation is nonnegative as
a result of Lemma 2. Also, since V3 ,(x, d(t2)) is the minimum when the active
duration of the intermittent fault has the density function f2(¢ | 6(z,)), we get

V:,o(X, é(tl)) = Vio(x, é(tz), r3(0, 1)) = V;,o(X, é(tz))-

Suppose that V'3,(x, (1)) = V3,(x, (1)) and V3,(x, (1)) = V1,(x, 6(t2))
Vx, provided #; = £,. It is obvious to see from eq. (4) that V3,,,(x, 6(1,)) =
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VE.(x, 0(t2)) Vx. Thus,
Vina1 (6 0(0)) = Vi (x, 6(t2), ri(n + 1, 1))

> fo V(t, VEa(x, 600), ri(n + 1, )2 16(0)) = f2@16(%))} dt.

Y(t, Vi (% 6(1,)), r¥(n + 1, 1)) is nondecreasing in ¢ < r¥(n + 1, 1). Also, since
ry(n + 1, 1) is the optimal retry duration, V¥ ., (x, 6(t,)) = xo + ;. Hence,
Y(t, Vi (6 6(1))), r¥(n + 1, 1)) is always nondecreasing in ¢. The right-hand
side of the above equation becomes nonnegatlve resulting in V3, (x, 6@)) =
Vi3 ne1(x, 0(t2) ry(n+ 1, 1)) = Vi, (x 6(t2)). By mathematxcal induction, we
have V¥(x, 6(1,)) = V*(x, 6(t,)) for k = 3, 4.

To prove ri(x, i) = ri(x, é(lz)), the following cases are examined. When

ri(x, é(z,)) = (), the relation is always true. When r¥(x, 0(t,)) > 0, using Lemma 2
and the first part of this proof, the derivative of V; (x, 0(t, ), R) with respect to the
retry duration r has the following ordering relationship Vr and ¢, = 1.

Vi 0)) +

— (% + 1) = VI, 0(t)) + — (%o + L),

1 1
ui(r|6(z)) ui(r|6(x2))
where all retries after the current one are assumed to employ the optimal policy.
Thus, for ¢, = £, r(x, 6(t2)) = © when r¥(x, (1)) = o, and r.(x, 6(t2)) =

r¥(x, 6(t,)) when r¥(x, é(tl)) is finite.

For the case of k = 2, it is easy to see that V> (x, 0(t,) R) is a linear combmatlon
of the effects of both transient and intermittent faults. Thus, Va(x, 0(t ), R*) =
Va(x, 6(t), R*). Also, the handling of ¥, with respect to r, has the same
ordermg relationship as that of V5 with respect to r,. Thus, V,(x, 0([, ), R*) =
Va(x, 0(tx), R*), and r?} (0(t, ) = r"‘(()(tk)) whent =, O

Lemma 3 shows that r}(x, 0(t,- )), k = 1, 2, is nonincreasing in ¢;. Thus, there
exists an r such that r = rf(x, 8(r)). The proof of Theorem 2 is given as follows:

PrROOF OF THEOREM 2. Suppose that the retry has been applied for the period r
but the fault is still active. When rf(x, 6(r)) > r, the retry should be
continued since it decreases the expected task completion time. Thus, r}(x) >
supir; ry(x, é(r)) > r}. Suppose there is an r; € {r; ri(x, ér) = r}. Then
Vii(x, 6(r;), ) = VE(x, 0(r;)) = VE(x, 6(rF)), where r* is defined as in
eq. (8) and k' = k + 1. Thus, the theorem follows. [

If the maximum likelihood estimator is chosen for 6(r), it maximizes the
likelihood function:

L) = {H nls, 1, 0)}11(1, r, ), ©)

where (7, ¢, #) is defined as

_[raie if 1=0,
n(. 4 0)‘{1 —F|6) if I=1,

For the same example in Section 3.2, suppose the active duration of an intermittent
fault is exponentially distributed with an unknown disappearance rate u. Using a
method similar to the Cohen’s derivation in [8], the maximum likelihood estimator
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i(r) for an exponential distribution—which maximizes log L (u)-—is obtained as

- - 1
i(r) (n .21 L) Y (10)

Theorem 2 gives the optimal stopping time for the current retry. Note that the
true value of u is unknown and its maximum likelihood estimator is to determine
the optimal retry duration. In the case of retry for a reappearing intermittent
fault, the optimal retry duration for a given u is either 0 or ® as shown in
Corollary 1. Using Theorem 2 and eq. (10), we get the optimal retry duration

as follows ‘
. _ _" _xo+ts—x_" .
r max[O, {(n i§| I,> T El t,H. (1)

Note that the gamma distribution has a nondecreasing likelihood ratio for both
a and B [15]. Furthermore, the estimators provided by Cohen [10] show that
both the estimated « and 8 are increasing in the current retry period r. Thus,
Theorem 2 can be applied directly when the active duration of the intermittent
fault has the gamma distribution. When the distribution of the active duration is
Weibull, Theorem 2 cannot be applied directly due to the fact that the Weibull
distribution has a nondecreasing likelihood ratio with respect to its scale parameter
only. A reasonably good approximation can be obtained by assuming that « is
constant during the current retry and £ is estimated using both the past and current
samples as discussed above.

There are some shortcomings when the maximum likelihood estimator is used
for the progressively censored samples. Particularly, the estimator is biased when
the samples are censored. Also, in the case of the exponential distribution, i does
not contain sufficient statistics of x when the samples are censored and incomplete,
that is, when there exists at least one sample (I}, ;) with I; = 1. These shortcomings
can be seen easily from a trivial example: & becomes zero when I; = 1 forall i == 1,
2,...,n.In fact, as shown by van Zwet [27], for most practical cases it is impossible
to obtain unbiased estimators when the samples are Type I censored in a semi-
infinite interval. Note, however, that there is no restriction about which estimator
to be used in the foregoing determination of the optimal retry policy, meaning that
estimators other than the maximum likelihood estimator can be used without
altering our method described thus far.

5. Bayes Sequential Analysis and Optimal Retry

In the previous section, the unknown parameters of a distribution are estimated
first, and the optimal retry policy is then determined using the estimated results.
Notice that there could be more subsequent retries for the same intermittent fault
before the task completion. Since the estimated parameter, 6, changes with the
samples obtained via these retries, the usage of constant 6(r) for further retries
throughout the rest of the computation to determine r¥ is not accurate. In other
words, the point estimation approach treated in Section 4 does not include the
possible variation of § during the subsequent retries in determining 3. In this
section, we shall take the Bayes approach to remedy this problem.

5.1 OpTIMAL RETRY AND BAYEs DECISION. Let the distribution of T be
governed by some unknown parameters W;. The a priori information concerning
W, is expressed in terms of a probability distribution function defined on Q. Let
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the density function of W; be £:(w). Denote further the fault characteristics, given
w; and the prior density function ¢;, by Cyy ., and Cyy,, respectively.

To apply the Bayes decision theory for the retry of an intermittent fault, we
define the risk with a retry policy R, given §; and the residual computation x, as
follows:

pi(x, &, R) = J; Vilx, Criw, R)Ei(W) dw, k=3, 4. (12)

Thus, the (optimal) Bayes risk is given as
plt(x, El) = n;f pk(x’ £i9 R)s k = 3’ 4° (13)

The optimal retry duration in case of the detection of an old intermittent fault,
ry(x, Cy¢,), abbreviated by r3(x, £), yields the Bayes risk p¥(x, £;). Similarly, the
Bayes risk of the retry for a newly detected fault can be defined by eqgs. (12) and
(13). However, the determination of 7¥(x, £;) is a one-stage Bayes decision problem.
Once p4(x, &) and r3(x, &) are obtained, the normal form of analysis [2] can be
applied directly for the solution of r¥(x, &;).

Following a retry attempt for an intermittent fault, regardless of whether it fails
or succeeds, an event related to the fault active duration T is observed. The event
observed during a retry of the duration r is either “success” or “fail.” The “success”
event, denoted by e°(z), occurs when the detected fault disappears after the retry
duration ¢, which is less than or equal to the maximum allowable retry duration r.
The “fail” event, denoted by e’/(r), occurs when the detected fault does not
disappear by the end of the retry duration r. Let S(r) = {e’(t); t = r} U {e/(r)}.
With the prior density function £;(w), the posterior density function following the
observation of e € S(r), denoted by £:(w| e), [ = 1, 2, becomes

glelw)ti(w)
Jo gle) w)Ei(w) dw’

where g(e| w) is the generalized conditional density function for the event e as in
[11], that is,

Ei(wle) = (14)

_ Jthe density function of T at ¢ if e=e’(t)andt =<,
glelw) = {Pr(ef(r)) if e=el(r). (13)

This posterior density function will become the prior density for the next retry.
Consequently, the system’s behavior is similar to a sequential decision procedure
which determines first a retry policy and then observes the resulting sample. The
procedure will be repeated with a new prior distribution which is determined on
the basis of the new sample observed and the old prior distribution. The decision
on retry and the sampling for fault characterization will continue as long as there
is an occurrence of fault.

The problem of selecting the optimal retry policy can also be treated as the
optimal stopping problem with continuous observations [13]. Suppose an inter-
mittent fault is detected again when the residual computation is x. Then, retry is
applied for a specified stopping time r. The task will be continued, without applying
recovery methods other than retry, if the fault disappears during the retry period r.
Otherwise, it has to be restarted from the beginning.? The posterior density function

3 For simplicity, it is assumed that there is only one alternative to the retry recovery, that is, restart.
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of w; becomes £;(w | e°(2)) or &:(w| e/(r)), depending on the outcome of retry. The
cost of an observation is the amount of time used for monitoring the fault until its
disappearance (i.e., c(e*(t)) = t) or until the end of retry (i.e., c(e/(r)) = r). The
costs associated with the termination of retry are defined as the amount of time
necessary to complete the residual computation x as follows:

L(x’ i', gi | es(t)) = p:(x, El(wl es(t)))’
L(x, r, &] e/ (r) = xo0 + ¢,

The expected loss for the stopping time r3 is the same as the Bayes risk defined
in eq. (13). According to the theory presented by Irle and Schmitz in [13], there
always exists an optimal stopping time, r5 € [0, »), satisfying eq. (13).

In the next section we solve the sequential decision problem using the backward
induction [11] for testing hypotheses where the prior and posterior information is
described by discrete probability distributions. Note that the minimax method in
[2] cannot be used to solve eqs. (12) and (13), since the decision space—which

congists of all nncclhlp maximum rpfrv durations—is neither countable nor finite,

X33 1V jiw 45 )

5.2 OpTIMAL RETRY AND HYPOTHESES TESTING. Suppose that there are a
primary and some alternative hypotheses concerning the active duration of an
intermittent fault. Consider the sequential testing of these hypotheses and the
simultaneous determination of the optimal retry policy; this is not difficult to solve
since both the prior and posterior probabilities lie in the same unit interval (0, 1).
For given hypotheses, the initial prior distribution can be assumed to be equally
likely among the hypotheses.

To be more specific, consider an example in which the active duration of an
intermittent fault is assumed to be exponentially distributed with an unknown
parameter u. Let there be two hypotheses on 4, Hg and H; for p = pgand p = y;,
respectively, and let uo > g,. The uncertainty associated with these hypotheses can
be represented by the probability / of having u = uo. We first determine the optimal
reiry policy VA € (0, i). Then, we consider the probiem of testing hypotiheses as
well as estimating the expected sample size to reach a certain significance level
under the optimal retry policy.

Consider the optimal retry duration r¥(x, /) upon detection of an old inter-
mittent fault. In this case, we get the posterior probabilities given the events e*(¢)
and e/(r), denoted by h(t) and A(r), respectively, as follows:

h(t) = - where t <7, (16)
(1 —

(17)

As was discussed in Section 3.2, we can compute x3 for a given yu;, denoted
hy v NT = n l cnnh that 11\ r*(v 1) = if X < X v*/ ,.\ or 0 n nfher\'xvlise’ and

vy ""2 P"’ll » = a1 Laicen T2\ Ay ) — 0 A Qi

(ii) r¥(x, 0) = 1fx =< x¥(u,), or 0 otherwise. Since x?% (,uo) > xi‘u,), *x, h) = if
x =< x¥(w1), and r¥(x, h) = 0 if x = x¥(uo). Note that the above represents extreme
cases of retry, that 1s, retries of duration zero or infinite.

For the nonextreme case, that is, the case of x¥(u,) < x < x¥(uo), let h* =
sup{h; r¥(x, h) = 0}. Since r¥(x, 1) = 0 and r¥(x, 0) = 0 for x¥(u) < x < x¥(u1),
we get 0 = h* < 1. For all A> h*, r¥(x, h) > 0, that is, retry must be applied upon
dctectlon of a failure. Suppose retry has been applied for a small duration

o aed

UI < 12 \.}t, ll} 1 ucu, lllC mMCcmon) ylcbb pfupcx l.y' Ul lllC c;&puucuual UlblllUuLlUll lCdUb
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to the following equation:
p2(x, h) = (1 — F2(3r| h)@r + p¥(x, h(3r)))

+ J; Si@ ) h)t + pa(x, (D)) dt. (18a)
By letting 6r — 0 and changing variables, eq. (18a) becomes
-1
DI _ o imere hoy - sz D] |
r=0
_ o+ (1 =y | _ 1
- h(l _ h)(ﬂo _ “l)lp:(x, h(O)) p;(xs h) + hﬂo + (l _ h)ﬂl}.
(18b)

On the other hand, p¥(x, h) = Xo + t; Vh < h*. Using the same approach as in
Theorem 1, we can prove that 2* satisfies the following equation:

1

* * _ —-
p3(x, h*(0)) = Xo + ¢, Hm + (L= h¥ ) (19)
From eq. (4) and the definition of o} in eq. (13), p3(x, /) is expressed as
l X
pi(x, h) = S —e™)+ e‘""J; ve” p3(y, h) dy. (20

With the initial conditions r¥(x, 1) = e, p¥(x, #) and p¥ (x, h) for x < x¥(u1), and
eqs. (18)-(20), we can calculate pf(x, ) k = 3, 4 Vx € (x3(u1), X¥(uo)) with the
following numerical algorithm:

Al. Seth=1.

A2. Calculate p¥(x, 1) and p3(x, 1) Vx € (x¥ (1), X3 (10)).

A3. Calculate dp¥(x, h)/dh using eq. (18) and p¥(x, h — 8h) Vx € (x¥(u1), x3(1o)). (Note
p3(x, h) and p¥(x, h(0)) are both known.)

A4. Calculate p(x, h — 5h) using eq. (20) Vx € (x3(11), x3(u0)). (Note p¥(x, h — bh) is
known Vx.)

AS5. Set h = h — 8h. If h < 0, terminate the algorithm.

A6. If p¥(x, h(0)) < xo + t, — (1/(huo + (1 — A)p,)), go to A3. Otherwise, set p¥(x, h — 5h)
= Xp + t; and go to A4.

From the test at A6, one can determine #* Vx € (x¥(u1), x¥(10)) s0 as to satisfy
eq. (19). Owing to the memoryless property of the gxponential distribution,
r¥(x, h) = 0 when h < h* or satisfies eq. (17) with A(r) = h* if h > h*. In
Figure 9, r¥ versus the prior probability # is plotted for various values of the
residual computation x. Intersections of the curves in Figure 9 with the horizontal
axis give the values of 2* for different values of x.

Remark 1. In case the active duration of an intermittent fault has a general
distribution (instead of an exponential distribution), a differential equation similar
to eq. (18b) cannot be obtained. In such a case, the original integral equation of
p3(x, &), i.e., the combination of eqs. (3) and (12), has to be used instead.

From the foregoing discussion we can determine the optimal retry policy that is
based on the prior probabilty 2. Under this optimal retry policy, we can also
determine trajectories of the posterior probabilities after a large number of occur-
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FIG. 9. The optimal retry duration r}(x, 4) versus the prior probability / with
o= 10, u; = 5, and v = 5. x3 (o) = 0.63. x5 (u,;) = 0.43.

rences and reappearances of intermittent faults have been observed. Let each retry
be numbered by a two-tuple (m, n,,) on the basis of occurrences and reappearances
of intermittent faults. The (m, n,)th retry is used to recover from the mth
occurrence of fault in case of #,, = 0 or from the n,th reappearance of the
mth intermittent fault if n,, # 0. For the hypotheses H; i = 0, 1, let hi(m, n.)
represent the posterior probability after the (m, n,,)th retry is applied. Also, let 77,
be the total number of reappearances of an intermittent fault during the execution
of a task and h;(m) be the prior probability before the mth occurrence of fault,
which is equal to h;(m — 1, nl,-,) by definition. There are now two main problems
to be addressed: (i) Will A;(m) converge to either 0 or 1, namely to the true fault
characteristic as m — 7; (ii) If converges, how fast will it converge? For conver-
gence, we get the following theorem:

THEOREM 3. Let M = infim; hi(m)> 1 — ¢, or hi(m) < ¢}, where 0 < e< 1. If
0 < h(0) < 1, and xo + t; — (1/w;) > O for all hypotheses H; and all tasks, then
Pr(M < x) =1 and E[M] < c.

PrROOF. Let S;(m) = log(h;(m)/h;(m)) for j # i. Thus, M can be defined as
inf{m; | S;(m)| > K}, where K = log((1 — ¢)/e). Let

g[e(m9 nm)l ﬂi]

zi(m, nm) = log g[e(m, n,,,)l M )] ’

where e(m, n,,) is the event observed at the (m, n,)th retry and g(e| y;) is the
generalized conditional density function defined in eq. (15). (When the retry
duration defined by a retry policy is zero, e(m, n,,) is null and z;(m, n,) = 0. Also,
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when #,, = 0, the retry duration is rT since the fault type is not known at its first
occurrence.) From Bayes theorem, we have

Sim’ — 1) + f zi(m’, n)

n=0

m’ nl, h;(O)
zi(m, n) + log ——=.
m§l n§0 ( ) g hj (O)
Let y,(m) = 3 "= z;(m, n) under the optimal retry policy. S;(m) becomes the
sum of independent random variables. After an event is observed, the expected

value of z; (m n..) is the Kullback-L eibler information number and is ereater than

AWV WL SN Tem ) 3D UiV ARMUVMUGVATAAUIVE LG ULIIIGUVIL IWiliUV: QI 10 SVl wildis

or equal to zero when H; is true [6]. In this case, E[z;(m, n,)] = 0 if and only if
the prior probability before the (m, n,,)th retry is 0 or 1. Since xo + £, — (1/u;) >0
for all hypotheses H; and all tasks executed, Pr(r; % 0) > 0 i = 1, 2. Hence, Pr{ y:(m)
= 0] < | Ym < M. Following the proof in [24] that the sampling of a sequential
probability-ratio test (SPRT) terminates with probability 1, Pr(M < ») = | and
E[M] < « are obtained. [

Remark 2. Since the tasks affected by intermittent faults do not have to be
identical, the random variables y;(1), y:(2), are independently but not identically
distributed. Moreover, for a fixed m, z:(m, n,,)’s are dependent on one another
because the events observed are controlled by the retry duration that is in turn a
function of the moment of reappearance. However, all z;(m, n,,) = 0 when H; is
true. The condition, X, + £, — (1/x;) > O for all hypotheses H; and all tasks executed,
indicates that retry is aiways a useful recovery when an intermittent fauit is detected.
In fact, this condition is not necessarily true for all tasks, but Theorem 3 holds as
long as Pr(r¥ > 0) # 0.

Theorem 3 shows that the expected number of faults observed——that makes the
posterior probability reach either ¢ or 1 — e—is finite. This also holds for other
distributions and retry policics as long as r; # 0 and , # 0 for some x. However,
it does not provide the average sample size, E{M | H;] that is necessary to reach
these termination boundaries K and —K. Also, one has to justify whether or not
the posterior probability at the termination implies the true fault characteristic. In
other words, it is important to know the error probability, Pr(S:(M) < —K | H;).

There are two difficult aspects in the evaluation of E[M | H;] and Pr(S;(M) <
—K | H;); one is that y;(m)’s are not identically distributed, and the other is the
nonexistence of closed-form solutions for both r¥ and r¥. If the same task is
executed repeatedly under the condition xo + &, — (1/u;) > 0O for all hypotheses,
then y;(m)’s become independently and identically distributed. Assume further
that initially, both hypotheses are equally likely, that is, 4(0) = h,(0) = 0.5. Using
the characteristics of SPRT in [11], the error probability is approximated by

Si(m”)

— pK
(M) < —K|H) = "6~ ¢

M)<-K|H)= Z—x~e
Even if the same task is executed repeatedly, it is difficult to obtain an exact
solution for E[ y;] because of the dependency between the optimal retry durations
and the observed samples of the active durations. This fact in turn makes it
impossible to obtain the exact solution of E[M | H,]. Owing to the above difficulties,
in what follows, we shall derive upper and lower bounds of E[M | H;] instead of an
exact solution.
RO and R! wi

an\r\ncp there are two retrv naliciac
MY VAV &

Aow vAVIV Gl VO iy y\.un

and (r}, r}), respectively. r{(x, &) and r{(x, h) are defined the same as r*(x, h).
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ry(x, h) is equal to o if x < x¥(u;) and 0 otherwise for j = 0, 1. Let y{(m) and M’
be Y7z, zi(m, n) and the number of faults observed to reach the termination
boundaries under the retry policy R/, respectively. Then, (i) Pr(M’ < ) = 1 and
E[M’] < », and (ii) E[y;] < E[ /] < E[)?]. (Note that the indices m are omitted
because of the distributions being identical.) Once E[y/| H;] j = 0, 1 is calculated
as in the Appendix 2, the expected sample size to reach the boundaries | — ¢ and
¢ is bounded by

E[M°| H;] < E[M|H,] < E[M" | H}]
where

K

E[MjIHi]zW,

j=0,1

(see DeGroot [11] for more on this).

The above equations give the error probability and the bounds of the expected
sample size when a certain level of significance is to be achieved. These bounds of
E[M | H;] become tight when the difference between uo and u; is small. Of course,
the expected sample size under the optimal retry policy is larger than that for the
case when the complete information about active duration is observed, that is,
r=rn=®,

Thus far, we have discussed solutions to the problem of sequential retry decision
and hypotheses testing only for the case of exponentially distributed durations.
Notice, however, that (i) the same method, with little modification, can be applied
to the cases with any other kind of distributions, and (ii) Theorem 3 holds as long
as Pr[ y;(m) = 0] < 1. Moreover, the method can be extended to the testing of
multiple alternative hypotheses by specifying the prior and posterior probabilities
as a vector, each element of which represents the probability that the corresponding
hypothesis is true.

6. Conclusion

In this paper, we have investigated optimal retry policies and demonstrated the use
of retry to estimate the unknown fault characteristics. Although the data obtaining
from retries are censored, they are the only significant means of monitoring the
fault characteristics. By combining the estimation of fault characteristics and
the decision of retry, the computer system performs an adaptive optimization of
task completion times.

In the discussion of retry policies, retries are assumed to be continuously applied.
In fact, the retry durations should be discrete since the time required for repeated
execution of an operation cannot be cascaded into a single continuous duration.
Since the expected risk is a continuous function of the retry duration, it is not
difficult to find the optimal retry policy that is specified as a number of retry
attempts.

As was pointed out in the discussion of the expected sample size for reaching a
certain level of confidence in hypothesis testing, the test under the optimal retry
policy turns out to be inefficient in the sense of maximizing the information
observed. This is due to the fact that the optimal retry policy is defined to minimize
the total completion time of the task affected by the occurrence of fault. Thus, the
retry policy is a local optimum, that is, “optimal” only for the task involved.
Clearly, the retry policy that gives complete maximum information should have
infinite retry durations, although such a retry policy is totally unacceptable in
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reality. It would be interesting to examine the trade-off between the two extreme
objectives, that is, minimizing the local task completion time and maximizing the

information to be collected. This nroblem can be formulated as the minimization

information to be collected. This problem can be formulated as the minimization
of the asymptotically accumulated risk, lim,,—.»(1/m) L7 E[px(x, C})], where j
and m are used to number the successive retries and C} is the measured fault
characteristic at the jth retry. It also indicates that the giobal optimal retry poiicy
should collect more information (it is definitely not complete though) from the
beginning to speed up the estimation of the true fault characteristics and then
implement the local optimal retry policy once the true characteristics are obtained.

Another important aspect is the choice of an accurate model for the fault
behavior. As was discussed in Sections 4 and 5, the optimal retry policy and the
measurement of the fault characteristics are dependent on the family of density
functions that are initially selected. The suitability of chosen models can be
validated through goodness-of-fit tests, for example, chi-square goodness-of-fit.
Although sometimes the expected task completion time may not be minimized
because of the poor choice of model, the information collected via retries can still
be used to check the suitability of the model. Thus, after a sufficiently large number
of samples have been obtained, it is possible to select an appropriate form of
density function and then achieve the minimum task compietion time. The other
approach is to begin with hypotheses of various forms of density functions. As
sampling progresses, the parameters associated with the density function forms are
estimated and then the hypotheses are tested.

The work presented in this paper is to incorporate the capability of on-line

estimation (of the fault characteristics) and decision (on optimal retry policies) into

181

the computer system. The results are a self-adjustable (thus intelligent) system and
a powerful measurement of the fault characteristics. This idea can also be extended
10 other appiications, for examplie, the measurement of program behavior and the
simultaneous decision of system configuration or scheduling. Such extensions
would be significant contributions toward the construction of highly intelligent
computer systems,

Appendix A. Bounds of Vi(x, C- D*\

LRy £ unas J 7 iRy oy AN

Clearly, x is a lower bound of V(x, C;, R*). To find an upper bound of
Vi(x, Cr, R*), consider a policy R’ under which only restart recovery is used
upon detection of a failure. Since r; = 0 under R’, we get

Vikx, Cr, R*) < Vi(x, Cr, R’) < x + Fi(x)Vi(x0, Cr, R")

X+ Ff()C)

Xo
(1 = F(x0))

These bounds are very tight. For example, given that the fault occurrence process
is exponentially distributed with MTBF = one week and the task execution

time = one minute, the largest difference between the upper and lower bounds is

less than 0.0001 minute.

Appendix B. The Expression of E[y!| H;]
The retry duration r} under the retry policy R’ is equal to o if x < x¥(y,), and 0

4l nermxrsa Thera thhan ~ansnsmlata Zafmnccanntine 222l ln sathhnnnd 20 nee Ald fimdnccacidbneed
UlllCl WIDC 111Ud, LV LULLIPDICLIC 1HTVULLHIIAIVLL WL UC 5atuc1cu 11 all U1l 1LHICL1ILILLCIIL
fault is detected again at x < x¥(y;) and no information will be obtained if it is
detected at x > x¥(u; ). Hence, if the retry for a newly detected intermittent fault

when the residual computation is x succeeds, we expect to collect information
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from the successive retries before the task completion as follows:

E[Lz| x] = E[nzm zi(m, n)lx]

vx(log Bi_ -“—'_—“’> if x < x¥(w),
j i

1]

exp[—v(x — x¥(u;))]vx¥(w; )(log % - E%“z) otherwise.

Let the maximum retry duration for a newly detected fault be r¥(x) when the
residual computation is x. Also, let ¢(x,;) be the density function of the detection
time of a new intermittent fault, x;, given that it is detected during the task
execution. Then, ¥(x;) = Nexp[—A:ix:]1/(1 — exp[—Aixo]), where A\; = p;\. Thus,
we have E[ y/| H;] as follows:

Xo
E[y{|Hi] = fo Y(xo — x)exp[—uir (X)IH (r¥(x)) dx

%o [Crie)
+ J; j(: piexp(—pit W(xo — X){I1(2) + E[L| x]} dt dx,

where I(r) = —(u; — u;)r is the information collected from an unsuccessful retry
of the maximum retry duration r and I{(r) = log(u:/s;) — [(: — w;)/milr is the
resulting information when the retry succeeds after the duration r.
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