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ABSTRACT

A cyber-physical system (CPS) with both autonomous and manual control capabilities,
or asemi-autonomouéSA) system, is one of the most commonly seen types of system in
our daily lives, such as cars, airplanes and ships. While having the bene ts of autonomous
control to enhance safety/comfort of transportation and the exibility of manual control to
handle safety-critical situations, SA systems inevitably inherit the vulnerabilities embed-
ded in both control types. Thatis, an SA system will also suffer from component failures or
design/software bug®(g, crashes of Boeing 737 MAX) and potential attackg( sensor
spoo ng) as a general CPS does. Moreover, since mechanical components are gradually
being replaced by their electronic counterparts in SA systems, this trend also introduces
new reliability and security risks — increasing adoption of multiple heterogeneous com-
munication interfaces widens attack surfaces that an adversary can exploit.

Considering the potential security and safety concerns caused by system faults/ aws,
human error, and malicious attacks, we develop a suite of mechanisms/systems for detec-
tion and resolution of system anomalies by cross-validating the sensor data and the context
information to enhance the security and safety of SA systems from three key perspec-
tives that can directly in uence the operation of SA systems — system operation, received
information, and control decisions. In this thesis, we propose both domain-general de-
sign for SA systems and its domain-speci c realization using SA vehicles as a concrete
case study. From the system operation perspective, we pr@pdb®, a context-aware
anomaly detection system, to capture abnormal system behavior under various operation
contexts while considering practical scenarios where some (context) information cannot be

observed by the SA system. We then pregdif, a diagnostic system that pinpoints/iden-
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ti es the anomalous source(s) after an anomaly is detected. It exploits the cyber-physical
correlation or causality between the internal data of the SA system to narrow down the
origin of anomaly while assuming no data can be entirely trusted. From the received in-
formation perspective, we propoE®Road, an easy-to-use system for veri cation of the
data received from external sources to ensure no compromised data will be used to provide
services to the SA systems. Finally, from the control decision perspective, we introduce
CADCA, a system for detecting and resolving control actions that may potentially lead to

unstable system states or safety-critical situations.
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CHAPTER |

Introduction

While more and more autonomous functions are getting added to modern vehicles, we
are now of cially in the era of semi-autonomous (SA) cyber-physical systems — cyber-
physical systems with both autonomous control and manual control capabilities. In this
thesis, we explore and develop mechanisms and algorithms for enhancing the security and

safety of SA cyber-physical systems based on detection and resolution of data anomalies.

1.1 Semi-Autonomous Cyber-Physical Systems

Semi-autonomous cyber-physical systems — simply called SA systems — are one of
the most commonly seen types of systems in our daily lives, such as cars, airplanes and
ships. In a typical SA system, autonomous control is responsible for common routine oper-
ations assisting human operators (e.g., drivers, pilots or helmsmen) to reduce their burden
of controlling an SA systeme(g, the autopilot and self-driving functions in an airplane
and a car, respectively), or it is designed to respond to certain conditions to avoid/mitigate
safety risks €.g, the automatic emergency braking system in a car). On the other hand,
while coexisting with autonomous control, manual control provides the human operators
with the ability to perform ne-grained controls that cannot yet be performed by its au-
tonomous counterpart, and it also acts as a fail-safe design to take over the system when

the autonomous control fails.



1.1.1 Typical Deployment Scenario

Figure 1.1: A typical deployment scenario of SA systems and the communication links
between different entities, where the dashed lines indicate the links may or
may not exist in real-world deployment.

Fig. 1.1 shows a typical deployment architecture in which at least three types of entities
can in uence the operation of an SA system — endpoints, (the ego SA system and
other SA systems), edge, and cloud. While optional inter-entity communications may exist
to assist the operation of SA systems, the three fundamental elements that can directly
in uence the operation of an SA system are i) the (cyber-)physical implementation of the
SA system, ii) the control decisions generated by the human operator or the autonomous

functions, and iii) the service provided by infrastructure.(edge + cloud).

1.1.2 Safety and Security Threats

While embracing the comfort and convenience brought by autonomous control and the
capability of ne-grained control provided by human operators, SA systems also inevitably
inherit the vulnerabilities of both control types.

From the (autonomous) system perspective, there have been multiple reports of (fa-
tal) accidents caused by design aws/bugs and run-time component failures/faults in au-

tonomous control. Crashes of Boeing 737 MAX [48] and Toyota's “unintended accelera-



tion” [154] are two examples of such cases while the former was caused by sensor failures
and the latter is suspected to be the result of a single bit ip. On the other hand, while
there is no perfect system that is immune to failures caused by its algorithm design or bugs,
human control is also far from being perfect due to the possibility of having unintended
errors or even malicious manual contreld, Germanwings Flight 9525 [108]).

The replacement of mechanical components with their electronic counterparts also in-
troduces new reliability and security risks because of the adoption of new communication
interfaces that can potentially be exploited as attack surfaces. The Jeep Cherokee hack [87]
is one of the most widely publicized example in which the vehicle was contradladtely
by the hacker's exploitation of the vulnerability in an onboard infotainment system. That
is, even if an SA system has a well-designed autonomous control function, it can still make

an unsafe decision based on compromised/erroneous input.

1.1.3 Security and Safety Enhancement

As there will never be a perfect system that is free of design aws and is immune to all
the attacks, an SA system must be designed to deal with run-time anomalies to ensure its
robustness and safety. Speci cally, the enhancement of security and safety of an SA system
can also be addressed from three perspectives, each of which is one integrity veri cation
problem that corresponds to one element that can directly in uence the operation of SA

systems.

» System OperatiorHow can a system con rm the integrity of its operation? That is, how
can a system make sure it is acting normally and there is no anomaly or compromised
component within the SA system that makes the SA system deviate from its normal

behavior.

 Information from External EntityWhile infrastructure and SA systems may utilize the

information from other entities to support their function, the correctness of their function



relies on the integrity of the input data. How can the infrastructure or SA systems ensure
that the received information is authentiee( without error and manipulation), and

hence can be used in safety-critical applications?

» Control Decision. How can the SA system determine whether a control decision is
safe to execute under potential data anomalies that feed incorrect information to the
SA system? What should the SA system do when it discovers a con ict or disagreement
between the control decisions made by a human operator and by its autonomous function

since both of them cannot be entirely trusted?

1.2 State-of-the-Art and Design Challenges

We now discuss the prior work and the challenges associated with the three integrity

veri cation problems.

1.2.1 Prior Work of Veri cation of System Operation

An adversary can exploit the vulnerabilities in communication interfaces to inject mes-
sages into the in-system network of the SA systee) @ data injection attack) or manipu-
late the data value to be incorrete( a data manipulation attack) by directly compromis-
ing the components or spoo ng the sensor.

Because commercial vehicles are one of the most commonly seen SA systems, Koscher
et al. [70] conducted a detailed study discussing the potential attack surfaces within a ve-
hicle, and Milleret al. [87] demonstrated the scenario where a data injection attack will
trigger unexpected vehicle behavia.g, turning off the ignition of the car). To detect
compromised components within a vehicle system, researchers have also proposed de-
fenses against data injection attacks on Controller Area Network (CAN) bus [22, 92, 93].
They utilize the unique characteristics on the transmission side of CAN messages for their

detection. Mutteet al.[92, 93] propose the use of transmission pattém, entropy) of



CAN messages with the same CAN ID to detect if any additional message is injected on
the CAN bus. Chcet al. [22] utilize the unique voltage pro le of ECUs to identify any
messages that are not transmitted by their designated ECUs.

However, a pure change of system behaveog{ how a vehicle accelerates after the
driver applies the gas pedal) and a data manipulation attack from a compromised transmis-
sion module will only change the payload value in existing messages, without changing
the message transmission pattern on in-system networks. This characteristic makes them
more dif cult to detect than a usual injection attack. Because a component failure/fault can
always be mapped to an equivalent data manipulation attack when observed in data level,
most approaches for detecting abnormal component/system behavior can also be utilized
for the defense against data manipulation attacks. According to their detection targets, the
prior work related to detection of abnormal system behavior can be classi ed further as
either fault detection and isolation (FDI) [8, 18, 30, 47, 55, 89, 97, 99, 143, 156] or general
anomaly detection (AD) [2, 5, 22, 23, 45, 50, 79, 90, 92, 93, 101, 102, 124, 144, 146, 153,
157]. FDI approaches focus on the detection of faulty components and their localization.
They are widely adopted in both automotive, robotic, and industrial control systems (ICS).
On the other hand, AD approaches aim to detect anomalies of any kind in the system,
including faulty components and malicious attacks.

While the detection target of AD is a superset of that of FDI, their fundamental differ-
ence lies in the assumptions that the anomaly in FDI is the result of faulty/compromised
components in a plant.¢., actuators, processes, and sensors) and the effect of the fault
will propagate to other components from its origin and there are known/trustworthy con-
trol inputs/setpoints available to the detection system. In contrast, an anomaly in AD can
be caused by attacks that only target the data in the cyberspace, making the aforemen-
tioned assumptions no longer valid. Also, AD approaches mainly focus on development
of ef cient observers to detect anomalies while considering the data of interest as a group

without further identifying the anomalous source(s). Note that the removal of FDI's as-



sumption of the trustworthy sources will make FDI become AD without the capability of
isolating/identifying the source of an anomaly.

While the defense against data-injection attacks has been explored extensively, the ap-
proaches for detecting data manipulation or abnormal system behavior have one of the

following drawbacks:

» They rely on impractical requirements to function in modern commercial systems,
such as cars, because they either require detailed measurements that are not always

available to the SA system; or

» They can only achieve moderate performanc8@ TPR and> 15% FPR [144]),

thus rendering them infeasible for real-world deployment.

1.2.2 Prior Work of Veri cation of Received Information

Because SA systems may require support from other entities or infrastructure, there
have also been defense schemes proposed for the SA system itself and for the infrastructure
to verify data received from other entities. Prior work on integrity veri cation of received
information in cyber-physical systems can be classi ed into two categories, depending on
the methods used to verify the received information.

In the rst category, the received system state is inferred from wireless measurements,
such as received signal strength (RSS), angle of arrival (AoA), and Doppler shift [1, 118,
126, 147, 151]. Given the relationship between transceiver distance and RSSgtXiao
al. [147] and Yaoet al. [151] proposed infrastructure-assisted and infrastructure-free po-
sition veri cation schemes to address vehicle-to-vehicle sybil attacks, respectively. Sim-
ilarly, RSS is used by Set al.[126] to verify the position information reported in basic
safety messages (BSMs). Abdelaeizal. [1] thoroughly analyzed the fundamental limit
of AOA estimation and developed an AoA-assisted position veri cation scheme accord-

ingly based on Wald test statistics. In [118], Stdr et al. proposed the use of Doppler



shift measurements at multiple positions to verify the position and velocity reported by the
transmitter.

The second type of scheme attempts to estimate the ground truth of the system state
based on multi-modal sensor fusion [13, 24, 127, 129, 152]. Bil3netyar[13] proposed
a scheme based on particle lters to combine GPS with various sensor readings, such as
Radar, to track and verify the motion of neighboring vehicles. Yawfaal.[152] designed
a detection system to identify abnormal sensor readings, such as position, speed, and ac-
celeration, reported in BSMs based on the sensor data and vehicular attributes contained
in previously received BSMs. @binget al. [127] proposed a two-stage data veri cation
scheme for position and velocity. To address the incorrect decisions caused by sudden ma-
neuver controls, the authors complement Kalman Filter-based motion prediction with prob-
abilistic maneuver recognition. Chet al. [24] proposed a control invariant (Cl) scheme
to detect sensor (e.g., GPS and inertial sensors) spoo ng attacks. In the Cl-based scheme,
control invariants and thus a state-space model are rst extracted from vehicle's physical
properties, the adopted control algorithms, and physical laws, to predict the control out-
put. Then, the expected output is compared with the actual observation to determine if the
sensors have been attacked.

As discussed above, most existing schemes either are designed as a xed system to ver-
ify a speci c (set of) data or require cooperation (e.g., computation resources or outputs)
from other entities to function. While there can be various regulations and requirements
for different applications, these deployment characteristics will make the existing schemes
not able to function if any of their prerequisites are not met. That is, a practical veri ca-
tion system aiming at supporting SA systems should be exible and can adapt to different

deployment requirements.



1.2.3 Prior Work of Veri cation of Control Decision

There are also approaches that focus on detection of abnormal control decisions, espe-
cially in the (autonomous) vehicle domain. They are usually designed to be deployed in an
infrastructure or in a vehicle with communication capability to perform anomaly detection
on other entities by capturing the general trend of vehicle behavior in the vicinity and deter-
mining if any of the vehicle deviates from this general trend [20, 44, 158]. There are also
approaches targeting detection of abnormal control behavior of the ego valacléhé
SA system itself) by determining if the current control input matches a certain driving pat-
tern (e.g, aggressive or dangerous driving) [4, 21, 60, 71, 74, 76, 80, 121, 123, 125, 160].
However, they can only tell whether current control input poses a potential risk to the ve-
hicle in anormal operation scenaridbut do not determine whether the vehicle behavior
is a reaction to a behavioral context and the aggressive control input is actually safer than
maintaining a regular driving pattern.

To the best of our knowledge, no prior work focuses on the detection of human control
anomalies that also targets the ego vehicke, {he SA system itself), instead of detecting
the misbehavior of other entities, while also considering that there can be system anomalies
(e.g, faulty sensor readings and attacks). However, a system must simultaneously consider
the detection of human control anomaly for the ego system while considering 1) behavioral
and operational context, 2) erroneous system control behavior and faulty components, and

3) malicious attack.

1.2.4 Design Challenges

In general, there are four design challenges in developing practical solutions for the

three integrity veri cation problems in SA systems:

(C1) No deterministic normal behaviofhe operation of SA systems is dependent on

its operation context. Unlike Industrial Control Systems (ICSes) that usually operates in



controlled environments, SA systems usually operate in diverse environments with different
contexts and, as mentioned earlier, those contexts are not necessarily available to the SA
system. For example, applying 50% of gas pedal when a vehicle is traveling at 50kph will
generate a different longitudinal acceleration depending on whether the vehicle is traveling
on a at road or going uphill. A change of system behavior may be the reason for the
change of operation context, a component failure, or even an attack. A system must be able

to differentiate them to generate correct results.

(C2) Limited data availability.Not all the information related to the operation state of
an SA system can be easily accessed for the following two reasons. First, cost-conscious
OEMs often include only those sensors or components that are directly related to the core
functions of SA systems to reduce manufacturing cost. For example, while road geade (
inclination) is a major factor that can in uence the acceleration of a vehicle, commodity
cars usually do not have a built-in inclinometer. Second, due to the real-time communica-
tion constraints and the bandwidth limitation in the SA systems, only certain types of data
will be transmitted through in-system networks. For example, CANdth&actostandard
for in-vehicle communication, has only limited bandwidile, 1Mbps with a high-speed

CAN [62] and 5-12Mbps with a CAN-FD [61].

(C3) Uncertainty of future deploymentnlike mobile devicesd.g, smartphones or
tablets) that have uni ed API supports in OS levied( Android or iOS) for requesting data,
SA systems have little to no standards related to what data or hardware should be available
in the system. For example, the format and information included in CAN messages in cars
are proprietary to, and treated as OEM secrets. The data types available in CAN messages
may be different not only between car brands but also even between car models/make of the
same brand [26]. That is, designing a system with a xed assumption of data availability
will not be useful to another SA system even if they both belong to the same type of SA

system €.g, cars).



(C4) No information can be trusted entirelyast but not the least, since there is no uni ed
redundancy design or secure components across the same type of SA system, assuming a
xed trusted source in the system may result in an incorrect system output in an SA system
that does not satisfy the requirement. Also, since an adversary is shown to be able to
compromise communication interfaces [70, 87, 113], any data may be manipulated and no

data can be trusted entirely.

1.3 Thesis Contributions

1.3.1 Thesis Statement

Realizing the security and safety concern in SA systems and the lack of practical sys-
tems to address the three essential integrity veri cation problems, the main objective of
this thesis is to develop a suite of mechanisms and systems to detect and further resolve
the abnormal behavior and data anomalies that may lead to fatal accidents or critical mis-
sion failures while addressing the aforementioned challenges. Speci cally, we have the

following thesis statement:

Thesis Statement: Cross-validating sensor data and the operation context can
enhance the robustness and safety of semi-autonomous cyber-physical systems.

1.3.2 Contributions

As shown in Fig. 1.2, there are four inter-related research problems/components in this
thesis —CADD, DiVa, EDRoad, and CADCA — where each component contributes
to solving one of the integrity veri cation problems in SA systems introduced in Chap-
ter 1.1.3.

From a functional point of view, the proposed systems can be implemented as three
(add-on) function blocks embedded in SA systems and their supporting infrastructure.

Each function block provides a speci ¢ robustness and safety enhancement to the origi-

10



Figure 1.2: Components in this thesis.

nal SA system deployment. Fig. 1.3 shows an overview of how the proposed systems can
be integrated in the existing deployment of SA systems, where the white blocks indicate
the original components in the SA system and the gray blocks are the new components pro-
posed in this thesis. Speci cally, Entity Operation Veri er (Block A), the combination of
CADD andDiVa, is designed for verifying the integrity of system operatie@Road, the

design of Reported Data Veri er (Block B), is designed for verifying the integrity of data
received from other entities; af@ADCA, the design of Control Decision Maker (Block

C), is developed to solve the problem of control decision integrity. In each research compo-
nent, there will be both i) a domain-general design for SA systems and ii) a concrete case

study with domain-speci ¢ design based on semi-autonomous vehicles.

Figure 1.3: Overview of our system design.
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We call the combination of all proposed componentSafeSA short forSafe mi-
Autonomous system. WhilgafeSAis designed to solve the integrity veri cation problems
in SA systems, an anomaly.€., the detection target) consideredSafeSAis de ned as

the occurrence of the following (anomalous) conditions.

AC1. System Operation Anomaly:

AC1.1 (Physical Space)A change of the system behavior that does not originate
from the adjustment of hardware/settings, the control input from the operator,
or the change of execution contexts. For example, if the vehicle changes its
acceleration due to an abnormal torque output from the engine, then it will be
considered as an anomaly. However, if the low acceleration is caused by driving

on an uphill or slippery road, it will not be an anomaly.

AC1.2 (Cyber Space)Any inconsistency between the reported system state and the

real one irdata levewhile their difference exceeds a prede ned error tolerance.

AC2. Received Information Anomaly: Similar to the de nition of A1.2, an anomaly in
received information is de ned as the condition that the received data deviate from

their ground-truth values by more than their prede ned thresholds.

AC3. Control Decision Anomaly: Any control decision that will lead to an unstable sys-
tem state, or endangering user safety is considered to be a control decision anomaly.
For example, a pilot increases the angle of attack of an airplane too meglkex-
ceeding certain critical value) is considered to be a manual control anomaly because

this control can result in a stall¢., an unstable system state).

1.3.3 Basic Operation

We now describe the operation 8afeSA(Fig. 1.3). Entity Operation Veri er (Block
A) is designed to detect and identify anomalies related to the behavior of the ego SA system

(Anomalous Condition AC1). It continuously monitors the correlation/causality between
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the control inputs and the resulting system state. If any inconsistency is detgafe8A

will further look into whether the change of system behavior is caused by a context change.
If yes, Entity Operation Veri er will return to its routine monitoring; otherwise, it will enter
diagnostic mode to further identify the origin(s) of the anomaly. Entity Operation Veri er
will then output the veri ed data to the autonomous control system to generate a control
decision.

After receiving a control decision, Control Decision Maker (Block C) will determine
whether there is certain risks associated with the input control (Anomalous Condition
AC3). If there is only one control input and there is no imminent risk associated with
its execution, Control Decision Maker will pass the decision to the actuators. If the system
receives more than one control inpetd, there are both autonomous and manual control
inputs) with con icting decisions, it will identify and execute the safer one according to the
probable operation contexts.

On the infrastructure side, Reported State Veri er (Block B) continuously detects and
corrects the anomalous data received from the SA systems (Anomalous Condition AC2)
by cross-validating its sensing results with the received data to prevent the use of incorrect
information in services that support SA systems.

Next, we introduce the four components propose8afeSA

1.3.4 CADD: Context-Aware Detection of Abnormal System Behavior

The functional goal of Entity Operation Veri er (Block A) is to verify the integrity
of system operation. That is, it is designed to detect and locate any anomalies that may
indicate a system failure or an attack. Entity Operation Veri er focuses on verifying the
correctness of the data measured by the entity itself, including the entity state measurements
and the control inputs. There are two parts in the design of Entity Operation Veri er —
CADD andDiVa, where the former is responsible for detecting system control anomalies

and the latter is responsible for identifying the source(s) of the anomaly after the anomaly
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is detected.

We proposeCADD to capture abnormal system behavior under various operation con-
text while considering the practical deployment scenarios where some information cannot
be directly observed by the SA system. While direct prediction of normal system behavior
may be infeasible due to incomplete input informatiGADD performs anomaly detection
based on context estimatiare. checking whether the operation from different parts of the
SA system matches with the same context. By doingC#DD inherently takes context
into consideration and do not utilize a xed trusted source for its detection.

In the case study of SA vehicleEADD determines whether or not the vehicle dy-
namics match the received control inpui®.( gas and brake pedal positions) from the
driver or the autonomous driving system under different driving contees oad incli-
nation, tire slippage, and total mas€)ADD utilizes four sets of sensor data to estimate
the current context, cross-validates their anomaly detection results, and narrows down the
space of search for anomalous groups/components. Our extensive evaluatisBWidio0
test-cases has shov@ADD to achieve> 96% recall anck 0.5% false positive rate. Fur-
thermore,CADD can ef ciently pinpoint, or narrow down the anomalous group of data
with >95% accuracyife., the ratio of correct classi cations to the total testing data) when

the vehicle's behavior deviates 0.07g from its normal pattern.

1.3.5 DiVa: Anomalous Source Identi cation

While more and more electronic components are being added to SA systems, their
integration becomes complex and introduces new attack surfaces, thus making it harder
to identify the source/cause of anomalous system behavior. To mitigate this dif culty, we
propose a forensic system, called/a, that traces down the source(s) of anomalies.

Identi cation of anomalous source(s) is a crucial functionality in SA systems because
this information can be used to determine the level of graveness of the anomaly so that the

SA system can respond to it accordingBiVa constructs hierarchicaletection set§i.e.,

14



data groups that describe certain correlation/causality of the system operation) that overlap
with each other. By capturing the cyber-physical characteristics in each detectiDiVeet,

is able to cross-validate the data of interest and identify the anomalous one even when no
data can be trusted entirely.

In the case studyDiVa is designed to identify the source(s) of anomaly related to
vehicle maneuvers based on the consistency of input-to-dynamics causality and powertrain
operation. Our extensive (with 10,800+ test cases) evaluation showBiWais able to
pinpoint the exact anomalous data with 0.91 probability under a value-setting attack, and
also narrow down the search space to an average of 1.33 sensors with less than 0.1s median

detection delay.

1.3.6 EDRoad: Easy-to-Use System for Received Data Veri cation

While communication between SA entities and infrastructure is essential for enabling
advanced applications and services for SA systems, it is important for the infrastructure
to verify the integrity of the received data since using incorrect information in services
designed to support SA systems can degrade the operation ef ciency/security/safety of the
SA systems, such as reducing traf ¢ throughput or even causing fatal accidents.

To address this critical problem, Reported State Veri er (Block B) is responsible for
detecting and correcting any anomalous data received by the infrastructure. We propose
EDRoad, a concrete design of Reported State Veri er and an ensemble learning frame-
work for verifying the integrity ofindividual data segments in the received messages and
restoring the identi ed anomalous data, if any. Speci calfpRoad is designed to signif-
icantly reduce engineers' development effattdesign timein setting up data veri cation
schemes while meeting the various requirements of different applications.

In the case study of supporting Intelligent Transportation Systems (ITSs) via vehicle-
to-infrastructure (V2I) communication§DRoad determines whether or not the vehicle

status informationd.g, vehicle location, speed, acceleration, etc.) received by the in-
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frastructure is trustworthy and can be used in ITSs. Our extensive evaluation has shown
EDRoadto achieve> 95% recall anc 4% fall-out in identifying compromised data in ve-
hicular communication messages and to restore the data in questionwitbaleviation

from the ground truth (even when false-positives exist) while providing the salient features

that have not been seen/achieved before.

1.3.7 CADCA: Detection and Resolution of Control Decision Anomalies

Since both human and autonomous controls can be erroneous/malicious, we must an-
swer an important questionwhich of control decisions should the SA system follow if
autonomous and human controls disagree with each other when both of them cannot be
trusted entirely and there can be attacks or component failures that feed the system incor-
rect inputs?

The answer to this question is not as simple as always choosing the “safer” option
because the safety of an action also depends on the context information that needs to be
inferred from the perceived data, which can possibly be faulty or compromised as well.
While safety features in modern SA systems are usually implemented based on static as-
signment of control priority, this design may lead to catastrophic accidents when accompa-
nied with erroneous/compromised sensor inpGBDCA, the design of Control Decision
Maker (Block C), has the ultimate goal of preventing malicious/erroneous human and sys-
tem controls to be executed in SA syster@ADCA detects both data manipulations and
malicious/erroneous control inputs to identify the risks associated with the control inputs.
In the case study of semi-autonomous vehicles, our evaluatidb,700 test-cases) has
shownCADCA to achieve 98% success rate in preventing the execution of incorrect con-
trol decisions caused by component failures and/or malicious attacks in the most common

scenarios.
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1.4 Outline

The rest of this thesis is organized as follows. Chapter Il introd@&BD, a sys-
tem design for context-aware anomaly detection. Chapter Il preBaviés an diagnostic
system for identifying the anomalous source(s) after detecting an anomaly. Chapter IV
discusse&DRoad, an easy-to-use ensemble learning framework speci cally designed for
verifying SA data on the infrastructure side. Chapter V introd@@&BCA, a control deci-
sion maker that helps SA systems to resolve control con icts. Finally, this thesis concludes

in Chapter VI.

17



CHAPTER I

CADD: Context-Aware Anomaly Detection

2.1 Introduction

As we are entering the era of semi-autonomous (SA) systems, many components in
cyber-physical systems, such as commercial vehicles, are gradually replaced by their elec-
tronic counterparts to provide advanced services, such as adaptive cruise control. This de-
crease of mechanical components makes SA systems increasingly rely on the correctness of
theirimplementation and the messages exchanged within the SA system to perform control-
related functions, especially in vehicles with drive-by-wire capabilities. While embracing
the convenience brought by the new technologies, there have been multiple incidents of un-
expected vulnerabilities caused by the electronic componeaisspftware bugs/glitches
and cyber attacks) to the vehicles. The consequences of exploiting such vulnerabilities can
range from confusing the driver to jeopardizing the safety of drivers and passengers. One of
the most publicized incidents is Toyota's “unintended acceleration”, where a single bit ip
or a memory/buffer over ow is suspected to lead to fatal accidents [154]. Furthermore, at-
tacks, such as in-vehicle data injection and sensor spoo ng, are shown to cause unexpected
vehicle behavior [70, 113] or even seize the control of a vehicle [87].

Recognizing these risks of anomalous system behavior, researchers have been exploring
ways of characterizing/modeling the normal system behavior that can be used to detect

anomalous behaviors, especially for SA vehicles. According to their detection targets,
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the proposed solutions can be categorized as the detectivlesdage InjectioiMI) or

Data Anomaly(DA), where the former [3, 22, 92, 93, 145] focuses on the detection of any
(malicious) message injection into the in-vehicle network (IVN) and the latter [8, 23, 28, 45,
47,50, 54, 90, 101, 102, 144, 146, 156] focuses on the detection of anomalies observed in
the data level. Speci cally, the Ml solutions focus on detecting anomalous behavior on the
IVN and can achieve high(97%) true positive rate (TPR) and low (1%) false positive

rate (FPR) in exposing the message sent by a malicious/malfunctioning Electronic Control
Unit (ECU), but they cannot detect/identify the condition in which onlygiastem/vehicle
behavior or the data values in messages are changed.

On the other hand, the DA solutions are designed to detect anomalies by capturing in-
consistencies between their data of interest. They model the correlation/causality between
data and report a misbehavior detection if the correlation between the data does not hold.
Therefore, they are capable of detecting the conditions in which the anomaly does not orig-
inate from the network level or only the data value in a message is manipulated while other
message transmission characteristics remain intact. However, to the best of our knowl-
edge, existing DA solutions, especially the prior work in the vehicle domain, either require
detailed in-vehicle measurements that are usually not accessible through the in-vehicle net-
work (e.g, wheel torque [54] and brake torque [23]), or they can only achieve moderate
performance when limited/insuf cient data availability is taken into account (Chapter 2.2).

There are three major technical challenges in developing an ef cient end-to-end DA
solution:

C1: Missing Context InformatiorlJnlike industrial control systems (ICSs) that usually
operate in a controlled environment and are equipped with sensors to capture all major
factors of in uencing the system state, commercial systems like cars usually operate in
diverse environments with different contextsd, road conditions) and, for most of the
time, there does not exist any sensor that can detect such context information directly.

Furthermore, the SA system depends strongly on its operating environment. For example,
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the level of acceleration resulting from pressing a gas pedal at 50% level when the vehicle
is traveling steep uphill, will be much less than that of traveling on a at road. Therefore, it
is important for the system to estimate, and account for the “context” for reliable detection
of anomalies.

C2: Limited Data Availability. Even if the context information can be obtained, the
availability of in-system data is often limited, and only coarse-grained or speci ¢ data can
be accessed. We will use commercial vehicles as a concrete example. First, the standard-
ized on-board diagnostic Il (OBD-Il) messages based on SAE J1979 only cover the data
types related to transmission. Second, CAN,dkdactostandard for in-vehicle commu-
nications, only has limited bandwidthe. 1Mbps and 5-12Mbps with a high-speed CAN
[62] and CAN-FD [61], respectively. Also, the data types available in CAN messages may
be different not only between car brands but also even between car models/make of the
same brand [26]. Utilization of detailed measurements that cannot be obtained through
standard OBD-Il messages or a simple add-on to the vehicle is infeasible for real-world
deployment (see Chapter-2.8 for more background information). This fundamental limi-
tation of data availability is the very reason why most, if not all, model-based detection
schemesd.g, system-invariant approaches [25, 104]) have only focusenblootic (not
commodity) vehicles (Chapter 2.2).

C3: Training Dif culty. While detailed internal design of SA systems is available to
neither third-party developers, the detection system must learn/estimate the normal behav-
ior of the target SA system based only on partial/incomplete information (C1 & C2) for
anomaly detection. Also, the system must be able to work correctly even if it encounters a
situation it never saw/experienced before since training for all possible situations is practi-
cally impossible. Even if the system is designed as a cloud-based solution to collect data
for the training purpose, constructing a uni ed model that ts all systems with the same
model/make is not possible because of customization/adjustment or different permissible

error of components in each individual entity.
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Realizing the lack of an ef cient DA solution, we propose a system, calledt€xt-
aware_Aromaly Detection in system §namics CADD), for detecting anomalies in SA
systems under the constraint of limited data accessibility. Unlike traditional approaches
that perform detection based on direct comparison between the perceived and the expected
system behaviolCADD performs its detection based on context estimation. Speci cally,
CADD estimates its operation context from multiple aspects and determines whether the
context estimations match with each other. By doing&8DD avoids the possibility that
it may make an incorrect normal behavior prediction due to some missing/incorrect context
information and output an incorrect detection result.

Based on this domain general design, we also develop a case study based on semi-
autonomous vehicles that veri es whether or not the control inpugs gas and brake
pedal positions) from the driver or an autonomous ¢ar, (engine torque) [64] match
the resulting vehicle dynamics€., acceleration) by determining if there is any vehicular
behavior that deviates from its normal operation. Fig. 2.1 depicts the functional overview
of CADD in this case study. In the case stu@ADD's design stresses deployability and

practicality based on two design principles.

Figure 2.1: Functional overview @ADD.

P1: With the goal of requiring no to minimum support from OEMs nor modi cation to
vehicles to facilitate its deploymenGADD eliminates the requirement of controller set-
point or output, which was commonly required in prior work as input, for the detection of
anomalies. That is, neither detailed measuremeantg (vheel/brake torque) nor vehicle

parametersd.g, gear transition curve) are required ©6ADD's deployment and the un-
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known characteristics of normal behavior considere@ADD can all be obtained during
its training.

P2: CADD considers three fundamental contextgead inclination(RI), tire slippage
(TS), andtotal masqTM) of the vehicle including passengers and cargo — that in uence
a vehicle's longitudinal acceleration behavior regardless of how the vehicle is maneuvered.
While these contexts are by no means exhaustive, they are known to be the most in uential
factors of a vehicle's behavior [53, 65, 69, 81, 82, 91].

To addres€1-C3 and followP1-P2, we propose a detection mechanism based on con-
text estimations, instead of utilizing the common “predict-then-compare” appreagh (
[28, 104]). CADD estimates the context information from four sets of data and then de-
termines if there is an anomaly by checking whether the context estimations are consistent
with each other. That wayADD i) eliminates the requirement of knowing the correct
context before performing anomaly detection, ii) takes the operation context into account,
and iii) does not require a xed set of trusted sources for its detection (meeting C1 & P2).
Also, CADD only needs to be trained while the vehicle is traveling on a road with known
inclination (e.g, via a map or GPS) but without excessive tire slippage, (@ common
scenario). The normal operation models constructe@ARPD are described based on the
common mechanical design of modern vehicles and the laws of physics. Therefore, only
the vehicle's (not the driver's) behavior will be captured, enab@#APD to automatically
extend the thus-constructed models without requiring any actual training under the exact
same condition (meeting C3). Also, other than the optional inpeif brake), all required
data can be directly obtained from standard OBD-Il messages or by an external dayice (
an OBD-Il dongle or smartphone) if some data are not available on IVN/OBD-Il messages
(meeting C2 & P1).

This chapter makes the following main contributions:
* Anovel system, calle@ADD, for anomaly detection with limited data availability based

on context estimation (Chapter 2.4).
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» A novel system for verifying the relationship between control inputs and vehicle dynam-
ics based on estimated contexts;
— Ef cient models for capturing vehicle normal behavior and context estimation
(Chapter 2.5); and
— Mechanisms for inconsistency detection and anomalous source/group identi cation
(Chapter 2.6).
» Demonstration o€ADD's performance in detecting data inconsistencies and anomalous
source via extensive evaluatioBADD is shown to be able to achiewed6% recall and
< 0.5% false-positive rateCADD ef ciently identi es the anomalous group of data with

> 95% accuracy (Chapter 2.7).

2.2 Related Work

Since there are already two comprehensive surveys of anomaly detect@menal

control systems [46, 150], we only discuss the approaches directly rela@ADb.

2.2.1 Data Anomaly (DA) Detection

The DA solutions can be categorized furtherfaslt detection and isolatiorfFDI)

[8, 47, 156] oranomaly detectioliAD) [23, 28, 45, 50, 54, 90, 101, 102, 144, 146]. FDI
focuses on the detection and identi cation/isolation of the faulty source(s) while AD fo-
cuses only on the detection of abnormal behavior caused by both component failures and
malicious attacks.

The most common framework used in FDI describes the system of interest using tech-
niques like Bond Graph [156], and formulates the causal relationships between components
as a system with a set of equations. Each equation in the detection system is an observer
designed to capture speci ¢ aspects of failures. While treating the failures as unknown
variables, the source of failure(s) can be identi ed/isolated ef ciently by solving the sys-

tem equations [8, 47, 156]. FDI focuses on modeling the interaction between components
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while requiring detailed component design or architecture to function.

AD exploits the correlation between vehicle data to construct a normal behavior model
for anomaly detection. The authors of [50, 90, 101, 102] focus on the detection of the en-
gine while Xiet al.[146] and Chcet al.[23] focus on the transmission and brake system,
respectively. While these studies focus on a single functional group, Gaaeahif45]
proposed an anomaly detection system that covers multiple functional groups. They con-
sidered pair-wise data correlation and used clustering to determine the caoeteitaf c
pattern) for the detection of abnormal vehicle behavior. Similarly, €uad[54] proposed
a detection systenf;VAD, which is reported to achieve 98.8% TPR and 1% FPR based on
pair-wise correlation of detailed in-vehicle measurements. However, some detection pairs
in [54] also utilize data that are not commonly available on IVNs, sudmé&®el torque,
accelerationandhbrake torque, brake peda[144] proposed using neural networks to de-
tect anomalies in vehicle speed and engine rpm/torque. However, it is reported to achieve
only moderate performance wigh80% TPR and> 15% FPR in detecting anomalies. Dash
et al.[28] proposed a detection system, calRi®-Piper, based on a long short-term mem-
ory (LSTM) learning architecture for control behavior monitoring.

Since (i) PID-Piper is one of the latest control invariant (Cl) approaches based on ma-
chine learning and (ii) EVAD [54], a correlation-based approach, covers data types most
similar to those iIlCADD and, to the best of our knowledge, provides the best performance

among all prior work, we will use them for a baseline comparison in Chapter 2.7.

2.2.2 Context Estimation (CE)

We now discuss the related work of Context Estimation in vehicle domain. Since road
inclination (RI) and tire slippage (TS) caused by insuf cient road friction (RF) are very
important for control systems to enhance system stability and reduce fuel consumption,
several approaches have been proposed for their estimation. Mahgh{B2] proposed

a method utilizing a vehicle's physical/kinematic model to estimate Rl based on the vehi-
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cle's speed, longitudinal acceleration, brake pressure, and engine torque by computing the
difference between the expected acceleration on a at road and the actual measured accel-
eration. Mahyuddiret al. [81] proposed a method that utilizes vehicle speed and driving
torque, and adopts ltering and adaptive observer techniques for the estimation. etauch

al. [65] proposed an IMU-based method for RI estimation. Speci cally,gli¢ estimated

based on i) the difference between measured longitudinal acceleration and the derivative
of the vehicle's speed relative to the grourgd= arcsif(ax dv=dt)=g]; and ii) altitude
differenceDh (obtained from GPS) divided by the traveled distabDceq = arcsiffDh=D'].

For pure RF estimation, Mullest al. [91] proposed a slip-based approach to estimate the
maximum friction when the brake is pressed. Similarly to [65], the authors of [69] and [53]
utilized measurements of vehicle dynamics along with ltering techniques to estimate RI

and RF/TS.

2.2.3 Comparison of CADD's Case Study with Prior Work

1) System ScopeTo the best of our knowledge, there is no prior work on data
anomaly (DA) detection that has the same system sco@®&D — a model-based end-
to-end (.e., control-to-dynamics) detection with driving contekg(, road inclination, tire
slippage, and mass change) considered.

While many prior approaches utilize physical consistency between (vehicle) dynamics
data for anomaly detectior.Q, vehicle speed should be consistent with vehicle accelera-
tion, etc.), they are only applicable to scenarios in which the attack/anomaly will cause in-
consistencies between different sensor data. However, since the detection t&¥4Et»f
is the vehicle's control-to-dynamics behavior (Chapter 2.3.1), relying only on physical con-
sistency modeling cannot cover this detection target. For example, if a component failure
causes the vehicle to generate less engine torque than it normally does, the vehicle speed
and acceleration will still match each other. On the other hand, pure machine learning

approaches cannot ef ciently adapt to different driving contexts that are not included in
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their training data (to be shown in Chapter 2.7). Theref@&DD models the vehicle's
(acceleration) behavior based on the common vehicle architecture and utilizes supervised
machine learning to capture the detailed individual behavior that may vary from vehicle to
vehicle. Also, instead of directly comparing the predicted and the received vehicle behav-
ior, CADD performs its detection by determining whether all data point to the same driving
context, avoiding inaccurate behavior prediction with insuf cient/compromised data.

2) Context AwarenessThere is also no easy way to combine DA and CE to form a
context-aware anomaly detection because the latter usually assumes the detailed vehicle
parameters and operation mechanisms known to the estimation systgngéar and -
nal drive ratio in [82]) while the former does not have such information. Since prior DA
approaches do not consider CE in the rst place, they do not have any the training mech-
anism to obtain those parameters either. Besides the availability of necessary information,
a detection system must also consider all three major congextdtaneously However,
incorporating all three contexts in a detection system is not as easy as including different
CE approaches in the system. For example, [69] can be used to perform road inclination
estimation and detect tire slippage while [81] focuses on the estimation of vehicle mass.
However, since [81] is not designed to operate when a tire slippage occurs, a combination
of the two approaches cannot be utilized to detect anomalies when there is a tire slippage.
Thus, prior CE approaches cannot be applied directtiyA®D for context estimation. As
a result, instead of trying to utilize the models in prior CE approaches, we develop be-
havior models to account for the effect of driving context to address the aforementioned
challenges. The proposed model<GADD can not only capture the vehicle's normal be-
havior under different contexts but also be used to perform context estimation. That way,
all the necessary parameters can be obtained €ARDD's training phase, facilitating its
deployment.

3) Data RequirementCADD is designed based on limited data accessibility, and re-

quires minimum deployment effort and no to minimum support from the rst party. Due
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to the nature of their design, prior DA approaches, including control/system invariant and
residual design [7, 25, 39, 137], focus on mechanisms that are inherently tied to their re-
quired data, and hence there is no easy way to change them without re-designing the system.
While the data commonly available on IVNs are control inputs and dynamic measurements,
the lack of nal control output, such as wheel torque, will render the aforementioned prior

work ineffective or dysfunctional.

2.3 Threat Model and Detection Scope

2.3.1 Detection Scope

Because, we will use a case study of SA vehicles to illustt&BD's design, we rst
introduce terminologies to be used throughout the chapter. We de ne the end-toesnd (
control-to-dynamics) acceleration behavior of a vehicle asvitacle's behavior(VB).
Let Data Of Interest{DOI) be the data or measurements t@&DD uses in its anomaly

detection, including:

» Major Detection Target (i.e., VB data)
— Control Input gas pedal or throttle positiogy), brake pedal position or master cylin-
der pressurett)?, gear level §;), and engine torquerg);
— Dynamics Measurement®ngitudinal acceleratioraf), and speedw;
* Assistance Datavertical accelerationagz) and a sensor for road gradgy) estimation,

e.g, GPS (standalone or with maps) or inclinometer.

Speci cally, ga, Tg, gr andv can be retrieved directly from standard OBD-II messages [115]
and the rest are commonly available on IVN in drive-by-wire vehicles [26]; otherayse,

az, and GPS can also be obtained from an external device like a smartphone. As mentioned
earlier, unlike prior workCADD doesnot assume access to the nal system outpaug(

wheel/brake torque) since it is not commonly available.

b, is treated as an optional target data since it is not included in the standard OBD-Il message.

27



Figure 2.2: Information ow inCADD, where the lightning icons are the anomaly (attack)
interfaces covered b@ADD.
CADD is designed to detect VB anomalies in ttiata level(Fig. 2.2). Ananomaly

(i.e. the detection target) considereddADD is de ned as the occurrence of:

Al. Achange of the vehicle's response to control input that does not come from the change
of driving contextsite., RI, TS and TM); or
A2. (Cyber Space) An inconsistency between the VB pattern and the driving context in the

data level

For example, if the vehicle changes its acceleration due to an abnormal torque output from
the engine, then it will be considered as an anomaly. However, if the low acceleration
is caused by driving on an uphill or slippery road, it would not be an anomaly. For Al,
longitudinal acceleratiorak) deviating by more tharg from its normal value is de ned as

an anomaly, wherris a design parameter agds the gravitational acceleration. Similarly,
input information of road inclinationgy) deviating by more thag® from its ground truth

is de ned as an anomaly in A2, wheyas also a design parameter relateckido see the
effects of these design parameters, we will in Chapter 2.7 evalli#D's performance

while changingx andy. Note thatCADD's case study focuses on a vehicle's control-
to-dynamics behavior, butot on how the autonomous system reacts to different traf c

conditions or faults/attacks that do not change VB.
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2.3.2 Threat Model

In addition to component failures that fundamentally change the vehicle's response to
control inputs (e, Al), we assume the adversary has the goal of in uencing the state es-
timation/prediction of the vehicle to make it deviate from its set course or waypoints and
launchegsemoteattacks by either i) spoo ng sensors (Arrow 1 in Fig. 2.2) or ii) manipulat-
ing a set of chosen DOIs on in-vehicle networks to any value s/he wants (Arr@AB)D
is designed to detect anomalies when at least one status measureeehtramic mea-
surements and assistance data de ned in Chapter 2.3.1) is correct without the requirement
of knowing which one. Note that the above setting is a fundamental requirement of all
data-driven approachesq, not justCADD). That is, there must be at least one degree of
freedom (DoF) in the target system that the attacker cannot fully control. FicaRD
is designed to identify the anomalous source when only vehicle's response to control input
or one of the assistance data is compromigeg, (@ component fault or a na attack).

This threat model meets the real-world condition of commercial vehicles (or SA sys-
tems in general) for the following reasons. First, while spoo ng GPS is shown to be plau-
sible from a distant location, spoo ng an accelerometer to generate a speci ¢ waveform
(i.e, not random values) requires a learning process for phase tuning based on the feedback
from the accelerometer itself [133]. That is, spoo ng an accelerometer is proven dif cult
without direct physical access to the vehicle's internal component. Second, while prior
work [87] only showcases the possibility of data injection/manipulation thr@ugimgle
ECU attached to the infotainment system, using a single ECU to mimic data transmission
of multiple ECUs can be prevented with Ml approaches [3, 22, 145]. Third, since most
ECUs have limited communication capability, attackers must have physical access to those
internal ECUs to manipulate their core operation. Nevertheless, we still assume a stronger
attacker (than existing attack examples) to have the capability to manipulate all data but

one status measurement.
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2.4 System Overview

2.4.1 Domain-General Design

We propose a detection mechanism based on context estimations, instead of the direct
predict-then-compare approach. There are two phaséaPD's basic operationtrain-
ing anddetection(Fig. 2.3). During the training phas€ ADD captures SA system's basic
operation and builds multiple models for context estimations from different aspects. In
the detection phas&€ADD rst detects whether there is an anomaly and further identi-
es whether the anomaly is caused by an abnormal system behavior or incorrect context

information.

Figure 2.3: Basic operation @ADD.

Speci cally, every model constructed in the training phase is presented by specic
groups of data, calledontext estimation group&CEGS), each of which estimates a cer-
tain operation context of the SA system. If the estimated contexts are not consistent with
each otherCADD will report an anomaly detection. This wa@ADD takes the context
information into account and does not require any trusted input for context estimation to
perform its detection as in traditional predict-then-compare approaches. Fig. 2.4 shows
the block diagram o€CADD's detection procedure. There are two major function blocks
— Context Estimator and Context Matcher. The former is responsible for capturing com-
mon contexts while the latter is responsible for detecting special cases and reporting the
occurrence of an anomaly.

In Context EstimatoiCADD performs context estimations based on the modsHs's)

that capture the correlation between CEGs and the target context. For example, the road
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Figure 2.4:CADD's domain-general design.

inclinationq (i.e., the target context) can be estimated based on i) the difference between
the expected longitudinal acceleration when a vehicle is travelling on a at egdagid

the measured longitudinal accelerati@x) q = arcsir((dx ax)=g) or ii) the vertical
accelerationdy) compared to the gravitational acceleratigix (c] = arccogay=gQ). After

context estimations are made, Context Matcher will further compare the estimaﬁ:lshs (

to see whether they match each other. If not, Special Context Detector will proceed to
check whether the pattern of the mismatch between the estimations matches with a special
context. If no such condition can be identi ed, Special Context Detector will conclude that

there is an anomaly and activaEADD's anomalous group identi cation process.

2.4.2 Domain-Speci c Design — a Case Study of Commercial Vehicles

We now introduce how to utiliz€ADD to build a system for detection of vehicle ma-
neuver anomalies. During the training phaS@&DD captures a vehicle's basic operation
of regular driving. No speci ¢ constraint is imposed on how the driver/system should ma-
neuver the vehicle as long as there is no tire slippage during the training phase which is
the usual/regular driving scenario. Furthermore, according to our experimental results, a
5km drive suf ces for capturing the vehicle's normal operation. Ideally, this training needs

only once for each car unless some physical modi cation or maintenance is made to the
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car. The user can also choose to perform training periodically to account for component
aging/wear-out. However, it is the user's choice whether to do so since a positive detection
reported byCADD can also be the indication that the vehicle requires maintenance.

The normal vehicle's behavior can be described by two modélg, andMy. The
former captures the relationship between longitudinal acceleration and the drivers' con-
trol input (Chapter 2.5.2) while the latter captures the relationship between longitudinal
acceleration and the engine torque, which is the common output for speed control [64]

(Chapter 2.5.3).

Figure 2.5: System structure 6ADD's detection phase of the case study.

Fig. 2.5 shows the system structure for the detection ph&3&DD performs the
anomaly detection by estimating the contexis.(RI, TS, and TM) and comparing them
to check if they are consistent with each other. Speci calpADD rst assumes that all
vehicle's behavioral changes are caused by the road inclination (RIEADD estimates
RI from four perspectives independently: (i) the difference between measured (longitudi-
nal) accelerationay) and expected acceleration based on gas/brake pedal position input
(ax:gn); (ii) the difference betweeny and expected acceleration based on engine torque

and gear leveldx:g); (iii) RI information provided by GPS/map; and (iv) the difference
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between measured vertical acceleratian) @nd gravity §). If these four estimations of

RI match each othefCADD will conclude that the vehicle behaves normally. Otherwise,
CADD will check further if the change of the vehicle's behavior is caused by the other two
contextsi.e., TS and TM) by cross-validating the RI estimations and the control input data.

If the anomalous behavior is determined not caused by any of the contextual changes,
CADD will report the detection of an anomaly and send the potential anomalous data/com-
ponent group to the user or the autonomous driving system. The choice of data utilized in
CADD is based on their functional roles in the speed control and their accessibility. We
chose gas and brake pedal positions as they are the direct inputs from the drivers. Also,
engine torque and gear level can be used to derive the wheel torque, which is a common

output of the speed control system [64].

2.5 Normal Behavior Model

2.5.1 Fundamentals of Vehicle Acceleration

Figure 2.6: Forces related to vehicle acceleration.

In general, there are six types of forces that can directly in uence a vehicle's accelera-
tion (Fig. 2.6) [82]:
* Drive force (&) force generated from engine torquig)¢
» Brake force Eg): force generated from braking;

» Aerodynamic dragHp): force caused by air resistance;
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» Rolling drag ERr): force required for tires to roll passively;
» Normal force Fy): supportive force perpendicular to the contact surface; and

» Gravitational force Kg): force caused by gravity.

Therefore, the vehicle acceleratiartan be described by:

ma= Fg+ Fg+ Fr+ Fp+ Fn+ Fg + F; (2.1)

wheremis the vehicle's total mas§y is the aggregated effect from other minor factors, and
the terms in bold fonts represent vectors. If we look at the vehicle's longitudinal direction
(presented by subscripf) and plug it in the detailed expression of each force based on the
available DOI of CADD, then Eq. (2.1) can be rewritten as Eq. (2.3) wiien+ Fgj

my:

mgax=F FB R Fb Fex+ Fox (2.2)
Tylgl
= ;(i) S5 brkos S fgMs)9cosy

0:55 (55 A5V Msgsing +y (s); (2.3)

wheremis the coef cient of friction between the tires and the road surfages the gear
ratio, it is the nal drive ratio, andR is the tire radius.ky is the brake force coef cient,
and & () is the adjustment ofe (Fg) due to vehicle steeringf is the coef cient of
the vehicle's rolling resistances is the air densityg is the vehicle's drag coef cient, and
A is the vehicle's cross-section area. Finally,is the aggregated effect of other minor
factors, and the terms with subscri@) indicate that their values can be in uenced by
contexts/operation that are not availabl€2aDD.

While performing anomaly detection with complete cyber-physical information is rather
easyl/trivial, it is a major challenge that how c@ADD perform anomaly detection when

only limited data can be accessed. Our contribution lies in developing novel mechanisms
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and models that describes vehicle's operation behavior for context estimation and end-to-
end anomaly detection with such a constraint. The unobservable adjustments ca{&ed by
will be treated as model noised., value deviation between the constructed model and the
ground truth model caused by not having enough data during training or execution) during
deployment. However, they can be incorporated if they become standardized data. See
Chapter-2.8 for more discussion. To facilitate a more concise presentation, wSyrnit

the following sections.

252 M gbf Jas br;v; axg

1) Model Formulation: M g, captures the relation betweag and drivers' control

inputs {.e., gz andby). We rst combineFp, Fr, andFg:x together:

S CAV

Fr+ Fo+ Fex = ( fmgcosq + )+ mgsing (2.4)

Ifmg+ %55 cAv}2+ P—g{%ﬁ (2.5)

Trp(Y) To(a):

We can make the approximation in Eq. (2.5) because tar0:07 according to the US
government's guideline for road construction [6]. We then use the function form to present
Fe = Tt (Tq;0r) andFg = Tg(br;V). Since the engine torquéy is controlled by the throttle
while gear ratio is determined by the gear lev@gl) (which is correlated with the vehicle
speed ) and throttle positiondy), Fe can be described by a function @f andv. Finally,

we can obtain the model formulation bfg, by plugging Eqg. (2.5) into Eq. (2.3):

a= S[Mr(Tg) Te(div) Tro() To(@) 26)
= Hr(Tio) + Halbriv)+ Hro(v)+ He(a) @7
HEe(gaV)

whereH  is the aggregated effect @f on ay.

2) Training: To simplify the model training process, we divide tfig, model into two
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submodels —M , andM 4, where the former focuses on modeling the vehicle's behavior
when only gas pedal is applied and the latter focuses on any other situation.Hsinise

not dependent on any vehicle state, we can compute its effexst by training on any road

with a known slope. Also, since modern automatic transmission is usually controlled based
on vehicle speedv/f and throttle positiondy) [146], the aggregated effect bt (Tq; or) +
Hrp(V) = HEe(0a;V)+ Hrp(V) = ((da; V) can be obtained by only considering the training

data when the brake is not pressed. So, we can now express the simpli ed Mhpdst

ax = G(da;V)+ Ha(q); if by = O (2.8)

TrainingM  is to identifyGgiven the training datbga|t]; V[t]; ax[t]g. Since the acceleration
characteristics vary with vehicles, we do not use a xed model form to approximate the
function G Instead, we model the VB based on the vehicle's speed. That is, we assign
a functionG, to describe the correlation betwegg andax in each speed interval 2

[Vik; k+ 1), Wherevg = dy (k1) andd, is the size of each group (Fig. 2.7a). This way,
we can modeG without committing to a speci ¢ model form and achieve the exibility of

this approach. We sel, = 5km/h in our implementation.

Figure 2.7: (a) The acceleration characteristics partitioned k{{) M ,'s nal model ex-
ample.

Since any function can be approximated by its Taylor expansion form, we use a poly-
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nomial approximation:

Ge(Galt]) = o+ Ckabalt]*+ Ci2Galtl + (2.9)

where coef cients[Cy.o; Ci:1; Ck:2; 1" = o« are determined by minimizing the loss func-
tion:

L= Sipaxlt] o' Galth*+ 1 jed® (2.10)
wherev[t] 2 [vi; Vik+ 1) and Ga[t] = [ 1;galt];3lt]; 17. Fig. 2.7b shows the nal model

form, where the lines arg in the speed interv.

We use another mod#l 4 to capture VB when the brake is applied:

ax = Hrp(V)+ He(ga; V) + He(br;v)+ Hg(Q) (2.11)

= (ga;V)+ Hp(br;v)+ He(q) (2.12)

SinceHg(gq) = gsing can be compensated by performing the training process on a road
with known inclination, the main idea is to determine the parameter values under different

speed conditions by approximating Eq. (2.12) as we did to oldan

Ng N _
a% = bx.oo(V)+ A bxigi(Vgh+ & bxib:j(V)b) (2.13)
i=1 =1

Whereag)( = ax Hg(g), andNg (Np) are the orders of Taylor expansion forms&®fH g).
Theoretically, we can perform a similar procedureVbj to obtain the parameters. How-
ever, because the amount of time the brake is pressed is usually only a small portion of time
during driving, the amount of total training data needed to construct a usable model will
be huge according to our preliminary experimentation. Therefore, we treat the parameters
(bx's) as functions ofs to make up for the missing scenarios in the training data instead of

directly training them for every interval as inM .
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CADD partitions the data into small segments by a xed time window sizg. (For
each segment, the next step is to perform the ridge regression [12] to esbxage

f bx;g:ng, andf bx.,;ng in this segment:
b= argmin, (% b wi)2+ | jwi?; (2.14)

wherek is the index of the segment,

Ny is the total number of data items in the segm«iﬁﬁt'k = axk Heg(ak), andl is the
regularization term. FinallyCADD performs regression again to identify the mapping
from speed to the values of parameters.

Note that our implementation usés, to model the VB when only the gas pedal is
pressed, and us@é4 for other situations. This design is based on the fact that the formu-
lation of M is capable of capturing more detailed acceleration behavior resulting from the

application of gas pedal thav 4.

1) Model Formulation: Mg captures the relation between engine output aad

When the brake is not pressed, the formulation can be directly obtained from Eq. (2.3) as:

ax = I"T(Tq;grzz'*' H D;R(V; +Hg(Q) (2.15)

H1:gr (TgsV)

whereH T.4, is the aggregated acceleration component contributed by engine torque at gear
level gr.

2) Training: TrainingM¢q is equivalent to identifyindd 1., for each gear level. We
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can further expresd r.g, as:

Similarly to the training oM ¢, we can utilize the ridge regression to obtain

hg, = [Ng,:0;Ng,:1; Ng,:2; hg,:3]" by minimizing the following loss function:
Lj= Sgu=(axltl h YD+ 1 jhyi% (2.17)
where| is the target gear level and=11, Tq;v,vz]T.

2.5.4 RI Estimation based orM g, and Mg

UsingM g andM g for RI estimation is simple. Since we can separate the acceleration
contribution of RI (.e.,, Hg(q)) from other DOI in the model formulation, aBADD has
to do is to compute the expected acceleratiay) @ased on DOI while assuming= 0,

and take an arc sine of the difference betwagmand the actuady divided by gravity:
q=sin '[(& ax)=gl (2.18)

This estimation is valid only when TM remains the same as the training phase, and there is
no tire slippage. If TM changes, say framto m° the expected acceleration will need to

be calibrated by a factor af’=mto obtain the correct slope estimation (Eq. (2.3)). If there

is a tire slippage, the total force can be generated flgrand Fg will be capped atrFy.
Therefore, pressing more gas or brake pedal will not generate higher acceleration and this
will lead to a larger/smaller RI estimation magnitude than the actual value, depending on
which control input is appliedCADD utilizes this characteristic in its anomaly detection to
identify whether a TM change or tire slippage occurs by comparing the Rl estimations from

VB models with that from vertical acceleratione(, gz = cos (az=g)) and RI directly
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obtained from GPS/mamg). Our preliminary evaluation shows thity, and Mg are
able to capture the vehicle behavior accurately and produce RI estimation with merely 0.1°

median error.

2.6 Context-Aware Anomaly Detection

2.6.1 Detection Procedure

CADD performs anomaly detection based on the context estimations. As shown in
Fig. 2.5,CADD rst estimates RI utilizing the VB models while assuming the vehicle is
traveling without tire slippage and the mass in the vehicle remains the same as the training
phase. If the estimated RIs do not match each o@&DD further looks into the data to see
if the inconsistency is the result of other contexts. Speci calpADD rst estimates the
RI from four perspectives (Chapter 2.5.4)qjy, from M gp, ii) grg from My, iii) gz from
az, and iv)qq from GPS/map (Block A in Fig. 2.5). If the estimations match each other
(i.e.,, maximum and minimum differences of the estimations are smaller than a threshold
hgi), CADD will report the pass of veri cation and keep monitoring the DOI. Otherwise,
CADD looks further into whether it is the change of TM that leads to the inconsistencies of
slope estimations (Block B in Fig. 2.5). Note thd, is a design parameter that can be set
by developers according to their preference. We will discuss molgpim Chapter 2.7.

As discussed in Chapter 2.5.44, and gig Will be different fromqgz andqq if TM
changes. Howeveqg, andgg will match each other since they are both estimated from
the difference betweeay anday. Therefore,CADD utilizes this characteristic to check
whetherf ggp; 0tgg andf gz; gqg form two separate groups to determine if the mismatch of
RI estimation is caused by TM change. Since a mass change other than fuel constimption
is not likely to occur during a tripi ., from the vehicle starts to move to the vehicle stops

moving),CADD lIters out the false positives caused by the mass change due to passengers

°Negligible during a short trip. See Chapter 2.8 for more on this.
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Figure 2.8: Example of tire slippage.

and cargo by checking whether the ratax  gsinqorz))=(ax  9SiNg(gbortg)), Which
is the mass ratio of training time mass to current mass derived from Eq. (2.18), remains at a
constant level during a trip. Note that the above Itering mechanism is an optional function
since mass change can also be an indication of system tampering.

If RI estimations fail to match TM chang€ADD further determines if there are sig-
natures indicating tire slippage (Block B2 in Fig. 2.5). Speci calADD checks if:
* jdz Qdj < hry;
* Ogn: Otg > (<) mearfqz; qq) when gas (brake) pedal is applied; and
* ay remains at the same level.
These signatures are determined based on the fact that tire slippage occurs when the friction
between the tires and road surface cannot provide the force required to perform intended
acceleration. Therefore, the decrease of acceleration will mgkeyg to overestimate
(underestimate) Rl when gas (brake) pedal is applied. In the meantixpe&vill be capped

atmky. Fig. 2.8 is an example of showing the signatures of tire slippage.

2.6.2 Identi cation of Anomalous DOI

Upon detection of an anomal{yADD further determines whether the anomaly is

caused by the DOI related to VB itself or that used to estimate the context. The output
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of this identi cation can be one of the following four possibilities:

S1. az is anomalous;
S2. The direct Rl measuremeritd,, qq) is anomalous;
S3. Vehicle behavior (VB) is anomalous; or

S4. All DOls are potentially anomalous.

CADD identi es the source/group of anomaly by nding the outlier(s) in RI estimations.
That is, CADD will determine whether a set of DOIs is anomalous if the RI estimation
based on them deviates from other RI estimations by clustering. Speci CARD sorts

the four estimations based on their values and computes the differences between the sorted
values.CADD then nds the largest difference between the sorted estimations and divides
the group into two subgroups. If there is one group (group A) that only contains one
estimation and the largest difference between the estimations in the other group (group B)
is less tharhg;, CADD will report that the DOI used to provide the estimation of group

A is the potential anomalous source. For example, the sorted estimations are 1,2,3 and 6°.
The differences between the estimations are 1, 1, and 3. Since the largest difference is 3,
CADD will divide the estimations into two groupgl,2,3y andf 6g. Since the maximum
difference of the rstgroupis3 1= 2 hg;= 2 (i.e, the estimations in this group match
each other)CADD will determine that the DOI used to estimate 6° is anomal@/AsDD

also determines if the two subgroups &gy, 0tgg andf qz; qqg, and if the differences in

each group are less thag,. If yes, CADD will conclude that VB is anomalous (S3). If no
aforementioned conditions can be foune.( Rl estimations are not consistent with each

other at all),CADD will determine that all DOls are potentially anomalous (S4).
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2.7 Evaluation

2.7.1 Experimental Setup

We utilize both i) the data from real-world driving and ii) that generated from CarSim
[109] to perform two sets of evaluation. While the rst set of evaluati&n) (provides
us with performance evaluation wh&ADD is directly applied to vehicles with limited
GPS support, the second sEb) shows the true potential @ADD when it is applied to

advanced vehicles with more accurate GPS/map (or sensors like inclinometer).

2.7.1.1 Generation of Ground Truth Data.

The rst set of evaluationsH;) utilize 13 real-world driving traces we collected by
OpenXC VI [98], a commercial off-the-shelf OBD-Il dongle. One of these traces is used
as training data and the rest as testing data. The training trace consists of 5.1km driving
data in an urban area and the testing data include hilly/bumpy roads in freeway, urban, and
downtown areas with up to 3.7km (3.8min) traveling distance (time) per trace. The vehicles
are driven by 3 different drivers and the roads have up to 5° slopee vehicle data are
directly read off from the CAN bus without any additional information provided from other
devices or cloud. Therefore, the road slofg) fequired byCADD is computed based on
the GPS elevation measurements. Note that the elevation measurements from GPS only
have coarse-grained accuracy [130]. In the collected traces, the maximum resolution is
3.05m (10ft) and the update rate islHz, which can cause up to 14° errordg if the
vehicle is traveling at 45km/h on a atroad. Therefore, we use 14° as our main threshold
setting. Due to safety concerns, we did not manually induce tire slippadg fdnstead,
we evaluate the scenarios with tire slippag&sn

The second set of evaluatioRy utilizes data fromE; with CarSim simulation. We

chose CarSim because it can simulate realistic vehicle behavior and road coreligion (

3In addition to the driver, three traces have no passenger and others have 1 passenger with a total of ve
hdriver, passengercombinations.
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auto-generated pot holes or cracked/bumpy roads), and it is used by 7 major OEMs for
design testing [109]. It also allows us to adjust Rl and RF without relying on the weather or
physical location of testing and, the most important of all, we can test dangerous scenarios
(e.g, experiencing excessive tire slippage) without jeopardizing driver safety. We use the
driving pro les (with v 94.5km/h andax ~ 0.3g) collected fronE; to create realistic
driving behaviors. That way, our test cases are made close to the vehicle's real-world
operations.

We created 10 testing elevation templates. Each template has 10 segments with various
RI ranging from -5 to 5° slope (7% grades, which is the maximum (urban) Rl suggested
in the road design guideline speci ed in Table 8-1 of [6]). The length of a segment pro-
jected on the horizontal plane is 250 to 1000m. For each template, we further set the
friction coef cient mto 0.2-0.5, and 0.9, thus creating a total of 50 RI-RF combinations as
testing contexts. Together with the driving pro le capturedeiy we use CarSim for VB
simulation. To account for the worst-case scenario in which the vehicle has poor sensing
quality or is traveling on bumpy roads, we tested the scenarios where there can be excessive
measurement (or environmental) noise by injecting AWGN noise with 63% mean and 8%
median error to the collected traces. The average length of testing data is 7.5km and the
traveling time is 7—8min per trace. The training data consists of 28.25km traveling distance

and 41min traveling time on a separate training map ( at road with 0:9).

2.7.1.2 Data Manipulation.

We consider the cases where the vehicle behavior/acceleragiparid assistance data
(i.e, qq andaz) can all be manipulated, spoofed or inaccurate (on top of measurement
errors), and see ICADD is still able to tell whether the anomaly is caused by the VB
related DOI or the incorrect input from other sensors. Table 2.1 lists the manipulation sce-
narios and threshold& ) we tested foE; andE,. Detection thresholdh,) also de nes

the minimum behavior chang@ADD is able to detectlax:min): Dax:min g hgri. For
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Thresholds Ei: hr = 7°%11°, 14°| Eo: hg = 1°,2°, 3°
Data Unit Behavior/Data Deviation

Long. Acc.| 0.01g 5, 15, 20, 25, 30 56,7,8,9
GPS Slope| ° 8,10,12,14,16 | 2,2.25,2.5,2.75,3
Vert. Acc. | 0.0lg 1,2,5,10,50 1,2,3,4,5

Table 2.1: Testing scenarios.

example,Dax:min's of hg) = 7°, 11°, and 14° are 0.12g, 0.19g, and 0.24g, respectively.
However, setting a small threshold is not always a good choice since it may induce more
false positives. For each scenario, we generate 50 (100) test caggs(fey) where the

data manipulation starts randomly and lastsfdmin (1-5min), which is equivalent to an
average of 63.9% (12.9-64.5%) travelling time. Si&DD neither combines consecu-

tive results during detection nor relies on speci ¢ attack patterns for its detection, it is the
deviation from the normal vehicle behavior (or data value) that matteC\@D's detec-

tion, not how the data are manipulated/attacked in time domain. We introduce anomalies
by data-manipulation attacksd., modifying the data values to deviate from their original
values). Note that a coordinated attack on both VB and an assistance data is equivalent to
the other assistance data deviating from its normal value (from a data-level perspective).
Since any manipulation in time domain can be considered as a combination of different
shifting manipulations, we can directly extend the results of data shifting to other types of

attacks by dividing them into smaller segments as individual shifting attacks.

2.7.1.3 Baseline Comparison.

For baseline comparisons, we also implemented EVAD [54] and PID-Piper [28], be-
cause, to the best of our knowledge, EVAD is reported to yield the best performance and
covers the most similar data types@&DD while PID-Piper is the state-of-the-art Cl based
on machine learning and can be adapted to cover the same detection sGA@f For
a fair comparison, they have access to the same data ty@SRB does, but they cannot

access those detailed data that are not commonly available on in-vehicle networks.
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While EVAD [54] has already covered similar data @aDD, we implemented the
correlation pairs in EVAD that cover the available data listed in Chapter 2.3.1. For PID-
Piper [28], its Feed-Forward Controller (FFC) and Feed-back Controller (FBC) are both im-
plemented based on long short term memory (LSTM) machine learning as in [28]. Specif-
ically, the prediction output of FFC is the vehicle's acceleratiay) (vhile other available
data listed in Chapter 2.3.1 are treated as its input. Similarly, the prediction outputs of FBC
are the values of gagyd) and brakelf;) pedals while other available data are treated as

FBC's input.

2.7.1.4 Evaluation Metrics.

We use the following metrics for evaluating tdetectionperformance oCADD.

» Detection RatéTrue Positive Rate the probability that the anomaly is successfully de-
tected: TPR=TP /(TP + FN), where T (F) is true (false) and P (N) is positive (negative).

* False Positive Ratehe probability thaCADD identi es a normal behavior as an anomaly:
FPR=FP/(FP + TN).

» Detection Latency or DelayDL): the time between the anomaly occurs and the time
CADD determines that an anomaly is taken place. This metric tells us how long it takes

for CADD to detect an anomaly.

Note that we usa single data samplas a unit to compute TPR and FPR, instead of using
the entire trip/attack duration.
For CADD's identi cation performance, we use:
» Accuracy of Identi cation(Acgq): the probability of identifying the exact group of
anomalous DOls.
» Accuracy of InclusiorfAcgp): the probability of classifying the anomalous DOI group

as potentially anomalous.

NoteAcGgy AcgGn. By comparing the two metrics, one can tell whet@&DD is able to

identify the exact group of anomalous DOlIs or it just determines all the DOIs as potentially
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anomalous all the time.

2.7.2 Performance in Traditional Vehicles E;z)
2.7.2.1 Detecting VB Change.

Let us conside€CADD's performance when it is directly applied to modern vehicles.
We use D’ in front of a DOI to indicate the amount of manipulation/deviation applied to
that DOI/VB. While usinghr, = 14° and 1min data manipulation as our main evaluation
setting, Fig. 2.9 also shows the receiver operating characteristic (ROC)hhénset to
7° and 11°. One can observe that TPRs are always higher than 60% if the manipulation is
greater than the minimum detectable value derived by the detection threshold. Even though
60% might seem to be underwhelming, it is actually the result of using each sampling time
as one unit to compute TPR. SinGADD generates a detection result every detection
cycle, the de nition of TPR presented here is equivalent to the ratio of the number of cycles
CADD correctly detects an anomaly to the total number of cycles that a data manipulation
is active. If we directly examine whether a single session of data manipulation can be
detected before the session ends, there will be 0 false negatives, meaning that each and

every manipulation can be captured®pDD.

Figure 2.9: ROC curves witay manipulation inE;.

FPR is affected by the choice of detection threshd@ADD setshg, to lower than
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the target manipulation level, and higher than the average difference/error between actual

road slope and the input slope data. As mentioned in Chapter 2.7.1, since there can be
14° error when GPS is used to providg information, we should sdir, to be 14°.

With this setting,CADD achieved very low (6%) FPR while achieving 80% ¢ 60%)

TPR in detecting 0.3g (0.25g) manipulations. We will later discuss how to further reduce

false-positives.

2.7.2.2 Detecting Anomalous Assistance Data.

Daz (9)
0.01 0.02 | 0.05 | 0.10 | 0.50

TPR (%) | 10.39 | 27.47 | 72.82| 74.70| 74.22
FPR (%) | 6.20 6.10 | 6.49 | 6.68 | 6.98
DL (ms) | 16204| 5666 | 2495 | 2311 | 2759
DA
8° 10° 12° 14° 16°

TPR (%) | 8.18 | 12.94 | 32.04| 54.87| 70.40
FPR (%) | 6.28 6.56 | 6.12 | 6.08 | 6.17
DL (ms) | 17780 14948| 9418 | 7148 | 6530

Metric

Metric

Table 2.2: Performance wheg andqq is manipulated irk;.

Table 2.2 shows the results whanandgq are under data manipulation angj is set to
14°. These conditions can also simulate the situation when GPS or accelerometer is spoofed
by a malicious party. The TPR remains stable obag reaches 0.05g, indicatingADD's
capability of capturing data manipulation consistently after this level. As mentioned before,
since we only have coarse-graingglinput in both temporal and magnitude perspectives
and the choice of thresholug, is bounded by the error level of this inp@@ADD seems
to yield lower TPR. However, from the identi cation results in Table ZZADD is shown
to be able to achieve an excellent identi cation rate even if the data manipulation does not
reach the theoretical detection level thanks to the low FPR. Speci 2D is able to

achieve 90.67 and 94% rates of anomaly source identi cathugg) whenDayx = 0.15¢g
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andDaz = 0.02g, respectivelf.

Target| AcGy | Acgn | AcGq | Acgn | Acgq | AcGn
ax Dax =0.05g | Dax =0.15g | Dax = 0.20g
49.33\ 49.33 90.67\ 90.67 91.67\ 91.67
ay Daz =0.01g | Daz =0.02g | Daz =0.05g
64.83\ 64.83 94.00\ 96.17 96.67\ 97.67

Dgq = 12° Dgq = 14° Dgq = 16°
% 30.83]30.83| 66.33] 66.33| 76.80] 76.80

Table 2.3: Identi cation performance g, (hr) = 14°).

2.7.2.3 Baseline Comparison.

Figure 2.10: ROC comparison betwe€ADD and prior studies iy, where the labels
are the threshold settings of EVAD and PID-Pigg(s ) is the mean (standard
deviation) of correlation coef cients of data pairs utilized in EVAD, and the
tuple (x;y]) indicates the number of standard deviations to repdrid can-
cel (y) an anomaly alarm in PID-Piper.

We now compare the performancesGADD, EVAD, and PID-Piper (Fig. 2.10)CADD
can achieve similar or up to 21.5% higher (absolute) TPR with only a half of EVAD's FPR.
The lower TPR and higher FPR of EVAD are the results of EVAD's inability to account
for the in uence of context when detailed measurements are not available. The results pre-
sented here also showcase a major drawback of correlation-coef cient-based approaches:
they usually do not have any ef cient threshold selection mechanism since correlation co-

ef cients are not directly linked to any cyber-physical properties of the vehicle system.

4Modern sedans can achiev®.5g acceleration (0-60 mph in 3.2s) [132].
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That is, we cannot adjust EVAD further to achieve a higher TPR or a lower FPR while
maintaining meaningful detection resuli®( TPR> FPR). On the other hand, PID-Piper

is shown to achieve a similar TPR &ADD (with a 5-10% difference depending on the
settings). We would like to stress again that baS&DD does notrely on consecutive

results for its detection, and hence its TPRs are equivalent to the probabilit§ AlizD

detects an attack based on one single data sample regardless of how attacks/manipulations
are launched in time domain. However, because both EVAD and PID-B@sezly on
consecutive observations for their detection, their TPRs presented here are the best-case
performance when there is a persistent attack lasting for a certain period of.@mlarger

than their DLs). A further look at the DLs of PID-Piper and EVAD in Table 2.4 reveals
that they require more than 7s on average to detect an anomaly@4&id® incurs 20%

of PID-Piper's/EVAD's DL when considering the settings to achieve low FPRDRad

0.25g. These results indicate that a short-lived attecks] will have a high probability to

evade PID-Pipers's/EVAD's detection and showc@#dD's superiority to both.

Dax: Amount of Manipulation taa
0.05g | 0.15g | 0.20g | 0.25g | 0.30g
CADD (7° 0.12g) | 2576 | 901 | 417 | 376 | 361
EVAD (c) 12943 | 10027| 11001 | 10422 | 10217
PIDPiper ([3,1.5]) 1054 | 1104 | 1044 | 1102 | 1155

CADD (11° 0.199)| 6282 | 4272 | 1652 | 977 559

Scenario

EVAD (C 2s) 18664 | 11829 11626| 12457 11581
PIDPiper ([5,2]) 7242 | 7225 | 7219 | 7207 | 7193
CADD (14° 0.24g)| 18076] 6573 | 5571 | 2171 | 1628
EVAD (c 6s) 19068 | 13503 12118] 12613| 12730
PIDPiper ([5,3]) 7254 | 7212 | 7213 | 7208 | 7194

Table 2.4: Detection delay (ms) iy. Note that some test cases do not exceed the detection
threshold {;e., hr| or Dax:min)-

2.7.3 Performance with Map Support E2)

We now exploreCADD's performance when more accurage(i.e., inclination estima-

tion) support is available. As mentioned in Chapter 2.3.1 and Fig.qg.8pes not have
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to be obtained from the elevation data of GPS (ak4in That is, it can also come/com-
puted from other available sensor data, such as i) the combination of GPS and Map, ii) an
inclinometer, or iii) LIDAR/camera as long as the inclination is not computed based on a
subset of other data groups in Fig. 2.5. For example, Veédiad) [142] showed that Google
Earth can achieve 1.32m mean absolute error in the US while Kéidid[33] showed that
Google Earth can achieve as low as 0.51m mean error in some speci ¢ regignBébaa

City, Egypt), which can be translated to 2.7 and 1.05° error when the vehicle is traveling
at 100km/h and 1Hz update rate, respectively. Commercial inclinometers are claimed to
achieve 0.1-2° error [107, 111, 112] and slope estimation based on vision sengors (
camera) is shown to achieve 0.2° error [139]. Even though the above technologies may not
be available to every car and everywhere on earth, they indicate that a more aggurate

(thanEy) can be obtained faCADD to realize its true potential in future.

2.7.3.1 Without Tire Slippage.

Figure 2.11: ROC curves without tire slippagebn

In E», we usehg| = 2° as our target evaluation scenario based on the noise level ob-
served in the training data. Fig. 2.11 shows ROC curves wlgrs set to 1 — 3° (marked
on each curve) and the curves indicate different levels of behavior devia@é&mD is
able to achieve a high TPR (75%) even if the deviatidax() is only 0.05g and its FPR is

only 4% (g = 2°). Note that we injected a large amount of noise.(13% of data have
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larger than 50% noise) in our test cases, which will inevitably generate false positive de-
tection. CADD can ef ciently detect any behavior deviation greater than 0.07g with 97%

TPR while the mean DL is less than 1s (Table 2.5).

h Dayx: Amount of Manipulation taa

Rl 70.05g ] 0.06g] 0.07g] 0.08g[ 0.09g
1° | 524 | 396 | 409 | 414 | 325
2° | 1905 | 1034 | 802 | 745 | 620
3° | 11597| 2642 | 1908 | 1175 | 957

Table 2.5: Detection delay (ms) without tire slippagéin

Developers can also plot the ROC curve (from the training data) as a guideline for
settinghg|. For example, if we assume Fig. 2.11 were the ROC obtained from training
phase and a developer wishes to detect any behavior deviating from its norm by 0.06g with

>60% TPR an&k 2% FPR, then, according to the ROC curves, s/he shouldged 3°.

2.7.3.2 Inthe Presence of Tire Slippage.

Let us consideCADD's detection performance in the presence of tire slippage (TS),
simulating the vehicle traveling under different weather conditions that can cause different
levels of road friction. Table 2.6 showBADD's performance whemis set to 0.2—-0.5 and
0.9, where 0.9 is the road condition we used in Chapter 2.7.3.1. The average time of TS
(in percentage of the entire trip) is also listed in Table 2.6. We can observEARD's
performance is almost identical to the condition without TS when there is no excessive TS
during the trip (e, m= 0.3-0.5). Even when there is up to 34% of TS time=0.2),
CADD is able to achieve 92% of TPR and only 7% of FPR when th&®ayx = 0.07g.

That is, CADD is able to signi cantly reduce the occurrence of false-positive detections
(from potentially up to 34%) to only 7%. The slightly lower TPR than the scenario without
TS (m=0.9) is due to TS's cancellation of the effect of an change. Whemz or qq is

anomalous (Table 2.7)CADD is able to achieve almost identical TPRs and FPRs with or

5We omit the results whem= 0.3-0.5 in these two tables because they are almost identicat® as in
Table 2.6.
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Dax: Amount of Manipulation taax
0.05g| 0.06g| 0.07g| 0.08g| 0.09g
m= 0:9 (No Tire Slippage)

TPR (%) | 75.05| 87.65| 97.03| 96.59| 97.83
FPR (%)| 4.02 | 4.24 | 453 | 4.60 | 4.67
DL (ms) | 1905 | 1034 | 802 | 745 | 620
m= 0:5 (< 1% Slippage Time)
TPR (%) | 74.90| 87.63| 96.98| 96.36| 96.12
FPR (%)| 4.07 | 4.31 | 4.48 | 475 | 4.72
DL (ms) | 1680 | 1124 | 895 | 746 | 771
m= 0:4 (< 1% Slippage Time)
TPR (%) | 75.02| 87.50| 97.94| 97.77 | 96.96
FPR (%)| 4.09 | 434 | 461 | 461 | 4.78
DL (ms) | 1663 | 1168 | 799 | 764 | 613
m= 0:3 (< 1% Slippage Time)
TPR (%) | 75.11| 87.48| 97.07 | 96.97 | 96.68
FPR (%)| 4.28 | 4.47 | 4.70 | 4.79 | 5.06
DL (ms) | 1608 | 1032 | 863 | 712 | 786
m= 0:2 (5 34% Slippage Time)
TPR (%) | 68.27| 80.39| 91.88| 93.49| 94.09
FPR (%)| 6.08 | 6.29 | 6.63 | 6.69 | 6.85
DL (ms) | 2027 | 1663 | 1315 | 1226 | 998

Metric

Table 2.6: Detection performancefa (ax anomalous).

without TS. That isCADD is able to distinguish TS from the actual anomaly and output
the correct results. Note that sinGADD does not combine consecutive results for its
detection, the performance of traveling on a road with changiogn be approximated by
considering small road segments with differemt

Next, we compar€ADD's FPR performance with EVAD by adjusting EVAD's thresh-
old settings to have the same level of TPRG&DD (Fig. 2.12). Similar to the results
shown inE;, CADD's FPR is only 34.5-38.5% of that of EVAD regardless of (non-
)occurrences of tire slippage. For PID-Piper, it can only achie®@.7% TPR when having
a similar FPR ( 4%) asCADD (Fig. 2.12). If we adjust PID-Piper's settings to achieve
similar TPR & 90% whenDayx 0.07g) asCADD, its FPR increases t890%. Even for
given special training data with 10 different RI conditions, PID-Piper still suffers a 66.95%

FPR. This result further shows a major drawback of a ML-based approach without physical
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Figure 2.12: Comparison betwe@®ADD and prior work inEo.

Figure 2.13: Detection latency (seconds)@ADD and prior work wherDax = 0.05

0.09g inEy.
modeling: its detection will be ineffective when operating in a constantly changing envi-
ronment because of the training dif culty and the lack of necessary data access. On the
other hand, sinc€EADD's and EVAD's detection is based on the vehicle's physical model
and data correlation, there will be no signi cant performance degradation under such a con-
dition. FurthermoreCADD is shown to achieve 51% of EVAD's/PID-Piper's DL thanks

to CADD's model-based detection mechanism (Fig. 2.13).
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Daz (0.019) Dag (°)
1 [ 2] 3] 4] 5 | 2 [225]25][275] 3
m= 0:9 (No Tire Slippage)
TPR| 87.8|88.6|91.2| 92.7| 92.7|| 78.7| 95.5| 98.0| 98.6 | 99.1
FPR| 45| 47 | 47 | 48| 47 | 36| 35| 36| 3.7 | 3.6
DL | 7.38|7.54|7.21|7.41|7.44] 0.79| 0.26| 0.07| 0.08| 0.02
m= 0:2(5 34% Slippage Time)
TPR| 88.3189.1|91.1| 93.1| 93.3|| 79.1| 96.8| 98.4| 98.9| 99.0
FPR| 70| 70| 71| 71| 72| 57| 57| 58| 58| 59
DL | 7.58|7.16|7.32| 7.71| 7.47| 0.57| 0.15| 0.09| 0.07| 0.06

Table 2.7: Detection results &, (az or qg anomalous), where TPR, FPR, and DL are
presented in %, %, and s, respectively.

2.7.3.3 ldentifying an Anomalous Group

We now look atCADD's end-to-end performance in not only detecting the occurrence
of an anomaly but also pinpointing the anomalous group. First, we consider the condition
in which ax is anomalous as in Chapter 2.7.3.1. We then test the conditions in which
az and qq are anomalous, simulating the scenario that the sensor data used for context
estimations are faulty. The purpose of this evaluation is to see whe&ieD can correctly
identify the group of anomalous DOIs. In this evaluation, we GADD to output an
identi cation result when each trip ends. This identi cation result is determined by taking
the majority of anomalous groups captured in the identi cation process $1-S4 in
Chapter 2.6.2) within a single trip. Table 2.8 summarizes the results of identifying an
anomalous group. Since the resultsrof 0.3—0.9 are, in general, identical, we only present
the results om=0.9 and 0.2 here. The “Ano” column is the anomalous DOI, and the “AD”
column is the anomalous duration in minutes. We tested the cases with 1, 2.5, or 5min AD,
which translate to 12.9, 32.3, and 64.5% anomalous duration ratio (ADR), respectively.
The second row (Dev. Lvl.) of the table indicates the level of deviatfr¢m the ground
truth. The actual deviation is given jax = [0.04 + 0.01k]g,Daz = [0.01k]g, andDgq
=[1.75 + 0.25K]°. WhilgAcg, Acgqj < 0.1 holds for all the scenarios we have tested,

indicating the rare occasion GADD's inability to determine an anomalous DOI, here we
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only show the values d&cqy.

Anoj AD m= 0:9 m= 0:2

Dev. Lvl. | 1 2 3 4 5 1 2 3 4 5
5 | 100 | 100 | 100 | 100 | 100 | 97.5| 99.5| 99.5| 100 | 100
ax | 25|194.4|97.0|97.7,99.3|99.1| 89.1| 95.2| 96.8| 97.1| 99.5
1 |90.8/96.5(98.8/98.5|99.0| 97.5]|98.0|99.5| 100 | 99.5
5 | 100 | 100 | 100 | 100 | 100 | 98.9| 100 | 100 | 100 | 100
az | 2.5 | 100 | 100 | 100 | 100 | 100 | 91.8| 92.2| 93.2| 93.0| 90.0
1 |975/958(985|94.8|96.0| 62.7| 62.5| 67.5| 68.2| 62.0
5 | 100 | 100 | 100 | 100 | 99.9| 95.0| 99.2| 99.4| 98.9| 98.2
Qg | 2.5 93.4|96.5|/945|93.1|90.7| 75.7| 85.8| 85.4| 82.5| 81.3
1 |81.2855(84.0/80.2| 79.5|55.4|63.9| 67.0| 63.5| 62.7

Table 2.8:CADD's source identi cation resultsAcgq) in E>. See Chapter 2.7.3.3 for de-
tailed description.

Whenm= 0.9 (.e., without TS) andax or az is anomalousCADD is able to identify
the exact source of anomaly with94.4%Acqq if ADR  32.3%. Even ifADR= 12.9%,
CADD can still achieve 90.8%AcGq. These results sho@ADD to be able to identify the
anomalous source even when the anomaly lasts only for 1 AIMRE 12.9%). Compared
to the condition without TSCADD has lowerAcgq, especially in view of the performance
whenaz or gq is anomalous. The lowekcgq is the result ofCADD's tendency to de-
termine the source of anomaly ag when TS occurs. That iSSADD won't be able to
distinguish whether the anomaly is caused by anomadgus the other two DOIs, and it
will determine the source to ks becauséqy, andDgig caused by TS will be larger than
Dqq in our testing scenarios, wheDg|y is the deviation of estimatiogx from the ground

truth. NeverthelessADD is still able to achieve 75.7%Acgqg whenADR  32.3% and
Daq = 2°.

2.7.4 Remark

2.7.4.1 Attack Stealthiness

Note the attacks considered here are already stealthy (or small enough) in that i) their

manipulation levels are within the common permissible error and ii) they can evade detec-
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Data Unit Magnitude of Manipulation or Deviation
Day 10 g 5|67 (8|9 |15/20| 25| 30
Dv |10 %km/h| 18| 21| 25|28|32|53|71| 88 | 106
DX 10 °m | 25[29|34[39|44[74]98]| 123] 147

Table 2.9: This table shows the resulting effects (per data sample taken at a 10Hz rate) of
data-manipulation attacks, wheDay is the attack magnitudd)v andDX are
the resulting (maximum) speed and location deviation/errors perceived by the
vehicle based on physical modeling.
tion by prior approaches with 7s DL in E; (Dax = 0.3g) or>1.7s inEy (Dax = 0.099).
Table 2.9 shows the speed and location deviation under different levels of data manipula-
tion tested in this section. Speci cally, even if we look at the maximum manipulatien (
Dax = 0.39), the attack will only generate a 0.0147m location deviation and a 1.06 km/h
speed deviation every 0.1s while pure GPS localization is known to have meter-level error
(4.9m [52]) and the European law (ECE-R39) only requires the speedometer to report with
less than ONigT + 4 km/h error, wheregt is the ground truth of the vehicle speed. Note

that CADD is shown to require only one anomalous data sample to detect an anomaly in

> 70% test cases as shown in Fig. 2.14.

Figure 2.14: CDF of the required data count for CADD to detect an anomaly (as an alter-
native way to present detection latency) whzy is anomalous.
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ADR \ Metric | m=0.9, FPR =4.41% m= 0.2, FPR = 6.51%

Manipulation | 0.01g| 0.02g| 0.03g| 0.01g| 0.02g| 0.03¢g
64.5 TPR| 4.27 | 8.62 | 20.57| 7.58 | 10.05| 20.65
Acgq | 71 92 100 90 96 100
323 TPR| 4.27 | 843 | 19.93| 7.14 | 10 | 20.29
AcGq | 70.6 | 81.6 | 99.4 | 90 | 93.8 | 99.8
12.9 TPR| 429 | 7.77 | 18.93| 7.05 | 9.83 | 19.87
AcGgq | 71.8 | 76.6 | 95 90 | 91.2 | 96

Table 2.10: This table shows the detection and identi cation performance (WADD
whenDay is smaller than the detection thresholg:min = 0.0359).

2.7.4.2 Resilience against Different Attacks

Let us consider the case when the attacker knows the parameter set@@BIhand
tries to evadeCADD by manipulating data within the thresholds or manipulating multiple
data at the same time. Table 2.10 sh@¥DD's detection and identi cation performance
whenDay is smaller than the detection thresholtk( = 2 or Dax:min = 0.0359). As ex-
pected,CADD can only achieve moderate TPR since the data manipulation is below the
detection threshold. HoweveEADD is shown to achieve 71.8%Acgqy even if ADR is
only 12.9%. These results indicate that even with data manipulation equal to only 28.6%
of detection thresholdZADD can still capture/pinpoint the data in question with good ac-
curacy. However, any manipulation under the detection threshold should not be considered
as a valid attack since, in a practical deployment scenario, the detection threshold should
also account for the error tolerance of the vehicle system.

As described in Chapter 2.3, a natural limitation@ADD is that it cannot detect a
full-scale data manipulation, which is a common characteristic of all approaches without
the data of nal control output/setpoint (or a trusted data source). However, when map
support is also available to the vehicle in the future, a real-time full-scale attack will be
very dif cult, if not impossible, to evad€ADD's detection for the following reasons.

To generate a full-scale attack in real time, it requires the attacker to change the road

inclination contexigy utilized in CADD to match DOI after manipulation. With map sup-
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port, gg will not be directly computed based on the elevation measurements embedded in
the GPS data on IVN. Instea@ADD will use the geo-coordinates to look @gp on the
map, meaning that the attacker will need to nd a series of geo-coordinates with exactly
sameqq's that match the manipulated DOI (if such series of geo-coordinates even exists).
Even if qq is obtained from other estimation methods as described in Chapter 2.7.3, map
can be used as a source for sanity check. Since any value gap between two consecutive GPS
data is also an indication of a data manipulation, launching such an attack is infeasible. On
the other hand, to launch a replay attack or a pre-computed attack, amgdata in the
beginning of the recorded trace used by the attack exactly massleegDOI of CADD
when the attack is launched, there will be value gaps between before and after the replay
attack is launched, thus leaving an obvious signature of data manipulation.

Based on the above discussion, we also tested the condition where all dynamics mea-
surements and the assistance data, excepgf@re manipulated simultaneously. Note that
the evaluation settings here are basically the same Bg iexcept that all aforementioned
data are manipulated simultaneously to match the normal (physical) data corredagion (
vehicle acceleration now perfectly matches DOls other thawhile ignoring measure-
ment noise) and the vehicle behavior tested in the test cases are indeed captured from the
normal vehicle behavior but in a different driving contex¢ ( Rl). As shown in Fig. 2.15,
CADD's TPRs are almost identical to those shown in Fig. 2.12. EVAD and PID-Piper,
however, can only achieve20% TPR because the former does not have any special de-
sign to consider driving context and the latter cannot ef ciently accoungfoio detect
the anomaly while other data match their normal correlation. As a result, they also have
signi cantly higher detection delays tha»ADD (Table 2.11).

We now consider the condition in which the adversary tries to e@APD's detec-
tion by disguising the attack as a mass change to the vehicle. Note any vehicle behavior
change caused by total mass (including passengers and cargoes) change must be consistent

throughout the entire trip as described in Chapter 6.1. Therefore, in order for an attack
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Figure 2.15: Comparison of TPRs betwe€ADD and prior work under (coordinated)
multi-data manipulation attacks. Since the FPRs will not be in uenced by

the attacks, the FPR comparison is the same as Fig. 2.12.

Scenario ) 0.05g | 0.06g | 0.07g | 0.08g | 0.09g
CADD (0.9) 870.0 | 238.0 8.8 7.4 8.4

CADD (0.2) 849.8 | 2124 16.6 25.4 70.0

EVAD (0.9) 58707.8| 56852.2| 57956.2| 56511.0| 57471.6
EVAD (0.2) 44644.6| 46727.8| 46164.4| 41862.8| 46385.4
PID-Piper (0.9)| 13547.8| 16276.6| 16913.2| 14846.4| 16472.0
PID-Piper (0.2)| 13771.8| 17128.4| 16763.8| 15688.4| 16159.4

Table 2.11: This table shows the detection latency (msJADD and prior work under
(coordinated) multi-data attacks.

to disguise as a mass change, the manipulated acceleration must be maintained at a con-
stant ratio, compared to the ground-truth acceleration, throughout the entire trip. This will
further lead to the requirement of simultaneously manipulating vehicle speed and GPS to
evade a simple consistency check between those sensor readings. However, the road grade
information from a map (looked up by using GPS readings) cannot be controlled by the
attacker and, therefore, the inconsistency between road grade and vehicle acceleration can
be detected b ADD

Also, for an attack to disguise as a tire slippage by manipulating both control input
and longitudinal acceleration, the adversary needs to further manipulate both road grade

estimation €.g, GPS or GPS and map) and vertical acceleration readings simultaneously

60



to match proper tire slippage features w.r.t. to the road grade estimation obtained from
gas/brake and engine torque. This will lead to manipulating all the status measurements

considered irCADD, which is outside oCADD's detection scope.

2.7.4.3 False-Positives

In general, a detection system may have false-positives because of i) imperfect model-
ing caused by limited data availability and accuracy or ii) transient noise in sensor read-
ings that exceeds the detection threshold. WBIEDD has already considered the for-
mer and utilizes the threshold setting that is above the average measurement error level
(Chapter 2.7.1), most reported false-positives are caused by transient noise. Based on this
observationCADD's FPR can be reduced further by a false-positive Itering mechanism
(FPFM) even thougiCADD can already achieve low FPR under excessive noisy condi-
tions. Speci cally, since any effective attack must last for a certain period of time to pass
through a low pass lIteri(e., a common practice of data/signal processing to reduce the
effect of noise) CADD can choose to report an anomaly detected only when thera are
consecutive positive detections, wharés a design parameter to balance between the FPR

and the detection delay.

Figure 2.16:CADD's performance after applying FPFM.

Fig. 2.16 showCADD's detection performance whddayx = 0:07g under differenta

values. We can observe that FPFM can effectively reduce FPR (from 4.5% to 0.5%) when
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a = 1! 50 detection cycles. Furthermore, this makes no signi cant impact on overall
TPR (from 97.0% to 96.0%), proving its effectiveness in enhanCA@D's performance.
Since FPR is independent of the manipulation/attack level, there is no need toadjust
according to the target detection level. However, a laggercurs a larger detection delay
while providing a better FPR performance. Speci cally, Fig. 2.17 showc&&3D's
detection latency with FPFM applied. The results have showbBD to successfully report

an anomaly right after the observation window of FPFM in 50—-88%0%) test cases even
whena = 1-40 @ = 50), indicatingCADD can still capture anomalies immediately most
of the time & = 1-40) right after their occurrences (but just chooses to report them at a

later time).

Figure 2.17: CDFs o€ADD's detection latency with FPFM.

If CADD is implemented as an alarm system, detection delay will not be a major con-
cern, and the application developers should provide the exibility to users to adjust how
aggressive FPFM should be according to their preference. On the other h&ADD
is to be used for on-line defense that directly integrates into the vehicle's control system,
the value ofa should also depend on the system requirement/characteristics, including the
maximum tolerable detection delay and the maximum tolerable attack duration, which are
known to the component suppliers or car makers. In other words, even if the attacker tries

to evadeCADD's detection when FPFM is applied by shortening its attack duration, the
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system should be able to handle the absence of correct data during that period of time.

2.8 Discussion

2.8.1 Deployment and Application of CADD

CADD is designed with easy deployment in mind. Since all the required data can be
obtained entirely from the vehicle itself, or from the combination of the vehicle and an
external device equipped with GPS/INSd, a smartphone) inside the vehic@ADD can
be implemented in a module attached to the CAN bus in the vehicle or as a dongle plugged
in the OBD-II port. While the former is targeted at the rst-party implementation as a
built-in function in the vehicle, the latter is likely a third-party add-on implementation. As
a rst-party, there will be no problem retrieving all the necessary data from the vehicle's
internal components and, therefore, this implementation does not need any extra sensors
to be installed. On the other hand, while implemented as a third-party solution, the data
required byCADD may not be accessible from the standard OBD-Il messaggs &c-
celeration). Therefore, an extra IMU is required in the implementation. While insurance
companies want to prevent accidents to increase their pro ts, they will have incentives to
deployCADD to alert their customers about potential anomalies. Furthermore, since most
of the OBD-II dongles provided by insurance companies already have built-in IMUs, they
will not incur additional hardware cost to a@ADD in their dongle.

There are two aspects of safety enhancement, especially in the cyber-physical system
(CPS) domain like cars, trains and planes. The rstis an early warning and suggestion of
preventive measures. An anomaly detection system will try to identify any early sign of
anomaly and warn/advise the users to perform further inspection in order to prevent a more
severe, safety-critical situation in the near future. This type of safety enhancement does not
necessarily need to be done in real time. The second aspect is on-line protection dealing

with a more strict timing constraint. Whil@ADD can achieves 100ms detection delay, it
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can be utilized as a on-line protection system if FPFM is set to use a amaih the other
hand, the application of FPFM with a largarwill be more leaning towards preventive
safety enhancement.

The other potential application &ADD is to detect modi cations to driving traces for
an application€.g, usage-based insurance as mentioned earlier). For example, while rely-
ing only on the IMU of a OBD-Il dongle to detect reckless driving can be easily deceived
by sensor spoo ngd.g, using a speaker [96]), the combination of in-vehicle data and the
IMU readings will raise the level of dif culty to deceive the application.

While there will never be a perfect detection system that can capture all types of attack,
CADD's limitation is that it cannot detect a full-scaled manipulation attack as discussed
earlier. HoweverCADD is able to signi cantly raise the bar to launch a successful attack.
Furthermore, it can also be utilized as a general fault detection system to detect early signs

of component failure.

2.8.2 Consideration of Other Context §)
2.8.2.1 Steering

As part of our future work, we discuss how to improve our model formulation if more
data types become available@ADD in the future. First, we look at the adjustments that
can be in uenced by vehicle steeringg(, S (s) andSg(s) in Eq. (2.3)). Speci cally, since
the force generated by wheel torque will now contribute to both longitudinal and lateral ac-
celeration when the vehicle has lateral movemggy) andSy(s) will be dependent on the
steering anglei ., the angld 1 between the tire direction and the vehicle's body direction)
which is determined by thsteering wheeéngle {s) and its corresponding steering ratio

K(f o) [77]:

fr=fsk(fo): (2.19)
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S(s) (Sg(s)) can then be presented as a functiof 9asSg(s)(f s) (Sg()(fs))- The reason

for utilizing f s instead off 1 is: i) the former is more commonly available on IVN in
drive-by-wire vehicles and ii) modern vehicles usually have diffefard between tires

to maintain a consistent center of turning cird® @s shown in Fig. 2.18 [68]. Note that
we preserveS) in the presentation since there are still other factors that can in uence
S, such as sideslip caused by the deformation of the tires. For a generic steering design,
CADD can utilize the training data when the vehicle is on a straight road to didtgimnd

Mg without the adjustment & () andSg(s), and then performs training with data when
fs 6 0 to obtainS (s and Sz(s). However, to account for a more sophisticated steering
assistance syster@ADD can utilize a similar training procedure bfy, as described in
Chapter 2.5.2 that partitions the training data according to batidf s (instead of jusv)

to capture the steering adjustment in different driving scenarios.

Figure 2.18: Example of steering angles (Ackermann steering geometry [68]).

2.8.2.2 Fuel Consumption and Mass Change

While fuel level isnota common data that can be easily retrieved from 'ZRDD by
default treats the mass change due to fuel consumption as a model noise. This assumption is

grounded on the fact that modern (medium size) vehicles usually weigh more than 3000Ibs
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(1360.7kg) [95] and the average fuel consumption is 30.8mpg (miles per gallon) [138].
That is, there will be only 0.2% mass change for every 30.8 miles (49.57km) of travel.
However, if fuel-level information is available, it can be accounted for by Mass Change

Detector.

2.9 Conclusions

We have presente@ADD, an anomaly detection system that utilizes multiple sets of
data for detection of context informationg(, road inclination, tire slippage and total mass)
and determines whether an anomaly has occurred by comparing the context estimations. It
not only detects the occurrence of an anomaly but also narrows down the search space of the
anomaly source by comparing the estimations and excluding the group of data that match
each other from the search space. Our extensive evaluation (87,000+ test cases, including
trace- and simulation-based evaluations) has shOwbD to achieve high % 96%) de-
tection rate (TPR) and low false positive rateQ(5%) even in the presence of excessive
measurement nois€ADD can also identify the anomaly source with accuracy 66%

even if the anomalous duration is only 32.3% of the observation tivag € 0:079).
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CHAPTER Il

DiVa: Identi cation of Anomalous Source(s)

3.1 Introduction

SA systems, such as commercial vehicles, are getting equipped with an increasing num-
ber of sensors and communication interfaces to provide advanced services like advanced
driver-assistance systems or autonomous driving. Car makers are also gradually replacing
the traditional mechanical components with their electronic counterparts for vehicle con-
trol. While the increase of electronic components and communication interfaces enables
advanced services [83], it also comes with reliability/security concerns. Unsafe situations
can occur due to faulty hardware or buggy software componergsToyota's unintended
acceleration [154]) or even malicious attacksy( Jeep Cherokee hack [87]).

Considering the safety risks associated with anomalous system behavior, researchers
have been exploring how to automatically determine if the behavior of a target system
deviates from its normal operation. To detect attacks initiated from in-vehicle networks
(IVNs), researchers have also been developing intrusion detection systems (IDSes) for ve-
hicles [3, 22, 92, 93, 145]. Since every electronic control unit (ECU) in a vehicle can only
transmit a xed set of messages, such IDSes are designed to detect the messages transmit-
ted by rogue ECUs by exploiting the data transmission characteristics, such as transmission
rates [92, 93] or voltage signatures of ECUs [22]. They can achieve good detection perfor-

mance, but cannot detect the anomalous vehicle behavior that does not alter the transmis-
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sion patterns/characteristics on IVNs and cannot be applied to other types of systems with
different network con gurations.

To detect the condition®(g, pure data or behavior anomalies) the aforementioned ID-
Ses cannot cover, various data-driven schemes [2, 5, 22, 23, 45, 50, 54, 79, 90, 92, 93, 101,
102, 124, 146, 153, 157] have been proposed to identify general abnormal system behav-
ior instead of focusing only on abnormal data-transmission patterns on in-system/vehicle
networks. However, there still does not exist any practical data-driven approach that can
simultaneoushachieve i) good performance, ii) anomalous source identi cation, and iii)
easy deployability without requiring unavailable or dif cult-to-access data.

We will use an SA vehicle as a concrete example. Speci cally, while the standardized
on-board diagnostic Il (OBD-II) messages based on SAE J1979 cover only the data types
related to transmission, and the controller area network (CAN)Y¢hfactostandard IVN,
has only limited bandwidth. The commonly available data on IVNs are limited to cer-
tain control inputs, powertrain component states and dynamic measurements. Note that the
controller setpoints and the measurements of actuator outipeiisaheel/brake torque),
which are necessary inputs for most prior work, ap¢écommonly available on IVNs (see
Chapter 3.2). This unrealism/limitation of data availability is also the very reason why ex-
isting detection schemes, including control/system invariant approaches, cannot be directly
applied to real SA systems without incorporating proper system models from control inputs
to setpoints or dynamics while taking practicality and deployability into account.

As the human's/driver's control and monitoring has been decreasing or even disap-
pearing, automatic detecti@ndidenti cation of the source(s) of anomaliese(, attacks
and faults) become critically important. An SA system must be able to automatically per-
form diagnostic and report the results to system owners/managers for further inspection
because early discovery of anomaly and location of its source can prevent the occurrence

of safety-critical situations caused by the same vulnerability exploitation in the future. The

11Mbps with a high-speed CAN [62] and 5-12Mbps with a CAN-FD [61].
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Figure 3.1: This gure depict®iVa's functional overview and an example DfVa's out-
put (using a vehicle as a concrete example), where the colored blocks indicate
the time when the data is determined to be a potential anomaly source and the
last row indicates the ground truth (GT) when the gas pedal is the anomaly
source.

identi cation of anomalous data is important for SA systems to “signal” how serious the
condition may be, depending on the anomaly source. Without this capability, the SA sys-
tem can only issue an alarm and inform drivers or mechanics to conduct a full inspection
of the car, which can be time-consuming and costly.

To address the lack of a practical approach that focuses on the forensics of SA anoma-
lies, we propose a novel approach, call@¥a. The goal ofDiVa is to provide a func-
tion akin to a root cause analysis that can be used to identify (or track down) the source
of anomaly. Speci cally,DiVa is designed to detect and narrow down the source(s) of
anomaly to the level of functional groups/components and practicality is its key feature.
DiVa takes the data of interest as input and outputs i) a set of time-series data indicat-
ing potential anomaly sources(s) as shown in Fig. 3.1 and ii) a list of potential anomaly
sources sorted by the length of time window during wHixka determined the data to be
anomalous based on the system user/consumer's need.

Besides limited data availability, there are two main technical challenges in developing
DiVa:
C1l: Detailed system parameters are not easy to acquire without the rst-party’'s support.

Prior solutions usually require a detailed system model for the design of residual sig-

nals, which is proprietary to car-makers. Even with the rst-party's support, those
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parameters may still not be the same even for the same car model due to customization,
adjustment and component replacement. The system must, therefore, learn the normal

behavior of each SA system.

C2: Since the mechanisms of identifying anomalous data in prior approaches [8, 18, 47,
55, 89, 99, 143, 156] usually have direct ties to their (detailed) model formulation,
limited data availability will also degrade/disable their ability of identifying anomaly
sources and there is no easy way to modify their formulation without re-designing the
system.

To avoid the need for detailed causality modeling that requires dif cult-to-access data
for the identi cation of anomalous dat®iVa featureseparationof the identi cation pro-

cess from the detection process, rendering the former independent of the causal correlation

between data used in the latter. That way/a further removes the observability require-

ment for narrowing down the search space for anomaly sources. This design also facili-
tates easy upgrade DiiVa if engineers or car-makers want to expddi¥a's detection to
include more types of data in the future.

Like all other data-driven approachddiVa also takes time to observe vehicle behav-

ior before outputting its detection result, and hence it is designed to detect early signs

of abnormal behavior so as to prevent future accidents/failures that origin from the same

vulnerability, instead of providing a real-time defense or RiVa's main purpose is to
signal/tell €.g, periodically or after a trip) which of vehicle components may be anoma-
lous and provide vehicle owners/mechanics hints to locate and x the anomaly source(s) as
ef ciently and as quickly as possible.

For the case study of semi-autonomous vehicles (SAVS), since there are only limited
data types that can be accessed through the B/§l CAN bus) or standard OBD-Il mes-
sages [26, 115DiVa makes best of those data that are commonly accessible through the

IVN (i.e., without requiring unavailable or hard-to-access data) (Chapter 3.4). Speci cally,

2Having suf cient observers or outputs (that can limit the degrees of freedom in system models) to identify
internal system state. See Chapter 3.2 for more on this.
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DiVa focuses on the detection of two major vehicle maneuvering behaviors:
* Input-to-response consistenclyjow control inputs of the vehicla.¢., gas pedal, brake,

and steering) affect the vehicle dynamics.( speed, acceleration, yaw rate); and

» Powertrain operation:how gear level and engine RPM react to the control inputs and
how they affect the vehicle dynamics.
This chapter makes the following contributions:

» Development oDiVa, a forensic system and a concrete case study of SAVs, that include

— (Meeting C2) An ef cient algorithm for anomaly source identi cation with formal
mathematical formulation.g., a Boolean equation system) and performance proof
(Chapter 3.4);

— (Meeting C1) Detection sets (DSs) to capture anomalous vehicular behaviors and
their formal formulation for anomaly detectiong, the distance functio® de ned
in each DS) with limited data availability and without the requirement of knowing

detailed vehicle speci cations (Chapters 3.5, and 3.6); and

» Evaluation ofDiVa's performance with the real-world data collected from 2 test vehicles
and 1 publicly available data set, demonstratidiya's i) performance as an anomaly
detection system, ii) ability to narrow down the search space for the anomaly source(s),

and iii) end-to-end performance as a forensic/diagnostic system (Chapter 3.7).

3.2 Related Work

While the focus ofDiVa is data-driven anomaly detection and source identi cation,
its related work can be categorized irftault Detection and IsolatiofFDI) and general
Anomaly DetectiofAD) in either vehicle systems or generic control systeeig,(robotic
vehicles and industrial control systems). The authors of [46] and [150] conducted compre-
hensive surveys on prior FDI and AD studies in general control systems, respectively, and

the authors of [3] and [145] also conducted comprehensive surveys on security of IVNSs,
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including the summaries and comparisons of detection scope and performance of different
schemes. So, here we only introduce the work that has similar detection scope and does
not require any cloud support 8sVa.

Fault Detection and Isolation (FDI)EDI [8, 18, 47, 55, 89, 99, 143, 156] focuses on
the detection and diagnostics of anomalies caused only by component faults. They usually
model the system of interest in detagl.g, by Bond Graph [72]) and design observers to
capture any occurrence of inconsistency and formulate a system of (differential) equations
while treating the faults as unknown variables [8, 47, 156]. The faults can then be identi-
ed by solving for the unknown variables in the (differential) equation system. They are
able to pinpoint the faulty components ef ciently, but require detailed knowledge of the
target systemife., design, architecture, and parameter settings) and detailed system state
measurements and control setpoints to function as intended.

Speci cally, FDI approaches usually have the following formulation:

x[k+ 1] = A(X[K]) + B(u[K]) + xp[K] + mK] (3.1)

YKl = C(XK]) + xm[K] + y [K]; (3.2)

wherex is the ground-truth system staieis the measurement outpuijs the control in-
put/setpoint,mis the process noisg, is the measurement error, arg and xn, are the

attack vectors (i.e., that speci es the attack magnitude) corresponding to system process
and measurement, respectivedy.B, andC are the transformations that capture the corre-
lation/causality between system state, control input and measurements. The above formu-
lation treatu as a trusted/known data and, therefore, the attack vectors can be obtained by
solving the equation systemof Egs. (3.1) and (3.2).

If we use incorrect control input as™when they can also be manipulated, the resulting
Xp andxm may be incorrect. However, if we treat them as elementg ithere will be

insuf cient information in E to determine uniquely (i.e., there can be multiple solutions
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that can satisf§). Prior work (e.g., [122]) usually transfornisfurther to an optimization
problem and solve it numerically and this will make the solving process to stop/stuck at the
rst solution it nds without identifying other potential anomaly sources.

The main difference betweddiVa and a typical FDI is thaDiVa identi es or narrows
down the source of an anomaly/fault by solving a Boolean equation system derived from
the results of its detection phase. That waiya does not rely on the causal correlation to
identify the anomalous data as in vehicle FDI approaches, enabling it to correctly identify
the anomalous source under an attaelg( data manipulation), and nor does it require
detailed system layout and measurements to work.

General Anomaly Detection (ADXD schemes [2, 5, 23, 45, 50, 54, 79, 90, 101, 102,
124, 146, 153, 157] explore the correlation between multiple vehicle data and construct
their normal models/behaviors for anomaly detection. There have been proposals to detect
anomalies in a single component or functional groeyg (engine [50, 90, 101, 102], brake
[23, 79] and gear system [146]). They are specialized to model the components of interest
based on the mechanical design and physical correlation of the components. They can
achieve accurate detection, but are dif cult to deploy due to their requirement of detailed
in-component measurements that are not commonly available on in-vehicle networks.

There have also been system/control/physical invariant approaches proposed to model
the control behavior of a cyber-physical system (CPS) for anomaly detection. They usually
model the CPS as a typical control system shown in Fig. 3.2a and develop mechanisms
to capture the system's control behavior. Chbal.[25] proposed a detection framework
by capturing the causality among target state/setpoint infhltinternal system statgt),
and observed system stafg) based on a PID controller model, whar@) andy(t) are
designed to point to the same measurement in its design. Similarly, Quirbaez104]
proposed use of a nonlinear physical invariant for detecting anomalous system behavior,
i.e, u(t)! y(t). Although the above approaches are applicable to robotic/customized ve-

hicles, they cannot be applied to commercial SA systems, such as commercial vehicles,
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due to the lack of data and/or system models they require. Speci cally, the data commonly
available on IVNs are limited to i) speci ¢ control inputét), ii) partial powertrain com-
ponent states(t), and iii) dynamics measurementd). In other words, most of the data

they require, such as (the target and/or measured) wheel/brake torque, are not available on
IVNSs.

To overcome the absence/lack of ef cient models/mappings fr@nto y(t), the au-
thors of [45] and [54] cross-validated vehicle data in different functional groups to ensure
that in-vehicle data are authentic by focusing on the pair-wise correlation between data
types. While they aim at anomaly detection in vehicle maneuvering behavior, the authors
only considered pair-wise, linear correlations between vehicle data without providing any
effective way to identify the sources of anomalies. From a technical point of view, EVAD
[54] (i.e., the approach with the best performance among prior data-driven approaches) per-
forms detection based directly on the pair-wise correlation coef cients and power spectrum
densities. However, it still requires closely-coupled data that are not commonly available
on IVNs (e.g, hbrake torque, brake pedandhwvheel torque, accelerationto achieve ef-
fective detection. Dasht al. proposed PID-Piper [28] based on long short-term memory
(LSTM) machine learning for controller behavior modeling without the requirement of de-
tailed physical modeling. However, as we will show in Chapter 3.7, this approach cannot
effectively capture vehicle's behavior for anomaly detection with limited data availability.

In contrastDiVa constructs normal behavior models based on commonly available data
on IVNs. Itis important to note that data availability is not an easy requirement to meet
because IVNsd.g, CAN bus) are usually designed to meet the real-time requirements of
messages using priority-based network access. Adding new data may require a re-design of
message priority assignment, which may, in turn, require the modi cation of multiple ECUs
[29, 100]. Also, since ECUs are usually deployed on different in-vehicle (sub)networks
of different types (Fig. 3.2b), accessing detailed data from different IVNs may require a

fundamental change of IVN architecture which is infeasible/unacceptable for cost reasons.
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3.3 Threat Model and Case Study

3.3.1 Threat Model

DiVa is designed to detect anomaliessiystem behavignot attack patterns, and iden-
tify or narrow down their sources from the cyberspace. Speci cally, the anomalies consid-
ered inDiVa can occur under one of the following conditions:

Al. A change of the system's reaction to control inputs owing to a faulty or compromised

component;
A2. A sensor failure or a sensor spoo ng attack; or

A3. A data manipulation attack from a compromised component.

Data Manipulation(DM) is de ned as the act of modifying the value of a message
transmitted on the in-system networlesd, IVNS) to a (wrong) value that does not rep-
resent the actual system state. The main difference between anomalies caused by data
manipulation and a component failure is that the anomalous operations of the latter will
propagate to other components in the control ow. In contrast, a data manipulation may
not have such a causality relationship between the input and the output since data on IVN
are not necessarily directly involved in control componeptg,(only for diagnostics or
information display). Note that data manipulation is not equivaleata Injection(Dl),

i.e. the detection target of IDSes [3, 145]. They may lead to similar consequences from

a control perspective when the injected messages are also under manipulation attacks, but
data injection will generatadditionalmessages, which will inevitably change the message
transmission pattern.

Since insuf cient data availability preveni@iVa from accurately capturing all aspects
of system state, and also different vehicles are equipped with different types/levels of re-
dundancy,DiVa does not rely on the assumption of a xed, trusted (set of) data. As a
common and natural limitation of all data-driven approaches that do not rely on any sin-

gle trustworthy dataDiVa is designed to detect anomalies as long as the adversary cannot
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compromiseall data at onceand identify their sources if the majority of its input data are

not manipulated coordinately.

3.3.2 Case Study

We use data types (DTs) to indicate a speci ¢ data types from the SA entity and avoid
confusion with a single data sampl@iVa's case study focuses on the followimghicular
DTs (or VDTs)hat are related to vehicle maneuvers:
» Control Inputs(Cl) — throttle or gas pedal positiogd), brake positionlf;), and steering

wheel angledg);
» Powertrain Component$C) — engine RPMr(,) and gear leveldg); and

» Vehicle Dynamic§DYN) — longitudinal accelerationa), lateral accelerationaf),
speedy) and yaw rate\z).

DiVa chose these VDTs based on the standard vehicle repair procedure/information
(i.e, OBD-IlI) and the common data availability without signi cant modi cation in the
vehicle architecture or the model-speci ¢ parameters of the vehicle.

The limitation of DiVa's detection described in Chapter 3.3.1 should not diminish
DiVa's value and practicality for two reasons. First, as we will later demonstrate in Chap-
ter 3.7, the prior work with the best reported performance still cannot effectively detect
a single behavior anomaly with limited data availability. Furthermore, most, if not all,
of prior approaches designed for detecting stealthy attacks are not directly applicable to
commercial vehicles without the mechanisms/models propos&iMa to detect nae
anomalies, let alone the detection of stealthy ones. Second, the VDTs coved@dain
are associated with at least three different ECelg,(engine control module, transmis-
sion control module, and gateway module) and the recently reported attack only showcases
data injection/manipulation throughsingle ECUthat has communication interfaces with
external entitiesi.e., the infotainment system. A successful attack that can elzada's

detection/identi cation requires the attacker to manipulate all (or a great majority) of the
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data inDiVa by compromising or matching the transmission characteristiel &CUs
involved with the target datsimultaneouslyHowever, using a single ECU to mimic other
ECUs' transmissions or generating additional messages to coordinate the attack can easily

be caught by the existing IDS/DI approaches [3, 22, 145].

3.4 System Design

3.4.1 Detection Sets

Instead of considering all data as a single correlation group for system behavior mod-
eling, DiVa performs anomaly detection on a set of combinations of DTs, cdt¢ekction
sets(DSs). DSs are so designed that each of them may capture one or more important
system characteristics and the data of each detection set may overlap with those of other

DSs for cross-validation of data integrity.

DS T Cl PC DYN

Index ype Oa | br [Os|Mm|Qe|ax |ay | Wz | V
1 313 3 3
2 | Cl DYN | 3 3 3
3 3 3 3
4 3|3 3
5 | PC DYN 3 3
6 3 3
7 313 3
5 Cl PC 313 3
9 All 3 3 3
10 3 3 3
11 Cl DYN 3 33
12 DYN 313 (3

Table 3.1: Detection sets @fiVa, where indicates an always-on detection set.

study. Speci cally,DS$;—DS3 capture the input-to-response consistency related to the vehi-
cle's acceleration in longitudinal direction whil2S,;o—DS;» capture the lateral maneuver

characteristics of steering controDS;—-DSs; capture the relation between the output of

78



powertrain components and their resulting vehicle dynamizS; and DS capture how
the control inputs interact with powertrain components. Fin&lgy models the automatic
transmission's behavior.

These 12 DSs capture the most fundamental vehicle operations and, therefore, are di-
rectly applicable to the vehicles commonly seen on the raads $edans and SUVs). Fur-
thermore, if a rst-party carmaker wants to integr&td/a into its vehicles, more detailed
DSs can be added to the existing DSs for more ne-grained identi cation. In case more

ne-grained data become available, we provide a performance proof in Chapter 3.4.4.3.

3.4.2 Overview of System Work ow

Figure 3.3:DiVa's work ow.

DiVa's basic work ow consists otraining andexecutiorphases as shown in Fig. 3.3.
In the training phaseDiVa monitors/collects the data in the SA system and constructs
the system's normal behavior model for each detection set. After constructing the normal
behavior modelsDiVa provides an option for system developers to automatically derive
the thresholds to be used during run-time. During the execution pbaga, performs
anomaly detectiorontinuously It rst detects anomalies based on some selected DSs.
To lter out transient false positivedDiVa reports an anomaly only after consecutive
positive detection3. If an anomaly is detected)iVa attempts to identify the anomaly
source/cause by combining the detection results from all the DSs.

This two-stage mechanism is designed based on the fact that not every detection set

holds the same level of causal relation (or correlation) between their data and some of the

3a is a design parameter that can be set to the developer's/user's preference or obtained during the optional
parameter training.
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detection sets are available only when a certain event ocegrd)S, can only work when

the gas pedal is pressed. The detection sets selected for reporting an an@amnée (1st
stage) ar®S;, DSy, DSy, andDS; 1, which we callalways-ondetection sets. By perform-

ing detection only on always-on detection sets BtVa's overall false positive rate will

not be in uenced by the false positives from other DSs with weaker causal correlation. In
the case study, we choose always-on DSs because they:

« collectively cover all the VDTs considered in the case study;
« all have a common VDTi., speed ¥"); and

» have deterministic causal correlation/models between their VDTs.
Other than reducing false positives, the essence of selecting these always-on DSs is to
prevent a coordinated or colluded attack from going undetected. If an attacker wants to
mount certain attacks that can fool an always-on DS, s/he must also manipulate/match
speed. In the meantime, other always-on DSs will detect the anomaly as long as the attack
does not manipulatell of the data coordinately, which is not in the scope of this thesis,
and is impossible for any data-oriented system to detect without assuming certain trusted
data.

After an anomaly is detected in the 1st stab@ya performs anomaly detection on
the remaining DSs and executes its source identi cation algorithm based on the detection

results from all the DSs to narrow down the search space of anomalous data source.

3.4.3 Anomaly Detection in Detection Sets

We now introduce two mechanisms ttiiva utilizes to perform anomaly detection.
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3.4.3.1 Detection by Distance to Normal Model

This approach is designed to identify system behaviors that signi cantly deviate from

normal operation. Assume a DS is governed by a mbtiglin the form of

xAt) = FOxa(t); %(t);:: 5 xn(t); (3.3)

derived characteristic.

DiVa utilizes My, and the testing datge1(t), %e2(t), :::, %en(t) to obtain an estima-
tion of x4(t), denoted agd(t). DiVa then computesl = D(Xe;%%) to My, whereD( )
is the function that compard®, andx’, and outputs a scalat, indicating how muchd,
deviates fronM¢,. Finally, DiVa reports an anomaly d is greater than a thresho@l D( )
can be expressed with the notion of tuple using multiple distance de nitions and threshold
values. In a give() = hD1();D2();:::i, DiVa will report an anomaly if any distance

element exceeds its corresponding threshold.

3.4.3.2 Detection by Model Change

This detection is designed to identify a minor change of behaviors over a long period of
time that is undetectable by the previous approach. This detection is performed periodically
to ensure thaDiVa can capture minor changes over a long period of time. Like the previous
example, suppodeiVa obtains the modeé¥l, with model parametefspy:1, Prr:2, : % Ptrkd
after the training phas@iVa takes the testing dafaie1(t), X%e2(t), :::, Xen(t)g as inputs,

uses the same model training procedure as in the training phase, and derives a testing model

testing models one-by-one and reports an anomaly detection jPaRy Prex] > Guk-
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3.4.4 Identi cation of Anomaly Source(s)

Let us rstintroduce some notations before presenting the identi cation algorithm. Let
DS; be a DS with index, DS,;! 3 (DS;! 7) represents the case whBxy, succeeds

(fails) in matching the normal behavior, add,(t) be the time-series data DfS,.

3.4.4.1 Problem Formulation

set Q). x; 2 Pindicates thax; (i.e., an indicator o;) can be either anomalous (0) or correct
(1), while x; 2 Q indicates thak; can only be equal to 1. The problem of identifying an
anomaly source can be formulated as that of ndP@nd Q that satisfy the system of

Boolean equations constructed based on the detection results on DSs:

8 ~a
% (x)=1,if DS;! 3 (3.4)
N%D%
3 (x)= 0;if DS;! 7; (3.5)
%2DS;

V . . .
where denotesAND operation. Since only the elementsRrcan produce a 0 detection
and Eq. (3.4) can always be satis ed, this problem can be simpli ed further as that of

identifying all possible; 2 P such that

(: x)= 1,if DS§;! 7; (3.6)
Xi2DS;
W . . . . .
where  denotesOR operation. That is, the goal is to identify at least one anomalous
DT in a DS upon detection of an anomaly. While this formulation may seem similar to the
hitting set problem [30, 31, 97], there exist two main differences that make the identi cation
problem unique. First, the hitting set problem does not consider the condition in which
there can be incorrect detectiare(, false positives or negatives). Second, our goal is to

nd the DT that is most likely to be anomalous during the period of interest, instead of
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nding a minimum number of anomalous DTs from a single detection.

3.4.4.2 ldenti cation Algorithm (I1A)

We have developed an ef cient algorithm to solve Eq. (3.6) with computation complex-
ity of O(NK), whereN (K) is the number of DTs (DSSs).

The rst step of anomaly source identi cation is to combine the detection results in DSs
by creating a table as shown in Table 3.2 and marking each cell according to their results.
DiVa labels all the DTs iDS, to be 1ifDS,! 3, and 0 otherwise. The value 1 means that
the DT matches the normal behavior while 0 means the DT's integrity to be determined.
Then,DiVa performs a column-wise OR operation on the result table as shown in the “All”
row of Table 3.2 and outputs all the DTs with value 0 as potential anomaly source(s).

Ideally, the detection results should correctly capture the anomaly in each DS. However,
it is possible that some DSs have incorrect detections. Therddive, performs a sanity
check before generating the nal detection result. Erring on the safer side of detection,
DiVa is biased to determine that a DT is a potential anomaly source wioem &ting
detection(CD) occurs. A CD is de ned as the condition thaD&, does not match its
normal behavior, but all other DSs that have overlapping dataD@tpass the detection.

In case of a CDDiVa will set all the data irDS, to be anomalous.

DiVa performs the above procedure and marks the potential anomaly source(s) when-
ever an anomaly is detected. Users will be able to select the time period of their interest
and obtain a summary of that period. For example, if a user is interested in his last trip,
DiVa will create a chart as shown in Fig. 3.1 and rank the vehicle data according to their
likelihood of being the anomaly source(s) based on the & determined them to be

anomalous (callednomalous time
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DS Result ga by s rm Qe ax a Wz V
1 3 1 - - -1 - -1
4 7 - - - 0 0 - - -0
10 3 - -1 - - - 1 -1
11 3 - -1 - - - - 1 1
2 3 i - - - -1 - -1
3 3 -1 - - - 1 - -1
5 3 - - -1 - - - -1
6 7 - - - -0 - - -0
7 3 11 - 1 - - - - -
8 7 0O 0 - o - - - -
9 7 o - - - 0 - - -0
12 3 - - - - - - 1 1 1

All 7 1 1 1 1 0 1 1 1 1

Table 3.2: Example of combining detection results while assuming only geargaia (
anomalous.

3.4.4.3 Detection Correctness and Performance Guarantee

Before discussing the properties of the identi cation algorithm (IA), we rst introduce
some terminologiesCorrect detectionndicates the condition that the consistency check
(i.e, whether or not the data passes the anomaly detection) wiifffait least one of the
DTs in a DS is anomalousWeak detectioindicates the condition that the consistency
check will pass if all the DTs in a DS are correcie( without manipulation) and the
consistency check will fail if not all the data in a DS are manipulated. A representative
condition of weak detection is the adversary launching a sophisticated attack that targets a
certain set of DSs to evad®iVVa's detection. The correctness and effectiveness of IA can
be stated as Properties 3.4.1-3.4.2 and 3.4.3-3.4.5, respectively. Note that the properties
discussed here are the general characteristics of IA and they always hold irrespective of DS
design under consideration (even when including more than the original ones) as long as
there exists a set of always-on DSs such that all DSs in this set (i) collectively cover all the

DTs and (ii) share a common DT.
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Property 3.4.1. (Detection Guarantee) If not all DTs are manipulated, IA is guaranteed to

detect anomalies under weak detection.

Proof. Since not all DTs are manipulated, there must exist an always-on DS that contains
at least one correct DT and one manipulated DT because of the DS requirement described
earlier. According to the de nition of weak detection, the DS contains at least one correct
DT and one manipulated DT will fail the consistency check. Therefore, the anomaly will

be detected. n

Property 3.4.2. (Correctness) The result obtained from IA (i.e., P and Q) always satisfy

Eqg. (3.6) under weak detection.

Proof. Assume there is a solution of IA that does not satisfy Eqg. (3.6). Thatig

\% _ D . .
st x2ps(X)= 1always holds an®S,! 7. This indicates alk 2 DS, are inQ, which
violates the condition of sanity check, and hence this solution cannot be a result from IA.

Therefore, the assumption must be false. ]

Property 3.4.3. (Suspect with Reason) Under weak detection, there must exist sqrhe DS

7 and x 2 DS; for all x; determined to be in P.

Proof. Assume9 x; 2 Ps.t.8DS; 3 x;, DS;! 3. SinceDS;! 3 for all DS; 3 x;, Xj must
be 1 before the sanity check. Also, the sanity check will only chaqgO0 if x; in one of
the DSs that fail the consistency check. Therefgrejust be inQ. This result contradicts

the assumption, and hence the assumption must be false. O

Property 3.4.4. (Guarantee of Correct Detection) IA is guaranteed to include all the

anomalous data in P under correct detection.

Proof. Assume9 x; s.t.x; 2 Q andx; is anomalous. Since IA will only classify a DT @
if 9 DSj s.t. DS} ! 3 andx 2 DS, this contradicts the assumption of correct detection
that the consistency check will always falil if there is at least one anomalous data in the DS.

Therefore, the assumption must be false. O
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Property 3.4.5. (Guarantee of Weak Detection) Under a weak detection, IA guarantees
that all the anomalous data will be included in P as long as they are not in a DS that is

under a coordinated attack.

Proof. Assume9 x; s.t.x 2 Q andx; is anomalous. Since IA will only classify a DT in
Qif 9DS; s.t.DSj! 3 andx 2 DS}, this contradicts the assumption of weak detection
that the consistency check will always fail if there is at least one anomalous data in the DS

when not under a coordinated attack. Therefore, the assumption must be false. [J

Property 3.4.3 guarantees that IA will not include unnecessary d&avinile Proper-
ties 3.4.4 and 3.4.5 make sure that IA will include all the suspected anomalous #ata in
In what follows, we explore the DSs proposediivVa and describe how they can be used
to model the normal vehicle behavior for anomaly detection.

Next, we detail the DSs used DiVa's case study.

3.5 Input-to-Response Detection Sets

The models in this class of DSs describe the causal relations between the control inputs

and the vehicle dynamics. Speci cally, the modiélhas the form of:

Xp(t) = F(Xa(t);::Xp 2(t);Xp+ 1(1) ;2125 Xn (1)) (3.7)

3.5.1 DS fga;br;ax;vg

Model: DS; explores the causal relation between the control inputs and the vehicle
dynamics in longitudinal direction. Speci calllpS; describes how longitudinal accelera-
tion will change if the gas pedal or brake is pressed. According to Newton's second law and

the general vehicle's physical model [82], the vehicle's acceleration can be expressed as the
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effect of the engine's drive forcd=€), braking force Eg), resistance forceR), including

aerodynamic drag and wheels' rolling drag, and other unobservable corfgxts (

may = Fe + Fg+ Fr+ Fo: (3.8)

Fe (Fg) is determined by the vehicle state and the amount of gas (brake) pedal pressure
applied whileFgr is determined solely by the vehicle state. Therefore, the modBISpf

(M psg,) can be described as:

ax(t) = Bo(v(t))+ By(V(t);Ga(t)) Kg(ga(t))

+ Bp(v(1)) Ko(br (1)) (3.9)

whereKg andKj, are the functions that re ect how the pedal positions in uence the acceler-
ation; Bg, By, andBy, represent the scaling effects which depend on the state of the vehicle.
Note that the rationale behind the desigrBgf ) is related to capturing the gear transition
behavior (Chapter 3.6.6).

We then approximate the functions in Eq. (3.9) with their Taylor expansions:

Ng;B ) Ng;K
ax(t) = Bo(V(t))+ @ Bgi((1)) gy aQ kgpoh
i=0 p=0
Ng;B . ch));K
+ a Byj(Mt) bl QA kogqb! (3.10)
j=0 g=0

where theN's are the orders of the approximation. Eq.(3.10) can be further simpli ed as:

Ng ) Np _
ax(t) = Co(v(t)+ A Cai(V(t)gh+ & Co:j(V(D))bl;
i=1

=1

The training ofDS; can then be performed by identifying the scaling effeet,(theC's)
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with regard tov based on machine learning techniques, such as ridge regression.

We introduce the process of trainit, fCyig, andfCy;;g. DiVa utilizes a similar
training process aSADD, but without road inclination calibration, to identify the param-
eters based on their values at different speeds. Speci cally, it partitions the data into small
segments with a prede ned time window (10s in our implementation) and performs ridge

regression [12] to estima®, f Cy;ig, andf Cy;jg in each segment:

Ci= argmirg, (axx  Crwi)*+ | jwig% (3.12)

each segment, arldis the regularization term.

The nal step is to nd a mapping between the speed and the parameter vali\és.
utilizes the average speed as the speed in the target segment. That way, we can plot the
values of parameters and speed on a 2D space, and identify the mapping by performing
regression. Fig. 3.4 shows an example of using a third-order polynomial to approximate
the mapping between the parameters and the vehicle speed. In this example, we can observe
that the data points form clear patterns, indicating our model's ability to correctly capture

the correlation between the data considere $j.

Figure 3.4: Example of estimating parameter®& model. The data in this example are
extracted from Comma Al's open dataset [27].
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TheD function of DS, is de ned as the absolute difference between the predicted and

the actual acceleration:

Dps, = jax(t) ax(t)j: (3.13)

3.5.2 DS fgqax;vgand DS3 fby;ax;vg

The models 0DS, andDS;, denoted adl ps, andM ps;, respectively, are simpli ed
versions oM pg, . Instead of considering both gas and brake pedals at the samévigag,
(Mps;,) focuses on the time when only the gas (brake) pedal is pressed. Since the operations

of training and detection are basically the same d33p we omit their details.

3.5.3 DSiofgs;ay;vgand DSy fgs;wz;vg

DiVa exploits the characteristics of circular motion to model the lateral motion of the
vehicle. The yaw ratewz) and the steering wheel anglgsf of the vehicle follows the
following equation [77]:

wz = Vv sin(qs=k)=l; (3.14)

wherek is the steering ratio arlds the vehicle length. Speci cally, when making turns, the
lateral acceleratiore{) induced by the centripetal force is proportional to the square of the
yaw rate the turning radiusr(: ay p W§r. Sincer is determined byjs, DiVa constructs

Mps, andMpg,, as:

Mo, () = bra(u(t)) bra(as(t) and

Mps,; : Wz(t) = bz;1(W(t)) bz2(as(t)): (3.15)
Similarly toM ps,, Dps,, andDpsg,, are de ned as:

Dosy, = jav(t) av(t)j; and (3.16)

Dps,, = jWz(t)  wz(t)j: (3.17)
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3.5.4 DSppfay;wz;vg

Unlike the other DSs in this categoiS;» is designed to check the consistency be-
tween the vehicle dynamics in lateral direction. Utilizing the circular motion that the
centripetal acceleration is proportional to the product of angular speed and the velocity

(ay p wzv), DiVa constructdVl ps,, as:

Mbps,:ay(t)=s wz(t) w(t); (3.18)

wheresis the model parameter that is obtained by the ridge regression during the training

phase. Fig. 3.5 shows an example of the linear correlation between the VIDEsin

Figure 3.5: This gure shows an example 8kdars linear correlation betweeay and
Wz V.

Dps,, is de ned as the distance between a given data ( x(t);h(t)) = ( wz(t)

v(t);ay(t)) and the curveg = sx

p
Dps, = d= jh(t) s(t)j= 1+ (3.19)

3.5.5 Correlation and Energy Differences

We have thus far discussed DSs with a strong (causal) correlation. While all of their
models have the same form as described in Eq. (3.7), a direct comparison of the predicted
value ¢qt)) and the recorded valueqt)) may sometimes result in a high false positive

rate due to transient noises. To account for thi8/a performs additional detection if
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D(xqt);:xqt)) > Gwithin an observation windowT{y=10s). DiVa computes i) the corre-

lation coef cient, and ii) the energy difference betwedt) andx{t), t 2 Tyw. While the

former measurement checks whether the feature§Hfandxqt) match each other, the
latter measurement detects whether there is an extra scaling or shifting between the two

data. The energy difference is de ned as:

Z
Eb= A2 sqt)?dt: (3.20)
Tw

Similarly, if one of the measurements exceeds the detection threghivlwill report the

detection of an anomaly.

3.6 Powertrain Operation Detection Sets

For powertrain control operationBiVa constructs models to extract vehicle behav-
ior characteristics (VBC), such as gear-switch timing and ratio of vehicle speed to engine

RPM. Speci cally,DiVa derives the VBC according to the VDTs in the detection sets:

g= F(xa(t);x2(t); 15 %a(1)); (3.21)

whereg is the target vehicle characteristics.

3.6.1 DS frm;ge Vg
3.6.1.1 Model:

Mps, captures the speed-to-rpm ratio in each gear level. To consitug}, DiVa
exploits the fact that i) there is a one-to-one mapping between gear levels and the equivalent
gear ratio of the gear-train system and ii) the wheel speed is proportional to the product of
engine RPM and gear ratio [124]. That is, the vehicle spepdi(l be proportional to the

engine RPM () given a xed gear levelde). Speci cally, there exist step-shaped patterns
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Figure 3.6:v(t)=rm(t) matchege(t) from a real-world trace.

in the observed value @fr = v=r, that indicate the gear level (Fig. 3.®iVa captures the

average ofyr in each gear level to construglpsg,:

r(ge(t)) = V(t)=rm(t); (3.22)

wherer (K) = grk is the mapping between gear lekednd speed-to-rpm ratigry.

3.6.1.2 Detection:

DiVa reports detection of an anomaly when speed-to-rpm ratio of testing data does not
match the normal modeDpsg, is de ned to be the absolute difference between the recorded

gr and the estimated gear ratip usingr ( ):

Dos, := jgr(t) 1 (ge(t))]: (3.23)

Similarly, DiVa continuously monitorgry of the testing datai.e., grk.test) and report the

detection of an anomaly by model changgrif.s; deviates from the normal model.
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3.6.2 DSfrmvg

There is no apparent correlation between these two VDTs when we only consider en-
gine RPM and speed. Sometimes they have a high correlation coef cient, while they do
not at some other times, depending on whether or not the gear is in transition. To con-
structM ps;, DiVa computegyr(t) = v(t)=rm(t) and then determines the gear level at any
given time by identifying the closest value gfy obtained fromDS;. After determining
the gear levelDiVa considers only those time periodiswhengr(t) stays stable (Fig. 3.7)
by ltering out the time when the gear is in transitiokl pg; is designed to be the average
correlation coef cient between speed and RPM in the stable period as well as the range of

speed and RPM value in each gear level:

Ozrpm = COIT(rm;V); 12 Tg;
&k = [ min(v(t)) ; max(w(t))]; t 2 Ts;

€k = [ min(rop(t)) ; max(rmk(t))]; t 2 Ts; (3.24)

wherecorr is the function that computes the correlation coef cient between the input data
and subscripk indicates that the time when the gear level is determined to be

Dps, is de ned to be the difference of correlation coef cients of speed and engine RPM
between the trainingy;) and testing ¢e) phases and how much the recorded valueg of

andrp, differ from e,k ande, respectively:

Dps, = higr  Qe); V(1)  euiirm(t) € (3.25)

whereex:k = [ &x:kmin; €x:kmax aNdX(t)  exx =
max(j max(0; Xicmax  x:kmax]; JMIN(0; Xiemin - €x:kemin)i):
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Figure 3.7: Engine RPM (thin curve) and speed (thick curve) show similar patterns when
the gear is not in transition (marked by the black boxes).

3.6.3 DS fgevg

Unlike the condition irDSs, gear and speed show a strong correlation when the gear is

in transition, but not when the gear remains in the same |&¥gk; has the form of:

Qyeary = COIT(Qe;V); 16 (3.26)

Dps; is de ned to be the difference of correlation coef cients of speed and rpm between
the training @r.gearv) and testinggegearv) pPhases:

Dps; = jQrgearv  Qegear):

3.6.4 DS;fga;br;rmg

DS; is one of the DSs with VDTs that do not have any strong correlation with each
other when only the included VDTs are considered. Bija does not construct any
speci ¢ model for the vehicle and performs generic anomaly detection that is applicable to
vehicles.DiVa monitors the change of engine RPM when three events occur:
» Tgs — the time between the gas pedal is just pressed and the percentage of gas pedal

position starts to decrease;
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» Tge — the time between the gas pedal position starts to decrease and the gas pedal is

completely released; and

* Ty — the time when the brake pedal is pressed.

The choice of events is based on the fact that engine RPM will be affected by the
change of control input before transmission and, thereforeréinsientchange of engine
RPM when these events occur is less likely to be the result of change of transmission. That
is, the RPM will increase when the rst event occurs and the RPM will decrease when the
latter two events occubDpg, is de ned as the change of RPM durifigsp, Tgeq, and Ty

in the detection window, wherng, g, andr the event indices:

Dps; := MDrm(Tgs1);::;Drm(Tge1) it Drm(Th:1); 2o (3.27)

In normal conditionPrm(Tgsp) should be greater than Drm(Tgeq) @andDrm(Tp;) should
be less than ODiVa will determine that an anomaly has occurred when any of the above

relations does not hold.

3.6.5 D fga;br;ged

Similarly to DS;, DSg utilizes generic vehicle characteristics that the gear level will
only increase when there is a positive acceleration, and decrease when there is a negative
acceleration to perform anomaly detection. While the positive (negative) acceleration is
the result of applying gas (brake) pedal in most of the scenddid® monitors whether
gas/brake pedal is pressed during a gear change.

Speci cally, DiVa computes the difference of the durations when the gas and brake

pedals are pressed and the gear is changing. Ther&fgggjs given as:

Dps, = hiTgual | Touths 5T | Todad;:l;

where the subscrig (b) indicates that the gas (brake) pedal is pressed and subs¢dpt
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indicates the occurrence of up-shift (down-shift) evebBi¥/a reports the occurrence of an

anomaly whenTgup | Thupl < 00rjTgds) j Todri > 0.

3.6.6 DSy fga;geVy
3.6.6.1 Model:

M ps, captures the gear shifting behavior (GSB) of the vehicle. The GSB of a vehicle
with automatic transmission can be described by a set of curves that mark the threshold
of throttle position and vehicle speed when a gear shift occurs [146]. Since the throttle is
controlled by the gas peddjVa utilizes gas pedal position to capture the GSB. Fig. 3.8 is
an example of GSB graph, where the data points are the recorded gear shift events and the
dotted curves are the thresholds that the vehicle makes a geaispgf.is then designed

as:

Ga(t) = GWU(1); Ge(t)); t 2 Tg; (3.28)

whereGY ) is the set of equations that describes GSB threshold curve$gisdhe time
when the vehicle makes gear shift®pg, is then de ned to be the minimum distance
between the recorded gear shift paihto the corresponding GSB curves. Trainivigs,
is equivalent to obtainingq ) for each gear levek given the training data in each gear

levelf (v;ga)kg by performing piece-wise regression [12].

3.6.6.2 Training:

Suppose there is a set of training dbatg ga) kg, a record of speed and gas pedal position
when the vehicle makes a certain gear shift (e.g., gear level 1 to 2). Since GSB of the
vehicles is a car maker's proprietary design that does not have any standard, it is challenging
to model the GSB with limited training data. Furthermore, since the GSB curves may have
segments that are parallel to either of the axesmfg,, a naive piece-wise regression will

not work in this case.
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Figure 3.8: Upshift curve dbedafs gear transition.

To meet these challengd3iVa needs to have an effective way to 1) divide the training
data into segments, 2) perform some regression algorithms, and then 3) combine the results
from the segments to form a complete GSB curve.

Divide data into segment3:he rst step of trainingV pg, is to normalizer andg, to the
range of[0; 1] to avoid any computational bias towards one of the datea then performs
principal component analysis (PCA) to identify the rst principal compon&d;{ in the
speed—gas plane where the data varies the rDdga then projects all the training data on
PC; and divides them into a prede ned number of segments.

Perform regression on theth segment:To avoid the condition that the data points
in a segment only align with the y-axis in the speed-gas plBia performs a PCA
analysis and then projects the data points onto the coordinate system de ned by the 1st
and the 2nd principal component®iVa will then perform a ridge regression to obtain
the approximation of GSB curve in the segment. The model parameters recorded for the
segments are their 1st and 2nd principal compondt@s { andPC:.,) and the regression

results.
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3.6.6.3 Detection:

Given a testing datR = ( te; Gate), DiVa will project P on PC; to identify the segment
of the GSB curvé residing in (Fig. 3.8)DiVa then computes the distanbg (Ds) between
P and the GSB curve along the gas-axis (speed-axis) andl sehin(Dg; Ds), whereDg
andDs are normalized distances to the GSB curve. The physical meaning of this distance
is the normalized deviation of speed or gas pedal position of the vehicle that should make

a gear shift.

3.7 Evaluation

We rst introduce our evaluation setup (Chapter 3.7.1) and then present the evaluation
of DiVa's performance from three perspectives. Speci cally, we evaluateiVa's ability
to detect anomalies as a pure detection system (Chapter 3.7[3)ais ability to identify
the anomaly source(s) while considering the source identi cation as a stand-alone function
(Chapter 3.7.4); and iiipivVa's system-wide performance as a complete forensic system

(Chapter 3.7.5).

3.7.1 Experimental Setup
3.7.1.1 Data

To ensureDiVa can be applied to more than one speci ¢ vehicle model/make, we use
three sources of data for evaluation: i) data collected from 2 vehicles — 1 sedan (Lincoln
MKZ) and 1 SUV (Ford Escape) — using commercial off-the-shelf (COTS) OBD-II inter-
faces,i.e., OpenXC reference VI [98] with 10Hz sampling rate, and ii) Comma Al open
dataset [27]. Table 3.3 shows the statistics of the data used in our evaluation. The vehi-
cles' operation scenarios include driving in urban/suburban areas and highways, and do not
contain repeated paths in different routes/traces. Also, the vehicles are driven by multiple

drivers to avoid the bias of driving behavior.
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Source Total Dist Trace# Training Testing Driver #

Sedan 55.88 km 7 22.18km 33.70 km 3
SUV  247.25km 5 43.76 km 203.50 km 2
Comma 262.07 km 6 16.85 km 245.22 km Unknown

Table 3.3: The data used in our evaluation (10Hz sampling rate).

While most DSs can generate a detection result using a single data sample, those
DSs utilizing correlation coef cients in their detection use a 10s-observation window for
detection-by-distance and all DSs use a 100s-observation window for detection-by-model-
change. For each data source, our evaluation is based on training and testing steps as

follows.

3.7.1.2 Training

DiVa rst generates normal behavior models for detection sets directly based on the
training data. Instead of using a set of preset thresh@i¢a performs the (optional)
threshold training to obtain the necessary parameters for its operation automatically based
on the detection preference set by the developers.

One of the most important questions in any detection system is how to set the thresholds
for reporting the detection. If a threshold is set to too low, the system will have a high
detection rate but will also inevitably have more false positives. On the other hand, if
the threshold is set to too large, the system will have less false positives, but more miss
detections.

DiVa will automatically generate the training cases and nd a threshold combination
that minimizes a pre-de ned objective function based on the design choice or even system
developers' preferences. All a developer needs to do is to set i) the target deviation levels
that DiVa should consider as an anomalye(, the detection target) and ii) the preference
tuple ). For example, the levels can be set to values smaller than (or equal to) the maxi-

mum tolerable error for the vehicle's internal components so that any larger manipulation
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which may lead to unstable system state will be considered as an anomaly. Note that this
detection target should also consider the behavior change caused by different driving con-
texts, such as the total mass of the vehicle including cargoes and passengers. For example,
there can be a 5.2% mass change (per additional passétw#e vehicle. The detection
target of 1.5m/$for ay is the result of considering the fact that the vehicle can have at least
400kg payload tolerance€., the driver, passengers, and cargoes) and can be traveling on

a road with 20% road grade. We would like to stress that the target detection settings
will not limit DiVa's detection to those target values. As we will introduce nBxva will
automatically adjust the threshold settings to obtain the best TPR and FPR preferences set
by the user and these thresholds may be smaller/tighter than the target detection setting;
this is the very reason whyiVa can still achieve> 79% median TPR even if the adversary
adjusts the attacks to match the detection settings (Fig. 3.9).

DiVa utilizes the preference tuple = [wz; wo; ws]" for each DS to specify the pref-
erence for i) true positive rate (TPR), ii) false positive rate of distance to model detection
(DFPR or FPR-D), and iii) false positive rate of model change detection (MFPR or FPR-
M), respectivelyDiVa selects the threshold&)for each DS by minimizing the following

objective function:

f(G) = W R(G); (3.29)

whereR(GQ =[(1 TPRG)? DFPRG%MFPRGA.

While DiVa utilizes always-on DSs to detect the occurrence of an anomaly, always-on
DSs and their parameters are chosen to achieve high accurmgcligh detection rate and
low false positive rate). On the other hand, since other DSs are utilized to narrow down the
search space, their parameters can be chosen to focus on high detection rate. The rationale

behind this design choice is to reduce the probability Bigka incorrectly rules out data

4Computed based on the average weight of a sedan (1360kg[95]) and 75kg per person: 5.2% = (Per Person
Weight) / (Car + Driver).
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as the source of anomaly. We choose the default settibg\at to be (1,1,1) for always-on
DSs and (2,1,1) for identi cation-assistance D$e.( other DSs that are not always-on
DSs).

Speci cally, DiVa adopts 2-fold cross-validation to avoid over tting the training data,

and the basic steps are:

» (Step 1) Create a dataset for threshold selection by performing data manipulation
based on the detection target set by system users/developers (see the description after the

basic steps);

» (Step 2) Use an optimization algorithm and a halbgfto nd a set off pgthat minimizes

f(p); and
« (Step 3) Use the second halfBf to nd the speci ¢ p°2 f pg that minimizesf (p).

In our evaluation, the detection target is set to the “Shift” row in Table 3.4. Therefore,
during Step 1Dt will be randomly manipulated to deviate from its original values by the
values speci ed in Table 3.4. This way we are actually simulating the worse-case scenario
that an attacker knowBiVa's detection target and tries to manipulate the data right on that
value(s). Since the detection target presented in this section is already a very tight bound,
system developers can directly use these settings in their deployment.

In Step 2, we use a genetic algorithm [85] with 400 elements in each generation and
as the optimization algorithm and it is set to terminate after the 5th generation to preserve
variations between elements. Finally, the top 10 tting elements will be used in Step 3. The
parameters used in the genetic algorithm are chosen based on our preliminary experiment
in which thresholds can already converge with this setting. Therefore, picking a larger
number of elements of generations will not provide any practical bene t.

If there are some speci ¢ vehicle modes or features that will change the vehicle's nor-

mal behavior €.g, the speed capping function or sports mode), the developers should set
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the training process to consider those modes by including them in the training data and im-
plementingDiVa to have multiple sets of normal behavior modelks.(DiVa should report
the detection of an anomaly only when the vehicle does not match any set of the normal
behavior models).

a is chosen based on two metrics during the training phase: i) the desired false-positive
performance and ii) the maximum tolerable detection latency. Because DiVa's default ap-
plication is for vehicle diagnostics, say, after a trip, we use i) in our evaluation. Speci cally,

a is obtained whemiVa reaches a 0% median false positive rate.

3.7.1.3 Test Cases

SinceDiVa is designed to detect vehicle behavior anomalies (not the attack patterns),
the test cases are designed (and presented) based on the resulting data/behavior deviation
that will be perceived byiVa after an attack is launched (instead of how the attack is
launched). That way, we can objectively evaluBt¥a's performance with regard to dif-
ferent behavioral changes without relying on a certain assumptidénooitroller design,
attack, and the results presented here can be extended to ppBd&s performance un-

der attacks that generate the same post-effect.

Type | ga [ br [as | rm [ Ge [ ax [av [ wy v
Unit % Lvl. mes® | rad=s| kph
Setsl\se\ss\& S | S| S| S S
10 1 1.5 0.5 12
Rand S0 S| S2| Si3| Sis | S5 | Sis| Si7 Sig
[0,100] [1,6] [-5,5] [-5,5] | [0,120]
Shift |19 | S0 [ 1 S22 S8 | S [ S5| 6 S7
10 1 151 1 0.5 12

Table 3.4: The basic testing scenarios in our evaluation.

Table 3.4 summarizes the basic scenarios considered in our evaluation. Since there is
no limit to how anomalous the vehicle behavior can be or how data can be manipulated, we

evaluateDiVa's performance while VDTs under consideration can be anomalous in three
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representative conditions. These evaluation cases are designed based on the successful
attacks reported before. According to [70, 88, 140], there are two steps to incorrectly
trigger vehicle functionsd.g, auto parking or diagnostic mode) in modern vehicles — i)
setting certain vehicle state datad, ga andv) to a speci ¢ value/range before triggering

the vehicle mode and ii) sending a (malicious) command to trigger the vehicle mode. Thus,
we rst evaluate the cases when any type of data can be set/manipulated (dero&ddaas

a certain valued.g, A3 in Chapter 3.3). Second, we consider the cases when the data can
have random values (denotedRend within a certain range to simulate sensor failure or a
nave attack €.g, A2). Finally, we evaluate the cases when any type of data can be shifted
by a certain amount of offset, denoted Sisift which simulates conditions in which the
attackers move the data or change the ECU/controller behavior to the target range without
changing the correlation between VDT&sd, Al). Shiftattacks are also stealthy in that
they are controlled to manipulate the vehicle data/behavior right\&'s target detection
settings (.e., only a small behavior deviation) and can thus evade the previous detection
schemes with only 56% detection rate and a long detection time required.

Note we only listed the basic evaluation settings used in Chapter 3.7.3 and other more
sophisticated cases will be evaluated in Chapter 3.7.5. For each testing scenario, we gen-
erate 10 different test-cases, creating a total of 4,860 and 147,420 diffnasd/route,
anomaly test-cases in Chapters 3.7.3 and 3.7.5, respectively. The anomaly will start at a
random time and last up to 5 minutes. The choice of 5min is to facilitate measureupents
to, but not just for 5min because the metrics used in our evaluation are compeelat
sampling timenot by considering the entire attack duration as a whole. Also, as we will

show laterDiVa usually requires only a single data sample to detect an anomaly.

3.7.2 Post-Attack Effects

Unlike drones or aerial vehicles that have a clear de nition of unsafe state (e.g., a stall

or crashing into the ground), whether or not an attack can cause some real harm to a car
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depends on its operating “context” (e.g., whether or not there are obstacles nearby into
which the car may crash). This is the reason why we directly presented the resulting effect
of attacks. In fact, the behavioral deviation caused by the attacks can be directly inferred
from Table 3.4. For example, a 12% vehicle speed deviation may make the driver think
s/he is driving at the speed limit while the car actually exceeds the speed limit by 12% or
the path planning of autonomous control will have a 12% estimation error for the traveling
time to reach a waypoint.

Here we present the real-world effects of the data manipulation presented in Table 3.4.
The upper boundf perception deviation caused by the manipulation of dynamics data is

given by:

. . RrR _
* ax or ay manipulation:DLx orvy = OT éDa(X ory)(t)dtdt, whereDL x o vy is the lo-
cation deviation inX or Y direction introduced to the vehicle whenever an acceleration

manipulation with magnitudBax orv) is made, and" is the attack duration;

R
* vV manipulation: DL = OTDv(t)dt, whereDv is the magnitude of speed manipulation;

and

R
* Wz manipulation:DH = OTDwz(t)dt, whereDH is the vehicle heading deviation and

Dwsz is the magnitude of yaw rate manipulation.

For example, under a “Shift” attack witbax = 1.5, the perception deviation of the vehicle's
location is bounded by 0.7% m. As we will show laterDiVa achieves 0 median detection
gap/latency under “Shift” attacks.€., DiVa is able to identify the rst anomalous data
sample in more than 50% of the test cases), so the anomaly will be detected before the
vehicle deviates: @5 (0:1)?m from its set course most of the time.

Note that since manipulating VDTs of control inputs will not violate the vehicle's reac-
tion to control inputsi(e., Al in Chapter 3.3) if the vehicle directly executes the manipu-
lated control inputs, we consider them as pure data manipulation on the IVN and omit their

post-attack effects here.
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3.7.3 Performance of Detection
3.7.3.1 Metrics

We evaluate the detection performancdd¥a using the following metrics:

» True Positive Rat€¢TPR): TPR follows the standard de nition of recall that represents
the ratio of the number afata sampleshe system correctly found anomalous to the
total samples of the anomaly. Note that the miss rate or false negative rate (FNR) = 1 -

TPR.

* False Positive Raté-PR): FPR follows the standard de nition of fall-out that represents
the fraction of samples the system incorrectly reports anomalous. Bieeutilizes
two detection mechanisms with different detection cycles, we report their FPRs individ-
ually, including the values of distance-to-model detection (FPR-D) and model-change

detection (FPR-M).

» Detection Gap(DG): The number of additional data samples after receiving the rst
anomalous data thdiVa requires to report a positive detection and start the false-
positive Itering counter. This metric speci es the minimum data count@dva to be
able to detect the anomaly.

Since TPRs/FPRs are computed based omsdmepling timethey can be considered as
the probabilities of true-/false-positives occurring at any given time, and DG is designed to

measure hoviVa reacts to the length/duration of attacks/anomalies.

3.7.3.2 Baseline Comparison

While we are not aware of any model-based approach that can be directly applied to
DiVa's detection scope, we implemented EVAD [54)(, a correlation-based approach
that has reported the best performance so far) and PID-Piperi[28]ane of the latest
control invariant approaches based on machine learning and cumulative sum (CUSUM)

detection without the requirement of physical modeling) for a baseline comparison. For
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a fair comparison, EVAD and PID-Piper can only access those VDTs availaibé/so

For EVAD, we added three correlation paiie( hay;v wzi, hgs;ayi, andhge; v=rmi)

based on EVAD's pair-wise detection mechanism to ensure it covers the same detection
scope adPiVa. For PID-Piperax, ay, andwyz are the prediction outputs of PID-Piper's
feed-forward control (FFC) module whitg, b,, andgs are those of PID-Piper's feedback
control (FBC) module. For both modules, the VDTs that are not their prediction outputs

are their inputs.

3.7.3.3 Results

Fig. 3.9 summarizeBiVa's detection performance when one VDT is anomalous at a
time (Table 3.4). In generaDiVa is able to achieve 93.03% TPR-AIl (.e., the average
of median TPRs from all three attack types) and low (close to 0%) median FPR-D for all
data sources. The slightly lower TPR in individual attack results for detectBigfedata
anomaly is due to our assumption of strong attacks under which the attacker Riva\s
detection targets and manipulates the vehicle's behavior at those targets tdDévatde
detection. The results of SUV show a higher FPR-M (10.53%) is due to the activation of
speed capping function in some of the collected traces which were detecteiVdyas
anomalies. If such traces are excluded as shown in Sthé median FPR-M decreases
to 0%. This result actually showcasBsva's ability to detect changes of the vehicle's
real-world behavior which will be discussed more in Chapter 3.7.5. Since the acceleration
and yaw rate o€omma Alare collected using external IMUs, the change of IMU positions
may affect the performance of individual DSs. We conjecture the change of position of
IMUs happened in the data set, thus leading to a higher FPR-M (and lower TPR-Shift) in
this case. This assumption is based on the fact that the FPR-Ds and TPRs, except for the
Shiftcase, are similar to those of the data we collected.

Figs. 3.10 and 3.11 show the detection performance of EVAD and PID-Piper, respec-

tively. One can observe that EVAD can only achieve moderate performance 6&91%
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Figure 3.9:DiVa's detection performance, where the TPRs and FPRs are presented using
their median values.

Figure 3.10: EVAD's detection performance, where the TPRs and FPRs are presented using
their median values.

Figure 3.11: PID-Piper's detection performance, where the TPRs and FPRs are presented
using their median values.

TPR-AIll with high (median) FPR (16.99%). This is due to EVAD's inaccessibility of

strongly correlated data pairs of target setpoints and vehicle dynamics, hence performing

detection based on loosely-correlated pairs of commonly-available data. Even though PID-

Piper shows a better performance than EVAD in detecting steShifyattacks, it can only

achieve< 57% median TPR and 12% median FPR,e., it cannot capture vehicle behavior

as ef ciently asDiVa under the same training and testing condition. In contidifa is

equipped with ef cient models to capture vehicle behaviors, achieving 79-100% median

TPR and 0-4.76% median FPR-D.
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We now compare the required numbers of data samplé3i¥a, EVAD, and PID-Piper
to report the rst (true-)positive detection (Table 3.BjVa is able to achieve 0 median DG
in all casesi(e., DiVa can detect the anomaly with only the very rst anomalous data most
of the time) while EVAD has 27 best-case median DGs and PID-Piper requires up to 175
median DGs to trigger a positive detection due to their reliance on the correlation coef -
cients and CUSUM detection. In summabjVa is shown to have signi cant advantages
over EVAD and PID-Piper in the case of limited data availability thanks to its ef cient

models and detection mechanisms.

Data | Approach Median DG 75th Percentile DG
PP Al Shift Set Rand| Al Shit Set Rand
DiVa 0 0 0 0 18 53 0 0

Sedan | EVAD 64 87 61 44159 183 159 134
PID-Piper| 3 6 3 1 31 44 40 8
DiVa 0 0 0 0 8 23 0 0
SUV | EVAD 58 38 32 105|188 199 199 165
PID-Piper| 14 26 14 3 |3 45 41 27
DiVa 0 0 0 0 29 87 0 0
SuUv* | EVAD 86 128 103 27 |199 199 199 199
PID-Piper| 76 27 27 175|129 48 65 275
DiVa 0 0 0 0 47 128 O 13
Comma| EVAD 47 70 41 311|131 173 122 99
PID-Piper| 2 3 2 0 11 14 17 3

Table 3.5: The median and 75th-percentile detection gap (DG) in sample couditganf
EVAD, and PID-Piper.

Tables 3.6 and 3.7 show more detailed statistics of performance of each detection set
andDiVa's rst stage performance. The 25th and 75th percentiles of each metrics are
shown along with their means and medians. For the identi cation-assistancei.BSs (
the non-always-on DSs), they achieve a high average detection rate (90+%) but also higher
FPRs than the always-on DSs becaudeivh's design choice of emphasizing the detection
rate. Note that higher FPR (10+%) of identi cation-assistance DSs will not affect the
system-wide false positive rate, because anomaly occurrences are detected by always-on
DSs, and the identi cation-assistance DSs are used for pinpointing the anomalous data.

Since the identi cation-assistance DSs perform event-driven detection and their DGs

depend highly on the timing of the target ever@g)( the vehicle performs a gear shift), we
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omit their DGs here.

3.7.4 Performance of Source ldenti cation
3.7.4.1 Evaluation Metrics

Let us evaluat®iVa's identi cation of anomaly sources (Chapter 3.4.4.2) as a stand-
alone function by exploring how welbiVa ranks the potential anomaly source(s):

» System Identi cation IndefSlIl): The average maximum ranking of the anomaly source(s)
in the output ofDiVa. For example, if there are two anomaly sources and the output of
DiVa suggests that they are ranked 1 and 4, the maximum ranking in this case will be
4. ldeally, the ranking of the anomaly source(s) should be higleerifaving a smaller

value) than other VDTs.

» Search Rang€¢SR): The search range of the anomaly source(s). It is de ned as the
number of VDTs with the same as, or lower rank than the maximum rank of the anomaly
source(s). Using the same example as shown earlier, if there are two sensors ranked 4,
SR in this case will be 5. We use ASR to indicate the average SR.

The reason for adopting two different metrics in this case is to identify wheddiida

tends to include other VDTSs as the anomaly sources with the same rank as the real one(s).
Furthermore, (Sl 1), wheren is the number of manipulated data, is equivalent to how
many “false-positive” components are identi ed as an anomalous source before the actual

anomaly source is identi ed.

3.7.4.2 Results

To evaluateDiVa's performance in locating anomaly source(s) as a stand-alone func-
tion, we control the input from the detection stage to have different levels of performance
(e.g, TPR and FPR) instead of directly using the results in Chapter 3.7.3. That way, we are

able to evaluat®iVa's identi cation performance under different conditions. We evaluated
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DS TPR FPR-D (%) FPR-M (%)
(%) | Mean| Median| 25th | 75th | Mean| Median| 25th | 75th
2 | 99.21| 0.47 0 0 0 8.85 0 0 14.29
3 | 100 | 3.09 0 0 2.86 | 13.35| 14.29 0 | 25.00
5 | 100 | 35.26| 35.57 | 27.14| 50.00| 15.27| 14.29 0 |28.57
S| 6 | 100 | 1.40 0 0 2.62 | 6.70 0 0 0
B 7 |99.05| 13.63| 11.11 0 |25.00H O 0 0 0
N 8 |97.94| 29.81| 29.94 | 14.29| 45.21| O 0 0 0
9 | 100 | 875 | 8.33 | 2.08 | 13.89| 15.75| 6.25 0 | 2857
12 | 99.68| 11.17| 11.43 0 18.75| 2.66 0 0 0
avg | 99.49| 12.95| 12.05 | 5.44 | 19.79| 7.82 | 4.35 0 12.05
2 | 97.78| 14.43| 1450 | 11.22| 20.41| 24.81| 26.32 0 |39.53
3 | 96.89| 11.57| 12,50 | 7.14 | 15.83| 7.47 0 0 15.00
5 198.67| 529 | 476 | 1.96 | 7.14 | 17.96| 16.28 | 7.63 | 20.00
> 6 | 97.00| 13.06| 13.12 | 8.33 | 18.18| 8.46 | 10.00 0 15.79
S| 7 |91.56| 6.89 | 588 | 459 | 8.94 0 0 0 0
D 8 | 91.56| 10.47| 12.24 | 6.86 | 14.80| 0 0 0 0
9 |85.33| 19.51| 17.20 | 11.76| 33.16| 8.67 | 6.98 0 15.00
12 | 96.67| 2.23 | 0.69 0 5.39 | 3.53 0 0 5.26
avg | 94.43| 10.43| 10.11 | 6.48 | 15.48| 8.86 | 7.45 | 0.95| 13.82
2 |97.22| 091 | 0.53 0 1.67 | 20.40| 22.22 | 16.67| 25.00
3 |7426) O 0 0 0 1.01 0 0 2.70
5 |94.72| 12.70| 10.87 | 9.14 | 16.88| 9.95 | 8.33 0 12.50
g 6 | 96.39| 12.25| 13.18 | 10.47| 15.22| 29.86| 33.33 | 23.61| 37.84
g 7 |83.33| 560 | 5.42 | 3.33| 6.67 0 0 0 0
O| 8 |96.85|40.08| 31.81 | 26.74| 58.70| O 0 0 0
9 | 87.78| 13.31| 10.15 | 6.19 | 22.04| 22.67| 16.22 | 12.50| 33.33
12 | 90.56| 16.13| 12.50 | 10.31| 21.67| 29.33| 33.33 | 16.22| 37.50
avg | 90.14| 12.62| 10.56 | 8.27 | 17.86| 14.15| 14.18 | 8.63 | 18.61

Table 3.7: Performance results of identi cation-assistance DSs.

the scenarios whem(=1 4) VDTs are manipulated while using the traces collected from
the vehicles to simulate the time when certain events like gear shifts occur. Similarly to
the evaluation in Chapter 3.7.3, we tested every case 10 times while all the anomalies start
randomly at the same time between the start and the end of each trace. All combinations

for givenn are tested in our evaluatione., 9, 36, 84, and 126 combinations are tested for

n=1, 2, 3, and 4, respectively.

TPR| FPR
(%) | (%)

n=1

n=

2

n=3

n=4

Sl

ASR

Sl

ASR

Sll

ASR | SlI

ASR

100

0

1.00| 1.00

1.22

3.09

1.36

4.82 | 1.56

6.44

90

10

1.03| 1.04

2.44

2.86

4.00

4.67 | 5.53

6.33

80

20

1.14| 1.17

291

3.16

4.70

5.05| 6.26

6.64

Table 3.8:DiVa's identi cation performance.

Table 3.8 summarizes the results of Slis and ASRs. WirdnDiVa is able to pinpoint
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Figure 3.12: CDF of search space under different attack scenarios, where DR represents
detection rate (i.e., true positive rate or TPR).
the source of anomaly (SII1, ASR 1) even when the detection has only 80% TPR and
20% FPR. Whem=2, DiVa typically narrows down the search space to 2—3 data. Theo-
retically, it will needC3 , = CJ = 36 DSs to exhaustively test all the cases when 2 data
are manipulated. As increases to 3 and 4, the search range becomes to 4-5 and 6-7,
respectively. The results show tHaiVa has better performance when 1 or 2 components
are anomalous and can still narrow down the search space even when close to half of the
data are anomalous.

Fig. 3.12 further shows the CDF of DiVa's performance in narrowing down the search
space of the anomaly sources when there can be different numbers of manipulated data (n)
and detection performance. Speci cally, DiVa can still narrow down the search space to
6 data in more than a half of the test cases when there are 4 manipulated data even if the

detection sets have a moderate (80%) TPR and a high (20%) FPR.

3.7.5 System-wide Performance

Besides the metrics used in Chapter 3.7.4, we inctytem Detection GgDG) as
a metric. Like DG, SDG is the number of (additional) data between the rst anomalous

data and the one that triggdd$va to lock on the source.
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3.7.5.1 Single Data Manipulation

Table 3.9 show®iVa's performance when there is only one anomalous data. We rst
compare the performance of different data sources. While the average Shdaf(1.38)
andComma(1.53) are less than 2, that 81JV(2.35) is signi cantly larger than the other
two sources. This result indicat€sVa's ability to identify the exact anomaly source for

SedarmmndCommain most of the time, bubDiVa tends to rank another data higher than the

actual anomaly source in caseSWV.

Test s Search Range (SR) SDG
Cases ASR | Med. | 25th | 75th | Avg. | Med. | 25th | 75th
| Set | 114 124] 1 1 1 |643| 0 0 36
S| Rand| 141|156 1 1 2 2469 O 0 338
$ Shift | 1.58 | 1.73 1 1 2 12044 195| O 199
Avg | 1.38| 1.51 1 1 1 |1719| 65 0 191
Set | 2.10| 2.24 2 1 4 13.1 0 0 0
5 Rand| 2.34| 250 | 2 1 4 | 496| O 0 0
o | Shift | 2.60| 2.73 2 1 4 |180.5| O 0 28
Avg | 2.35| 2.49 2 1 4 81.1 0 0 9.3
Set | 1.03| 1.26 1 1 1 10.9 0 0 0
L | Rand| 1.57| 1.73 1 1 2 45.5 0 0 0
| shift |1.80| 196 1 | 1 | 2 |2125 0 | O | 47
Avg | 1.47| 1.65 1 1 |1.67| 89.6 0 0 15.7
| Set |[1.10| 150 1 1 2 35 0 0 16
g Rand | 1.27| 1.59 1 1 2 87.8 0 0 27
S| Shift | 2.23| 3.43 2 1 4 | 775.3] 139 0 1219
© Avg | 153|217| 133| 1 |267|299.4| 463 | 0 |420.7

Table 3.9:DiVa's performance when one data/behavior is manipulated.

As mentioned earlier, the reason for this is that during some trips, the speed capping
function of SUVwas activatedi(e., the vehicle will not exceed 75 mph even if the driver
presses the gas pedal). Since we use the data without speed capping for tivang,
identi es the speed capping as an anomaly. If we remove the traces with speed capping
(denoted bySUV?), the average Sll reduces to 1.47, which is very close to those of other
data sources. This result not only corroborates our assumption of the cause of speed cap-
ping, but also demonstrat&sVa's ability to capture abnormal behavior from the training
data in a practical real-life example. This phenomenon can also be observed by comparing

the SRs oSUVandSUV* In what follows, we will consider the results 8UV* (instead
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of SUV) as the main results in the evaluation. 7 out of 9 data—attack combinations achieve
0 median SDGs, meaning thaiVa is able to “lock on” the anomalous source based on the
very rst anomalous sample.

Now, we compare the search ranges (SRs) between different attack types.S8ince
andRandwill violate the correlation between VDTH)iVa will have no dif culty in de-
tecting them. In 8 out of 9 data—attack combinations, the medians of search ranges are 1,
showingDiVa's abilty to identify the source accurately most of the time in practical sce-
narios. Speci callyDiVa is able to identify the exact anomaly source with 0.91 probability
and narrow down the anomaly space to an average of 1.33 VDTs wBetaaomaly oc-
curs. Even in the shifting attack cagaa can still identify the anomalous data with 0.75

probability as the exact anomaly source.

3.7.5.2 Multi-Data Manipulation

Let us consider the case when an attacker knbDWw&'s operation and tries to evade
DiVa's identi cation by manipulating multiple data simultaneously. Table 3.10 summa-
rizes the results when?2 data are manipulated to certain values simultaneously (based on
combinations 0of5; & in Table 3.4). Other than slightly higher ASRs@bmmain n=2
cases due to the higher FPR-Ms as mentioned in Chapter 3.0i8eé8¢an identify anoma-
lies close to the theoretical value (90% TPR in Table 3.1€) DiVa has good performance

in detecting and identifying generic multi-data manipulation attacks.

n=2 n=3 n=4
Sl | ASR | SDG| Sl | ASR| SDG| Sl | ASR | SDG
Sedan | 2.57| 298| 16 |4.10| 4.73| 6.2 | 5.49| 6.26| 1.8
SUVv* | 252| 342| 30 |3.65/ 518| 09 |4.64| 6.67| 0.7
Comma| 4.00| 4.25| 78.7| 559|591 | 24 |6.79| 7.13| 0.9

Table 3.10:DiVa's performance when multiple data are anomalous.
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3.7.6 Replay Attacks

We further assume a strong attacker who (1) knows the desi@iMaf, the result of
DiVa's model training, and the data covered by each DS and (2) directly targets the data in
a certain detect set to evade its consistency check. Once the attacker chooses a target DS,
all the VDTs covered by the target DS will be replaced by the recorded values from the
same vehiclei(e., a replay attack) and, therefore, the correlation between the replaced data
will perfectly match the vehicle's normal operation. Table 3.11 shows the detection and
identi cation results of replay attackDiVa is shown to be able to achieve high median
TPR ( 91.75% for sedan and SUV*) and 0 DG in all but one tested settirggdiVa
has no dif culty in capturing a sophisticated replay attack when the attacker utilized replay
attacks to target certain detection sets to edaida's detection. Note that because a replay
attack will only trigger weak detection as de ned in Chapter 3.4 and the data will be divided
into two groups that perfectly preserve the vehicle's normal behdivg will have higher
search range or even include all the data as potential anomaly sources.

Tables 3.12 and 3.13 summarize EVAD's and PID-Piper's performance when the at-
tacker manipulates the same VDTs as Table 3.11, respectively. Note that since EVAD
and PID-Piper utilize different data pairs/groups frdiva to perform its detection, these
attacks will actually give advantage to EVAD/PID-Piper when we compare their perfor-
mances toDiVa. However, one can observe thatVa can still achieve similar or up
to 46.5% and 82.14% increase of absolute (median) TPRs with much smaller FPRs than
EVAD and PID-Piper even if the attacks are speci cally designed to elxda's (neither

EVAD's nor PID-Piper's) detection, respectively.
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Data Targeted TPR (%) si Search Range Detection Gap (Data Count)
DS Data | Mean | Median| 25th | 75th ASR | Median| 25th | 75th| Mean | Median| 25th | 75th
DS1 85.06| 96.55 | 72.46| 100 | 5.27| 7.29 7 6 9 |298.09 0 0 | 304
S DS4 50.45| 58.51 | 32.29| 66.92| 5 | 8.59 9 9 9 | 435.92| 109 0 | 763
3 DS10 | 86.68| 97.33 | 70.01| 100 | 7.16| 8.97 9 9 9 | 285.74 0 0 | 240
n DS11 | 86.53| 98.07 | 72.85| 100 | 6.9 | 8.93 9 9 9 |316.99 0 0 | 249
Summary| 77.18| 91.75 | 62.69| 100 | 6.08| 8.44 9 9 9 |334.18 0 0 | 510
DS1 94.79| 100 |93.50| 100 | 5.8 | 7.6 8 6 9 6.15 0 0 0
" DS4 45.87| 48.32 | 28.23| 60.63| 3.8 9 9 9 9 |273.47 0 0 | 191
5 DS10 | 98.07| 100 |99.45| 100 | 7.7 9 9 9 9 0.7 0 0 0
n DS11 |93.84| 98.93 | 93.49| 100 | 7.6 9 9 9 9 20.7 0 0 0
Summary| 83.14| 98.67 | 76.71| 100 | 6.23| 8.65 9 9 9 75.26 0 0 0
DS1 57.80| 55.91 | 33.09| 89.74| 5.83| 8.67 9 9 9 | 348.61 0 0 | 278
g DS4 57.15| 58.33 | 37.02| 79.99| 5.43| 9 9 9 9 |260.22 0 0 81
g DS10 | 90.37| 100 |86.67| 100 | 7.82| 8.93 9 9 9 | 127.05 0 0 0
o DS11 | 58.06| 60.00 | 34.84| 81.79| 7.18| 8.82 9 9 9 | 310.43 0 0 | 416
Summary| 65.84| 69.89 | 40.59| 95.52| 6.57 | 8.85 9 9 9 |261.58 0 0 65

Table 3.11DiVa's 1st-stage performance under targeted replay attacks, where the FPRs
are the same as the “1st Stage” shown in Table 3.6.

Data Targeted TPR (%) FPR (%) Detection Gap (Data Count)
DS Data | Mean| Median| 25th | 75th | Mean | Median| 25th | 75th | Mean | Median | 25th | 75th
DS1 71.97| 75.32 | 60.88| 90.20 295.19| 179.5 0 | 587
S DS4 76.00| 74.62 | 68.72| 100 377.81| 247 0 | 754
3 DS10 | 86.01| 89.25 | 75.44| 100 | 32.26| 27.51 | 18.58| 42.74| 359.87| 281.5 0 | 700
n DS11 84.09| 84.87 | 71.41| 100 310.3 | 2175 0 612
Summary| 79.52| 79.70 | 70.47| 100 335.79| 238 0 | 673
DS1 80.29| 89.97 | 71.74| 100 89.85 0 0 0
N DS4 96.07| 100 | 95.45| 100 108.9 0 0 82
5 DS10 | 96.10| 100 | 95.58| 100 | 31.94| 26.71 | 23.07| 42.68| 93.7 0 0 2
0 DS11 96.06 100 100 100 114 0 0 0
Summary| 92.13 100 90.75| 100 101.61 0 0 2
DS1 27.94| 22.71 | 10.98| 46.15 499.17| 499 378 | 499
g DSs4 4.36 0.13 0.13 | 6.12 553.27| 499 499 | 499
g DS10 | 34.20| 31.62 | 23.39| 44.39| 30.87| 25.92 | 7.16 | 48.72| 460.08| 499 277 | 500
O DS11 | 39.39| 38.70 | 23.18| 55.25 419.22| 492 280 | 499
Summary| 26.47| 23.39 | 6.12 | 44.39 482.94| 499 | 360 | 499

Table 3.12: EVAD's detection performance under targeted replay attacks.

3.8 Discussion

3.8.1 Deployment and Limitations:

SinceDiVa is designed as a software-based solution, it can be exibly deployed within
vehicles as long as it can access the VDTs. Dueit@'s exibility, it can be directly de-
ployed as an aftermarket or add-on solution for modern vehielgs {he same method we
conducted the evaluation with an OBD-II interface). It can also be placed in an in-vehicle

network gateway or integrated into the existing ECU modules as a rst-party solution.
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Data Targeted TPR (%) FPR (%) Detection Gap (Data Count)
DS Data | Mean | Median| 25th | 75th | Mean | Median| 25th | 75th | Mean | Median| 25th | 75th
DS1 20.70| 14.32 | 9.46 | 20.79 261.07 15 2 129

S DS4 29.27| 28.96 | 18.95| 36.69 196.17| 26 4 155

b5 DS10 | 29.18| 29.28 | 21.12| 38.69| 18.02| 12.84 | 9.22 | 25.60| 324.39| 61 3 247

2 DS11 | 27.22| 27.71 | 17.71| 35.59 259.73| 42 2 114
Summary| 26.60| 25.69 | 15.23| 35.22 260.34| 38 3 143
DS1 12.31| 13.66 | 2.48 | 20.94 319.3 27 16 | 489
DS4 11.97| 7.01 | 0.88 | 16.03 525.87| 171 56 | 1074

% DS10 | 27.93| 25.34 | 7.86 | 41.95| 33.30| 33.44 | 18.06| 56.64| 85.25 0 0 222

n DS11 | 21.03| 19.39 | 9.41 | 29.52 71.85 3 0 148
Summary| 18.31| 16.53 | 5.51 | 25.34 250.57| 27 0 276
DS1 27.74| 29.69 | 21.83| 34.86 15.4 0 0 6

g DS4 15.37| 14.13 | 11.84| 19.45 33.33 0 0 31

g DS10 | 26.31| 25.09 | 19.36| 32.94| 23.83| 21.81 | 19.04| 28.07| 15.2 0 0 2

(&} DS11 | 24.10| 22.29 | 17.63| 30.89 45.63 0 0 5
Summary| 23.38| 21.84 | 14.34| 30.77 27.39 0 0 6

Table 3.13: PID-Piper's detection performance under targeted replay attacks.

Besides the detection limitation discussed in Chapter 3.3, there is still room for im-
provement, such as nding the optimal time to react to a positive detection to avoid false-
positives from affected vehicle's normal operationDifVa is to be used as a real-time
defense against safety-critical attacks. For example, if i) an anomaly is detected by model
change but not from detection by distance to model, ii) it is not from any of the control input
(CI), and iii) the deviation from the normal behavior is mild, it does not require an imme-
diate action since the anomaly has a high probability to have been caused by a component
wear-out. On the other hand, if the anomaly is detected by both detection mechanisms and
the anomalous component is in the scope ofliVa should immediately notify the driver

and stop using any autonomous function related to the anomalous component.

3.8.2 Contexts and Operation Modes:

DiVa can automatically incorporate common operation contexts (e.g., acceleration de-
viations caused by road inclinations) into its threshold settings and make new adjustments
by training on the data from the entities's daily routines right after a regular maintenance.
For different operation modeBjiVa can create different models for the same DS with the
training data divided by i) outlier tests (with limited data availability) or ii) operation-mode

data types (if availableDiVa can then report detection of anomalies only when no model

117



matches the entity's behavior. For example, it can be updated to account for i) road inclina-
tions by adding a calibration term S;-DS; if inclinometer/elevation data is available and
ii) tire slippage by identifying the features of insuf cient friction embedded in acceleration

measurements.

3.9 Conclusions

We have proposeliVa, a new forensic tool for SA systemBiVa operates on multiple
detection sets with overlapping dafaiVa can cross-validate the data and narrow down the
search space to identify the source(s) of anomaly. Our extensive experimentation based on
commercial vehicles has shoaiVa to have signi cant advantages over prior work in the
usual case of limited data availability and pinpoint the anomalous data with 0.75 probability
even in the case of sophisticated single-data manipulation. FurtherBideecan narrow
down the search space for an anomaly source to an average of 1.33 sensors, and pinpoint

the exact anomalous data with 0.91 probability under a set-to-value attack.
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CHAPTER IV

EDRoad: Easy-to-Use System for Received Data

Veri cation

4.1 Introduction

SA systems or mobile Cyper-Physical Systems (CPSes) in general, such as ground and
air vehicles, are the most common, representative systems we rely on everyday. To run ex-
isting and emerging applications, communication interfaces have been integrated into mo-
bile CPSes and will be exploited to provide advanced functionalities in future CPS services.
For example, AERIS program (subcategory ECO-Signal Operation [134]) of the U.S. De-
partment of Transportation speci es a future Intelligent Transportation Systems (ITSes)
to perform smart traf c light control and provide maneuver/routing advice to individual
(autonomous) vehicles based on their reported locations via vehicular communications and
the timing information from traf ¢ signal controllers for enhancing the smoothness of travel
and reducing fuel consumption (see Fig. 4.1). To support such ITS services, the infrastruc-
ture, such as roadside units (RSUs) and traf ¢ light controllers, must monitor vehicles'
status/behavior on the road, especially their location, speed and heading, via standardized
messages like Basic Safety Messages (BSMs) from the vehicles on the road and/or other
Sensors.

The integrity of data or information received from mobile CPSes like cars, especially
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Figure 4.1: An example dEDRoads application scenario in a typical ITS setup adapted
from [134].
the dynamic measurements, is critically important for the infrastructure to produce correct
output for CPS services. For example, prior work has shown that a larger discrepancy
between the actual and the perceived/received vehicle information may have more severe
in uence on the ITS and can even completely negate the bene ts brought by the ITS —
a single vehicle can cause a 68% increase of average waiting time at an intersection with
a smart traf c light controller [19]. Therefore, to ensure CPS services function correctly,
there must be an ef cient way to verify if the received information is trustworthy. Such
a system shouldetectthe existence of anomalous dat#( data that exceed a speci ed
level of error-tolerance)dentifywhich data is anomalous, amngistorethe anomalous data
because simply discarding the anomalous data (or all received data) cannot help CPS ser-
vices capture the status of the target CB$,(the vehicle location/speed/heading in the
aforementioned ITS example).

One of the most important CPS service properties is that the operation environment/re-
guirement of the infrastructure and mobile CPSes may vary with location and time, and
their hardware can also be continually upgraded to support emerging applications. For
example, because there is no universal standard on which sensors should be available in
RSUs and RSUs may be deployed to support various services and applications, different

RSUs will very likely need to verify different data types and sensor measurements. Fur-
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thermore, RSUs may also experience constant hardware upgrades, such as adding a new set
of cameras for traf c monitoring. However, existing anomaly detection systems with the
capability of determining which of the received data exceeds the error-tolerance level (in-
stead of directly treating all data asiaglegroup) are usually tailored for a speci ¢ system
architecturei(e.,, assuming a xed set of data and veri cation formulations/procedures).
Therefore, they cannot easily expand their detection scope or adapt to different deployment
scenarios (Chapter 4.2).

To the best of our knowledge, there still does not exist any ef cient way to set up
a system for detecting and restoriagchanomalous data without requiring engineers to
manually design i) individual detectors/observers for their data of interest and ii) the veri -
cation process, including how (and in what sequence) to identify and restore the anomalous
data (Chapter 4.2). This leads to an important questi®there any ef cient way to help
inexperienced engineérsievelop a system at design time for detection and recovery of
individual anomalous data while handling varying application requirements without man-
ually constructing/tailoring the veri cation process?

To answer this question, we propoE®Road, a system and design concept that is
capable ofdetectingandrecoveringthe individual anomalous data received from external
entities. Fig. 4.1 shows an application example, wi&b&oad acts as a data corrector in
an RSU or a base station (BS) that corrects the anomalous data in BSMs received by the
RSU/BS to prevent their use in ITS services.

From a technical perspectiveDRoad can be viewed as a novel ensemble learning
framework tailored fomulti-dataveri cation. That is, given a group of dateDRoad will
identify which of them are potentially anomalous( exceeding a speci ed level of error
tolerance) and, if anomalous, restore their correct values. It automatically constructs ob-
servers/classi ers that monitor the correlation between its data of interest and combines the

classi cation results to identify which data are anomalous and then restore them. Specif-

LEngineers with the domain knowledge of the correlation/causality between data but not how to design a
system for data integrity check.
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ically, it greedily maximizes the lower bound of average detection rate and minimizes the
upper bound of average false-positive rate in identifyimgjvidual anomalous data. Its
design enables the following three key features:

F1. Easy DeploymenEDRoad is designed to assist engineers with little to no knowl-
edge of how to construct a data veri cation systema.(EDRoads users need not construct
anomaly detectors/classi ers by themselves). All an engineer needs to do is to provide i)
the correlation or causality between the data to be veri ed, ii) the noise distributions under
normal operation, and iii) raw data traces for training purposes,engineers need not
manually adjust the training cases (Chapter 4.4.3). There are only two deployment require-
ments forEDRoad. First, there must exist a measurement/data that has bounded errors
when it is utilized to observe one or more target dhtdo be veri ed. Second, every data
to be veri ed is correlated with som@ or another data.

F2. Easy ExpansionTo expand or modiffEDRoads detection scope, all engineers
need to do is to identify the cyber-physical correlation/causality between the new sensor/-
data and the existing ones without (re)designing the detailed detection mechanism and the
knowledge of anomaly detection. For example, if an engineer wants to verify vehicle accel-
eration @) in addition to the original design that only veri es vehicle speeyd ¢/he only
needs to include the formulation+ 1 = w+ aDt in EDRoad, wherek is the time index
andDx is the sampling interval, andDRoad will handle the rest of integration.

F3. Easy Con guration. EDRoad provides a straightforward (optional) mechanism
for engineers to set the error-tolerance leve.(detection threshold) fandividual data
that matches their need. This feature may appear to be basic, but most prior approaches do
not provide any mechanism/mapping to adjust their thresholds since they utilize layers of
feature extractiond.g, Power Spectral Density [54]) to perform detection that is no longer
directly associated with the original data.

Speci cally, EDRoadtakes a set of system descriptions that depict the domain-knowledge

of the target system/data (Chapter 4.4) and optional error-tolerance as inputs and transforms
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them into their corresponding classi ers. It further combines the classi ers to generate a
set of potential veri cation procedures and models to follow during its online execution.
Finally, EDRoad performs data veri cation and recovery while dynamically adjusting its
procedure and models to match its operating environment. In this chapter, we use BSM ver-
i cation in an RSU with vehicle-to-infrastructure (V21) communication as a concrete case
study to illustrateEDRoads design (Fig. 4.1). However, in addition to assisting monitor-
based service®(g, reliable surveillance for ITSes [159] and path planning support based
on traveling time analysis [36]EDRoad can also provide an extra layer of data integrity
check for mobile CPSes to verify their own status measurements while executing services
like collaborative sensing [148] and map construction [35]. For example, a vehicle can ask
the infrastructure witEDRoad for veri cation of its own GPS coordinates, or a vehicle
with EDRoad can act as an “anchor” in a eet to verify received data from other entities.
This chapter makes the following main contributions:
» Development ofEDRoad, a new ensemble learning design with expansibility for the

veri cation and recovery ofndividual status data in a multi-data system, including:

— A new concept of veri cation tree for achieving easy expansion and enhancing run-
time performance (Chapter 4.4); and
— New run-time data veri cation and recovery mechanism that will dynamically adapt

to the quality of run-time measurements (Chapter 4.4).

* Demonstration oEDRoads performance as an ensemble learning framework (Chap-
ter 4.5) and as a system approach witB5% recall and 4% fall-out via extensive

evaluation based on real-world trace data (Chapter 4.6).

4.2 Related Work

Prior work has taken two directions to verify the authenticity of a received data or mes-

sage: (1) by cryptography, such as Message Authentication Code (MAC), or (2) directly
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by the data value. SindeDRoads goal is to verify the data value instead of the integrity

of the message sender, we focus on the approaches of verifying data value. While data
veri cation can be considered as anomaly detection in the signal space where an anomaly
is de ned as the deviation of certain data from its actual value, most prior anomaly de-
tection schemes can be directly applied as data veri ers in their corresponding application
scope. Since there are multiple comprehensive surveys summarizing different aspects of
(data) anomaly detection in vehicular communications [15, 105, 116, 141] and other CPSes

[3, 46, 145, 150], we only mention the prior work directly relatede@@Road.

4.2.1 Detection Only

Model-and-compare is the most commonly-used approach in data veri cation and anomaly
detection. Speci cally, the veri cation system will rst model the system behavior based
on physical/mathematical modeling or machine learning to predict the system state/output
and then determine whether the predicted system state matches the received measurements
[2, 5, 23, 45, 50, 54, 79, 90, 101, 102, 124, 146, 153, 157]. If not, the veri cation system
will report the detection of an anomaly. Note that since this type of veri cation system
usually models the target CPS system with a single (series of) equation(s), they can only
determine whether or not there is an inconsistency in the received data, but cannot identify
which data is anomalous. For example, SAVIOR [104] and PID-Piper [28] are the state-of-
the-art system-invariant approaches that can be used to construct a vehicle state veri cation
system. However, their design uses a group of datg (ehicle’'s old location, speed, and
acceleration) to predict another (group of) daay( current vehicle location) and, there-
fore, they can only tell there is an anomalous data used in their formulation without telling

which data is anomalous.
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4.2.2 Detection and Isolation

Fault Detection and Isolation (FDI) [8, 18, 47, 55, 89, 99, 143, 156] not only focuses on
detecting anomalies in the system, but also isolates/identi es the data or measurement that
caused the anomaly. FDI usually models the target system as a (differential) equation sys-
tem and solves the equation system to pinpoint the data in question. Note that because most
FDIs are designed for a speci c target systesrg( steering system [156]), their formula-
tions are tied to a xed set of architecture and parameter settings, thus becoming unable to
adapt themselves to other application scenarios without engineers' manual adjustment of

the detailed system formulation.

4.2.3 Vehicular Communications (for Case Study)

While there are prior studie®., [117]) focusing on detection of false aleres.d,
emergency brake and blind spot warning) for connected vehicles by cross-validating the
received vehicle states, traf ¢ predictions, and the received aleEB®oads case study
focuses on detecting incorrect/inaccurate vehicle statgslpcation, speed, etc.) received
by an RSU. Utilizing wireless measurements, such as received signal strength (RSS), an-
gle of arrival (AoA), and Doppler shift, with multi-modal sensor fusion to perform vehicle
state estimation is common for data veri cation in vehicular communications [1, 13, 118,
126, 127, 129, 147, 151, 152]. These approaches are mainly tailored to work in specic
deployment scenarios with speci ¢ sensors and (multi-entity) cooperation requirement (Ta-
ble 4.1) and, therefore, they can be used for data veri cation in a xed application settings
but cannot be easily adapted to different usage scenarios.

There have also been proposals of using rule-based detection [63, 78] and subjective
logic integration [32] to achieve expandable/adaptive detection scope. [63] proposed a
Kalman Filter-based detection framework that can also be extended to cover more data
types and has features similarE®Road. While a mix-and-match with prior system ap-

proaches€.g, [1] and [63]) may cover more data types, there is no easy way to combine
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individual data veri cation/recovery and exible detection scapmultaneouslyvithout a

complete system re-design and overhaul. Because most, if not all, of existing frameworks
only propose their system design at a conceptual level without providing any concrete al-
gorithms for actual system implementation/integration, engineers still need to handcraft
the algorithms/procedures to provide the required functionalities in addition to detecting

inconsistencies among the received data.

4.2.4 Ensemble Learning

Ensemble learning is commonly used to combine multiple (weak) classi ers to con-
struct a stronger classi er that achieves better performance. While anomaly detection sys-
tems can be considered as classi ers that output either “normal” or “anomalous”, they can
be combined with ensemble learning to expand their detection scope. Random forest [59]
is an iconic bagging algorithm that combines decision trees the weak classi ers) to
form a strong classi er. Adaptive boosting (AdaBoost) [42] is another commonly used
technique that systematically generates a weight for each of its input classi er during its
training process. During run-time, the weight of each classi er is used as the weight of their
classi cation results and the class with the largest weighted sum will be chosen to be the

nal output. While AdaBoost is originally designed to greedily minimizing the error rate
of classi cation, there are other algorithms designed to enhance AdaBoost w.r.t. different
optimization targets and application scenarios with imbalanced training elgtaGentle

Adaptive Boosting [43] and Random Undersampling Boosting [119]).

4.2.5 Why EDRoad?

Speci cally, EDRoad s different from prior work in ve perspectives. FirdEDRoad
is designed as a framework to help engineers build a veri cation system with an emphasis
on multi-data veri cation for identifyingndividualanomalous data instead of constructing

a system tailored for a single architecture like most FDIs and detection-only systems. Sec-
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ond, EDRoad doesnot require engineers to design observers or classi ers for performing
anomaly detection, but to only provide the correlation/causality betweenidatahe do-

main knowledge)EDRoad has mechanisms to automatically transform those correlations
into observers/classi ers for detecting anomalous data. TERoadnot only detects the
occurrences of data anomalies but also restores the thus-identi ed anomalous data. Fourth,
unlike most prior anomaly-detection schemes that do not provide a clear error-tolerance
setting and optimization goaEDRoad provides mechanisms for engineers to con gure
their preference, and maximizes (minimizes) the expected lower (upper) bound of average
detection (false-positive) rate under the thus-provided con guration.

Lastly, EDRoad can be directly used as an ensemble learning framework if advanced
observers/classi ers are already available and shows superiority to prior ensemble learning
[43, 58, 59, 66, 119] w.r.t. performance and stability in multi-data anomaly settings (Chap-
ter 4.5). Function-wise, while prior ensemble learning methods for classi cation can be
adapted for individual data veri cation by assigning each data type a classi cation label,
they neither recover anomalous data nor construct a classi er automatically. That is, even
though ensemble learning can be directly utilized to combine existing anomaly detection
schemes to expand their data coverage, engineers still need to (manually) design individual
detection mechanisms as the input to ensemble learning if s/he needs to include certain data
that are not covered by some readily available anomaly detection. Also, they do not pro-
vide feedback (during design time) w.r.t. whether the given classi ers can actually perform
individual data veri cation, leading to potentially producing the same label for a certain set
of data all the time without informing the user (Chapter 4.4.2.2). To the best of our knowl-
edge, there still does not exist any end-to-end framework to help engineers construct a data
veri cation system that treats different data types as individual elements and utilizing the
cyber-physical correlation/causality as additional information to enhance its performance

with concrete mathematical property descriptions (Chapter 4.4).
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4.3 Problem Formulation and Threat Model

Formulation. Given at least one measurement or an input data with bounded error,
EDRoads goal is to i) determine whether each data is norrhal)(or anomalousA ) and
i) restore the data determined to be anomalous. Speci cally, a data anomaly is de ned as
the condition in which a value recorded in a mesgigedenoted as;.x, deviates from its
ground-truth valueX;.x by more than the error tolerance of that particular data type set by
the engineer, whereis the data type index. The error tolerance or detection threshold is
G (L) if it indicates an absolute (relative) deviation. So, dgjais said to beanomalous

(i.e., Xi:k 2A ) if

Xk Xid > Gor 1 X=Xk > Lj; (4.1)

otherwise, dat&; is said to benormal (i.e, x.x 2 N ). G's andLj's should be set to
values smaller than the requirement of CPS services. If the target service does not have
any speci ¢ requirement, the thresholds can be set to the maximum noise level or a certain
percentile observed in the training data as in our case study (Chapter 4.6).

Case Study.To facilitate a better illustration while introducing our system design,
we will use BSM veri cation (Fig. 4.1) as concrete examples throughout this chapter and
it will also be used for our case-study evaluation. Speci cdiijRoad is assumed to be
deployed in an RSU for the veri cation of vehicle locatiop)( speedy), accelerationd),
yaw rate (v), and headingh) in the received BSMs. The RSU is also capable of angle-of-
arrival (AoA orf ) measurement and have access to the road/map informdipof(the
surrounding region.

Threat Model.We assume strongadversary with the full knowledge &DRoad's
design and parameters. The attacker has the goal of tricking a target entity Bidfeoad
is deployed, to use incorrect data to provide incorrect/inaccurate services to mobile CPSes.

S/he can manipulate any data transmitted by external entiteesnpt ego entities). How-
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ever, s/he cannot fully control at least one “trusted” inpuE@Road (i.e., this input can

only be manipulated to deviate from the ground truth by a certain bcuiipractice, a
trusted input can be obtained from one of the following sources:

» A sensor with secure hardware or redundancy design, which makes its signal inherently

hard to falsify without physical access to the sensog,(AoA [149]);

» A system command/setpoint that only goes through the internal network of the ego sys-
tem (.e., where the detection system is deployed), which is the implicit assumption of

most prior work €.g, [55, 104]); or

* A static reference informatiore(g, road/map information).

The adversary may simultaneously and continuously manipulate multiple data types
to evadeEDRoads detection. We would like to stress thBDRoad is designed for
data veri cation, not for detecting every possible type of attack. An attack will only be
EDRoads detection target if and only if there is at least one manipulated data that can sat-
isfy the anomalous condition introduced earlier. However, this threat model still includes
the “stealthy attacks’g.g, Drift-with-Devil [120]) as long as they eventually cause some

data to deviate from their ground truth by greater than the thresholds.

4.4 System Design

4.4.1 Work ow Overview

Like most detection systemEDRoad consists of two phases (Fig. 4.2)aining and
Execution During the training phasé&DRoad will ask the engineers to provide system
descriptions (SDs) that depict the domain-knowledge of the target data. Speci cally, each
system description should capture a certain correlation/causality between two or more data

in the form of:

Z = F Xpuo 0 X X205 5 XmpkO (4.2)

2This is a requirement faall systems that design to identify individual anomalous data.
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Figure 4.2: System overview &DRoad.

wherex; o is a data with timestamp indeékk®and data-type indek z is another data
with timestampt = k or k% andF( ) is the function depicting the data correlation.

EDRoad will then take the SDs as inputs and transform them to their corresponding
classi ers, each of which checks if the data correlation/causality matches each SD at run-
time. These classi ers will rst estimate the ground-truth values of their data of interest
and report the data to be normal or anomalous according to the criteria de ned in Eq. (4.1).
Note that engineers can also directly input/supply classi ers to con gb&oad to cus-
tomize the detection and skip the above step.

Next, EDRoad will use the generated classi ers and the training data to establish a
veri cation model. During this sted=DRoad will also provide feedback to the engineers
w.r.t. (i) whether the provided SDs can meet the requirement for individual data veri -
cation and (ii) what types of SD are missing if the requirement cannot be met. Finally,
EDRoad will verify data based on the model obtained during the training phase. Speci -
cally, EDRoadveri es the received data, one at a time, with different combinations of clas-
si ers and further uses the veri ed/restored data to check another unveri ed BBRoad

will repeat this process until all received data are veri ed.
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4.4.2 Training Phase
4.4.2.1 Construction of Classi ers

The rst step inEDRoads training (Fig. 4.2a) is to transform the SDs and the error
tolerance into classi ers. Speci cally, each classi er takes the data types speci ed in the
corresponding SD as inputs and outputs a binary reiselt;'normal” (0) or “anomalous”

(2).

EDRoad utilizes the estimate-then-compare approach to construct classi ers. Each SD
input will be transformed into a corresponding estimator which will be used to estimate the
ground-truth system state based on the received data. If the estimated state deviates from
the received data by a value greater than the error tolerance, this classi er will report the
detection of an anomaly. The default true state estimation that we &EeRwoad is based
on Maximum Likelihood Estimation (MLE) [86]. The choice of MLE is grounded on the
fact that performing MLE only requires the error distribution of the input data and it can be
utilized for both single-point-of-time and time-series data.

Based on the example that an RSU wants to verify the vehicle's posjigmn( BSMy,
we use an SD that depicts the correlation between i) the AoA measureigeand ii) the

relative locations of the RSU and the target vehicle (Fig. 4.3) to illustrate the process:

fk=\enOp (4.3)

whereey is the North direction an@ is the RSU's location.
The rst step of the process is to formulate the likelihood functidmased on the prob-

ability of obtaining the received data while treating their ground truths as given variables:

L(RcF) = Pr(pfudRcFi) = Pr(pdR) Pr(fiF); (4.4)

wherePr indicates the probability density function (pdf) aRd(F k) is the ground truth of
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Figure 4.3: RSU's and vehicle's relative locations.

px (fx). Note we use an upper-case letter to represent the ground truth and a lower-case
letter to represent the received/measured data. Eq. (4.4) is valid bgrandé are mea-

sured with different sensors€., GPS in the vehicle and wireless transceiver in the RSU,
respectivelyj and, therefore, their measurement errors can be considered independent. The
next step is to substitute the data that is on the left-hand side of theeSE(. (4.3)) using

only the data on the right-hand side:

Eq.(4.4)= Pr(pR) Pr(fy\ enOR) (4.5)

0 .
12X X - | qR,

= Pr(pyj Pr fgtan 1—2——%
r(pjPg Pr fyjtan O Py

where subscriptX andY represent coordinates in west—east and south—north directions,

respectively. The last step of the estimation process is to solve
A = argmaxX.{Ry); (4.6)
H(

and obtairF by pluggingB into Eq. (4.3), wher& denote's estimation. The classi er

can then compare the estimated values with the received ones to detect inconsistencies, if

3Note that the error distribution g, can be obtained from the BSM Part | [114] and thaf pttan be
obtained from the measurement error estimation.
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any, which we calconsistency checkEDRoad may also utilize a Kalman Filter for state
estimation if the SD is covering time-series data and the required covariance matrices are
available.

Note thatEDRoad designs classi ers for engineers with little to no knowledge of how
to perform a data consistency check. Experienced engineers can design a sophisticated
classi er for agiven SD, or a classi er may already be available from prior studies. In either
case, engineers can use the customized classi er as input to the training of veri cation

model.

4.4.2.2 Training of Veri cation Model

There are two steps to train the veri cation model. FilSDRoad generates a pro-
cedure template for determining the sequence of verifying each input data based on the
classi er inputs. SecondzDRoad obtains the detail parameters for combining the results
of the classi ers via a training process.

1) Generation of Procedure Templatdhe goal of generating a procedure template is
to explore all possible veri cation orders€., which data to verify rst) thaEDRoad can
follow to maximize EDRoads detection performance. Because the procedure template
can be visualized by a tree data structure, we call this procedure templatecation
tree (VT) template. The VT template is constructed based on a simple rule — a classi er
can be utilized to perform a data consistency check if and only if all but one data in that
classi er have been veri ed. We will also use the example of BSM veri catioe.(“Ex1”
in Table 4.2) with Fig. 4.4 to illustrate the process of constructing a VT template.

First, EDRoad will create a root node and mark the initial trusted data/measurement
(f ) in this root node (Node-1 in Fig. 4.4a). Each node, say Ngda-the VT will also
maintain a list i, recording the data that have been veri ed so far.

Next, EDRoad constructs the VT template node by node based on the clas§ier (

candidates that can be used to perform the consistency check in the current state. That
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Figure 4.4: An example veri cation tree (VT), where the numbers on the nodes are the
node indices and the tuples on the pathshetéassi ersj Youden's IndexJ i.
The static informatiorM can be considered as common trusted information,
and hence is not specially marked in the root node.
is, after creating the root nod&DRoad will now try to nd those candidates that have
only one additional data type compared {0 The candidates afgs, Cg, andC 2, and their
unveri ed data arep, p andyv, respectively. Since there are only temwiquedata (.e., p and
V) can be veri ed at this pointEDRoad adds two child nodes.€., Node-2 and Node-3)
to the root and marks the corresponding classi ers on the connected paths. The newly-
added child nodes will also add the data type marked on them as veri ed. For example,
Node-2 will have'; = ff ;M; pg and Node-3 will have 3 = ff ;M;vg (see Fig. 4.4b).
EDRoad will repeat the process to all the newly-added nodes until no candidates can be
found (Fig. 4.4c). Fig. 4.5 shows another VT example constructed based on “Ex2” of
Table 4.2 while assuming Doppler Shil2{) is another available and trusted measurement.
Note that the SDs/classi ers provided by the engineers may not be enough to support
individual data veri cation. This condition can be determineddiyRoad unable to nd a
classi er candidate to add a new child node for Ndddsut there are still unveri ed data.
EDRoad can then prompt a message to the user on the need of more SDs/classi ers to
depict the correlation betweéep and the unveri ed data.
2) Parameter Training. The goal of parameter training is to obtain the models for
combining classi er results and provide information on which veri cation orE&Road

should take at run-time. During run-timeDRoad will verify one data at a time according
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Figure 4.5: VT template of “Ex2” in Table 4.2.

to the VT and this veri cation procedure is equivalent to nding a path from the root node
of the VT to a leaf node. Speci callyEDRoad will choose the path that has the best
expected performance to traverse down the tree, if possible. Therefore, for each path in VT,
the parameter training will obtain i) the models for verifyildd) and correctingNIRr) the
target data marked in the connected node and 2) its expected performance. The algorithm
of run-time veri cation and its design rationale will be introduced in Chapter 4.4.3.

Other than the classi ers and the VT template, the parameter training has two additional
inputs (Fig. 4.2):

Training data.These are (untampered with) data collected during the deployment of
EDRoadfor training the system. They can be regular messages recorded at the deployment
site by the engineers themselves.

Error Information (Optional).EDRoad can adjust its operation based on the current
measurement/data quality. This input lets engineers specify the measurement error levels
or distributions that the system should consider during run-time to adjust its operation. For
example, if the GPS measurements at the deployment location can sometimes have up to
a 10m deviation from the actual vehicle location depending on the weather condition, then
engineers may set the GPS to have three measurement le\@Bm, 5m, and 10m.
Otherwise, engineers can omit this option and use the worst-case errole Natzad will
create one VT for each error level because the classi ers may exhibit different detection

capabilities at run-time, leading to different training resuiB.Road will then choose the
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Figure 4.6: Classi cation model training process.

corresponding VT during its online execution.

Classi cation Model (Mc) and Expected Performance Traininglhe goal ofMc train-
ing is to obtainMc for combining detection results of classi ers on a single path in the VT.

Fig. 4.6 shows the work ow oMc training. The main idea of this training is to construct a
strong classi er through a modi ed version of AdaBoost for the detection of data anoma-
lies based on the classi ers. For example, the classi ers to be combined for the path from
Node-1 to Node-2 in Fig. 4.4 will b€g andCy. To do so,EDRoad needs to prepare a

set of training data with anomalies and the ground truth (GT) labels indicating whether a
speci ¢ training data is anomalous. By defauiDRoad will rst randomly select data

entries from the input training data, shift the data by the value of threshold input to create
anomalies, and mark the manipulated data as anomalous. This process simulates the worst-
case scenario where attackers know the detection thresholds and manipulate the data right
at the threshold values. Experienced engineers can also include any speci c scenarios the
system should be aware of in the training process.

After generating the training data, the next step is to prepare the necessary inputs to
AdaBoost. The rst input is the ground truth (GT) labels for each training data, which
are already available during the training data preparation. The second input is the matrix
of classi cation results, which can be obtained by directly applying the classi ers to the
training dataset. Fig. 4.7a shows an example inpM@ftraining.

EDRoadthen uses the following training process (adapted from the classic AdaBoost)

to assign each classi er a weight:

Step 1: Initialize all training datg 2 f 0; 1g to have an initial weight ofv; = 1=Np, wherei

is the index of the training data amNg is the number of training data.

Step 2: Compute the Youden's Ind@{155] for each classi er (see the following descrip-
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Figure 4.7: 1/0 examples dflc training.
tion).

Step 3: Selectthe classi € with the larges and assign aweiglat = 0:5In[(1 e )=e ]
toC , wheree = dgc (x)sy Wi IS the weighted error ratg; 2 f 0;1g is the ground

truth label ofx;, andC (x;) means applyin@ to datax;.

Step 4: Update the weighting of training data wiexp a ( 1)%*C ) and further

normalize the sum of data weights toit,, wi  wWi=(& w;).
Step 5: Repeat Steps 2—4 until all classi ers have been assigned a weight.

The above training process greedily assigns a weight to the classi er with the best perfor-
mance in each iteration and emphasizes on the incorrectly classi ed data in the next itera-
tion by increasing their weights. We refer the interested readers to the original derivation of
AdaBoost [42] for the rationale and mathematical meaning behind the weight assignment
in Steps 3 and 4.

Input Expansion. Since there can be paths in a VT with only two or fewer classi ers,
performing AdaBoost on such paths is equivalent to only utilizing the classi er with better
expected performance and there will be no performance boosting over use of that particular
classi er. For example, ilCg andCq cover different detection aspects, the best way to
integrate these two classi ers is to report a data anomaly if any of them detects an anomaly,
which is not covered by direct utilization of AdaBoost. Therefore, we introduce an optional

step to expand the input matrix before performing the training. The idea is to include not
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only the original output from the classi ers but also their combinations. Using the same
example, we can include an additional column@jjCo) as shown in Fig. 4.7b, wherg™
is the OR operation.

Youden's Index.Another modi cation we made to AdaBoost is to change the classi er
selection {.e., Steps 2 and 3) in each of its training iterations from the classi er with the
smallest error ratel.g., the largest correct rate) to that with the largest Youden's Intdex

[155].
J = sensitivity specicity 1= TPR FPR 4.7)

where TPR and FPR are true and false positive rates of the weighted classi cation results,
respectively. This modi cation is made to improve the stability of training results, be-
cause the error rate will change according to the ratios of positive and negative samples
in the training data even if the classi er has a consistent TPR and FPR performamnce (

the training results will be highly dependent on the positive sample ratio in the provided
training data). On the other handlwill remain consistent if the classi er has a consistent
detection capability. This is also the reason why we chabte represent the expected
performance foMc, and we will discuss more on the bene ts of choosihgver other
performance metrics when we introddéBRoads online execution in Chapter 4.4.3.

Finally, before assigning the training resMt as the nalMc for a path,EDRoad
checks whether the grandparent of the connected node already provides a path with a better
classi cation modeIMg to verify the same target data. If ndélc will be used asVic;
EDRoad will otherwise useviQ asMc. We will henceforth denote Paifto represent the
path from some node to Node+or the example in Fig. 4.4c, Path-5 represents the path
from Node-3 to Node-5. [EDRoad is currently trainingMc for Path-5, it will check
whether there is any path from Node-1 that veri es the same data as Nade-p) but

with better performance. In this example, the existing model from Path-2 has a better
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detection performance than Pathi®( 0.65> 0.61) and, therefore, the model of Path-5
will be replaced by the model of Path-2.

This mechanism ensures a data scheduled to be veri ed later will have the same level
or higher expected performance, which will further ensure the detection procedure during
runtime is equivalent to greedily maximizing the lower bound of TPR and minimizing the
upper bound of FPR (to be proved in Chapter 4.4.3). Note that the model-replacing mecha-
nism will always be validi(e., there are suf cient veri ed data to perform the detection for
the current path) because the set of veri ed data will monotonically increase when travers-
ing down the VT. WhileEDRoad can directly applyMc to the training dataset to obtain
the expected performance based on Youden's Index, we choose to use a two-fold cross val-
idation to avoid over- tting the training data in computing expected performance on each
path.

Data Recovery Model (§) Training. SinceEDRoad performs data recovery based
on Gradient Boosting algorithm [58], it follows the standard training process of Gradient
Boosting for itsMg Training. The idea of data recovery is to estimate an unveri ed data
based on relevant veri ed data aiDRoad also performdvir Training for each path in
the VT. On each path, the data type to be restored (he data type marked in the con-
nected node) will be treated as the supervised signal and the other data types covered in the
classi ers of the target path will be the regular training input. Take the path from Node-2 to
Node-4 in Fig. 4.4c as an examp|e,f , andv will be included in the training data ands
speci cally treated as the supervised signal. The training result will be a Gradient Boosting

model ofMg: (p;f)! w.

4.4.3 Data Veri cation
4.4.3.1 Runtime Veri cation
EDRoad can be set to perform data veri cation periodically or upon receipt of a mes-

sage containing one or more data typE®)Road takes three inputs to perform data ver-
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i cation (Alg. 1). They are i) the VTs obtained from the training pha%g) (ii) the mes-
sages/data that need to be veri ed, and iii) the (optional) measurement quality estimation
(ay) upon receipt of each measurement/data (Fig. 4.2). Note that the received data/mea-
surement quality estimations are stored in buft@randE, respectively, before processing
them.

Since classi ers irEDRoad can sometimes involve data from two or more consecutive
messages, there may be cases that a data with timestarap only be veri ed when
another data with timestampt 1 is received and veri ed. Take the classi er constructed

from the following SD as an example:

Vie= J(Be1 Bi)I=DY; (4.8)

The vehicle speed can only be veri ed when both vehicle locatiomg and px+; are

veri ed. Based on this observation, we propé®seward Creation and Backward Execution
(FCBE) mechanism for performing data veri cation. Upon receiving a mes$#gRpad

will create a new instance of VT corresponding to the measurement level at that time, which
records the veri cation progress of that particular message (Line 4 in Alg. 1), and then puts
it in treeQueue (Line 5)EDRoad will then perform veri cation on each VT in treeQueue

in reversedirection, meaning that the most recently created VT will be executed before the

previously created VT (Lines 8 and 10).

4.4.3.2 \Veri cation Overview in a Single VT

The veri cation process in single VT (Alg. 2) is akin to nding the best path from the
root to a leaf node based on the models and the expected performance speci ed on each
path of the VT. Starting from the rodEDRoad will check whether the path with the best
expected performance€., having the largest Youden's Ind& is ready to perform data

consistency check (Line 5in Alg. 2). If the path is readg.(all required data for the clas-
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Algorithm 1: Runtime Data Veri cation — FCBE

1 Function: dataveri cation (Q;E;V);
Input : Message buffer@) and measurement error buffét)
VT set (V).
Output: Results of veri cation R).
2 treeQueue £g;
3 while : is_.empty@Q) do
4 tempVT = creatdreeQ,V, E);
5 push(treeQueue,tempVT);
6 for idx from size(treeQueue) - downto 0 do
7
8

if idx < (size(treeQueue) - Ihen
R [idx] = vt_veri cation(treeQueue[idx], treeQueue[idx].Message,
R [idx+1]);
9 else
10 L R [idx] = vt_veri cation(treeQueue[idx], null, null);
11 returnR;

si ers marked in the tuple are received), it will perform consistency check Miglon that

path and try to traverse down to the connected node. That is, if no data anomaly is detected
by Mc on the target patiE DRoad will move on to the connected node (Node-T) and report

the data marked in Node-T as normal; otherwlsBRoad will report the data marked in
Node-T as anomalous and perform the same procedure to the path with the nextlargest
EDRoad will repeat this procedurd.€., try to perform data veri cation to the path with

next largestl) until all the paths fail the consistency check or it encounters a path waiting
for further data (Line 6). If all the paths report data anomaly dete&BdRoad performs

data recovery to the target data on the path with the laiyes Gradient Boosting and
moves on to the connected node. OtherwsBRoad will quit the current veri cation
process of the current message and wait until either necessary data are available or a time-
out, a design parameter, is reached. If the timeout is read&®@Road will remove all

the paths still requiring additional data and perform the veri cation process only on the

remaining paths (Line 9).
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Algorithm 2: Veri cation in a Single VT

1 Function: vt_veri cation (T ; Myx; My+1);
Input : VT instance T ), message to be veri edMy), and (partially) veri ed
next messageX. 1).
Output: Veri cation result of M (i.e., Ry).
2 waiting = false;
3 while : waitingdo
4 newNode =T .currentNode;
5 if largestd_pathready{ ,Mx,Mg+1) then

6 newNode = traversdown(T ,My,My+1);
/I Traverse down or switch path until encounter a blockage
(Sec. 4.4.3.2).

else
8 if timeoutreached(hen
9 L newNode = timeoutraversedown(T ,My,Ms+1);
10 if is_equal(newNod§, .currentNodejhen
1 | waiting = true;
12 else
13 | T .currentNode = newNode;

14 Ry = extractresult([ );
15 returnRy;

4.4.3.3 Design Properties

Choice of Youden's Index (J)J's physical meaning is the distance between the
receiver operating characteristic (ROC) and the chance level (where=TPRR). It is a
commonly used metric to represent the system’s likelihood to make an informed detection
instead of making a random guess. The larger the value, the better detection results. The
range ofl is [-1,1], where 1 indicates perfect detection (TPR=1 and FPR=0) and O indicates
that the detection is randomly predicting positive results (TPR=FPR) regardless of the input
(i.e, arandom guess). Note tha2 [ 1;0) indicates that the detection produces opposite
labels. Therefore, the system should reverse the detection results.

We now introduce the important propertiesJaihat are exploited ilEDRoads detec-

tion.
Property 4.4.1. J will not be affected by the positive ratio of the data if the classi er has
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consistent TPR and FPR.

Proof.

J = sensitivity+ specicity 1 (4.9)
= TP=(TP+ FN)+ TN=(TN+ FP) 1 (4.10)
= TP=(TP+FN) [1 TN=(TN+ FP)] (4.11)
= TP=P FP=N (4.12)
= TPR FPR (4.13)

whereT (F) represents true (false) aRqN) is positive (negative). SincEPRandFPRare
computed by only lookind® andN samples, respectively,is independent of the positive

ratio of the data. O]

That is, unlike other metrice(g, F1 score) that stress the positive predictions and can
be in uenced greatly by the ratio of positive casdsprovides a consistent summary of
system performance regardless of the positive sample ratio of the data. Furthermore, it

represents the performance bound of the system as stated in the following properties.
Property 4.4.2. J represents a classi er's TPR lower bound.

Proof. TPR=J+ FPR J(* FPR 0). 0
Property 4.4.3. J represents a classi er's FPR upper bound.

Proof. J 1 FPR(* TPR 1)) FPR 1 J. O

The above properties further lead EDRoads design to choose the path with the
largest] during the detection phase (Chapter 4.4.3.2). Below we formally state the perfor-

mance bene ts brought b¥DRoads design.
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Property 4.4.4. EDRoadgreedily maximizes the potential growth of (average) TPR lower
bound by choosing the Pathwith the largest J from Path-1 to Path-K from Nodgwhere

K is the total number of paths originating from Node-

Proof. Based on Property-4.4.2, the sum of TPR lower bounds for verifying the current set
of data (.e,, all data that can be veri ed immediately after Nogeafter choosing Path-

can be represented as

K K
adP=k+3r=33+3e; (4.14)
i=1 i6a i=1 i6a

where J; is the Youden's Index of Pathand Jio is the Youden's Index for verifying
(i.e., the data that can originally be veri ed by Pathafter choosing Path- g is the
difference betweed andJR and0 g 1 J since ourtraining design ensurks Jio 1
(Chapter 4.4.2.2).

Maximizing the potential growth of average TPR lower bound can then be transformed

to maximizing the upper bound of Eq. (4.14):

K K
ad+de AI+ral HN=K 1+k; (4.15)
i=1 i6a i=1 i6a

) arg r2a>(K 1+ J3) = arg rgax]a: (4.16)

Since we have a xed number of data to be veri ed, there is no difference in maximizing

the sum or the average of a target metric. O

Property 4.4.5. EDRoadgreedily maximizes the potential decrease of (average) FPR up-
per bound by choosing the Pathwith the largest J from Path-1 to Path-K from Node-

where K is the total number of paths originating from Nayle-

Proof. This can be proved similarly to Property-4.4.4. ]
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4.4.3.4 Computation Cost Analysis

The computation cost dEDRoad during run-timeis determined by the number of
data covered and the number of veri cation groups. While assurkiDoad utilizes
MLE (with a closed-form solution) for true state estimation and Gradient Boosting for data
reconstruction, the worst-case computation cost for a single BSM veri cation is bounded
by O(N?+ K) whereN is the number of the data types coveredERoad andK is the

number of SDs.

4.4.4 System Descriptions in Case Study

We introduce the SDs utilized iEDRoads case study according to the data types
involved in each SD. We assume that BSM with in#teg received at timéand BSM with

indexk+ 1 is received at time+ Dt.

4.4.4.1 Pure Vehicle Dynamics

As shown in Table 4.22; —Cs andCyo form the basic correlation between vehicle state
and dynamics. Whil€; describes the correlation between vehicle location and speed as

shown in Eq. (4.8)C1o describes that between vehicle speed and acceleration:

Vir1 = Vi + agDx: (4.17)

On the other handC; — Cs capture the correlation between vehicle location and other

vehicle state measurements. They follow the basic formulation of:

Dt
Prr1= Pxt (Wt act) Ty dt; (4.18)

whereh; = Ty + wit. Note that since not all the data in Eqg. (4.18) are utilize@in-

Cs while assuming different data availablility, the data not covered in a certain SD will be
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replaced by 0 in Eq. (4.18) for that speci ¢ SD.

4.4.4.2 Ao0A ) and Map Information ( M)

Cg andCg describe the correlation between vehicle location and the AOA measurements:

Cg:fx=\ enOp;and (4.19)

Co: pk = Intxn(O; f (; M); (4.20)

whereey is the North direction (see Fig. 4.3&), (p) is the RSU (vehicle) location, and
intxn( ) is the function used to identify the intersection point of the road that the vehicle is
traveling on and the virtual line of AOA measurement from the RSU.

Since one can use Eq. (4.20) to estimate the vehicle loc&i@rcombines the corre-

lation described it©; andCq for vehicle speed veri cation:

Ci2: V= Jintxn(O; f g 1; M) intxn(O; f ; M) j=Dx: (4.21)

4.4.4.3 Doppler Shift Of)

Cs, C7, C11, andCy3 describe the correlation between vehicle dynamics and Doppler

shifts of received BSMs from the RSU side. They follow the formulation of:

Dfy=[c=(c vl fe; (4.22)

wherec is the light speedf. is the transmission carrier frequency of BSMs, and is
the relative speed between the vehicle and the RSU. Note that while Doppler shift is not
treated as a necessary requiremenEbRoad, we added these SDs to demonstrate the

expandable detection scopeEiDRoad.
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4.5 Evaluation of Veri cation Frameworks

EDRoads evaluation is divided into two parts: a generic ensemble learning framework

(this section) and a system approach for our case study (Chapter 4.6).

4.5.1 Evaluation Settings
4.5.1.1 Training and Testing Data.

EDRoad(as a generic ensemble learning framework) takes a set of classi ers and train-
ing data {.e., classi cation results and their ground-truth labels of the input classi ers) as
inputs and outputs a data veri cation model that determines whether individual data is nor-
mal or anomalous. The requirement of the ground-truth normality of each data in the clas-
si ers for this evaluation forced us to generate synthetic datasets with different classi er
and sample space settings to make the evaluati@Ddtoads performance independent
of a speci c dataset with xed propertie&£DRoad will also be evaluated with real-world

datasets in Chapter 4.6.

Figure 4.8: A sample space example for data generation.

We assume there are 13 classi ers and 8 data types with 2 trusted inputs as in the
case study of BSM veri cation and the classi ers can only yield moderate detection per-
formance of 0.5-0.75 TPR and 0-0.1 FPR. To generate different detection correlations

between classi ers, we rst divide the sample space Ht¢2® 2=26=64) regions, each of
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which is a possible data anomaly combinatierg, only Data-1 is anomalous, or Data-

1 and Data-2 are anomalous. In each region, there can be @Gq%40) sub-regions of
different anomalous scenarios. For each sub-region, classi ers have different correlations
with each other. Fig. 4.8 illustrates an example sample space, where we use & jfuple (
to represent a sub-regigrwithin regioni. For example, Classi er-1 and Classi er-2 have
similar TPRs and FPRs in (1,1)e., they are likely to have similar detection results, while
only Classi er-1 has a high TPR in (1,2). To create the training and testing datasets, we rst
generate an array of ground-truths witlpositive ratio and randomly assign a ground-truth
sample to each of (region, sub-region) combinations to generate i) the ground-truth labels
of individual data and ii) the results of each classi er based on its TPRs and FPRs speci ed

in the performance table of that region (Figs. 4.8 and 4.9).

Figure 4.9: An example of training and testing data generation.

4.5.1.2 Baseline Comparison.

We comparé&eDRoadwith the most commonly-used or state-of-the-art ensemble learn-
ing, including AdaBoost [58], Random Forest [59], Gentle Adaptive Boosting [43], Lo-
gistic Boosting [43], Robust Boosting [66], and Random Undersampling Boosting (RUS-
Boost) [119]. They will be compared using the following metrics.

True Positive RatéTPR): The probability (per data type) tHaDRoad successfully
detects the occurrence of data anomaly, also knowdetection rateor recall.

False Positive RatéFPR): The probability (per data type) tHaDRoad incorrectly
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reports occurrence of a data anomaly while it is not, also knowallkasut.

Youden's Index (J)See Chapter 4.4.3.3.
Note other metrics can be converted from TPR, FPR, and the positive sample jatitHe
datae.g.F1=(2 TPR)/[2 TPR + (1¥ )FPR+ (1-TPR)]. So, they are not explicitly shown
here. Also, whileEDRoad has a more strict applicable scenarios than general-purpose en-
semble learning (Chapter 4.4), we only evaluate the test-cases in BbiRbad s able to

verify individual data.

45.2 Results
45.2.1 Detection Performance

We rst evaluateEDRoads detection performance for an ideal scenario where the
training dataset has the same positive sample ratn0:01 as the testing dataset, both
with 10,000 sample sets. Fig. 4.10 sho&®Roads performance in comparison with
existing ensemble learning frameworksDRoad is shown to outperform existing frame-
works in most testing scenarios by up to 0.51 absolute TPR and 0.48 absolute Youden's
index. Even though RUSBoost shows better TPR &mdhen there is only one anomalous
data,EDRoad achieves better overall performance when there are more than one anoma-
lous data.

Otherbhsample space, TPR, FPRj settings show a similar pattern as in Fig. 4.10.
Figs. 4.12 and 4.13 compare the performanc&DRoad with other ensemble learning
frameworks under the condition in which the input classi ers have 0.8-1.0 TPR. Figs. 4.14
and 4.15 compare their performances under the condition in which the input classi ers have
0.6-0.8 TPR. Each testing scenarios have 10 different sample space test-cases and each test-
case has 10,000 sample sets of training and testing data. We can observe that they all show
similar patterns as Fig. 4.10, where RUSBoost has better performance under single-data

anomalies whil&EDRoad achieves better performance under multi-data anomalies.
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Figure 4.12: Performance comparison when input classi ers have 0.8-1.0 TPR and 0-0.1
FPR with training: = 0:05 and testing = 0:01. The values in each anomaly
scenario from left to right are 1) AdaBoost, 2) Random Forest, 3) Gentle
Adaptive Boosting, 4) Logistic Boosting, 5) Robust Boosting, and 6) RUS-
Boost.

4.5.2.2 Performance Persistency

Next, we demonstrate the performance deviatioriS@Road and existing frameworks
when the training and testing datasets do not exhibit the same characteristics. We xed the
testing data to have 10,000 samples with positiverate0.01 while adjusting each set of
training data to have 10,000 samples witk 0.005-0.1i(e., 0.5x—10x of that of the test-
ing data). We then compare the testing performand¢eliRoad and prior approaches with
their corresponding performance when the training and testing data have the same positive
rate {.e, r = 0.01). Finally, we show the maximum absolute performance deviation in
different anomaly scenarios (Fig. 4.11).

Ideally, the performance deviation should be close to 0, meaning that an algorithmis un-
affected by the dissimilarity/inconsistency between the training and testing data. Fig. 4.11
shows thaEDRoads performance does not change much even if the testing data do not
exhibit similar statistical characteristics as the training data. Therefore, EEIRgad, en-
gineers do not have to ne-tune the training data to match the statistics of the actual online

execution to have good performance.
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Figure 4.13: Performance comparison when input classi ers have 0.8-1.0 TPR and 0-0.1
FPR with training = 0:10 and testing = 0:01. This gure shares the same
legend as Fig. 4.12.

Figure 4.14: Performance comparison when input classi ers have 0.6-0.8 TPR and 0-0.1
FPR with training: = 0:05 and testing = 0:01. This gure shares the same
legend as Fig. 4.12.

45.2.3 Remark

Unlike prior ensemble learning that determines the nal model directly based on classi-
cation performance when classi ers are applied to the training daizRoad performs its
traininganddetection according to i) the data types included in the classi ers and ii) classi-
er performance, making its online execution partially sequential instead of purely parallel
to avoid utilizing anomalous data for the veri cation of another data. WiBiRoad shows
its superiority to existing frameworks for the veri cation of individual data, it does not al-

ways outperform existing frameworks in all possible scenarios. For example, RUSBoost
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Figure 4.15: Performance comparison when input classi ers have 0.6-0.8 TPR and 0-0.1
FPR with training = 0:10 and testing = 0:01. This gure shares the same
legend as Fig. 4.12.

will provide a better FPR performance thBBRoadin determining whether there is a data

anomaly while treating all received data as a single group. This is becatB&ibad di-

rectly reports an anomaly when any of the (individual) data is determined to be anomalous,

the thus-computed FPR is equivalent to representing the union of the false-positive condi-

tions of all data, instead of representing the common/intersecting false-positive conditions

as in a single-group setting.

4.6 Case-Study Evaluation

4.6.1 Experimental Settings
4.6.1.1 Data Preparation

As described in Chapter 4.3, we assume some malicious vehicles will transmit BSMs
with incorrect information to the RSU.€., whereEDRoadis deployed) to prevent the RSU
from capturing the correct status of malicious vehicles. In this case $iDfypadveri es
the data in BSMs transmitted by the vehicles within the RSU's reception range based on
“CS” classi ers/SDs listed in Table 4.2 while assuming AoA and road/map information

are the only initial trusted data. To render our evaluation representative of the real-world
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Figure 4.16: Testing data on a map.

driving, we extracted 52 vehicle trips through the same urban road segmeni96im)

with a total of 4336 BSMs (10Hz) from Safety Pilot Open Dataset [37]. We use 30 trips
(2439 BSMs) as the training data and the rest as the testing data. Fig. 4.3b shows the
relative location of the RSU and vehicle traces.

Next, we add Gaussian noises with standard deviatjgio the testing traces (to con-
trol/simulate different levels of natural measurement errors), and manipulate the data on
top of the traces with measurement errors to simulate attacks.

Attack Formulation. Adapted from the most powerful GPS/location spoo ng re-
ported recently [120] that targets the detection schemes based on Multi-Sensor Fesion (
those similar taEDRoad), we implemented an attack targeting vehicle location where all
the other data in the BSMs match the manipulated location data. Speci cally, the attack
implemented in this paper is determined by solving the following optimization problem for

f(x2;z2)jk=1;, ;ng:

argmin k=1, ;ng S D(z; Zk)z; (4.23)

wheredy = D(x§; Px) andxf = M(X§ 1;Px+ dk;z0); (4.24)

where the subscrigt is the timestamp index, the superscipindicates the manipulated
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