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CHAPTER I

Intr oduction

1.1 Moti vation

The emphasisof softwaremodularity in modernsoftwareengineeringmethodology
hasled to the developmentof multi-tieredservicearchitecturesasshown in Figure1.1.
Unlike traditionalmonolithicservices,eachservicecomponentimplementsonly a small
part of functionality, while relying on other (often standardized)servicecomponentsto
accomplishthe functionality that is peripheralto the intendedservicefunctionality. For
example,anHTTP server from vendorA maybeintegratedwith a proprietaryapplication
via a CORBA interface,which in turn connectsto an arbitraryback-enddatabaseusing
ODBC. Eachservicecomponentmay executeon its own specially-tunedserver. Unfor-
tunately, dependenciesbetweensuchloosely-coupledservicescreatesystemmanagement
problemsthatarenotanticipatedin thedesignof currentOSs.

Themulti-tieredscenariois becomingincreasinglyimportantasmulti-tieredarchitec-
turesfindbroaderacceptancedueto new technologies,suchasCORBA [102],DCOM[61],
J2EE[139], IBM’ sWebSphere[70], BEA’sWebLogic[17,18], andMicrosoft’s .NET ini-
tiative [145].

Many difficulties in multi-tieredserver managementarisewhenever oneattemptsto
configuredifferentfront-endapplicationsto utilize sharedback-endservices(i.e., service
consolidation)or attemptsto enforcedifferentpoliciesfor differentuserswhousethesame
services.Suchconsolidationoffersseveral tangiblebenefits.First, it reducesadministra-
tiveoverheadsasthenumberof installedserversshrinks.Second,softwareredundancy is
eliminated,thusreducinglicensingcostsandthewasteof memory. Third, physicalspace
andenergy requirementscanbesignificantlyreduced.

The drive to easesoftwareconsolidationthroughOS supportis not new. In fact, it
hasalsoinspiredthe innovation of the sharedlibrary abstractionin UNIX [9] andother
OSs. Multi-tiered servicescanbe viewed as the logical extensionof the sharedlibrary
conceptfor thenetworkedserver environment.For this reason,futureserver OSsshould
providetargetedsupportfor servicesharinganalogousto thesingle-hostconceptof shared
libraries.

CurrentOSsareill-equippedto addressthe needsof multi-tieredapplications,since
they have evolved from single-server andworkstationOSs. They provide only limited
supportfor servicedistribution. In fact, theonly supportprovided is basicnetwork com-
municationsupport. Nevertheless,multi-tiered servicesare built for suchoff-the-shelf
OSs.Thismeansthattheidealsupportsub-systemwill leaveexistingOSsemanticsintact,
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Figure1.1: Multi-tieredserver architecture

while addingmostlyapplicationandOS-transparentsupportfor multi-tieredsystemman-
agement.Onemaywonderwhy thedistributedOSconceptsof the late1980’s andearly
1990’s [7, 99,105,122,160] have not becomethe OSsof choicefor today’s multi-tiered
systems.Thefirst reasonfor this maybe thesemanticaldifferencesbetweensingle-host
anddistributedOSs,which complicatethe porting of applicationsto distributedOSs. A
secondreasonmay be that many of the featuresof a distributed system,e.g., location
transparency andsinglesystemview, maybecounterproductive to thedesignof efficient
server softwareanddetrimentalto the deploymentof heterogenouscomputerhardware.
Third, large,scalable,distributedservers[25,74,123]or applicationscanbebuilt without
specializeddistributedOSs. However, theseapplicationsstill suffer from manageability
problems,which will beaddressedin this thesis.In conclusion,migrationfrom a single-
hostapplicationto a distributedapplicationatopa distributedOSis still a substantialtask
with limited benefits.

In multi-tiered systems,functionality is distributed acrossa numberof hostsalong
serviceboundarieswithout requiring a distributed OS. Thus, applicationprogrammers
can take advantageof their ability to distinguishbetweenlocal and remotedataaccess
to optimize applicationperformance.Moreover, it is possibleto run different services
on carefully-tunedserver hardware. For example,a databaseserver would most likely
be hostedon a server with very large disk bandwidthandcapacity. Thusany solution
for multi-tieredsystemmanagementsupportmustbedesignedto copewith hardwareand
softwarediversity.

Perhaps,themostimportantreasonwhy distributedOSplatformsarenot usedto host
multi-tieredservicesis that multi-tieredsystemsby-and-large requiresupportthat is or-
thogonalto the supportthat is provided by distributed OSs. Distributed OSs assume
monolithicapplications,i.e.,all functionalityneededto accomplishacertaintaskis imple-
mentedinsideonepotentiallymulti-threadedapplication.Multi-tieredservicescompletely
partwith thisbasicassumptionsincetheir functionalityis partiallyaccomplishedby inde-
pendent,loosely-coupledsub-services.Thechallengeaddressedby this thesisis to create
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a singleserviceabstraction(from a network of services)asopposedto thesinglesystem
abstraction(from anetwork of machines)pursuedby distributedOSdesigns.

Thefollowingscenarioillustrateshow andwhy multi-tieredsystemdesigndiffersfrom
traditionaldistributedOSapproaches.Supposea serviceprovider hostsoutsourcedappli-
cationsfor businessclientsusinga sharedhardwareandsoftwareinstallation. A poten-
tially large numberof outsourcedapplicationsmay requirethe sameback-endservices,
e.g.,DB2 databases,Webcaches,searchengines,andnameservices.Theseoutsourcing
centerscanbevery large;for example,IBM GlobalServicesoperatesanoutsourcingcen-
ter in Raleigh,NC, containingover 10000workstation-basedserversand250mainframe
computers.Therefore,it is highly desirableto consolidatesharedback-endservices.Un-
fortunately, this would causemany problemsrangingfrom securityto performanceinter-
ference.DistributedOSsdonotoffer any answerasto how onecouldpossiblyconsolidate
sucha serviceinfrastructure. What is neededis a mechanismthat mapsback-endser-
vices’activities into differentfront-endservices’contextsdependingonwhotheback-end
works for. To ensurethat our solution remainslargely invisible to the applicationsand
theOSs,weadoptamodel-basedapproach.Thisapproachmapsmulti-tieredapplications
to genericserviceimplementationpatternsandappliesgenericperformancecontrolsthat
areknown to beeffective for applicationsof therecognizedtype. Thepatternsalsoaid in
trackingtherelayingof work from onetier to another.

1.2 Assumptionsand Limitations

This thesisaddressesthesystemmanagementproblemfor multi-tieredserversunder
theassumptionthatmulti-tieredactivities aretraceablewithout applicationmodification.
This meansthat thereis a traceablecorrespondencebetweenthe threadsand processes
thatexecutein thesystemandactivities, whicharedistributedandcompriseall processing
andcommunicationexecutedon behalfof individual requests.Moreover, messagesthat
are passedbetweenservicesmustbe recognizable. Unfortunately, theseassumptionsare
notalwaystruewithoutchangingtheapplications.

First, the assumptionof having a traceablerelationshipbetweenactivities and pro-
cessesor threadsmay not hold. An exampleis a server suchasthe Flash[106] HTTP
server, which bypassesthethreadlibrary andimplementsits own internalthreading.The
authorsof Flashcall this event-drivenbecauseeachlogical threadretainsrelatively little
state,andthreadingis implicit, i.e., thereis no explicit threadstack,andtherefore,no use
of OSthreading.Thereis only oneFlashprocessvisible to theOS.However, this single
processmaybeservinghundredsof connectionssimultaneously, eachof whichmayrepre-
sentdifferentclients,andtherefore,resourceprincipals.In orderto make therelationship
betweenthreadsandactivitiesobservableat thesystemlayer, it is necessaryto instrument
theapplicationto exportauniqueconnectionidentifierwhenever it switchesfrom serving
oneconnectionto another.

Second,the assumptionthat messagesarerecognizablemay be violated. For exam-
ple, this is the casewhen the client-to-server interfaceis implementedin a proprietary
fashionusinga randomaccessmedium(sharedmemory)communicationchannel,such
asIPC sharedmemory. If clientssubmitrequeststo a server via a sharedmemoryinter-
face,it is very difficult to determinewhoserequesta server is readingwhenit accesses
thesharedmemorysegment.In thiscaseonewouldneedto traceeverymemoryaccessto
tracethecommunicationbetweenclientsandservers.However, suchtracingwould com-
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pletelyeliminatethebenefitsof usingsharedmemoryfor communication.For all practical
purposes,wemustassumethatcommunicationoveranunstructured,randomaccess,com-
municationchannel,suchassharedmemory, is untraceableunlessit proceedsthrougha
sharedlibrary with a well-definedmessaginginterface.

Fortunately, theresultsof thisthesisarenotaslimited asit mayappeardueto theabove
counterexamples.In fact,mostserviceimplementationssatisfyour assumptions.

First,applicationsthatimplicitly encodethreadinginto theircodeareveryrare.In fact,
in a survey of morethan30 serviceimplementations,we foundonly a singlewidely-used
servicethat doesnot useany of the following: a threadlibrary, a virtual machinethat
providesthreads,kernelthreads,or kernelprocesses(thepre-2000versionsof MS-SQL).
Later versionsof the sameserviceuseWindows fibers (light-weight processes).There
are many reasonsagainstimplicit threading,and the only reasonfor having them is a
performanceimprovementovertheuseof genericthreads.Theargumentsagainstimplicit
threadinginclude:

. implicit threadingis difficult to program,

. implicitly-threadedprogramsaredifficult to understandandverify,

. arequestthattriggersanerrorin theprogramcodewill bringdown theentireservice,

. implicit threadingis badsoftwareengineeringbecauseit violatesthe separationof
differentprogrammingaspects(functionalityvs. threading),

. thereis noneedto reinventthreading,

. many servicesdo somuchapplication-level processingthattheperformancebenefit
of eliminatingthreadingis negligible.

Second,while thereareapplicationsthatutilize sharedmemoryfor inter-processcom-
munication,they typically do so throughlibraries that implementconventionalcommu-
nicationabstractionsover sharedmemory. For example,theOracledatabaseserver uses
sharedmemoryfor inter-processcommunicationandfor communicationwith localclients.
This communicationis encapsulatedin a general-purposelinked library that implements
thenotionof full-duplex communicationchannels(virtual circuits)over sharedmemory.
Applicationsneverexplicitly readfrom or write to sharedmemory. Instead,they enqueue
messagesinto the sharedlibrary. Thus,messagesareeffectively traceableat the shared
library interface,even thoughthey arenot traceableat the OS-IPCinterface. Onemay
arguethattracingsharedlibrary behavior is similar to customizingtheOSto trackspecific
applications.However, this is not the casebecausean unlimited numberof customap-
plicationsmayutilize a singlesharedlibrary for communicationwith a defactostandard
service.Onewould not evenprovide a sharedlibrary if therewereno potentialfor reuse
acrossmultiple,independentapplications.Thismeansthatwecanpossiblytrackhundreds
of applicationswith only a smallinstrumentationof acertainsharedlibrary.

While thereis thepossibility that theassumptionsmadewith respectto traceableap-
plicationsandcommunicationsmay not hold for somespecificserviceimplementation,
we concludethat our assumptionshold in typical systemscenarios.We also conclude
that they are likely to hold in the future becausesystemengineeringandprogramming
principlesencourageservicedesignto complywith our assumptions.
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This thesisfocusesonmanagingmulti-tieredapplicationsat thesystemor OS-layerby
interceptingandinterpretingits interactionwith theOS.It is, however, necessaryto inter-
pret the term “system-level” or “OS-layer” broadlyto not only includethe OS itself but
alsothreadinglibraries,communicationlibraries,andvirtual machines;theterm“runtime”
maybesubstitutedfor “OS-layer.” Despitethefactthatthis thesisspecificallystudiesthe
casein whichapplicationsarebuilt atoptheOSwithout intermediarythreador communi-
cationlibrariesor virtual machines,onecandirectly applythis researchto manageshared
library andvirtual machine-basedserviceimplementations.

1.3 ThesisStatementand Solution Overview

CurrentOSsarenotableto effectivelymanage(police,monitor, andadapt)multi-tiered
servicesbecausethe correlationbetweenOS abstractionsandactivities is not trivial and
is disguisedby intermediarytiers. This problemcanbesolvedby exploiting thefact that
servicesimplementonly a few differentmodelsof behavior. This thesisshowshow asys-
temcanbepolicedandmonitoredby usingmodelsof applicationbehavior in combination
with OSmodificationfor systemobjecttagging,tagpropagation,andtag-triggeredinter-
position.Furthermore,this thesisshows thatthechangesdo not unnecessarilyslow down
systemoperationandcanbeimplementedwithout rewriting theserviceimplementations.

This thesisspecificallyshowsthat:

1. Systemextensionsthat use modelsof applicationbehavior provide configurable
Quality-of-Service(QoS)controlfor concurrentmulti-tieredservicesin thepresence
of sharedback-endservicesin amannerthatis transparentto theapplication.

2. By identifyingthemodelsof applicationbehavior onlineit becomespossibleto mea-
suretheperformanceanddiagnosethebottlenecksof multi-tieredapplicationseven
in thepresenceof back-endservicesthataresharedamongmultiple competingap-
plicationsor client classes.

3. It is not necessary— not even for performancereasons— to build variousspe-
cializedsystemmanagementenhancementsinto eachOSkernelin orderto improve
their operationin multi-tieredsystems.Instead,OSsshouldprovide a generalized
layer of supportfor addingcontextual informationto existing systemabstractions,
configurablepropagationof this contextual informationalongsidetheflow of work,
policing of interactionsbetweenapplicationsandthe OS, andthe classificationof
systemabstractionsbasedonapplicationbehavior.

4. Evenwith advancedsystemmonitoringandonlinepolicing capabilitiesthatwould
facilitateonlineadaptationof QoSin multi-tieredsystems,continuousQoSadapta-
tion in amulti-tier systemis notonly of little benefitbut canalsoproducesuboptimal
resultswhenaccountingfor thecostof onlineadaptationin multi-tieredsystems.

Thebasicsolutioncanbesummarizedasfollows. A requestthatenterstheserver farm
is classifiedandassociatedwith asystemmanagementcontext. As therequestis pickedup
byaprocess,theprocessinheritstherequest’sclassification.If theworkerprocesscontacts
a back-endservice,its classificationpropagateswith thesubordinaterequest.Systemex-
tensionsusethisclassificationto monitorandpolicetheworkload.Figure1.2corresponds
to this rathersimplifieddescription.Theindividualproblemsandchallengesaddressedby
this thesisareexplainedbelow in moredetail.
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Figure1.2:Themulti-componentapproachto performancemanagementin a multi-tieredservice
deploymentasintroducedin this thesis.

Context Preservation: A genericcontext abstractionthataddressesthefundamentalneeds
of systempolicing, security, resourcepartitioning,andmonitoringin a multi-tiered
systemis introducedasa novel OS entity. The resultingsolutionis calledStateful
DistributedInterposition(SDI). SDI alsoaddressesmany of thesameconfiguration
andstatepropagationproblemsthat areaddressedin configurablesecurityframe-
work research[49,90]. In SDI, computationsthatpropagatefrom onetier to another
maybeattributedwith arbitrarycontextual information,for example,securityprivi-
leges,andresourcelimits. SDI canbeconfiguredto propagatecontext alongwith the
work-flow througha multi-tieredservicedeploymentwithout requiringapplication
cooperation.Moreover, SDI permitstheinstallationof context-dependentinterposi-
tionsat all tiers.Theseinterpositionsmayrewrite context or useits contentsto con-
trol the processingof the interceptedactivity. Thus,context canbe usedto police,
monitor, or transforminterceptedmulti-tieredcomputations.An SDI-likeOSmech-
anismis essentialto building systemsupportfor multi-tieredservices—includingthe
solutionsthataresummarizedin thefollowing paragraphs.

SDI consistsof anOS-level explicit context abstractionthatis orthogonalto existing
systemabstractions,a network protocolfor context propagationandremoteaccess,
anda / -languageto control the propagationof context. Moreover, the / -language
hasfeaturesthatpermitits useasacontrolframework for multi-tieredactivities.

Policing (Insulation of Co-HostedInter net Services): Insulatingco-hostedapplications
anddifferentworkloadsthatsharesomeservicesin aconsolidatedserver infrastruc-
ture,i.e.,a serviceinfrastructurewith sharedback-endservices,is key to enhancing
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the scalability of multi-tiered server farm designs. By sharingkey hardware and
software,oneincreasesthe utilization of resourcesandsoftwarelicenses,thusim-
plementinga moreefficientapproachtowardsserver-centriccomputing.

Today’s modelof outsourcing,server co-location,lacksscalability. Theco-location
model completelyinsulatesco-locatedapplicationsby assigningeachservicefor
eachoutsourcingclient to its own host. Every co-locatedserver deploymentoper-
atesas its own completelyindependentsetup. The only resourcessharedamong
outsourcedservicesaretheuplink to theInternet,physicalspace,andpower. Thus,
every additionaloutsourcingclient will incur coststhatarealmostashigh asif the
outsourcingcustomerwashostinghis own services.The strict separationbetween
co-hostedapplicationsin currentoutsourcingenvironmentsis partly dueto the ab-
senceof a resourcereservationmodelfor multi-tieredservices.If onewereto con-
solidatea systemwithout this supportin place,differentco-locatedsitesandappli-
cationswouldbegin to interferewith eachother.

This thesisproposesVirtual Servicesasa modelfor dynamicanddeferredresource
bindingsin multi-tieredserverfarms,almostcompletelyeliminatingtheinterference
betweenco-locatedservicesandworkloadsthat sharesomeservices,if configured
correctly. Theideais to delaybindingany processor otherOSresourceabstraction
to resourcequotasuntil it is known for whoma serviceis performed.To on whose
behalfa serviceis performed,the Virtual Servicesolutionrelieson administrator-
specifiedworkloadtrackingrules.

Monitoring (Interfer enceDetectionand Assessment):In order to determineresource
allocationsin a multi-tiered system,interferencebetweenco-hostedservicesand
systembottlenecksmustbeconsidered.Picking thewrongresourcecontrol to tune
a multi-tiered systemwill not yield good control over the performanceof indi-
vidual servicesandwill not prevent interferencebetweencompetingservicesand
clients. This thesisproposesa problem-orientedmonitoring and diagnosticsub-
system,which detectsinterferenceandassessesits impacton the performanceof
differentfront-endservices.

The proposedPerformanceMap (PMap)solutionallows systemadministratorsto
diagnosea multi-tieredsystemwithout requiringthemto understandall servicein-
terdependenciesa priori . This solutionis achievedby taggingrequeststhat require
monitoringandinterceptingtheresultantinteractionof applicationswith theOSas
they handlethetaggedrequests.Theinterceptiongenerateseventstreamson behalf
of adistributedactivity onall hoststhatareinvolvedin processingtherequest.These
eventstreamsarecoalescedandinterpretedaccordingto amodel-baseof well-known
servicebehaviors in orderto constructa graphrepresentationof serviceinterdepen-
dencies.This representationcanbeusedto manage,police,andanalyzemulti-tiered
systems.

On-line Adaptation (Transparent Adaptation of Multi-tier ed Services): A serviceho-
stingenvironmentmayexperiencetemporaryresourceshortagesdueto an increase
in thepopularityof theservicesit provides. SeveralQoSadaptationschemeshave
beensuggestedto allow asingleoverloadedserverto degradegracefullyunderover-
load. However, noneof the proposedschemesis applicableto multi-tieredservice
environmentsbecausethey fail to accountfor the delaysof resourceallocationen-
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Figure1.3: Structureof this thesis

forcementor thedelayfor obtaininga systemstatesnapshot,bothof which maybe
large.

This thesisshowsthatintuitivelycorrectperformanceoptimizationapproaches,such
asdynamicprogrammingbasedresource-packing,do not necessarilyyield thebest
cost-optimizingbehavior when accountingfor resourceallocationdelaysand the
fact that resourceschedulersat multiple tiers may make independentoptimization
choices. This thesisproposesslow calibrationof resourceallocationsasan alter-
native resourceallocationoptimizationapproachwith betterperformancecharacter-
istics. However, it alsoshows that the usefulnessof resourceallocationadaptation
stronglydependson the delayof resourceallocationenforcementandthe delayof
acquiringsystemsnapshots.Whendelaysarelongandinterarrival timedistributions
have largevariances,onlineoptimizationgeneratesno benefitover a staticresource
allocation.

1.4 ThesisStructure

ChapterII discussesthebasicassumptionsof this thesisandthefundamentalconcepts
of multi-tieredsystemsandanalyzesthedesignof typicalserverapplicationsthatareused
in multi-tiered scenarios.This designstudy provides the foundationalmodel of multi-
tieredcomputations,whichis thenusedto build application-transparentworkload-tracking
andpolicing featuresin thefollowing chapters.

ChapterIII presentsStatefulDistributedInterposition(SDI). SDI is thegeneralmech-
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anismfor the associationof statewith multi-tieredactivities andis a rule-basedfacility
thatallows trackingthis stateacrossa multi-tieredsystem.Theframework interceptsap-
plications’ interactionswith OSsandappliescontext (or setsof tags)to systemobjectsin
a mannerthat is completelytransparentto theapplications.Rulesfor trackingthesetags
alongsidethecontrol-flow of multi-tieredapplicationscanbespecifiedastrackingrules.
Furthermore,the infrastructurealsosupportspolicing multi-tieredactivities basedon the
assignedtags,thusgivingsystemadministratorsgreatlyimprovedcontrolovermulti-tiered
applications.

ChapterIV introducesthe Virtual Serviceabstraction,an applicationof SDI, which
integratesthe componentservicesof a multi-tiered serviceinto one virtual servicefor
performancecontrol purposes.The context or tagsassociatedwith systemobjectsare
resource-partitionhandlesthataretrackedasmulti-tieredactivities propagatefrom front-
endto back-endservers.

ChapterV presentsPerformanceMaps, anotherapplicationof stateful tracking of
multi-tieredactivities. PerformanceMapsidentify the interactionsbetweenthe compo-
nentservicesof a multi-tieredsystem.They aregeneratedby OS interpositionsanduse
forward-andbackward-trackingof activitiesto mapdependenciesbetweenservices,work-
load, andresources.The purposeof PerformanceMapsis to aid in the configurationof
Virtual Services,which presupposesa goodunderstandingof thesystem’s behavior. Fur-
thermore,PerformanceMapsmaybeusedfor bottleneckidentificationandgeneralsystem
diagnosticsin amulti-tiereddeployment.

ChapterVI studiesthe designof an online resourceallocationadaptationalgorithm
that usesVirtual Servicesfor its resourcecontrol. The objectof resourceallocationas
presentedin this chapteris to optimize resourceallocationswith respectto an external
objective function(i.e.,utility or cost).Positiveaswell asnegativeresultsarepresented.

Conclusionsare drawn in ChapterVII. This chapteralso summarizesavenuesfor
future research.Figure 1.3 visualizesthe relationshipsbetweenthe different technical
partsof this thesis.





CHAPTER II

Multi-T iered ServiceDesign

2.1 BasicSystemModel and Terminology

This thesisaddressesserver-side problemsof the following scenario. Independent
clientsutilize serviceson serversby connectingto themvia the Internet. The server it-
self may host one or more distinct services,suchas HTTP and FastCGI.Eachhosted
serviceshouldbeconfigurableto its own per-serviceor per-userperformanceobjectives.
Thehardwareinfrastructureof theserver consistsof multiple hosts,which areconnected
by a fastandhighly-reliableServerAreaNetwork (SAN).

Web-enabledfront endsare integratedwith proprietaryapplications,which, in turn,
accessback-enddatabasesto accomplishtheir work. Sucha systemis calleda multi-
tiered system(Figure2.1), with the independent,coupledapplicationsrepresentingthe
individualtiers.Thetier numberrefersto how deeplynestedanapplicationis with respect
to a compositeservicethat is performedon behalfof a request.Servicetiers areoften
locatedon specialhoststhat areoptimizedfor the servicesthat they host,but it is also
possiblethat differenttiers arehostedon the sameserver. In general,a databaseserver
would most likely be hostedon a machinewith a fastpersistentstoragesubsystem.In
contrast,apaymentauthorizationserverwould typically executeonamachinewith avery
fastcommunicationsubsystemto reducetheaccesslatency to paymentprocessingcenters.

Figure2.1: Theterminologyusedto describeamulti-tieredsystem

11
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A service is acollectionof executablecodewith awell-definedrequestinterfacethatis
implementedusinginter-processmessaging,e.g.,TCP. This meansthatservicefunction-
ality is invokedby establishinga network communicationchannelwith theservice.The
communicationfollows a specificprotocol,suchas,HTTP, SOAP or IIOP. Themainad-
vantageof service-baseddesignis thattheservicebehindtheinterfaceis anencapsulated
black-boxapplication.Encapsulationof reusablesoftwarecomponentsinsideservicesis
the translationof thesharedlibrary approachinto thenetwork-age.By placingdifferent
componentsondistincthostsonecanbuild muchmorescalablenetwork servicesthatalso
encouragesoftwarecomponentreuse.

A serviceinstanceisanexecutingprogramthatis readyto receiverequestsandprocess
them.A serviceinstancemayconsistof severalprocessesandthreads.

If theserverprovidesmultiple instancesof thesameservice— for example,anHTTP
server for company A andan HTTP server for company B — eachof which may have
to implementdifferentperformancecharacteristics,thesedistinct instancesof the same
servicearereferredto asdistinctservice classes. Theterm“serviceclasses”alsoapplies
if specificclientpopulations,e.g.,clientsfrom umich.edu , aretreatedasaseparateclass
with class-specificperformanceobjectives. In general,theterm“serviceclass”is a triple
of performanceguarantees,clientpopulation,andserviceinstance(c.f., SLA [146]).

Servicescommunicatewith eachotherusingacommunicationprotocol,insteadof the
usualfunctioncall interface.An invocationoversucha communicationprotocolis called
a request. Theservicemayor maynot answera requestwith a reply messagedepending
on theserviceprotocol,but usuallythey do. If a serviceA needsto issueseveralrequests
to someserviceB to obtaina resultthat it needsto satisfyoneof its own requests,then
all requeststhat A sendsto B to satisfyoneof its own requestsareassociatedwith one
session.Theboundariesbetweensessionandrequestaresomewhat fuzzy sinceonecan
alwaysview a sessionasa macro-request.The computationandcommunicationthat is
executedon behalfof a requestis calledanactivity .

Activities interactwith the OS anddependon processes,messages,file descriptors,
sockets,etc. for their execution.Theseabstractionsarecalledsystemobjects. Whatsets
a systemobjectapartfrom a systemcall parameteris that it doesnot live in the current
call stackandthatit usuallysurvivestheexecutionof theinterceptedcall. Typical system
objectscontainan OS-level context which is fixed andrestrictedto low-level attributes
thatarenecessaryto implementthesystemobject.

A servicethat answersdirectly to requestsfrom clientsthat arelocatedon machines
externalto theserver clusteris calleda fr ont-end service (oftentimestheHTTP service).
If thefront-endservicecontactsotherservicesto completearequest,thosehelperservices
arecalledback ends. Backendsdiffer in how far removed they arefrom the front end.
Theclientapplicationis tier-0, thefront-endtier-1, andall servicesthataredirectlycalled
by thefront-endaretier-2. Tier-3 applicationsarethosethataredirectlycontactedby tier-
2 applications,andsoon. Obviously, back-endapplicationsmaybelongto severaltiersin
differentrequestprocessingscenarios.

Quality-of-Service (QoS)is a broadterm thatmeansdifferentthingsto differentre-
searchers.Unlessstatedotherwise,onemaysubstituteit with averagerequestturnaround
time andrequestthroughput.Note that the termQoSin this thesisalwaysmeansserver-
sideQoS.This QoSmaynot bethesameasclient-perceivedQoSbecausetheclient will
experienceadditionaldelaysdueto the Internet. However, the Internetis not underthe
control of the server infrastructuremanagement,and therefore,this thesisdefinesand
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measuresQoSonly in termsof front-endserviceperformance.

The systemis alsoassumedto processrequestsonline (online processing). Online
processingis differentfrom offline processingin thatonly oneprotocolis usedto submit
a requestto a server and to retrieve the result. Moreover, the requestis not processed
in any deferredmode,suchastime-triggered,or by spoolingthe requestto a file. Batch
processing,in contrast,spoolsrequestsandwrites outputfiles that areretrieved through
communicationchannelsotherthantherequestsubmissionprotocol(e.g.,email).

For themostpartthis thesisdoesnotassumethatserviceswill bemodifiedto integrate
with the mechanismsproposedin this thesis. It is also assumedthat servicesare not
maliciouslysabotagingtheproposedsystem-managementmechanisms.Eventhoughthe
proposedsolutionswill not fail entirelybecauseof amaliciousservice,theireffectiveness
wouldbevery limited in thepresenceof maliciousservices.This thesisalsoassumesthat
softwareis implementedaccordingto bestengineeringprinciples,allowing for reasonable
(documented,taught,andpreviously-implemented)designchoices.

2.2 Multi-T iered Server and Service DesignPhilosophy

Thecomponentsfrom which modernmulti-tieredsystemsarebuilt areHTTP servers,
proxies,distributedobjectframeworks,applicationservers,databases,andvariouscom-
ponentsof standardor customizedenterprisemanagementsoftware. While it is entirely
possibleto build componentservicesof very limited functionality, it is a commondesign
practiceto embedsubstantialamountsof functionality into eachcomponentservice.The
reasonfor building powerful componentservicesis that thefunctionalityprovidedby the
servicemustneutralizethedisadvantageof usinga slow, genericnetwork interfaceto ac-
cesseachcomponentservice’s functionality insteadof a local methodinvocationinsidea
monolithicapplication.

A seconddevelopmentthathascoincidedandbecomesynonymouswith theemergence
of multi-tieredcomponentservicearchitecturesis thepopularityof workstationor small
PC-basedserver farms. Sincenetwork-orientedinterfacesin multi-tiered serversallow
the servicesto be scatteredacrossmultiple small, independent,and possiblyheteroge-
nouscomputersystems,clustersof smallworkstationandPC-basedservershave started
to replacemainframe-basedserver installations. Modernserver farmscanbe scaledup
to handleincreasedworkloadsby simply addingmoreinexpensive PCs. Therefore,this
thesisassumesthata multi-tieredsystemis not only a systemconsistingof multiple, col-
laboratingcomponentservicesbut also integratesmany independentcomputers,which
hostthoseindividualcomponentservices(a.k.a.hosts).

Theremainderof this sectionwill briefly definethemaindriversfor multi-tieredsys-
tem implementation:componentdecoupling,systemconsolidation,andimprovedscala-
bility. The main contribution of this thesisis to provide improvedmanagementsupport
in consolidatedsystemsby allowing activities thatexecutein asharedmulti-tieredservice
network to bemanagedasif they wereexecutingin a network of dedicatedservers. The
maingoalof supportfor consolidationof servicelicenses,operatingsystems,andservers
is achievedwithout negatively affecting theotherdriversfor theadoptionof multi-tiered
systems,namelytheirdecoupled,loosely-integratednature,andtheir scalability.
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Figure2.2:Decouplingthe aspectsof an applicationby integrating specializedcomponentser-
vices.

2.2.1 Decoupling

The decouplingof major softwarecomponents(Figure2.2) achieved by encapsulat-
ing applicationfunctionality insidenetwork servicesallows for a greatdegreeof concur-
rency in the softwaredevelopmentprocess.In developinga larger softwaresystemone
may chooseto purchasesomecomponentservices,while completelyrewriting others.
This mix-and-matchapproachto building large software systemshasgreatly increased
the efficiency of programmers.Today it is possiblefor a singleprogrammerto build a
deployment-strengthe-Commerceserver, suchasanonlinestore,in a few hoursby sim-
ply integratingweb-server, database,andapplicationservercomponents.

Oneof theproblemsof decouplingis thatdifferentcomponentserviceimplementations
may interpretthe semanticsof the serviceinterfacedifferently, thuscausingthe failure
of applicationsthat dependon onespecificinterpretationof the serviceinterface. Even
thoughensuringcompatibilityof differentserviceimplementations[120] is aninteresting
researchproblem,it is not the focusof this thesis. This thesisattemptsto preserve the
decouplingof componentsdespiteintroducingcoordinatedperformancemanagementfor
multi-tieredsystems.

2.2.2 Consolidation

Eachcomponentservicemay be part of multiple independentapplications. A sim-
ple examplewould be a file server, which consolidatesthe storageandpossiblybackup
functionalityfor all applicationsthatdependon it (seeFigure2.3for adifferentexample).

Consolidationhasmany benefits.First,softwarelicensecostscanbereduced.Second,
configurationoverheadsarereducedif only onecopy of thesoftwareneedsto beconfig-
ured. Third, softwareconsolidationalso leadsto decreasedhardwarecostssincesome
componentservicemaybedifficult to runasseveralinstancesonthesamehost,dueto ba-
sic resourcerequirementsfor eachserviceinstanceandportor addressspacecontention.

Consolidationsolvessomeof the economicproblemsof large softwaresystems,but
it introducestechnicalchallenges.If componentservicesaresharedacrossmultiple inde-
pendentapplications,it becomesmoredifficult to containthefaultsinsideeachcomposite
application. Ideally, componentserviceswould be built in a robust mannerso that they
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Figure2.3:A back-enddatabasecanbesharedamongmany differentfront-endapplications,thus
reducingsoftwarelicensingcostandreducingmaintenanceoverheads.

will not fail onany client input, thusavoiding theproblemof fault containmentaltogether.
Unfortunately, real systemsusually containmany latent bugs. This problemis not ex-
plicitly addressedby thework presentedin this thesis.However, by combiningthework
presentedin ChapterIII with ProtectedSharedLibraries[16], it maybepossibleto address
thefault containmentproblem.

A secondproblemis potentialname-spacepollution. Servicestypically export some
form of a namespacethat allows front-endapplicationsto refer to objectsandmethods
provided by the componentservice. Unfortunately, competingapplicationsmay choose
overlappingnamespacesandmanipulateeachother’sobjectsin thebackend,thusleading
to nameanddataconflicts. For example,a file server may be usedby two applications
thatattemptto storetheirdatain thesamedirectoryunderthesamefile name.Fortunately,
namespaceproblemsarerelatively easyto overcomeby the common-senseapproachof
attachingapplication-specificprefixesto all names.With respectto file namesmostap-
plicationsalreadymanagetheir own application-specificdirectories.This programming
mentality would simply have to be extendedto databasenamingand to the namingof
otherobjectsthatmayresidein possiblysharedservices.

A thirdproblemresultingfromconsolidationis thatof performanceinterference,which
is exhaustively addressedin ChapterIV. This problemis difficult to tacklebecauseper-
formanceinterferenceis a dynamicproblemthat dependson how a back-endserviceis
utilized by different front-endservicesand users. Today’s OSsdo not provide config-
urablesupportfor workload tracking and policing acrossmultiple tiers, thus rendering
fine-grainedresourcecontrol andpartitioningof multi-tieredsystemsvirtually impossi-
ble.

2.2.3 Scalability

Well-designedmulti-tieredsystemsscalewell (Figure2.4). First, the costof scaling
up is minimizeddueto the fact that multi-tieredsystemsarebuilt from cheap,standard
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Figure2.4:Connectionbalancingload-balancingdevicesallow spreadingrequestloadacrossmul-
tiple replicatedservers.Systemthroughputcanbeincreasedby addinganotherserver.

componentsandrequirenoneor only little specialtyhardware. Second,the systemcan
bescaled-upcomponent-by-componentasopposedto upgradingto thenext largermain-
framesystem.Thus,only theoverloadedserversneedto beeitherupgradedor clustered
by addingmoreserversthatprovidethesamefunctionality(Figure2.4).Clusteringis sim-
plified becausethe interfacesbetweenservicesarenetwork-basedandcanbe interpreted
by moderately-intelligentload-balancers.Sinceload-balancingin amulti-tieredsystemis
generallythe sameasbalancingconnections,it is possibleto build simplenetwork load
balancersthatspreadloadacrossreplicatedservers.

Oneof the drawbacksof increasedscalability is thatmulti-tieredsystemshave more
pointsof failureandare,therefore,moreproneto experiencedowntime.Eventhoughsome
researchershavediscussedthepossibilityof building reliableclusteredsystems[11,121],
thereareno goodgeneralsolutionsthat provide low-cost fault-tolerancefor real-world
network servers.Thisthesisdoesnotaddressthefault-toleranceaspectsof clusteredmulti-
tieredservers,eventhoughthesupportof ChapterIII maybeusedasa building block in
addressingthefault-toleranceproblem.

A secondproblemcausedby the easeof scalingsystemsup to large sizesis that of
understandingthesystemandits performanceproblembecomesvirtually impossibleonce
the numberof applicationsandhostsgrows beyond somehumanlymanageableamount.
However, goodsystemunderstandingis necessaryto manageperformance,diagnoseper-
formanceanomalies,andto makeupgradeandsystemconfigurationdecisions.This thesis
addressestheproblemof understandingthedependenciesbetweencooperatingcomponent
servicesin ChapterV.

2.3 Service Implementation

It is difficult to improve systemmanagementsupportfor multi-tieredsystemswith-
out disruptingtheoverall designof a multi-tieredsystem.For example,if oneintroduced
a resourcemanagementframework for multi-tieredsystems,it would becomenecessary
to tightly integratethe applicationsby adoptinga sharedresourcemanagementmodel.
Moreover, applicationswould have to be integratedmoretightly with theunderlyingOS
to enforcea commonresourcereservation model, thusreducingthe systemsscalability.
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Figure2.5:Theprocessingof client-server workloadmapsto differentabstractionsandprimitives
at different systemlayers. For example, a requestmay be representedby an OS-
level communicationabstractionat the OS layer abstraction.By understandinghow
application-level workloadis mappedto system-layerabstractionsit becomespossible
to takeworkload-managementandmonitoringactionsfrom thelower levelsof abstrac-
tion.

Today, theonly feasibleresponseto thesystemmanagementproblemin multi-tieredsys-
temsis to ensurethat the deployment is not consolidated,i.e., eachback-endserviceis
usedin only oneapplicationcontext. Unfortunately, it is not always possibleto avoid
all overlapbetweenmultiple multi-tieredapplications.For example,a payroll application
mayneedto accessthesameemployeedataasanemployeebenefitsmanagementapplica-
tion. This thesisaddressestheproblemof controllingtheinterferencebetweencompeting
applications.

To be ableto control interferencebetweencompetingapplicationswithout requiring
re-designof theapplicationsthemselves,it is necessaryto make someassumptionsabout
the applicationsthat allow tracingtheir request-relatedactivities without requiringtheir
explicit cooperation.This meansthat it mustbepossibleto correlateOS-layermessages
with client requests,and server-side processingwith the requestthat triggeredit. The
remainderof thissectiondescribesthebasiccommunicationandprocessingmodelsfound
in today’s server applicationsandexplainshow it is possibleto determinewhich activity
(causedby a specificrequest)is beingprocessedor propagatedby observingtheservice
implementation’sbehavior.

By dividing the serviceimplementationsinto its two independentcomponents,com-
municationandprocessing,it becomespossibleto modelalmostall widely-usedservice
implementations.Figure 2.5 shows how the two key featuresof a multi-tiered service
implementation,processingmethodsandrequestmapontosystem-providedabstractions.
The objective of this thesisis to identify this mappingand to useit to affect the appli-
cations’interactionswith theOS,thusexternallycontrollingtheir requestprocessingand
resourceconsumptionbehavior.
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Figure2.6:Mappingthe differentrequestsubmissionmodelsof widely-usedclient/server proto-
colsto thecommunicationmodelspresentedin this thesis.

The modelsof client-to-server communicationandserviceprocessingbehaviors in-
troducedin this chapterare basedon a comprehensive survey of application,network
programming,andclient/server literature[22,41,50,57,63,119,135–137].The fact that
computerprogrammingtextbooksheavily favor a few programmingmodelsfor network
serviceswill make it likely for futuregenerationsof softwaredevelopersto developsoft-
warethat fits the basicmodelsdiscussedin this thesis. A detailedsurvey of several ap-
plicationsandcommunicationprotocolsis presentedin AppendixA; Figures2.6 and2.8
list a few examplecommunicationprotocolsandserviceimplementations(extractedfrom
AppendixA) andmapthemonto theabstractprocessingandcommunicationmodelsad-
dressedin this thesis.

2.3.1 Client/Server Communication Models

From an applicationprogrammer’s perspective client/server computingoften means
usinga service-specificAPI, which transparentlyconnectsto a server to provide some
functionality. All communicationbetweenclient andserver is hiddenbeneathanAPI that
handlestheactualinteractionbetweenclient andserver. Eachinvocationof theAPI rep-
resentsoneor moreclient requestsdirectedtowardsa particularservice. Although the
implementationof the client/server API could usearbitrarycommunicationmechanisms
betweenclientsandserversto communicateindividual requests,the communicationbe-
tweenclientsandserversusuallyfollowsoneof only a few standardcommunicationmod-
els(Figure2.6).
Request-per-message:In this communicationmodeltheclient sendsa messagelabeled
with a requestID to a specificserver port. Oncetheserver completesprocessingthere-
quest,it sendsits replybackto thesameporton theclientmachinefrom which it received
therequestcarryingtheID of therequestthat it answers.Althoughonecouldeasilyim-
plementvariationsof this scheme,e.g.,the client identifiesa differentport to which the
reply shouldbesent,this simpleschemeis typically theoneimplemented.Client/server
protocolsthatdid notconformto thismodel(e.g.,earlyversionsof WindowsNetmeeting)
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have subsequentlybeenalteredto fit this modelto allow communicationto passthrough
firewalls,which alsoassumethesimplerequestID matchingcommunicationmodel.

Datagram-basedrequest-per-messagecommunicationis notpopularamongclientserver
applicationsoftwareimplementorsbecauseit requirestheserviceto reimplementconges-
tion control,retransmission,andmessageordering,whichTCPprovidesatnocost.Except
in caseswhenmessageorderingis not important,retransmissionis optional(multimedia),
or whenapplicationsareincompatiblewith TCP’s congestionavoidancealgorithm(also
multimedia),datagramprotocolsfor request-per-messageclient-to-servercommunication
provide little benefit.
Request-per-connection: Despitethe inefficiency of re-establishinga connectionbe-
tweenclient andserver for every request,the request-per-connectionmodelis frequently
used.In this modeltheclientestablishesaconnectionwith theserver, submitsits request,
andwaitsfor thereplyto arriveonthebackward-channelof thefull-duplex client-to-server
TCPconnection.Theserver typically shutsdown theconnectionimmediatelyaftersend-
ing its reply. Oncethereply hasarrivedon theclient side,theclient closestheconnection
aswell. Theadvantageof thismodelis thatit is easilyunderstood,easyto implement,and
allow theserver to terminatetheconnection.It givesthismodelanadvantagein scenarios
in whichclientstypically submitonly asinglerequestto theserverandremaininactivefor
prolongedperiodsfrom theserver’sperspective. Thisprocessingmodelis very inefficient
whenclientstendto submitseveralrequestsin shortsuccessionbecauseof theoverheads
of TCPconnectionestablishment.

A salientfeatureof this communicationmodel is that it works extremelywell with
load-balancersthatbalancethenumberof incomingrequestsamongback-endservers.
Connection recycling: Insteadof tearinga connectiondown afteronerequest-replyse-
quence,onecankeeptheconnectionbetweenclientandserveropenandreuseit to submit
anotherrequestafter theclient hasretrievedits previousreply. This modelof communi-
cationeliminatesconnectionestablishmentoverheadsfor all requestsafterthefirst. Since
theservercannotbesurewhentheclient is done,theconnectionis typically terminatedby
theclient. This raisestheproblemof possibleresourceexhaustionon theserver sidedue
to misbehaving or failed clients. To counterthis problem,the server may time out idle,
openconnections.
Requestpipelining: While connectionrecycling reducesoverheadswhenaclientsubmits
multiplerequeststo thesameserver, it doesnotreducelatency if theclient is readyto send
multiple independentrequestsat thesametime. To sendasecondrequesttheclientwould
have to wait for a responseto its previousrequestor establisha new connectionwith the
server, thus increasingTCP connectionestablishmentoverheadsandexhaustingsocket
resources.Whena client knows in advancethat it is goingto submitseveral independent
requeststo the server, it would ideally sendthoserequeststo the server simultaneously
without waiting for intermediatereplies. Onceall outstandingrequestsaresubmittedto
the server, the client startswaiting for replies. This model is the most efficient mode
of client-to-server communicationandimplementedin protocolsthatarestreamlinedfor
performance.This modeof operationallows theserver to work on severalrequestsfrom
thesameclient in parallel. A disadvantageof this modelis that IP-basedload-balancing
devicescannotspreadindividual requestssubmittedby oneclient acrossseveralservers.
Furthermore,pipeliningrequiresadelimitedrequestformat.
Pipelining with connection recycling: The model of requestpipelining can easily be
extendedby allowing theclient-to-serverconnectionto persist,thuscombiningtheadvan-
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Figure2.7: Thedifferentthreadingmodelsfor multi-tieredservices.

tagesanddisadvantagesof thebasicmodels.

2.3.2 ServiceProcessingModels

Requestsare received and processedby a service,which may causethe serviceto
submitsubordinaterequeststo higher-numberedtiers.To correlateoriginalclient requests
with subordinaterequeststhataresubmittedby the server-sidecomponentservices,it is
necessaryto modelnot only how individual requestsaresubmittedandreceived,but also
how they arehandledby theserviceimplementationssothatanOS-level observer is able
to traceamulti-tieredactivity.

The modelsof server-side processingconsideredin this thesisare derived from in-
structionalliterature[41,119,136,137,144], technicalmanualsfor variousservices[29,
70,71,104,143], andsourcecodes.Theprocessingmodelsof actualmulti-tieredservice
deploymentsarecompositionsof thebasicmodelsintroducedhere. In general,eachtier
implementsits own processingmodel independentof the other tiers. Moreover, some
modernservicesintegratedifferentprocessingmodelswithin onetier.

The remainderof this chapterwill not strongly differentiatebetweenthe different
threadabstractions(LWP, processes,threads,kernel-threads,user-spacethreads,. . . ) found
in today’snetworkservices(seealsoFigure2.7). It is assumedthatthreadscanbeuniquely
identifiedregardlessof the threadmodelchosenby theapplication.This, of course,can
only be doneif the threadmodel is implementedseparatelyfrom the applicationlogic,
which is thecasefor all threadingmodelsexceptfor thestatemachineserver designap-
proach.
Single worker: A processacceptsan incoming request,handlesandfinishesit. Upon
finishing the request,the singleworker calls accept or select again. This is by far
thesimplestprocessingmodel,which is alsoreferredto asaniterativeserver in thelitera-
ture[136].
Forkedworker thread: A masterthreadacceptsanincomingrequestandforks aworker
to handleit (e.g.,inetd). Uponfinishingrequestprocessingtheworkerexits. Thisprocess-
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Figure2.8:The different internalprocessingarchitecturesof someexampleserviceimplementa-
tions.

ing modelrequiresminimal configurationsincethesystemwill alwaysgenerateasmany
threadsasareneededto handlethe incomingworkload. Moreover, by implementinga
process-per-worker model,onecanmitigatethe impactof memoryleaksandotherfaults
in theservice’s implementation.Unfortunately, this modeldoesnot take into accountthe
factthattotalthroughputtendstodecreasewhenasystemhasexcessconcurrency. Reasons
includeschedulingoverheads,cachepollution [157], memoryexhaustion,andthrashing.
Therefore,theforkedworker threadmodelcanproducesevereperformanceproblems,es-
pecially on memory-constrainedservers. Despiteits weaknesses,this processingmodel
remainspopularfor simple, low requestvolumeservices,andfor servicesin which the
startof aworker constitutesonly asmallfractionof total requestprocessingtime.
Thread pool: A master/dispatcherprocessacceptsan incomingrequestanddispatches
anotherexisting processto serviceit. Themainadvantageof this processingmodelover
theforkedworker threadmodelis that it amortizesthecostof settingup a worker thread
over aninfinite horizon. Implementationsthat follow thethreadpool modelcanbemuch
more efficient than the forked worker model, especiallywhen the heavy-weight fork
systemcall takesrelatively longcomparedto theremainderof arequest’sprocessingtime.

Thesynchronizationbetweena threadpooldispatcherandits workerscanbeachieved
in many ways. Onemayusesemaphores,FIFO pipeswith many concurrentreaders,file
locks,andapplication-level requestqueues.Busywaitingby worker threads(a theoretical
option)is avery inefficientsolutionthatis notused.

A secondimplementationpatternthat is frequentlyusedin threadpool implementa-
tions is that of a requestqueue. Insteadof passingthe connectionfrom a dispatcherto
a worker that residesin a threadpool, thedispatchermayutilize a specialrequestqueue
(e.g., OS-level messagequeues,andFIFOs) to releasea threadfrom a threadpool. A
requestqueuebetweenthe dispatcherandthreadpool allows the serviceto temporarily
acceptmany morerequeststhanit hasworkersto servicethem.
Helper threads: A main threadcreateshelperthreadsto handledifferentaspectsof a
request,suchasdatabasequeriesandnameserviceaccess.Helperthreadsaretypically
createdfor oneof two reasons:increaseconcurrency within a serviceor functionalen-
capsulation.An exampleof encapsulationwould be a helperprocessthat is createdto
executea separatebinaryprogram,which is partof providing a service.This patterniso-
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latesthebinaryprogramfrom theprocessingcontext of theservicelogic. Helperthreads
areoftencreatedto increaseconcurrency whena serviceaccessestherelatively slow I/O
subsystemwhile executingotheroperationsin parallel. Helpersmayeitherbegenerated
on-demand(forkedworker-style)or dispatchedfrom apoolof workers(threadpool). The
differenceto thethreadpoolandforkedworkermodelsis thatboththedispatcheror parent
andhelperstayactive on behalfof thesameactivity. Moreover, parentor dispatcherwill
resynchronizewith thehelperthread.
Stagedworker: Work is passedbetweenprocessesthat implementdifferentpartsof re-
questprocessing.Thelaststagefinishestherequest.Thismodelis essentiallytherecursive
extensionof thethreadpoolmodel.Recursivedispatchingis not verycommonbut canbe
foundin somecommercialserviceimplementations(e.g.,ORBIX 2000for multi-threaded
objects).
Nestedworker: Processingalsopassesthroughseveralstagesasin thepreviousmodel.
However, uponcompletingeachstage,thepreviousstageresumesprocessing.This pro-
cessingmodelis therecursiveextensionof thehelperthreadmodel.Suchanestedprocess-
ing model is the inevitable consequenceof sequentialserviceimplementations.Passing
control from onethreadto anotheror from oneserviceto anotheris analogousto a syn-
chronousmethodinvocation— thecallersuspendsuntil thecalleereturnstheresult.
Peer relationships:Peerrelationshipsaretheessentialbuilding blockof multi-tieredsys-
tems.A front-endprocess(actingasaclient)connectsto aback-endprocessof adifferent
servicein orderto accomplishpart of the servicerequiredto handleits currentlyactive
request. The protocol betweenthe two peerprocessesfollows one of the previously-
identifiedcommunicationmodels.Theprocessingmodelis bestcomparedto eitherstaged
or nestedworker.

If thefront-endservice’sprocesssuspendsuntil it receivestheresultfrom theback-end
service,to which it submittedasubordinaterequest,thenthepeerrelationshipimplements
anestedworkermodel.In contrast,thefront-endprocessmaymoveon to serviceanother
request,in whichcasethepeerrelationshipis bestdescribedasanextendedstagedworker
model. Both typesof peerrelationshipscanbe found in multi-tieredsystems.However,
thenestedworker relationshipis themorecommoncase.

2.3.3 Exceptions

Mostserviceimplementationscanbedescribedby themodelspresentedthusfar. So,it
is possibleto observethepropagationof activitiesthatpassthroughtheseserviceswithout
having to modify the serviceimplementationby simply monitoring or tracing applica-
tions’ usageof OSinterfaces.Nonetheless,thereareexamplesof applicationsandrequest
submissionprotocolsthat do not directly fit the proposedmodels. In order to traceac-
tivities that passthroughsuchservicesor protocols,it is necessaryto either implement
application-or protocol-awareobservers,or even to modify the applicationsdirectly so
thatwecaninfer themappingof messagesandprocessesto activities.

An exampleof a communicationprotocol that cannotbe tackledwithout protocol-
awarenessis FTP [111]. During an FTP exchangebetweenclient andserver, the client
opensa control connectionto the server. Resultcodesfor the clients’ requestsaresent
backto theclient via thesamecontrolconnection.However, themajority of thethecom-
municationbetweenclient andserver is conductedover a secondarydataconnectionthat
theserver initiates. Therefore,only thecontrolconnectionof FTPfits theabove models.
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To traceall packetsthat arepart of an FTP datatransfer(i.e., the activity triggeredby a
GET), it is necessaryto tracktheapplication-level protocol.

The reasonfor FTP’s peculiardesignis that the FTPapplicationneedsto remainre-
sponsiveto controlcommandsdespiteapotentiallyvery full TCPsocketdataqueue.This
designhasbeenreappliedto anumberof multi-mediatransportprotocols(RealPlayerand
WindowsMedia). It shouldbenotedthatsuchbulk transferprotocolsarenot thetargeted
by this thesisbecausethey aretypically not interfacingto multi-tieredservices.Typically,
the transferapplicationis a monolithicapplicationthatstreamsor transfersbulk datadi-
rectly from local datastorageto theclients.

An exampleof a serviceprocessingarchitecturefor which it is impossibleto traceac-
tivities thatarepassingthroughit is thepre-2000versionof MS-SQLserver [19,45]. The
pre-2000versionsof MS-SQL do not utilize Microsoft’s light-weight threadimplemen-
tation(calledfibers)but multiplex processesbetweenconcurrentclient connectionsonce
the processlimit for theSQL server is reached.This multiplexing behavior occursonly
if themaximalnumberof simultaneousconnectionsallowedfor theSQL server exceeds
the numberof allowedprocesses.To traceactivities thatpassthroughthe SQL server it
is necessaryto instrumentit, sothateachprocessannounceswhich requestit is currently
processing.Thepre-2000versionsof MS-SQLserver area hybrid of a thread-per-client
modelandastate-machine-styleserverarchitecture,which is alsonot traceableby anout-
sideobserver. More recentimplementationsof theMS-SQLserver utilize fibersandmap
eachclient sessionto afiber.

State-machine-styleserver architecturesare typical of older server implementations,
suchastheearlierversionsof MS-SQLserver to avoid thethreadinglimitations(maximal
threadcountlimits) of olderOSs. Academicserviceimplementations(e.g.,Flash[106])
alsochoosestate-machine-styleimplementationsto optimizeperformancefor a specific
testscenario.Newer serviceimplementationstypically rely on OS’s muchimprovedpro-
cess,threading,and light-weight threadingsupportto implementthe easierto maintain
processingmodelsthatwereintroducedin this section.

As wasmentionedin Section1.2batchandoffline processingmodelsarenot thefocus
of this thesisandarenot coveredby theabove processingmodels.Most offline process-
ing modelscommitexecutionrequeststo a file, which is laterexecutedby a computation
server. Thecomputationservertypically submitstheresultto theclient in adeferredmode
via anoutsidecommunicationchannel,e.g.,anemailmessage.In this modelsometimes
no OSabstractionis actively makingprogresson thesubmittedbatchrequest;therequest
is dormant. It is impossibleto identify whena dormantrequestis processedby a server
threadbecausetheservermayreadrequestsandrearrangetheirexecutionorderinternally.
Readinga requestdoesnot necessarilyimply that theserver will processtherequestim-
mediatelyin anoffline processingmodel.

2.4 Discussion

Ourin-depthstudyof differentserverapplicationimplementationpatternssuggeststhat
the flow of work througha multi-tier systemcanbe modeledfrom a few basicpatterns.
The mechanismsusedto implementthe sameservicemodelmay differ acrossdifferent
OSandmiddle-warearchitecturesbecausedifferentruntimesprovidedifferentimplemen-
tationmechanisms.But this only meansthat thebasicmodelsareexpressedin different
runtimesandnot that theserviceimplementsany fundamentallydifferentservicemodel.
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To identify a processingor communicationmodelwithin a runtimesystemonemustcap-
turecategoriesof implementationmechanismsthatareusedby theservicesto implement
thedifferentserviceandcommunicationmodelsandlink themto theabstractserviceand
requestmodels.Regardlessof theruntimesystem(this thesisfocusesontheOS)onemust
capturecreation,communication,synchronization,andtransformationfunctionalityof the
runtimeandnetwork layer to reconstructthe pathof an activity from observation traces
thatarecollectedat theruntimelayeror to policeanapplicationasit executesagainstthe
runtime’sAPI.

The interceptionof multi-tieredactivities at the runtimelayer mustaccomplishthree
distinctgoals:classificationof activities, capturingactivity propagationandactivity pro-
cessing.

2.4.1 Classificationof Activities

Activity classificationis a processthatbeginswith thereceiptof a requestat a front-
end server. When a network packet from an external client is received by a front-end
server, it is possibleto classifythe incomingpacket aspart of a new or existing activity
or classof activities. For example,onecould associateall incomingpackets from host
10.100.10.100 with the classof high-priority activities. But classificationdoesnot
necessarilystopat thefront-endserver.

As activities interactwith otherhostsor the runtimesystemof the hostson which it
is executing,it maybepossibleto reclassifytheactivity spawnedby a front-endrequest.
With respectto reclassificationthe importantruntimefunctionality to interceptrelatesto
theapplications’attemptsto modify theirstateinsidetheruntimesystem.For example,the
factthatanapplicationis invoking a particularbinaryimage(via exec ) mayrevealwhat
typeof workloadit is executing(e.g.,browsingvs. purchasingcustomer).Therearemany
othermechanisms,suchassetuid , setgid , getenv , thatareusedby applicationsto
policeandproperlyexecuteworkload.All of this application-OSinteractionis usefulfor
systemmanagementbecauseit canalsobeusedto transparentlyinfer informationabout
theactive request.Onecouldpossiblyattemptto interceptall interactionsof theapplica-
tionswith runtimesystemsin aneffort to classifythem.However, for theclassificationof
activitiesit is generallysufficientto interceptafew interactionsbetweenthenetwork stack
andexternalclientsandbetweentheOSandtheserviceimplementations.

Sincewe assumethat it is possibleto mapactivities to processes,sockets,andother
systemabstractions,onecanchangethe classificationof an activity by re-classifyinga
processthat issueda certainsystemcall. Thus,activity-classificationreducesto system
objectclassification.

2.4.2 Tracking Activity Propagation

To track activities asthey propagatefrom front-endservicesto back-endservices,it
is importantto intercepta differentsetof runtimefunctionality, namely, its communica-
tion subsystem.Messagessentbetweencollaboratingservicesfall into two majordistinct
categories:local andremotecommunication.Local communicationencompassesspecial
IPC-basedcommunicationlibraries,e.g.,messagequeueabstractionsandstandardOS-
basedIPC (messagequeuesandIOCompletionPorts).Remotecommunicationincludes
network messagingsystems,primarily TCP/IP.
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The communicationbetweenservicesis essentialto theunderstandingof theflow of
work betweenservices.Without understandinghow an activity passesfrom onehostto
another, it is notpossibleto policeresourcecontentionin back-endservicesnor is it possi-
ble to generatemeaningfulstatisticswith respectto thebehavior of multi-tieredactivities.
To achieveactivity trackingbehavior it is necessaryto addabasicmessagetagginginfras-
tructureto all communicationlayersincludingbothlocal IPCandremotecommunication.

2.4.3 Tracking Activity Processing

Without trackingprocessingprogresstowardsthe completionof an activity it is im-
possibleto accuratelycorrelateactivities acrossseveral tiers. For example,a middle-tier
servicethat forks a new processto handleeachincomingactivity (forkedworker thread)
would obfuscatethe relationshipbetweenthe front-endrequestand any work that the
middle-tierservicesubmitsto back-endservicesin orderto servicetheincomingrequest.
A multi-tier-orientedsystemmanagementapproachthat is transparentto theapplications
musttrackthegenerationof a worker threadandproperlyaccountfor thework generated
by theworkerthreadby chargingit to theactivity in whosecontext theworkerwascreated.

To accuratelytrack progressin processingan activity, it is essentialto track changes
in the processor threadsystem,e.g., task statechanges,processcreation,and process
destruction.Furthermore,it is importantto integrateany tagsthatwereappliedto received
messagesinto tagsfor processes.For example,a processthat accept s an incoming
messageof a certainactivity type shouldprobablybe labeledwith the sametag as the
connectionthat it just acceptedor with one that is directly derived from the tag of the
incomingconnection.

2.4.4 Conclusion

The high-level serviceandcommunicationmodelsare expressedvia systemimple-
mentationmechanisms.This expressionmustbeexploitedif onewantsto policeservices
basedon ahigh-level understandingof its servicemodelinsteadof usingproprietarycon-
trol mechanismsofferedby theserviceimplementationsthemselves. Without any corre-
spondencebetweena service’s useof the underlyingruntimesystem(e.g., the OS) and
theintroducedservicemodels,it would beimpossibleto accuratelyaccountfor or police
multi-tieredactivities. TherewouldsimplybenocorrespondencebetweenOSabstractions
(processes,sockets,file descriptors)andactivities. Onecannotmanagearbitraryservice
implementationsand activities in an application-independentmannerif their behaviors
cannotbedescribedin anabstractmodelthatis traceableat theOSlayer. Thenext chapter
introducesaframework thatallowsfor fine-grainedandcustomizabletrackingof activities
thatusetheOSastheir runtime.





CHAPTER III

Stateful Distrib uted Inter position

3.1 Intr oduction

CurrentOSsprovide inadequatesupportfor themanagementof multi-tieredsystems.
Eachhostof a multi-tieredserver setupis configuredandmanagedin isolation. Thereis
little coordinationacrosshostsandthereareno effective meansto enforcepolicieswith
respectto distributedactivities thatspanacrossseveraltiers. Thus,importantOSfeatures
that are usedto manageand control single-hostapplications,suchas resourcequotas,
useridentities,tracing,andsharedenvironmentvariables,arenotavailableto multi-tiered
applications.

The taskof coordinatingsystemmanagementpoliciesacrossthe multiple hoststhat
constitutea multi-tieredsystemcannotbe left up to theapplicationsthemselves. For ex-
ample,anapplicationthatmapsall of its incomingrequeststo oneOS-level userID can
accessall resourcesthatareavailableto thisuserID. This impliesthatasimplebug in the
applicationmaypotentiallycorruptthesecurityof theentiresystem(if theuseris root ).
It maybemoreappropriateto changetheserver processto userID mappingbasedon the
incomingsessions’sourceaddress.Unfortunately, this policy canonly beenforcedif the
applicationsupportssuchdynamicuserID mappings.
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This thesisproposesStatefulDistributed Interposition(SDI) asa mechanismto po-
lice applications’behaviors without their direct support.The ideais basedon providing
a distributedcontext service,which allows associatingbasicsystemobjects(processes,
messages,file descriptors)with auxiliary context. Thesecondcomponentis theability to
interposepolicieson thesysteminterfacesto control the interactionof applicationswith
thesystemandotherapplications,andto trackthepropagationof context. For example,if
thefront-endhostthatreceivedtherequestcontactsaback-endhost,thefront-endprocess’
context canbetransparentlytransferredto theback-endprocess.ThisOSextensionmakes
it possibleto superimposeadvancedstateful,distributedOSfeatures,suchasenvironment
variables,schedulingclasses,andsecurityattributeswithoutmodifying theapplications.

Propagatingstateacrossmiddle-tierapplicationsthatareobliviousto thefactthatthey
aresharedby multiple competingfront-endservicesandusers(i.e., serviceclasses)is a
problematicissue(asshown in Figure3.1). For example,to achieve performanceisola-
tion betweencompetingfront endsin spiteof sharedbackendservices,it is necessaryto
propagatea resourcecontext from the front-endto the backendmachines[10,118] and
to enforceit in the backends’ resourceschedulers.Virtual Services[118] (ChapterIV),
for example,associateeachincomingrequestwith a Virtual Service(VS) resourceparti-
tion structure,which definesa numberof resourcelimits. This VS affiliation is tracked
from thesenderof a messageto its receiver, possiblyacrosshostboundaries,in a manner
thatis transparentto theapplications.To propagateVS resourcedescriptors,theOSmust
becomeawareof this resourcelimit trackingabstractionat variousplacesincluding the
networking stack,which musttagcommunicationmessagesto allow thereceiver to iden-
tify theresourcedescriptorthatshouldbechargedfor anincomingmessage.Thischapter
providesa framework thatgreatlysimplifiessuchimplementations.

Problemsresultingfrom the lossof contextual informationwhentier boundariesare
crossedrangefrom trivial but annoying problemsto serioussecurityissues.We have all
encounteredthe trivial, but nonethelessannoying problemthat telnet ing from a login
machineto a remotehostto executea program,theresultingX-Window is not automati-
cally sentto theX-Server on thelogin machine.To achieveX-forwarding,theDISPLAY
environmentvariablemustbesetappropriatelyon theremotemachine.Of course,some
login tools (e.g.,ssh)fix this problemusingconnectionforwarding. However, it would
bebetterif theDISPLAY variable(or somethingequivalent)would automaticallypropa-
gateamongtiers,even if the login sessionwasrelayedacrossseveral intermediarylogin
sessions.

Informationlossacrosstier boundariesis far moreseriouswhensystemsecurityand
systemintegrity areto be preserved in a multi-tier system.For a single-tierservice,se-
curity problemsarerelatively easyto solve, becauseexecutionsare triggeredby a user
who is loggedin at thelocalnode.Consequently, accessto files,FIFOqueues,executable
programs,andhardwareresourcesis controlledby processes’userandgroupIDs thatare
maintainedby the local OS. If the userdecidesto utilize remoteservices(secondtier)
insteadof executinglocal programs,then local securitymechanismsfail. The remote
serverOScannotidentify theuserwhosentthenetwork packet thatit received,andhence,
simply handlesit asraw data. So, it is up to the servicesto reconstructsecuritycontext
informationandto enforceappropriatesecuritypolicies. As a result,systemadministra-
torsmustconfiguresecuritymechanismsin many distinctapplications(e.g.,Telnet,Ssh,
Web,NFS,AFS, Samba,RPC,Corba,etc.),eachin its own peculiarfashion.Solutions
like Flask[130] andDTE [13] attemptto addressthis dilemmaby proposingdistributed
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securityattributepropagationto managesystemintegrity andsecurityin a consistentand
completelyapplication-independentfashion.

DespitesubstantialdifferencesamongDTE, Flask,andVSs, we observe significant
similaritieswith respectto administeringor policing multi-tieredanddistributedapplica-
tionsin amannerthatis transparentto theapplicationsthemselves:

1. introductionof anew separateOS-level resource/security/integrity abstraction,

2. creationof associationsbetweenprocesses,messages,andthenew abstractions,

3. propagationof associationsacrosshostboundaries(e.g.,betweenshell andremote
file server),and

4. interpositionof securityandresourceconstraintenforcementfunctionalityon stan-
dardsysteminterfaces.

This chapterlaysthefoundationfor building statefulsystemmanagementextensionsthat
requirecoordinatedpolicy applicationat all hostsof a multi-tieredsystem.Theproposed
StatefulDistributedInterposition(SDI) approachaddressesthefollowing requirements.

KeepState: Provideacustomizable,distributedstateabstractionallowingqueriesandba-
sic operationsonstatevariables.Statevariablesarestoredin acontext object.It can
beusedto storesecurityclassification,monitoringdescriptors,resourceconstraints,
andthelike.

GenerateContext: Provideamechanismthatautomatesthegenerationof context, i.e.,a
classificationfacility.

PropagateContext: Automatethepropagationof context betweencooperatingservices
andacrosssystemabstractions,e.g.,messages,sockets,andprocesses.If necessary,
statevariablesandcontext mayneedto bealteredduringpropagationto matchsite-
specificrequirements.

Utilize Context: Usedynamiccontextual informationthat is associatedwith systemob-
jectsto trigger interpositionson standardsysteminterfacesor policiesthat restrict
or allow accessto theinterceptedinterface.Statefulinterpositionallows systembe-
havior to be influencedby context. This is an importantadvancementfrom prior
interpositionschemes,which operateonly onfixedsystemstate.

Thischapteris organizedasfollows: Wedefineoursystemmodelin Section3.2before
outlining theoverall approachandsystem-level architectureof SDI in Section3.3. Sec-
tion 3.4 arguesfor thehigh-level designandconceptsof SDI. Importantimplementation
aspectsandpracticaldesignissuesbasedon experienceof an implementationof SDI for
Linux arediscussedin Section3.5. Applicationsof the prototypesystemarepresented
in Section3.6. ReadersapproachingSDI from an application-orientedanglemay want
to jump to Section3.6 right after readingSections3.2 and 3.3 to obtain a feel for the
useof SDI beforereturningto the theoryof operationanddesignin Section3.4. Sec-
tion 3.7 evaluatestheperformanceof our SDI prototype.Section3.8 describeshow SDI
generalizespreviousapproachesto systemdesignby interpositionandhow it generalizes
previousdomain-specificsolutionsthatdependon distributedcontext. Thechapterends
with concludingremarksin Section3.9.
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3.2 SystemModel Additions and Additional Terminology

In additionto thesystemmodelintroducedin ChapterII, SDI assumesatypical layered
OS design. This assumptionallows the placementof interceptionpoints for multi-tier
computationsatthejunctionsbetweenOSlayers.Theseinterceptionpointsarecalledtaps.
For example,a tapmaybeinstalledat thetransitionfrom network to IP layerprocessing
or beforeandafter specificsystemcalls. Tapsareusedby SDI to police, monitor, and
redirectprocessingto interpositions.

3.3 Ar chitectural Overview

TheSDI architectureprovidesa context abstraction that storesname-valuepairsthat
are similar to POSIX environmentvariables. Unlike environmentvariables,which are
embeddedinsidea process,context is providedasanindependentsystemabstractionthat
canbeconfiguredto propagatewith theworkloadacrossmultiple tiers. This allows each
context objectto beassociatedwith multiplesystemobjectssimultaneously— anecessity
in distributedsystemswheremultipleprocesses,sockets,andkernelthreadsmaywork on
thesamerequestor requestclasssimultaneously. To allow context to beaddressablefrom
all hostsinsideaservercluster, it is implementedasanetwork object.

Sincecontext objectsareseparatefrom othersystemobjects,it is necessaryto pro-
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vide a mechanismby which systemobjectscanbeboundto a particular(new or existing)
context object. The initial context for “context-free” messagesthatarereceivedfrom the
outsidenetwork is assignedusingclassifiers (Figure3.2).Context classifiersparseincom-
ing communicationmessagesto infer their appropriatecontext binding. This initial clas-
sificationis only preliminary, i.e., it canbemodifiedin laterstagesof requestprocessing,
i.e., whenthe activity interactswith the OS.Classifiersextract asmuchuseful informa-
tion from incomingmessagesas is possibleanduseit in makinga preliminarycontext
determination.Processes,sockets,andfile descriptorsmayalsobeclassifiedmanually, by
user-level scripts,or by theapplicationsthemselves.

Thecontext of a packet or a processimpactsits processingthroughouttheOS,at the
systemcall interface,and, if applicationsusecontext attributes,at the applicationlayer
as well. This is similar to the effect that environmentvariableshave on the behavior
of an application. For example,the valueof the HOMEenvironmentvariableaffectsan
application’s interpretationof relative file names.Similarly, context attributesaffect OS
behaviorsat so-calledtappoints,whichareshown at layertransitionsfor theLinux OSin
Figure3.3. Theselayersmaydiffer slightly acrossOSs.However, equivalentfeaturescan
beidentifiedin all OSsandwrapperlayersmayprovidecommoninterfaces[54].

Taps interceptthe control flow of the OS, andas is shown in Figure3.2, canapply
context-dependentrules,or SDIs, to interceptedcomputations.SDIsareinstalledby the
systemadministratoror the applicationsat the tap points. The name“SDI” is usedfor
boththeproposedframework asawholeandfor theinterposedrulessincetheframework
is namedfor its configurablerules.

SDIstackleseveralimportantaspectsof context maintenancefor multi-tieredapplica-
tions,usinga standardizedformat (Figure3.4). First, they interceptthe flow of a multi-
tieredcomputationwith conditionalexpressionsthatmayincludeclausesreferringto con-
text. Second,they providea mechanismto remapcontext attributes.SDIscanadjustcon-
text attributeswith respectto the interceptedfunctionandthecontext contentsof the in-
terceptedsystemobjects.Thus,apreviously-coarsecontext attribute,suchasREQ TYPE
= HTTPcanbe refinedoncethe applicationis observed to executeanotherprogramto
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REQ TYPE = CGI. It is alsopossibleto bind a systemobjectto analtogetherdifferent
context object. This capability is usedto propagatecontext. For example,if a process
receivesa messageat theTCP RECEIVE tap,onecan(re)bindthereceiving processto
thereceivedmessage’scontext, thusimplementingcontext propagation.

Thethird featureof SDIsis to provideameansof policing interceptedmulti-tier com-
putations. Policing is a recurrentthemeacrosssecurity, performancemanagement,and
fault isolationmechanismsfor multi-tieredsystems.To this end,SDIs includeanaction
directive, which mayapplya standardpolicy, suchasDENY, to an interceptedcomputa-
tion. In additionto anumberof pre-definedstandardactions,SDIsalsopermittheinvoca-
tion of arbitrarysystemextensionfunctionscalledGuardedContext-DependentFunctions
(GCFs). For example,one could implementencryptionand decryptionGCFsthat are
calledwhenmessageswhoserespective contexts indicateMSG ENCRYPTED= 0 and
MSG ENCRYPTED= 1 arrive. The fact that context is usedby OS interpositionsthat
aretransparentto theapplications,requirescontext to beimplementedasanOS-level ab-
straction.

Applicationsaccesscontext througha simplelibrary interface(Figure3.3),which al-
lows them to query and set the valuesof context attributesin a mannersimilar to the
interactionbetweenapplicationsandtheir POSIX environmentvariables. However, the
similaritiesareonly limited becauseof POSIX environmentvariablesare local. Unlike
context they arevalid only within a processcontext, andthey do not implementany form
of accesscontrol.

Applicationscanrely on OS mechanismsto propagatecontext alongsidetheir com-
municationswith back-endhosts. They no longerneedto implementtheir own context
abstractions,whichareincompatibleacrossdifferentdistributedcomputationframeworks
(e.g., CORBA vs. JDK). Distributed computationframeworks may take advantageof
systemlayer context by implementingtheir internalcontext abstractionatopSDI. Thus,
applicationswill benefitfrom fastOS-level context transfermechanisms,context caching,
andconfigurablecontext translationacrosstiers.

An additionalbenefitof thedesignof context asa stand-aloneOSserviceasopposed
to anapplication-level abstractionis thatit createspotentialcross-layersynergies.For ex-
ample,anapplicationprotocolthatprocessesmulti-mediadatamaynotcareif thepackets
that it sendsarereceived 100%error-free, sincethe datais not error-free to begin with.
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Figure3.4: Thestructureof SDI rules.
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To indicatethis fact, theapplicationcouldsettheattributeFastPath = 1 in its send-
ing socket’s context. At thesametime, it would provide anSDI that instructstheSEND
tap to copy the socket context to every messagethat passesthroughit. If the receiving
hosthadan SDI at the TCP IN tap to instruct the kernel to bypasserror checkingfor
messageswhosecontext indicatesFastPath = 1, the multimediaapplicationwould
benefitfrom the realizationof context-basedefficienciesat the OS layer andexperience
lesslatency. Onecouldnot haveachievedthis objectiveeasilyif theFastPath attribute
wereimplementedat theapplicationlevel. TheFastPath examplecanbeexpandedto
implementActiveMessages[149].

3.4 Stateful Distrib uted Inter position Concepts

3.4.1 What is Context?

Context is essentiallyanaggregateof attributes,which canbeassociatedwith system
objectsto addadditionalstate. Context attribute namesandvaluesmay be arbitrarybit
strings,which canbecreatedin, anddeleteddynamicallyfrom, context objects.They are
usedby OS extensionsandapplicationsto save additionalstate. For example,a system
securityextensionthatfiltersnetwork packetssentby unprivilegedusersmustassociatean
additionalsecurityclearancewith eachprocess.To this end,it associatesa context object
with theprocesswhich specifiestheappropriatesecurityattribute.

Sincethe benefitof context dependson beingableto take advantageof its contents,
uniformattributenamesareneeded.For example,attributessuchasuserIDs andsecurity
clearanceneedwell-definednames. The namingproblemmirrors the attribute naming
problemfor POSIX environmentvariablesandwill most likely be resolved in the same
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manner, i.e., by namingconventions.For example,everyUNIX applicationinterpretsthe
valueof theHOMEenvironmentvariableasthecurrentprocess’homedirectory. Similarly,
acontext attributewith nameHOMEshouldbeinterpretedconsistentlyacrossapplications.
The namingproblemis really a socialproblemand,therefore,outsidethe scopeof this
thesis.It couldberesolvedby usingthesamenamingconventionthatSNMPusesto name
its monitoringvariables.

As front-endservicesinteractwith back-endservicesthat executewithin a different
protectiondomain,their context mustpropagate(Figure3.2) acrossprotectiondomains.
Context propagationcrossestwo importantboundaries:systemlayerandhostboundaries.
A systemlayerboundaryis encountered,for example,whenever a requestis passedfrom
thesocket layer to theapplication.Theattributesthatmaybeapplicableto the in-kernel
processingactivity with respectto the received messagemay or may not apply to the
servicethatreceivestherequest.Therefore,it is necessaryto providearuleframework that
allowssystemadministratorsto specifyin generictermswhatshouldhappento context as
anactivity crosseslayerandhostboundaries.

3.4.2 Addr essingContext

In order to be able to identify a specificcontext object in rules for context tracking
andattributevaluequeries,it is importantfor applicationsandOSextensionsto beableto
correctlyidentify which context they arereferringto. Sincecontext actsasa stateexten-
sionfor existingsystemobjects,it is primarily addressedrelativeto thesystemabstraction
whosestateit extends.For example,during IP processingonerefersto the DEADLINE
attributeof anincomingmessageas[msg DEADLINE] . Suchrelativereferencesgivein-
terpositionsandapplicationsamoremanageablelocalscopeof context information.They
neednot processnumerouskerneltablesanddescriptorsto find andstorerelevantstate.
Eventually, one inevitably needsto addresscontext objectsby absolute,global context
pointers(Figure3.5):

t To resolve relative referencesto actuallocationsin memory(possiblylocationsat
remotehosts)— requiredinsidethecontext managementsubsystemitself.

t To groupmultiple systemobjectswithin onesharedcontext — requiredfor manual
assignmentof systemobjectsto specificcontext objects.

t To utilize templatecontexts — theseare abstractcontext objectsthat are not as-
sociatedwith any systemobject,andtherefore,cannotbe addressedusingrelative
addressing.

Templatecontext is importantwhenindividual per-requestcontext objectsonly differ
minutely (e.g.,by a sequencenumber). The templatefrom which an individual context
objectis createdmustbeaddressedusingaglobalcontext pointer, sinceit is notassociated
with any particularsystemobject— it is a template.

Theglobaladdressingmoderequirementsfor context objectsclearlydistinguishSDI
context from local POSIX environments,which can only be evaluatedrelative to the
currentprocess. In contrast,context can be associatedwith communicationmessages
that travel acrossthe network. Therefore,context must be implementedasa network-
addressableor distributedobject,to allow thereceiving hostto accessthecontext that is
associatedwith anincomingmessage.
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Distributedobjectscanbereferredto directly [23,102],via broadcast[31], or by name
via a nameservice[100]. Name-basedreferencesprovide thehighestdegreeof flexibility
in assigningandmigrating(context) objectsto arbitrarylocationsin a server farm. How-
ever, this flexibility is achievedby indirection,which doesnot scaleto providing context
for environmentslike HTTP servers,wherecontext objectsmay be createdat a rateof
thousandsof objectspersecond.In suchscenarios,anameservicewouldquickly become
thesystembottleneck.Obviously, broadcast-basedcontext resolutioncausessimilar scal-
ability problems.Therefore,directaddressing,i.e., host-memorytupleaddressing,is the
only globalreferencemethodthatscalesto typicalmulti-tier servicedeployments.

3.4.3 Stateful Distributed Inter position

SDIs(Figure3.6) arerulesfor themodificationof contextual statebasedon previous
contextual stateandtheinterceptedinteractionsof computationswith andwithin theOS.
First, they provide a generalmechanismto updatecontext attributesandbindingsbased
on the OS operationsthat multi-tieredcomputationsinvoke andtheir prior context clas-
sifications.Second,SDIsallow the invocationof interpositionsdependingon intercepted
contexts’ attributes.Thesefeatureswill greatlysimplify theimplementationof prior state-
ful distributedmechanismslikeActiveMessages[149],SPKI [49], Virtual Services[118],
andfuturesystemenhancementsfor multi-tier systems.

The intendeduseof SDI for interposition-basedpolicing, monitoring, andmanage-
ment of multi-tier servicesdirectly suggeststhe guardedclausestructureof SDIs (see
Figure3.6) andleadsto theSDI w -languageof Figure3.7. First, asshown in Figure3.7,
SDI clausesareapplicableto aspecificsysteminterface,i.e.,a tap.Second,interpositions
executesequentiallyin rank orderbecauseeachinterpositionmay have side-effectsthat
mayinterferewith, or build on otherinterpositions.Third, specificcontextsandattributes
maynotbeusableatall hosts,andtherefore,mustbemappedto meaningfulvaluesbefore
they areused.Moreover, interceptingspecificactivities within a previously-inferredcon-
text mayleadto its modificationor replacementwith adifferent,moreapplicablecontext.
Suchfunctionality is implementedin themapclauseof anSDI. Finally, onemayspecify
policingactivities anduser-definedinterpositions.

The implied interpositionprogrammingmodelof SDI is similar to the programming
modelsof Erlang[8] andLinda [56]. This similarity is not surprising,sinceSDI, Erlang,
andLinda areall designedto tackledistributedprogrammingproblemsin an extensible
manner.

3.4.4 SDI Elementsin Detail

Tap Points, part of every SDI, specifywherein the kernela rule is applicable. Tap
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points interpretthe specifiedhigh-level actions,context attribute references,andcondi-
tionalstatementswith respectto thesystemobjectsfoundat thetappointandtheexecuted
systembehavior. They arepartof anSDI-enabledsystemandneedto beanchoredin the
OS.

The high degreeof OS-dependencein eachtap point raisesthe questionof whether
their implementationis too difficult, thusrenderingSDI impracticalfor real world OSs.
Fortunately, this is not the casebecauseall tap-pointimplementationsfollow a generic
implementationskeleton. In fact, the only tap point-specificfunctionality is to identify
theinterceptedsystemobjects,which is a straightforwardexercise,andto interpretaction
codes.Theactualinterpretationof SDIstakesplacein thetappoint implementations,but
it is largely tap-point-independent.It is carriedoutby genericguardcheckersandgeneric
context mappingoperators.Tap-pointimplementationsaremerelya“glue layer” adapting



37

agenericSDI interpreterto thespecificsof aninterceptedinterface.
Context-dependentguards determinewhento apply or skip an SDI, thusmakingin-

terpositioncontext-dependent.Guardsareconjunctionsof atomicconditions,which are
evaluatedat tappointsrelative to thecontextsof theinterceptedsystemobjects.TheSDI:

SSEND_TCP1 [proc clearance] < 5 : : gcf check_send_perm.

is oneof thefirst SDIsto beevaluatedwheneveranapplicationattemptsto sendamessage
througha TCP socket. More specifically, it is executedright beforethe sendfunction-
ality executes(tap SSEND TCP). The exampleSDI restrictsthe custominterposition
(check send perm)to executeonly if thecalling process’securityclearance,a runtime-
specifiedattribute, is below 5. This selective rule applicationmechanismdistinguishes
SDI from prior interpositionapproaches[21,58,78], which provide little controlover the
conditionsunderwhichaspecificinterpositionshouldbeinvoked.

The secondkey elementof the SDI grammaris attribute value remappingand the
rebindingof context. As mentionedearlier, this is necessarybecauseof the potentially
heterogenous,multi-tieredcomputinginfrastructurein whichSDI-basedsystemenhance-
mentsmaybedeployed.For example,thepriority levelsassignedon a front-endmachine
mayhave to beremappedto differentvalueson theback-endmachines[6]. Anothertyp-
ical examplewould betheremappingof userIDs from a webserver environmentto user
IDs known to aback-endDBMS, asis donein applicationservers.

Value remappingspermit assignmentandthe +=, -= operators.The reasonsfor in-
cluding theseoperatorsin thegrammararethat they areatomicandthatassignmentand
countersarefrequentlyusedin systemmanagementtasks(e.g.,in countingthenumberof
packetssent,assigninguserIDs, etc.). More genericarithmeticexpressionswhich could
have subsumedthoseoperationswerenot usedbecauseeachatomof a non-atomicarith-
meticexpressioncouldbeevaluatedatdifferenttimesdueto thedistributednatureof con-
text. Thismeansthatsomeatoms’valuescouldchangeduringevaluation,thusgenerating
phantomresultsthat do not reflect the systemstateat any time. Furthermore,complex
expressionscouldencourageusersof SDI to specifyexpressionsthatlook concisebut are
difficult to evaluate.ShouldsomeSDI-basedsolutionrequirecomplex arithmeticexpres-
sions,they canbeimplementedwithin plug-in gcf actions.

The terminalcomponentof an SDI is its action. Standardactionsthatarepartof the
SDI languagearedesignedto simplify thepolicing of interceptedcomputations.Thefour
parameter-freeactions,dc , accept , deny , error , areeasilyunderstood.Thedc (don’t
care)actionsimplystatesthatthetapimplementationshouldcontinuecheckingotherreg-
isteredguards. An accept policy indicatesthat the tap point implementationshould
terminatefurther guardchecksandcontinueby executingthe functionality uponwhich
thetapis interposed.Whena deny actionis encountered,thetappoint mustinterruptthe
propagationof work immediately. For example,if an incomingpacket triggersa deny
action,thepacket is simplydropped.Amongotherthings,deny canbeusedto implement
load-sheddingunderoverload,to constructsecuritypolicies,andto confineuntrustedap-
plications.Obviously, tappointshaveto becraftedcarefullyto interpretdeny in amanner
thatis compatiblewith theinterceptedOSbehavior.

The deny action lacks the ability to log the action that wasdenied. This featureis
providedby theerror action. In additionto a plain deny , error alsologs tap-specific
informationaboutthe interceptedcomputation,including the interceptedcontext values
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thatwerematchedin theguard,theSDI itself, andpotentiallyinformationabouttheinter-
ceptedsystemobjects.

The parameterizedversionsof deny anderror dealwith the problemthata denied
systemcall cannotsimply die but mustreportto thecallerof thefailedcall. Sinceappli-
cationsmayonly becapableof interpretingcertainerrorcodes,thesystemadministrator
mayexplicitly specifyanerrorthatis understoodby theapplications.If theerrorcodere-
mainsunspecified,thedeny anderror actionswill returnageneralfailure(e.g.,EINVAL
on UNIX).

The actioncodesdefinedso far only permit static(admit, deny) systemcontrol poli-
cies. A largeclassof performance-relatedsystemmanagementapproaches,suchasload
control and load sampling,requirerate-basedpolicies. To this end, we definethe ac-
tionsshape andsmooth . First, theshape actionoscillatesbetweendc anddeny . The
shape actionwill returndc aslong asit is matchedat a ratebelow the specifiedupper
bound. If the boundis exceeded,it behaves like deny , either failing with EINVAL or
a systemadministrator-specifiederror code. Second,the smooth actiondiffers slightly
from shape in that it doesnot returnerrorwhenits ratelimit is exceededbut defersthe
currentinteractionuntil it is eligible to returndc . Eachtappoint maylimit thenumberof
deferredactions.Oncethis limit is reached,smooth behavesexactly like shape . Com-
bining guardsandthe accept , deny , shape , andsmooth actionsmakessophisticated,
class-basedadmissioncontrol schemeswithout muchprogrammingeffort possible.For
example,theSDI:

NET_TO_IP 1 [msg svc-cl] = 2, [msg type] = NEW_CONN_REQ: : \

shape 2 10000.

would shapeincomingconnectionrequestpacketsof serviceclass2 to a rateof 2 per10
milliseconds.

Finally, the gcf action achieves unrestrictedextensibility for the SDI framework.
Whenever the genericactioncodesarenot powerful enoughto force multi-tier services
to behave in acertainmanner, genericinterpositioncodemaybeinterposed.For example,
if the context of a sendercarriesa signatureflag, its communicationwith otherservices
shouldpassthroughadigital signaturelayer. Suchacomplex operationcannotbeaccom-
plishedwithout specialinterpositioncode.However, thesigningfunctionmaybegeneric
and applicableat multiple tap points, e.g., network in, pipe write, and file write. The
directives

HOST_A -> IP_TO_NET 1 [msg sign] = yes : [msg sign] := x, \

[sock sign] := 1 : gcf sign { key_x }

HOST_B -> NET_TO_IP 1 [msg sign] = x : : gcf check_sig { key_x }

maybeusedto checksignaturesof packetsthatareexchangedbetweenhosts.Thesample
GCFssign andcheck sig wouldhaveaccessto thesamesystemobjectsthatareavail-
ableto thetappoint implementations(IP TO NETandNET TO IP ). Their returnvalue
may indicatethat themessageunderconsiderationshouldbeprocessedfurther or that it
shouldbediscardedimmediately.

SinceGCFsmayrequiretheir own privatedatafor eachinstantiation,e.g.,encryption
requireskey managementinformation,GCF-specificconfigurationdata,specifiedbetween
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theparenthesesof a GCFactionspecifier, is passedto GCFsevery time they areinvoked
from anSDI rule.

3.4.5 Initial Context Creationand Association

Onedifficulty within SDI is thecreationof context for incomingrequeststhatarenot
alreadyassociatedwith a context. As thegrammarshows, theguardsoperateon contex-
tual statethatis associatedwith themessage,not on thestatecontainedinsideof it. Since
requeststhatarereceivedfrom clientsin theInternetarenot associatedwith context, they
cannotbematchedby any guard— excepttheemptyguard.This meansthat theclassifi-
cationof incomingrequestswould have to beimplementedwithin GCFsthatexecutefor
every incomingpacket. This is somewhatclumsyandinefficient. Classifierswhich oper-
ateon interceptednetwork packet stateandnot contextual statesolve this problemmore
elegantly.

Classifiersextractandinterpretinterceptedpacket informationin accordancewith sys-
temadministrator-specifiedcontext bindingandcreationdirectives.For example,asystem
administratormaydirectthatall requestscomingfrom address10.*.*.* mustbeassociated
with aduplicateof thetemplatecontext representingintranetclients.Thestatecreatedby a
classifieris alwaysassociatedwith theinterceptedpacket. Thecreatedcontext objectcan,
of course,bemodifiedandreplacedasthecomputationspawnedby anincomingrequest
progresses.

Classifiersaretypically partof thelowestlevelsof theOS’snetworkingstack,in order
to ensurethat all OS layers(includingSDI) canrely on somepreliminarycontext being
alreadyassociatedwith anincomingmessage.A minimalclassifierevaluatesanincoming
packet’ssourceaddress,destinationaddress,protocol,anddestinationport. Basedonthese
it associatestheincomingpacket with anexisting context or createsa new context object
for it. More sophisticatedclassifiersmayscanincomingmessagesfor moreinformation,
for example,for theURL containedin anHTTPGETrequest.Sincethereis noconceptual
limit asto what informationclassifiersmay accessto determinean incomingmessage’s
context, we provide only a schematicgrammarfor classifiersbelow. The detailsdepend
on specificclassifierimplementations(e.g.,IP in , open , exec classifiers).

�
CLASSIFIER� ::=

�
matches���Y� �

map�
�
matches� ::=

�
match� , � matches����

match�
�
match� ::=

�
packet-property-name� � operator � � value�

�
map� ::= new�

dup
�
context-ref ����

context-ref �
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�
operator � ::= ’<’�

==�
. . .

�
value� ::=

�
string����

integer ����
regexp�

�
packet-property-name� ::= source IP�

source port�
. . .�
TCP data

The“packet-property”in theabovegrammaris usedto captureprotocolattributesthat
are specifiedinside a network packet, suchas sourceaddress,presenceof specificbit
patterns,andthelike. For example,theclassifier
SOURCE= 10.0.1.0/24 �R� CTXT SVC CLASS 1
bindsincomingpacketsfrom 10.0.1.*to a context that identifiesserviceclass1. Source would
beconsideredapacketproperty. Thepurposeof interceptingpacketpropertiesis to recordthestate
thatis expressedin network protocols,andtherefore,only visiblebetweenclientandserver, inside
acontext thatwill betrackedasthework spawnedby therequestpropagatesacrossmultiple tiers.
Regularexpressionmatchingobviouslyonly makessensein combinationwith the“==” operator.

Oftentimes,onewill forceadefaultclassificationfor anincomingrequestsimply to remember
somekey requestattributesor to executeit within anapplicabledefault context. Uponreceiving
a userID, a password, or otherrequest-specificmarkers,anapplicationprocessmaymodify this
default context to betterreflecta request’s personality. For example,assumingtheaboveexample
classificationrule is specifiedfor aserver, onemayalsospecifythefollowing SDIs:

ACCEPTT1 : proc := msg : dc.
CCONNECT1 [proc svc-cl] = 1 : proc := MTIER_OP1 ; \

msg := MTIER_OP1 : dc.

The above SDIs instruct the server to bind the receiving processto the received message’s
context, which is derived by the classificationspecifiedearlier in this section. Furthermore,if
the processconnectsto a backend,it will be labeledasa multi-tier process,thusimplementing
multi-stepclassification.

Other typical classificationoperationscan be insertedat other locationsin the kernel. For
example,it is possibleto associatespecificprocessIDs, binaries,or files with a context object.
Theseclassificationoperationsrequiresimpleadditionsto thekernel(explicit taggingof processes)
or tablesthat mapsystemcall attributesto context objectsfor the calling processandthe other
interceptedsystemobjects. For example,a classifierat open is configuredto matcha filename
andpossiblythe openmodeto a context referencefor both the returnedfile descriptorand the
callingprocess.
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3.4.6 Handling Distributed Context Efficiently

Sincethecontext attributesthatSDIsreferto maybelocatedremotely, repeatedaccessto the
samecontext canincur high latency penalties.Thestandardremedyfor this problemis caching,
which is alreadyaddressedby arich bodyof work in distributedandmulti-processorsharedmem-
ories[48,88]. In line with theseearliersolutions— especially[23] — distributedaccessto context
attributesproceedsthrougha cachingproxyobject(seeFigure3.8).

The secondproblemis that it is difficult to determinewhen it is safeto discarda context
object,which affectsmemoryefficiency. Variousgarbagecollectionmechanisms[109] havebeen
introducedto addressthisproblemeffectively. In ourcase,thegarbagecollectionproblemreduces
to a two-level referencecountingscheme.First, onemustdeterminewhethera context or a proxy
is still neededlocally. Second,for eachprimarycontext object,i.e., theoriginally-createdcontext
object, one must count how many proxiesrefer to it. Proxiesare removed when thereare no
local referencesto them. Upon removal of a proxy, the correspondingprimary context object is
informed. This simpleandfrequently-usedreferencecounting-basedgarbagecollectionscheme
hasonemajorproblem: front-endserverstypically accessbackendsrepeatedlywithout keeping
backendscompletelybusy. Thus,back-endserverswouldfrequentlydiscardandreinstateproxies.

To illustratethecachingproblemcausedby repeatedback-endaccesses,supposethatacertain
percentageof HTTPrequestsrequireaccessto aback-enddatabase.Wheneverthedatabaseis idle,
it will expungeall cachedcontext objectproxiesthatit mayhave, thusincurringa remotecontext
accesspenaltyfor the next HTTP requestthat requiresthe database.To accountfor this access
behavior, it is necessaryto delayproxy removal by aconfigurableamountof time.

The third inefficiency is memoryleakagedueto host failures. In large multi-tier server net-
works,it is likely thatahostthatis still holdingproxiesto remotecontext failsor is broughtdown
for maintenance.Theproblemof a back-endserver becomingunresponsive without releasingits
context referencesis addressedby usingheartbeats,i.e.,eachhostperiodicallyannouncesits live-
nessto thosehoststhat hold primary context objectsfor its proxies. Communicationmessages
betweenhostsactasimplicit heartbeats.This requirestheprimarycontext objectto recordwhich
remoteproxiesarereferringto it (seeFigure3.5). Upondetectinga failedhost,thecontext man-
agementsubsystemreducesthereferencecountfor eachprimarycontext accordingly. Thereverse
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problem,the failure of the host that hostsa primary context, is discussedasa failure modein
Section3.5.6.

Finally, onemustalsoallow for context to beexemptedfrom garbagecollection.Otherwise,it
wouldbeimpossibleto setuppersistent,abstracttemplatecontext objects.

3.4.7 Context Security

As in all OSmechanisms,securityis animportantconcern.Context is asharednetwork object
andmay be usedin critical systemmanagementtasks,suchasuseridentificationandschedul-
ing operations.Up to this point, we have not discussedany mechanismthat would prevent ap-
plicationsfrom creatingor modifying critical context attributesthat areusedby the OS, e.g.,a
security-clearanceattribute. It mayalsobenecessaryto preventa hostthatmasqueradesasa pri-
marycontext hostfrom deliveringboguscontext attributesto back-endservers.Themechanisms
introducedherefocuson controllingcontext accesson thelocal hosts,while leaving theintegrity
of thecommunictionlinks up to link or IP-layersecurityprotocols.

To assurelocal accessintegrity, attribute accessis controlledon a per-attribute basissince
someattributesmay containimportantsysteminformation,while othersmay be informational,
user-definedattributes.Two securityprincipalsaredistinguished:thekernel,which is believedto
be uncompromised,andpotentially faulty applications.Attribute operationsarecontrolledwith
respectto “read,” “write,” “add,” and “delete.” To prevent faulty applicationsfrom binding to
an existing, potentially more privileged context, context binding is also controlledby binding
permissions.Applicationsareprohibitedfrom binding thosecontext objectsthatarespecifiedto
beboundonly by thekernelor super-user. Thissecurityschemeis analogto theUNIX filesystem.
Eachattributeshouldbeconsideredthecounterpartof a file in thefilesystem.Thecontext object
itself is thecounterpartof a directory.

Specifyingaccessrightsfor eachcontext andattribute is a tedioustask,andsometimesappli-
cationsandsystemadministratorsmay forget to specifyappropriateaccesspermissions.There-
fore, the default is to enforcethe most restrictive accesspolicy for eachcontext and attribute:
application-createdcontext andattributescanbe modifiedby their creatoror the superuser, and
kernel-createdcontext attributes,including thosecreatedby classifiersandSDIs,canonly beac-
cessedby the kernel. An exceptionto this default is madewhenan attribute nameis found in a
systemlevel attribute-name-to-permission-map,whichspecifiesthedefaultaccesspermissionsfor
aspecificattributename.

Theabovemechanismis secureaslongastheroot,superuser, or administratoraccountsof the
individual hostshave not beencompromised.If the root accounton any hosthasbeencompro-
mised,thenanintrudermaytamperwith context. Thevaluesthat thecompromisedhostsupplies
to its applicationsor otherhostsareno longertrustable.However, theability to tamperwith con-
text attributesgivesintruderslittle additionalpower comparedto a systemwithout the proposed
context abstractionasthey canreplaceany serviceonthecompromisedhostwith hackedversions,
andtakeoverany IP addressin aservercluster, thusbringingtheclusterto ahalt. It seemsreason-
ableto expectthat thehostswithin oneclusteraresecureagainstsuchattacksandthat thepower
of theSDI framework will giveanintrudernegligible additionalpower.

Anotherconcernat thehostlevel is the installationof SDI rulesinto thekernels.SinceSDIs
modify kernelbehavior, we adopttheusualsecuritypolicy for makingkernelmodifications.This
meansthat super-userprivilegesarerequiredfor the installationof SDIs on any individual host.
For morecentralizedcontrolonecaneasilybuild adaemonprocessthatcarriesroot ’suserID and
actsasa proxy for an acceptedremoteadministrator. Control over who caninstall SDIs is very
importantbecauseSDIs are essentiallyminiaturekernel modules. Like faulty kernel modules,
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faulty SDIscancauseahostto fail andarethereforekeptout of thenormaluser’s reach.

If anattackergainsaccessto adatacenter’snetwork infrastructure,theattackergainstheability
to fabricatemessagesandto snooponmessageexchanges.In particular, it becomespossibleto tag
messageswith context referencesthat illegitimately increasea message’s privileges.Second,the
attackercandisrupttheexchangeof context informationbetweenhostsby fabricatingfalsereplies
to client queriesandby invokingoperationson remotecontext objects.

The threatposedby illegal network accessis potentially large. Insteadof addressingthis
problemby our own securityscheme,it canandshouldbeaddressedby usingIPSec[79], which
ensuresnetwork authenticityandprivacy regardlessof themessagetraffic. A systemadministrator
who assumesthat hostsmay illegally connectto a multi-tieredsystem,shouldnot only be con-
cernedaboutprotectingcontext but alsoaboutall othertraffic betweenapplications,which would
besubjectto tampering.

3.4.8 Context at the Application Level

Differentcontext abstractionshavebeeninventedfor distributedapplicationframeworks,such
asCORBA [102], J2EE[139], andWebSphere[70]. Eachof theseframeworks for distributed
applicationdevelopmentcreatessomeform of context thatcanbepassedasanoptionalparame-
ter with anRPC.Theproblemsof their context notionsarethat they do not integrateinformation
relevant to other frameworks or OSs. Sincethey areapplication-oriented,they hide contextual
statethatcouldbeusefulin theOS.Moreover, thecontext abstractionsof thedifferentframeworks
wastecommunicationresourcessincecontext is transferredby valuebetweenhosts,regardlessof
whetherit is usedor not. System-level context is exportedto theapplications,to improve theeffi-
ciency of application-level context implementationsandto promotetheintegrationof application-
andsystem-level context to realizesynergiesamongkernelandapplications.

Applicationscanrefer to their processes’context in very muchthesameway asthey refer to
environmentvariables.If applicationsmustaccessthecontext objectsassociatedwith file descrip-
torsandIPC abstractionswithin their addressspace,they simply referto thecontext via aspecific
systemobjectkey.

Thedefault propagationof a process’s context alongsideits communication,i.e., from a pro-
cessto a message,from themessageto a network packet andback,generatesa miniatureversion
of a distributedthread,thussatisfyingthe requirementsof many simplesequentialapplications,
e.g.,thepropagationof userIDs. More complex applicationsthat requireremapping,e.g.,if cer-
tain front-endusersaremappedto differentuserson thebackend,may instantiateSDI rulesfor
this purpose.Insteadof relying onSDI, applicationscouldalsomanuallyremapcontext attributes
beforeinvokingotherservices.

Another reasonfor application-level context integration is that onecannotsolve all context
propagationproblemswithout applicationcooperation. For example, if a particularserviceis
implementedusinganevent-drivenarchitectureor a user-level threadlibrary, theOScannotinfer
theright context-to-process-bindingsautomatically. Thesolutionis to allow applicationsto specify
explicitly whichcontext objectis currentlyapplicable.To thisend,thesystemallowsprocessesto
export a requestID, which is trackedby SDI like a processdescriptor, i.e., it hasits own request
ID-to-context-binding. SDIs that refer to the context of a processwill retrieve the context of a
requestID if theapplicationexportsit. In orderto avoid memoryleaks,applicationsmustaddand
deleterequestIDs explicitly. To guardagainstfaulty applications,thekernelshouldonly allow up
to amaximalnumberof requestIDs perprocess.
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Figure3.9: Detailedarchitectureof theLinux-basedprototype

3.5 Implementation

We designedanSDI prototypefor theLinux 2.2.14kernel. A basemoduleprovidescontext
objectsandimplementsContext/IP, whichis thecommunicationprotocolfor remotecontext access
(Figure3.9).A secondmoduleprovidesclassifiersandensuresthatcontext associationspropagate
acrosshosts.GenericSDI parsing,includingguardevaluation,attribute remapping,bindingand
SDI managementfunctionality, is implementedin a third SDI kernelmodule. This SDI module
is the basisfor SDI administrationandseveral tap point andGCF implementations.Tap points
andGCFsareusuallyimplementedasindividual kernelmodules,which areinterposedat runtime
usingSDI.

When all of the prototypedmodulesare loaded,the kernel grows by a little more than 2
MB, most of which is allocatedfor the context index table. Each additional tap point, such
asTAP NET IP , consumesapproximately2-5 KB to implementthe requiredhooksandglue.
GCFswhich build on thetappoint implementationsrequire2-3 KB. Thesizeestimatesfor GCFs
areonly roughestimates,basedonour experiencewith performancemanagementandsomesecu-
rity applications.Sincethereareno restrictionson what canbe donein a tap point, GCFsmay
requirearbitraryamountsof memory.

3.5.1 The Context Abstraction

Eachcontext objectcontainsa hashtableof attribute-valuepairs,a hashtableof remotere-
ferrals, and a referencecount for local references.It can be usedas both primary and proxy.
Proxycontextsmirror primarycontext objectsandimplementlocation-transparentcontext access
for interpositionsthroughits attribute accessfunctions. Usually, theproxy mirrors the attributes
containedin theprimarycontext. To allow thesystemto work on smallmemories,proxy context
objectsmaybeevictedaccordingto theLRU algorithm.Subsequentaccessesto anevictedcontext
will stalluntil its proxyis reloadedfrom theprimary, while possiblyevicting anothercontext in the
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Figure3.10:Context is maintainedusingpre-definedmessageformats.Themessageformatsleave
implementorsenoughfreedomto deploy andexperimentwith caching,consistency
guarantees,andvariousreferencemanagementstrategies.

process.In practice,this featuremaybeunnecessarybecausetoday’sservershavelargememories,
andthecontext objectsareonly minorconsumersof hostmemory.

Operationson proxycontext objectsalwayspropagateto theprimary. On receiptof anupdate
message,the primary simply invalidatesall other proxy objects. The invalidatedproxieswill
needto fetch thevaluesfrom theprimaryon their next attribute access.Futureimplementations
shouldalsofeatureupdatepropagationto improvecontext accesslatencieswhenseveralhostsare
simultaneouslyprocessingeachrequest.The invalidation-basedapproachperformsbetterwhen
context accessesarelargely sequential.

We proposeContext/IP for theexecutionof remotecontext operationsandstatetransferfunc-
tionality. Context/IP’s datagramformatsare shown in Figure 3.10. The protocol is purposely
designedin sucha way thatdifferentproxy behaviors (e.g.,updatepropagationvs. invalidation)
areleft runtime-configurable.This allows customizationof the operationof SDI to thespecifics
of a particularinstallation.For thesamereason,authentication,which maycausesignificantpro-
cessingandcommunicationoverheads,is madeanoptionalpartof themessageformat.

Hostsusually answerattribute requestswith reply packets that containa completecontext
snapshot.Therearetwo principalreasonsfor thisdesignchoice.First,context objectstendto con-
tain only a few attributes,which canbe transferredquickly. Second,if oneattribute is accessed,
it is likely that anotherattribute will be accessedsoon. However, if a context doesnot fit into a
singleIP datagramor if theattributerequestwasabatchrequestfor multipleattributesfrom differ-
entcontexts,dueto theprotocolimplementation’sefforts to reducecommunicationoverheads,the
reply is sentvia aFYI packet. FYI packetscontainonly therequestedattributes(seeFigure3.10).

Disposalof context objectsandsendingof heartbeatmessagesarecontrolledby a periodic
kernelthreadwhich deletescontext objectswhosereferencecounthasreached0. If thecontext to
beremovedis a proxycontext, it notifiestheprimarycontext objectof thereleaseof theproxy.

In addition to passive attribute manipulationand accessfunctions, we implementcontext-
change triggers. Context-changetriggersactively initiate or wake up computationson context
change.This is a useful implementationfeaturebecauseit avoids having interpositionspoll for
context changes.For example,if oneimplementsa resourcequotamechanismusinga context-
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basedcounter, onemustprovidea mechanismto wake up computationswhenexhaustedresource
quotasarereplenished.This is easilydoneusinga context-changetrigger on the resourcequota
attribute.Without thetrigger, onewouldhave to poll theresourcequotafrequently.

Theattributevaluesprovideonly soft-state.Eventhoughtransactionalsemanticsarerelatively
easyto implement[60], they would inevitably increasecontext accesslatency. Strict transactional
semanticsrequiredistributedlocksandmulti-phasecommitprotocols,which requiremultiplenet-
work round trip timesto complete. Any interpositionutilizing consistentstatewould causein-
terceptedcomputationsto slow down significantly. A soft-stateapproachgetsaroundthe latency
problemwithoutsignificantlylimiting context usability. Soft-stateis notproblematicbecausemost
usesof context will only propagateattributevaluesalongwith distributedcomputationswith few
or noattributeupdatesduringacontext’slifetime. Thisassumptionis backedby theusagepatterns
of environmentvariablesandprior examplesof distributedcontext in theliterature.

Thecontext abstractionmustconsideranimportanttrade-off to allow many short-livedcontext
objectsandonesthat arelong-lived with numerousattributesto coexist. The ultimategoal is to
provideindex structureswith minimalsetupoverheadsandfastattributelookuptimes.Fastlookup
for potentiallylargecontext objectsrequiresindex structures.However, index structurestypically
requirememoryallocationandsubstantialinitialization costs(seeSection3.7). In SDI, memory
allocationoverheadsarereducedby usingaLIFO queueof deallocatedcontext objects.Insteadof
usingtheOS’smemorymanagementfunctions,disposedcontext objectsareplacedinto thisLIFO
queue,whichqueuesreusablecontext objectsupto acertainadministrator-specifiedmemorylimit.
Most context objectallocationrequestscanbe satisfiedfrom this queuewithout the needto run
thekernel’s slow genericmemoryallocator. LIFO allocationincreasesmemoryreferencelocality,
thusboostingthehardwarecache’sefficiency.

The problemof possiblyhigh initialization costsis addressedby lazy initialization, which
amortizescontext initialization costsover an extendedtime-frame. Lazy initialization works as
follows. Insteadof immediatelyinitializing thehashindicesfor attributesandremotereferralsin
newly-createdcontext objects,only doubly-linked lists of attributesandremotereferralsareset
up. Thenewly-createdcontext objectis markedsemi-initializedandqueuedfor laterinitialization
by adeferredinitialization kernel-thread.In themeantime,attributeaccessproceedsby traversing
the linked attribute list. After 1s (our thresholdfor a long-lived context) the context is indexed
by the deferredinitialization threadandmarked as completelyinitialized. Successive attribute
accesseswill proceedusingthehashindex. Thus,short-livedcontext objectsincuronly negligible
setupoverheads.Nevertheless,a long-livedcontext will be indexedeventually, thuseliminating
the penaltyof increasedattribute accessoverheadsfor long-livedcontext. Theoptimizationsfor
dynamiccontext creationincreasetenfold the numberof possiblecontext creationsper second
comparedto eagerinitialization.

Thekernelneedsto bemodifiedin numerousplacesto accommodateadditionalstatefor sys-
tem objects. All basicsystemabstractions,e.g., sk buff s, processes,IPC messagequeues,
sockets,andthe like, areextendedby a void * context pointer. Although it would have been
possibleto createanindirect,table-basedassociationbetweensystemobjectsandtheir context, it
is moreefficient to useembeddedcontext references.This modificationdoesnot make SDI any
moreinvasive thanit alreadyis, sinceall systemobjects’destructors,which arepart of the core
kernel,mustalreadybemodifiedto decreasethereferencecountsof thecontext objectsto which
they refer. Fortunately, therequiredOSchangesaresmallandreadilyimplementedby experienced
programmers.
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3.5.2 Dynamic Context Creationand Propagation

Theclassificationmodulemanagesthedynamicassociationof incomingIP packetswith con-
text references.The classifierhooksinto Linux’s firewalling layer andinterceptspacketsbefore
they entertheincomingIP stackand,thus,beforeany interpositionexecutes.

Theclassifier’s modeof operationresemblesa typical firewall [24]. The only differencebe-
tweentheimplementedclassifierandanIP firewall is thattheclassifierassociatesacontext object
with theinterceptedsk buff insteadof policing it.

Classificationrulesmatchthe protocol ID, sourceaddress,sourceport, destinationaddress,
anddestinationport of an incomingpacket againstuser-specifiedclassificationrules. For each
match,it is possibleto specifywhetherthe interceptedsk buff shouldbe associatedwith an
existingcontext (via acontext pointer)or a new context shouldbecreatedfor it.

The following commandinstallsanexampleclassificationrule, which causesa matchingin-
comingpacket from 10.0.0.0/255.255.255.0destinedfor TCPport 80 to beboundto a duplicate
of context 2 onhost10.0.0.2.

sdi-classifier -p TCP --syn --dp 80 --sa 10.0.0.0 --sam 255.255.255.0 \

--home 10.0.0.2 --id 2 --dup

TheIP-basedclassificationshouldnotbeconsideredfinal, sinceeachclassifiedmessageobject
mayhaveits context subsequentlyalteredbynumerousSDIs.Forexample,assumeaspecialHTTP
interceptorhadbeenimplemented,which canbeinterposedat thesocketor TCPreceivemessage
taps. This interceptoris configuredwith a string to be matchedin the incomingrequestanda
resultingclassification.For example,theSDI

TTCP_RECVMSG[MSG SVCTYPE] = HTTP-INTRANET : :

gcf HTTP_INTCPT { "/research/", 10.0.0.2, HTTP-RESEARCH}

couldforcethecontext bindingof amessagethatwaspreviouslyboundto acontext of servicetype
HTTP-INTRANETby theclassifier, to berefinedto context HTTP-RESEARCHif researchdatais
beingaccessed.Furthermore,context-awareuserapplicationsmayinquireof context bindingsand
remapa request’s context or attributeswithin a request’s context uponverifying an application-
level password,secret,or thelike.

Context propagationproceedsasfollows. Wheneveransk buff with a context association
arrivesat the outgoingIP layer, the context associationis written into a new ContextRef IP op-
tion (seeFigure3.11) in thesk buff ’s dataarea.Thus,the receiving hostcanreconstructthe
associationbetweentheincomingpacketandits context.

Whenever a receiver obtainsa context referencewith anobjectthat it cannotresolve locally,
context is retrievedremotelyvia Context/IP. Sinceremotecontext accessis a relatively slow oper-
ation(100 � s for Fast-Ethernet),an incomingpacket canbedeferredfor sometime beforebeing
processed.To ensurefastprocessingof incomingpackets,apacket’scontext is pushedaheadof it,
unlessthesenderknowsthatthereceiverhasalreadyestablishedaproxy for themessage’scontext
(seeFigure3.11).Thus,incomingdatagramscanbeprocessedwithout interruptions.

Onemaywonderwhy this two-prongedapproachof anadditionalIP optionandthenew Con-
text/IP protocol is chosenover an additionalwrapperlayer betweenIP and UDP or TCP. The
disadvantageof introducinga wrapperlayer is that smartnetwork infrastructure,suchas load-
balancingswitchesandfirewalls, could no longerbe used. Thesedevicespeekdirectly into the
packet contentbeyond the IP headerto make decisionsaboutpacket forwarding and policing.
Sincesmartnetwork devicesarebasicbuilding blocksof high-performancemulti-tier server in-
stallations— with or without theendorsementof end-to-endargumentadvocates— their smooth
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receiversender Context/IP[TCP/UDP]/IP
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data packet imbedded
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CtxtRef optlen context_ptr

Context IP-option tag

Figure3.11:Sendersmay pushcontext aheadof datapackets to initialize a proxy beforepacket
receipt.

operationshouldnotbedisturbedby thepropagationof context alongsidemessages.Theproposed
combinationof Context/IP andtheContextRef IP optionis friendly to [TCP,UDP]/IPandlayer-3+
load-balancingswitches.Theonly potentialproblemwith load-balancingswitchesandContext/IP
is thatthepushmechanismwill not work correctlyunlesstheload-balancer’sfirmwareis updated
to sendtheContext/IP packetprecedingamessagewith acontext referenceto thesamehostasthe
context-taggedpacket. Without suchanupdate,thebackendmaysometimesneedto retrieve the
context from a front-endserver beforeservicingan incomingrequest,thusincurringa 100- 200� scontext accesspenalty(Fast-Ethernet).

The secondadvantageof our two-prongedapproachto context propagationis thathostsand
routersthatareunableto participatein theContext/IP protocolarenotdisturbed.Accordingto the
IP specification[110], routersandhostssimply ignoreunknown IP options.

Many researcherscategorically rejecttheuseof IP optionsfor any purposebecausethepres-
enceof IP optionscausespacketsto beforwardedover theslow pathin today’s standardrouters.
While this argumentis valid for today’s routers,it shouldnot preventusfrom advancingnetwork
infrastructurefor serverfarmenvironmentssinceit is possibleto updaterouterOSsfor serverfarm
deploymentsto process(or ignore)the ContextRef IP option on the fastpath. Moreover, server
areanetworks areoften switched,not routed,networks. Therefore,the presenceof an IP option
will haveonly negligible impacton packet forwardingtimes.

3.5.3 Tapping the OS’sControl Flow

Beforeevaluatingaguardfor aregisteredSDI, thetappointfirst attemptsto resolvethecontext
referencesof theinterceptedobjects(seeFigure3.12).If this fails, thetaprecordsits currentstate
in acontinuationstructure[47], requeststhenon-localattributes,anddefersits executionuntil the
attributesarrive from theprimarycontext or theoperationfails. In thecaseof TAP NET IP (see
Figure3.12),thecontinuationstorestheinterceptedsk buff , theSDI underconsideration,and
the index of theguardconditionor substitutionat which executionstalled.The tappoint returns
control to the standardnetwork interrupt handler, indicating that it will processthe intercepted
packet later. Evaluationof theSDI continueswhentherequestedattributesor contextsarrive.

The structureof systemcall interpositionsis much simpler than that of the depictedinter-
rupt interpositionin TAP NET IP , sincethey executewithin a full-fledgedthreadabstraction.
Therefore,deferralcanbe implementedby putting thecurrentthreadto sleepuntil all necessary
attributesfor guardevaluationandattributevalueremappingareavailable.

Typical tap points are placedat layer transitionsin the control flow of multi-tier services.
Tappointsmustinterceptall communicationactivity (send, recv, read, write ) andthe
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generic_guard_check ( GCAR, 
                                      sk_buff,
                                      retrieve_ctxt_from_skb);

if guard was not applicable
   return N/A
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                        sk_buff,
                        retrieve_ctxt_from_skb,
                        associate_ctxt_with_skb)

if WAIT was returned
   save_state_and_skb and return defer

if WAIT was returned
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  return ACCEPT

if policy(GCAR) = deny
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if policy(GCAR) = dc 
  return SKIP
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   processing
   
generic_map( GCAR,
                        sk_buff,
                        retrieve_ctxt_from_skb,
                        associate_ctxt_with_skb)

if WAIT was returned
   save_state_and_skb and return

if policy(GCAR) = accept
  send packet up to IP_recv

if policy(GCAR) = deny
  drop packet

if policy(GCAR) = dc 
  requeue packet

deferred
invocation

via continuation

sync. call

generic_guard_check ( GCAR, 
                                      sk_buff,
                                      retrieve_ctxt_from_skb);

if WAIT was returned
   save_state_and_skb and return

Deferred tap

Figure3.12:A sketchof the prototype’s tap at the in-boundIP interface. The tap links into the
Linux firewall call in chain.Most othertapsareof a similar structure.

creationof new systemobjects(fork, socket, open ). Additional tap pointsareoptional
but canbeveryhelpful in systemmanagementtasks.

Figure3.13 shows an architecturaloverview of typical tap point implementations.The tap
point moduleregistersitself with interceptionhooksinside the kernel,which call the tap point
implementationevery time thehookis reachedin theOS’s controlflow. Thetappoint implemen-
tation thenusesgenericfunctionsto checkthe registeredSDIs ( ��������|������� ). For eachSDI, it
first evaluatesits guardconditionsin linearorder. This checkis doneby genericfunctions.Then
thetappoint implementationappliesthesubstitutionsor assignmentsof themappingclausein se-
quentialorder. Finally, it appliestheaction.Theactioninterpretationsareactuallypartof thetap
point implementation,asis shown in the tappoint datastructureof Figure3.13. If anapplicable
SDI specifiesa GCF, thetappoint implementationcallstheGCFandinterpretsits returnvalueas
anactionspecifier.

GCFsareprogrammedreplacementsfor standardactions(seegrammarin Figure3.7). If a tap
point encountersa GCFdirective, it transferscontrol to theGCFby calling it directly. Thereturn
codeof a GCFmayspecifyanaction,which is theninterpretedby thecalling tappoint,or it may
indicatethattheGCFhastakenchargeof theinterceptedcomputation.GCFsareinvokedwith the
sameargumentsthataresuppliedto thetappoint for whichthey areregisteredandto anadditional
tappoint ID. Hence,it is importantto specifyatwhichtappointseachGCFcanberegistered.This
is expressedin a GCFdescriptorstructure,which is readwhena GCFmoduleis insertedinto the
kernel(Figure3.13bottomright).
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Figure3.13:Modularstructureof taps,SDIs,andGCFsin thecurrentprototype.

3.5.4 The Command Line Interface

Thecommandline interfaceprovidescommandsto create(ctxt create ), manipulate(ct-
xt attr add, ctxt attr set, ctxt attr del ), anddeletepersistentcontext ob-
jects(ctxt remove ). The associationof context with an incomingmessageis controlledby
thesdi-classifier command,which bindsanincomingpacket to a context objectbasedon
its [TCP,UDP]/IP properties.Context bindingsarefurthermanipulatedby SDIs. TheseSDIsare
specifiedaccordingto thegrammarof Figure3.7 andpassedto a parser(sdi-config ), which
translatesthe expressionsinto datastructuresthat can be checked efficiently by the TAP point
implementations.

As the SDI grammarof Figure3.7 shows, GCFsmay acceptarbitraryadditionalarguments,
which sdi-config cannotinterpreton its own. To check the argumentspassedto a GCF,
sdi-config supportsGCF-specificDLL pluginsthatparsetheargumentlist passedto a GCF
andtranslateit into a GCF-specificdatastructure.This plug-in for sdi-config andthe GCF
implementationitself areto beprovidedasaunit.

To ensurethat context propagatesproperly acrosssystemlayers,applications,andnetwork
connections,thesystemadministratormustspecifyappropriateSDIs. SDIsfor specifictappoints
canonlybesubmittedafterthespecifictappointkernelmoduleis loadedusingLinux’smodprobe .

In order to feedback information from the installedSDIs to the administrator, the error
action is redirectedto the user-level via the proc file system. A genericfault-handlingdaemon
readserrormessagesfrom /proc/sdi andinvokeserror-handlingfunctionsthatcatchspecific
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error codes. The error handleris readfrom a DLL, which is specifiedin a specialerror code
to DLL mappingfile, /etc/sdi-error.conf . The DLL’s error handlerreceivesthe entire
error datastructureand may take arbitrary actions. For example, in one casewe designedan
error handlerthat respondsto backends’ receiving packetsfrom untestedfront-endservicesby
installingareplicaof theback-endserviceandredirectingto it futurerequestsfrom untestedfront-
endservices(Section3.6.2).

3.5.5 Application Integration

Applicationstypically communicateindirectly with theSDI framework usinga functioncall
API, libcontext , which interfacesto thenative /proc/sdi interface.This interfaceallows
user-spaceapplicationsto inquire of their own context bindings,createcontext, readattribute
values,andadjustattributevaluesof user-spacewritableattributes.

User-level threadsandevent-handlinglibrariescantakeadvantageof SDI by explicitly declar-
ing their currentinternalthreador requestID in a registeredmemorylocation(ctxt regis-
ter thread id location ). RequestIDs areaddedandremovedusingthectxt add -
thread id and ctxt remove thread id functions,respectively. This simple feature
revealsenoughof theapplication’s internalstructurefor SDI to policetheapplicationandto auto-
matetheforwardingof its context betweentiers.

3.5.6 FailureModes

Themaincauseof faultsis theabsenceof context or attributesthatareexpectedby SDIs. If
a guardattemptsto matcha non-existing attribute, its valueis assumedto beNULL. If a context
andattribute remappingdirective attemptsto assigna valuefrom a non-existentattribute to an-
othercontext attribute,only thatsubstitutionclauseis skipped;subsequentclausesareunaffected.
Finally, GCFsmayrequestnon-existentcontexts or non-existentcontext attributes,in which case
SDI’s attribute retrieval function would indicatea fault. It is up to the GCF implementationsto
handlesucherrors.

Internally, SDI may suffer from sporadicpacket losseven thoughthis is rarebecauseSANs
arehighly reliable.OurswitchedFast-Ethernettestbed,which featurescommodityIntel andSMC
networking hardware, is found to experienceerror ratesof lessthan1 per 30 million. To mask
occasionalpacket loss,SDI retransmitsrequestsfor whichananswerhasnotbeenreceivedwithin
a specifiedtimeout(default 10ms). Updateoperationsareacknowledgedperiodically. Acknowl-
edgmentsarecumulative for all updateoperationsthatwereinitiatedby aspecifichost.

Becauseof thelow errorratesof theunderlyingnetwork infrastructure,SDI actsoptimistically
with respectto transmissionfailures,i.e.,thecontrolflow of SDIsor applicationsdoesnotwait for
theacknowledgmentof acontext attributechange,which is possibledueto soft-state.This choice
keepslatenciesfor updateoperationslow.

To guardagainstmachinefailures,heartbeatsareto be exchangedat a minimal rate, � ( ����o���
). If somecontext’s homemachinedetectsa silenceof duration ����� , it expungesall remote

referralentriesfrom thefailedremotehost,assumingit hasdied.
In the event of a failure of a machinethat hostsprimary context, the proxiesmust recover.

Thefailure is detectedwhenaccessto its primarycontext objectstime out (3 unansweredrequest
retransmissions).On timeout,a host is considereddead,andthe requestinghost invalidatesall
referencesto any context objectthat resideson the failed host. Processes,sockets,etc., that are
boundto acontext of thefailedhostareunboundto referto theNULLcontext.
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3.6 ThreeExamplesof UsingSDI

3.6.1 SimpleContext Propagationvia Local IPC

In this examplescenario,we show how context canbe transferredwithin oneapplicationor
two applicationsthatcommunicatevia local IPCmessagequeues.IPCmechanismsareoftenused
to bypassTCP/IPwhentwo communicatingtiersareco-located.For example,messagequeuesare
usedin DB2 to connectthelistenerto theback-endserverprocess.

As anexampleof SDI over machine-basedIPC we demonstratehow theIPC messagequeue,
mechanismis openedup to SDI.

The two systemcalls usedto sendandreceive messagesaremsgsnd andmsgrcv , respec-
tively. The purposeof enablingcontext-transferandSDI at this layer is that it allows to track a
processingcontext ascontrolis passedfrom oneprocessto another. Furthermore,by allowing SDI
policiesto besubmittedfor tapsin thecommunicationflow betweenapplicationthatarelinkedvia
IPC,onecaneasilyaddsecurity, scheduling,andredirectionmechanisms.For example,aprocess
couldbedeniedaccessto anIPCmessagequeueif it is executingonbehalfof a remoteclientwho
is connectedvia theInternetwhile beingallowedto accessthesamemessagequeueaslong asit
is working on behalfof a local client. Suchpoliciescannotbeconfiguredusingstatelesssystem
configurationmechanismsthatarecurrentlyat thesystemadministrator’sdisposal.

In enablingSDI on theIPC messagequeue,it is necessaryto dealwith four entities:themes-
sage,themessagequeue,thesender, andthe receiver. IPC messagequeuesareanasynchronous
relayingmechanism,sothatoneonly needsto dealwith threeentitiesin thetapsfor msgsnd and
msgrcv .

A defaultSDI thatonewould like to declareis:

iipc_msgsnd 1 [sender priority] = high : msg := sender : dc.

This SDI copiesthe sender’s context to the messageif the sender’s priority is high. As the
duplicateinitial lettershows, this commandis executedbeforethemessageis actuallyenqueued
in themessagequeue.

Whenthis context-taggedmessageis received,andonewould like to copy themessage’scon-
text to thereceiver, thenonewould install thefollowing SDI.

ipc_msgrcvv 1 : receiver := msg : dc.

In fact,this SDI alwayscopiesthereceivedmessage’scontext to thereceiver, thusforcing the
receiver to processusingthesamecontext attributesasthesender. Notethatany previouscontext
affiliation of thereceiver processis discarded/overwrittenonceit is boundto thenew context.
This SDI executesafter themessagehasbeenremovedfrom themessagequeue.A step-by-step
illustrationof thetappointsbehavior is shown in Figure3.14.

Implementation Steps

The implementationstepsrequiredfor SDI to enablethe IPC messagequeueabstractionare
mostlikely a supersetof thoserequiredfor SDI-enablingof almostall OSabstractions.

First, it is necessaryto adda context referencepointerdatafield to themessageandmessage
queuedatastructuresto allow recordingof context referencesfor eachsystemobject.It wouldhave
alsobeenpossibleto transparentlykeepthisreferencethroughanintermediarymessage-to-context
mappingtable,but it wouldhavealsoincurredgreateroverheads.
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SDI: IIPC_SENDMSG 1 : msg := proc : dc.

SDI: IPC_RECVMSGG 1 : proc := msg : dc.
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Figure3.14:This figure shows the processof context propagationthroughthe SDI-enabledIPC
messagequeuemechanism:(a) thesenderis associatedwith context object1 prior to
sendingthemessage,thequeuewith context 2, andthereceiverwith context 3; (b) the
createdmessageinheritsthesender’s context bindingthroughthespecifiedSDI rule;
(c) themessagequeue’s context binding remainsthesame;(d) whenthemessageis
readyfor delivery to the waiting process(P2), the recvmsg SDI rule instructsthe
framework to changethereceiving process’context bindingto context 1 insteadof its
prior bindingcontext 2.

Thesecondstepis to definetheinterceptionpointsTAP IIPC MSGSND, TAP IPC MSG-
SNDD, TAP IIPC MSGRCV, andTAP IPC MSGRCVV. Thesedefinitions,
amongaccounting-relatedissues,includethe implementationof a tap-pointhandlerfunctionthat
is insertedasa kernelmoduleif interpositionon theIPC interfaceis needed.This interposedtap-
pointhandlertakesasits argumentareferenceto boththeinterceptedmessageandmessagequeue.
The processcontext is implicitly given. The tap-pointhandlerdereferencesthe context pointers
that arerecordedfor the calling process,the message,andthe messagequeueandpassesthose
to thegenericSDI matchingmodule,which evaluatesif thereis registeredSDI thatappliesto the
observedcall givenits context attributes.

Oncethe SDI checkreturnsa list of SDIs that areapplicableto the currentinterception,the
handlerpassesthroughthe SDIs,applyingtheir attribute mappingandcontext binding rulesand
interpretingtheactioncode.

The only stepsthat are truly specificfor SDI-enablingof the IPC messagequeueinterface
arethe creationof functionsthat bind a messageor messagequeueto a context object,andthe
interpretationof SDI’s error codes(Figure3.15),which is a simpleoperation.For example,the
SDI actioncodeDENYis translatedby erasingthemessageandpretendingit wasdeliveredin the
iipc msgsnd interposition.In contrast,in the the interpositionof ipc msgrcvv theDENY
actioncausestheoffendingmessageto bediscardedandthesearchfor adeliverablemessageto be
continued.

This skeletonconsistingof a glue layer that ties the tap point to genericcontext processing
functions,allowsthepreviously-definedtrackingof context from senderto receiver. To implement
moreelaboraterewriting or redirectionof IPC messages,e.g., to a remotemessagequeueon a
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Figure3.15:Thisfigureshowsmostof thework thatis requiredinsidethekernelfor theinvocation
of theSDI framework from IPCmsgsnd .

differenthost,onewould inserta redirect GCF. An exampleof a redirectionGCFis givenin
Section3.6.2.

3.6.2 ProtectingBack-End Service Integrity using Alter native Services

Oneof the concernswhenco-hostingservicesin a sharedservicesinfrastructureis that new
servicesmaycorruptexistingonesor asin thecaseof LVSC(ChapterVI) onemaywantto install
alternative servicesthat implementcomparablefunctionality at differentQoSlevels. Therefore,
server farm administratorsoften install new serviceson dedicatedhardware running their own
instancesof standardservices.Oncea dedicatedsetuphasbeenchosen,administratorstypically
donot consolidatethesetupbecauseconsolidationrequiresreconfiguration.

To simplify the transitionfrom experimentalconfigurationsto consolidateddeployments,we
provide a simplified exampleapplicationthat allows configuringthe experimentalsetupas if it
wereconfiguredfor final deployment. Our extensionreplicatesback-endservicesautomatically
if a requestfrom an untestedfront-endserviceis received. Subsequentrequestsby an untested
front-endserviceareredirectedto thereplica(seeFigure3.16). Oncethenew servicehasproven
reliable,thesystemadministratorsimply deletesSDI classificationrules,andrequestssubmitted
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Figure3.16:Back-endrequestredirectionbasedon therequestor’s untestedattribute

by the recently-testedserviceareprocessedby the sharedback-endsetup. Replicasthat areno
longerneededcanbe deleted.This exampleis a variantof Flask’s [130] interferenceavoidance
mechanism.Flaskenablestheadministratorto restrictservicesfrom accessingcertainsystemcalls
andfrom interactingwith otherservices.

Whenever a new serviceis installedin the system,the administratorbinds its processesto
a context with untested = 1. This is accomplishedby a simple commandline script that
tells theSDI kernelmoduleto bind eachof theuntestedservice’s processesto a specificcontext
(sdi-classify-proc <pid> --home <ip> --id <id> ). Back-endservicesarecon-
figuredin thesamemannerwith theonly differencebeingthattheircontext’suntested attribute
is setto zero.Context propagationis configuredasit wasin thepreviousexample.

We usetheerrordirective to detectwhenanuntestedfront endtriesto accessa specificback-
endservice.For eachback-endserviceweconfigurethefollowing rule:

ACCEPTT1 [msg untested] = 1, [proc untested] = 0 : \

: error {ECONNABORTED}.

Theclient andserverwill have to recover from anabortedconnection.
The error directive is interpretedby the accepttap, which passesa messagecontainingthe

applicableSDI andinformationaboutthe incomingconnection(i.e., destinationport andsource
address)to anerrordaemonvia /proc/sdi . This daemonchecksfor eachviolation, if it hasa
rule thatallows it to replicatetheservicelisteningon thedestinationport. If it findsaninstallation
script, it createsa servicereplicathat listenson a differentport andautomaticallyspecifiesa new
SDI of theform

NET-IP-IN 1 [msg untested] = 1 :
: gcf REDIRECT {$ORIGINAL_PORT $REPLICA_PORT}.

to redirectaccessesbyuntestedfront-endservicesto replicaback-endservicesfor experimentation.
The$ORIGINAL PORTand$REPLICA PORTaredeterminedat replicationtime.

The redirectionGCF is implementedin a 91-line “C” kernelmodule. The daemonplug-in
responsiblefor creatingredirectionsconsistsof an 83-line C program,andan 8-line Perl script
consultsa replicasetupfile (a simpleASCII text file) to automatethereplicationprocess.

3.6.3 Prioritized RequestHandling

Thepurposeof this exampleis to introducethe problemsencounteredwhentrying to assure
prioritizedworkloadprocessingin amulti-tieredsystem,in which front-endserversactasrequest
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Figure3.17:VS-SDIconsistsof aschedulerandaccept extension.Theclassifierlabelsincoming
requestswith systemadministratorspecifiedpriority attribute mappings,which are
enforcedby theschedulerandtheaccept of pendingconnections.

anonymizers.This exampleis a preliminaryversionof the full-fledgedVirtual Servicemulti-tier
resourcepartitioningapproachthat is introducedin ChapterIV. This is why the exampleSDI
applicationof thischapteris calledVS-SDI.

The examplesetupconsistsof a 3-tier serviceimplementation.The front endimplementsa
Web interface(Apache),while themiddle-tierapplicationserver is simulatedby anFCGI appli-
cation,which occasionallycontactsa back-enddatabase(Postgres)to processupdateandselect
operations.About half of all requestsrequireaccessto themiddle-tierservice,and10%of those
requestsrequiring accessto the middle-tier servicealso requirethe database.The Web server
executeson its own front-endhost,while the FCGI middle-tierandthe back-enddatabaseshare
oneback-endhost.Our objective is to prioritize requesthandlingthroughouttheserver farm,i.e.,
requestsfrom high-priority clientsshouldbeexpeditedat all tiersof thesystem.

Prioritizedprocessingis impossibleto achieve in the back-endservers,if their incomingre-
questsarenot taggedwith a priority attribute. As far asthe backendis concerned,all requests
originatefrom thefront-endservice.Thus,high-priorityclientscanfind themselveswaitingeither
in theaccept,network, or schedulerqueueof a heavily-loadedback-endserviceor serverbecause
of low-priority requests.

The easiestpart of the problemis to representhigh- andlow-priority clientsby two context
objects.Usingthecommand-lineinterfaceasroot, wecreateandinitialize thetwo context objects
asfollows:
ctxt create -p
context home=10.0.0.100 id=1 created
ctxt create -p
context home=10.0.0.100 id=2 created
Thecommands
ctxt set attr 1 PRIO := 1 and
ctxt set attr 2 PRIO := 2
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/* CONTEXT−AWARE PRIORITY SCHEDULING FOR UNI−PROCESSORS
 * Note, declarations are stripped. 
 */

5 static int
prio_goodness_handler( struct  task_struct * prev, 

     struct  task_struct * p, 
     int  this_cpu)

{
10   struct  uci_value_pair *uvp_prio;

  /* Does this process  have any context at all? */
  if (!p−>context)
  {

15     if (prev_goodness_handler)
return prev_goodness_handler(prev, p, this_cpu);

else
return −1000;

  }
20  

  uvp_prio = get_uvp_local (p−>context, UCI_PRIO);
  if (!uvp_prio || !uvp_prio−>value)
  {
    if (original_goodness_handler)

25 return original_goodness_handler(prev, p, this_cpu);
else
        return −1000; /* this should not happen */

  }
    

30   return ( int )(uvp_prio−>value) + 10000;   
}

Figure3.18:Codesnippetof acontext-awareschedulerinterposition

setup the first context to representlow-priority work and the secondto representhigh-priority
work. PRIO is anintegerrepresentingthepriority attributeasthecurrentprototypeonly supports
nameandvaluebit stringsof length32.

The next importantstepis to bind incoming workload to the contexts. For simplicity, we
prescribea simplebinding basedon the incomingIP address.To bind incomingworkloadfrom
clients10.0.1.* to thelow-priority context andtheworkloadsubmittedby clients10.0.2.*
to thehigh-priority context, we invoke thefollowing commands:

sdi-classifier --sa 10.0.1.0 --sam 255.255.255.0 --home 10.0.0.100 \

--name 1

and

sdi-classifier --sa 10.0.2.0 --sam 255.255.255.0 --home 10.0.0.100 \

--name 2

Two interpositionsareimplementedto takeadvantageof thepriority attribute:aninterposition
for theschedulerfunctionandaselectionfunctionthatchoosesthenext pendingsocket to accept.
Their implementationis generallynot the systemadministrator’s responsibility. They shouldbe
createdby experiencedsystemprogrammerswhohaveagoodunderstandingof thekernelandthe
impactthattheir interpositionmayhave. Warningsaside,asthecodesnippetsin Figures3.18and
3.19show, creatingmulti-tier-awareinterpositionsis in many casesstraightforward.

After installing the interpositionsandthe ACCEPTTandCCONNECTtap in the kernelusing
modprobe , wesetup thetapsto propoagatecontext at all servers.

echo "ACCEPTT 1 : PROC:= MSG : dc." | sdi-config -a
echo "CCONNECT1 : MSG := PROC: dc." | sdi-config -a
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/*
 * PRIORITIZED ACCEPT
 * Declarations and module maintenance have been removed.
 */

5

/* compare Linux source (net/ipv4/tcp.c for the original) */

struct  open_request *
prioritized_tcp_find_established ( struct  open_request *req,

10   struct  open_request *prev,
  struct  open_request **prevp)

{
  struct  open_request *best_so_far = NULL;
  struct  open_request *best_so_far_prev = prev;

15   int  best_prio_so_far = 0;

  while (req)
  {
      if (req−>sk &&

20   ((1 << req−>sk−>state) & ~(TCPF_SYN_SENT | TCPF_SYN_RECV)))
      {

  struct  uci_value_pair *uvp_ptr_prio;
  uvp_ptr_prio = NULL;

25   if (req−>context)
  {      
      uvp_ptr_prio = get_uvp_local (req−>context, UCI_PRIO);
  }

30   if (((uvp_ptr_prio) && (uvp_ptr−>value > best_prio_so_far)) 
      || (!best_so_far))
  {
      best_so_far = req;
      best_so_far_prev = prev;

35       best_prio_so_far = (uvp_ptr_prio)?uvp_ptr−>value:0;
  }

      }
      prev = req;
      req = req−>dl_next;

40   }
      
  if (best_so_far)
  {
      *prevp = best_so_far_prev;

45       return best_so_far;
  }
  *prevp = prev;
  return req;
}

Figure3.19:Codesnippetof our context-awareinterpositionfor theselectionof pendingconnec-
tions

After settingup thesystem,we verify that this configurationimplementsQoSdifferentiation
for high-priority requests.To thisend,werun two instancesof theSpecWeb99benchmarkagainst
thesameWebserver. As Figure3.20shows, high-priority clientssuffer little from anincreasein
theworkloadof low-priority clientsuntil thesystemcapacitylimit is reached.This figureclearly
shows thatwithout prioritizationhigh-priority clientsareaffectedby thelow-priority clientseven
beforethesystem’s capacityis reached.The reasonfor the rapid responsetime increasebeyond
the system’s capacityis that queuesthat build up at the databaseserver propagateto the front-
end server by blocking processes.This effectively reducesfront-endprocessingcapacity, thus
causingthe observed increasein responsetimesanda 30% drop in total throughput. This and
otherproblemsrelatedto implementingresourcecontrol for multi-tieredserversarediscussedin
ChapterIV.

It is importantto notethatcontext cachingis vital to maintaininggoodservicethroughputwith
SDI. Without context caching,eachnetwork-level messagewould have to beaccompaniedby its
context, whichwould tax thecommunicationsubsystem,thusincreasingdelaysandreducingtotal
throughput.

Incr easingClassificationComplexity
Insteadof differentiatingbetweenhigh-andlow-priority clientsat theWebserver, onemaydecide
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Figure3.20:Theperformanceof amulti-tier serverfarmservinghigh-andlow-priority clientswith
andwithout theSDI-basedpriority mechanism

to treatall clientsequallyexceptfor thosehigh-priority clientswhoserequestsrequireback-end
databasetransactions.Thoserequeststhat requiredatabaseaccessreceive a priority boost. This
couldbeusedto reducethedifferencein responsetimesfor requeststhat requiredatabaseaccess
andthosethatdonot.

This meansthat thebindingbetweenhigh-priority clientsandtheir priority classmustbede-
ferreduntil they actually trigger a databasetransaction.However, this cannotbe controlledby
theHTTPserversincethemiddle-tierFCGI server, i.e., theapplicationserver, decideswhetherto
contacttheback-enddatabase.Unfortunately, themiddle-tiercannotcorrelateits requestswith the
originalHTTPrequeststhataresubmittedby thenetwork clients.SDI solvesthis problem.

This exampleconfigurationrequiresthecreationof 3 context objects($x,$y,$z ) which are
configuredasfollows:
ctxt set attr $x PSEUDO-PRIO := 1
ctxt set attr $y PSEUDO-PRIO := 2
ctxt set attr $z PRIO := 2
The classifiers,the acceptdifferentiation,andthe schedulerinterpositionof the previous exam-
ple are installed. Note, however, that the context objects$x and$y only carry priority marker
variablesthatdonot affectscheduling.

All hostsareconfiguredwith thefollowing SDI:

ACCEPTT1 : PROC:= MSG: dc.

In orderto allow modifiedback-endrequestbindingsto propagatebackfrom theback-endserver
to thefront end,we configuretheSDI

TTCP_SEND1 [PROC PRIO] = 2 : MSG:= PROC: dc.

at theback-endserver. Thefront endis configuredusing

TCP_RECEIVEE 1 [MSG PRIO] = 2 : PROC:= MSG: dc.

Finally, onemustconfigurethebackendto boostthepriority of incomingrequestsbelongingto
PSEUDO-PRIO2 asfollows:

NET-IP-IN 1 [MSG PSEUDO-PRIO] = 2 : MSG:= (10.0.0.100 z) : dc.

Theabove configurationmapsmessagesfrom PSEUDO-PRIO2 to the persistentcontext object
residingonhost10.0.0.100with ID z , which representshigh-priority clients.
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Figure3.21:Baseoverheadfor context operationsandcomparisonof the performanceoptimiza-
tionsfor fastcontext creationdescribedin Section3.5

3.7 Evaluation

Theperformanceof theSDI prototypefor theLinux OSindicatesthatSDI canbeimplemented
efficiently. Wepresentbothmicro-andmacro-benchmarkmeasurementsof ourprototypeanddis-
cusstheir implications.Themeasurementslendfurthersupportto crucial implementationchoices
thatarelikely to becomeimportantin futureinstantiationsof SDI.

3.7.1 Micr o-benchmarks

The first setof measurementsis taken on a single450MHz Intel PentiumII computer. The
results,shown in Figure 3.21, demonstratethe relevanceof the performanceoptimizationsfor
dynamiccontext creation. Using both lazy initialization anda LIFO queuefilled with disposed
context objects,the minimal costof context creationanddestructionis reducedto 850 Pentium
II cyclesfrom over 6000cyclesfor a straightforward implementationusingthekernel’s memory
managementandeagerinitialization.

As expected,lazy initialization increasesthecostof attribute lookup. However, thepenaltyis
in the low hundredcycles,whereasthenumberof cyclessavedby not completelyinitializing the
context objectis in therangeof 5000cycles.Hence,it will takealargenumberof context accesses
to offsetthebenefitsof lazy initialization. Sincethecontextsof long-livedrequestsareeventually
indexed,theperformancepenaltyfor attributeaccesseslastsonly for 1s.

Onemayhave noticedin Figure3.21a seeminglyoddperformanceimpactof usingthealter-
native context object(de)allocationqueue;attribute lookupsareaccelerated.The reasonfor this
anomalyis thatcontext’smemorylocationsaremorelikely to becachedif they aretakenfrom the
most-recentlydisposedcontext object.Hence,theexecutiontimeof context operationswill suffer
lessfrom L1 andL2 cachemisses.

We alsomeasuredSDI’s network baseperformancein a smallclusterof sevenIntel Pentium-
III 550serversconnectedby a 100MbpsFast-Ethernet,SMC Tiger switch. Sinceserver clusters
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(a) Latenciesfor remoteattributeaccesswith dif-
ferentcontext sizes

(b) End-to-enddelayfor a UDP-echoapplication,
dependingon thenumberof interposedSDIs

Figure3.22:Micro-benchmarkresults

aremigratingto Gigabit-Ethernetandeven fasterservers,the reportedlatenciesare likely to be
larger thanwhat could be achievedon the bestavailablehardwareplatforms. However, the per-
formancenumbersindicatethatContext/IP andthecontext service,even in its currentprototype
implementation,will addonly negligible additionallatenciesto multi-tier services.

Figure III.22(a) shows the delay that a context-dependentmodule,suchasa GCF may ex-
periencein accessingremotecontext attributes. As expected,delaygrows with the numberof
attributespercontext, but for mostcontext applicationsit will remainwithin a rangebetween100� s(0 attributes)and200 � s(100attributes).Thisremoteaccesscostwill beincurredonly if alocal
context proxy eitherhasout-of-dateinformationor hasnot yet beensetup. Subsequentattribute
accessesthatcanbeservedfrom thecontext proxy takeonly 130PentiumII cycles.

Sinceattribute accesswill contribute little to applicationlatency, we investigatethe perfor-
manceof SDI rule evaluationat the tap points. To assessthe worst possiblelatency effectsof
SDIs,aUDP-basedserverwassetup to donothingbut bounceany incomingdatagrambackto its
sender. A singleclient wassetup to sendrequestsof 1 KB sizeto theserverandtime how long it
takesfor thepacket to return.Bothclient andservermachinesareSDI-enabled.

Themeasuredend-to-enddelayis linearly increasingin numberof context-dependentguards
thatareinterposed(seeFigureIII.22(b)). EachadditionalSDI addsapproximately3 � sof latency.
Thesedelaysaretoo smallto causeanoticeableincreasein theresponsetimesof complex cluster
services. End-to-endservicedelaysin the Internetare typically above 50 milliseconds. Nev-
ertheless,to supportthousandsof simultaneously-installedSDIs, future versionsof SDI should
implementguardchecksin decisiontreesinsteadof thelinearlists of guardsthatareregisteredat
tappointsin thecurrentprototype.

The performanceimpactof guardinterpositionat the systemcall layer varies,dependingon
thecomplexity of thesystemcall in relationto SDI evaluationcomplexity. This hasbeennotedin
earlierinterposition-basedresearchprojects[58,118]. Systemcalls’ performancecandeteriorate
asmuchas40% for simplesystemcalls like open andas little as2% for a complex call like
fork . Fortunately, low-overheadsystemcalls,for which theimpactof interpositionis theworst,
contribute only little to mostapplications’total processingtime [154]. Servicesspendmostof
their time executingapplicationcodeandheavy-weightsend , read , recv , andwrite system
calls.
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(a) (b)

Figure3.23:Througputcomparisonbetweena systemwithout SDI (baseline),binding incoming
requeststo existingcontext andto newly-createdcontext

3.7.2 Macro-benchmarks

To obtaina realisticassessmentof SDI’s impacton true server performance,SDI’s effect on
a Webserver executingtheSPECWeb99[132] benchmarkis measured.SPECWeb99generatesa
mix of dynamicandstaticrequestloads— anapproximationof therequestloadfoundonarealistic
server. Theresponsetimesandthroughputnumbersshown in FigureIII.23(b) andFigureIII.23(a),
respectively, aremeasuredon a 450 MHz PentiumII-basedserver with 448 MB RAM. We use
Apache1.3asawebserver. TheSPECWeb99-suppliedPerlscriptsareusedto handleall dynamic
workloadexceptadvertisementservice,which is donein aFastCGIserver.

The macro-benchmarkscomparethe performanceof Apacheon a server without any SDI
supportagainstthe performanceof Apacheon an SDI-enabledsystem.The overheadof SDI is
assessedfor two scenarios.First, in a low-overheadscenario,two classifiersaresetup to bind
incomingrequeststo oneof two persistentcontext objects.Thecommandlines,

sdi-classifier -p TCP -y --sa 10.0.1.0 --sam 255.255.255.0 \
--home 10.0.0.1 --name 1

sdi-classifier -p TCP -y --sa 10.0.2.0 --sam 255.255.255.0 \
--home 10.0.0.1 --name 2

implementthisbindingdirective.
In a secondscenario,we attemptto approximatethemaximaloverheadcausedby theassoci-

ationof workloadwith context by creatinga new context objectfor eachincomingrequest.Such
a configurationis typical of anenvironmentin which eachrequestis managedwith respectto its
own performance,security, andmonitoringgoals.Thecommandlines

sdi-classifier -p TCP -y --sa 10.0.1.0 --sam 255.255.255.0 \
--home 10.0.0.1 --name 1 --dup

sdi-classifier -p TCP -y --sa 10.0.2.0 --sam 255.255.255.0 \
--home 10.0.0.1 --name 2 --dup

configureSDI for the target scenario.Thenewly-createdcontext automaticallypropagatesup to
theacceptingsocketandlaterto theprocessesthatreadfromtheso-classifiedsocket.Themeasure-
mentsshow thatneitherresponsetime (seeFigureIII.23(b)) nor throughput(seeFigureIII.23(a))
of anHTTPserver is affectedby thepresenceof SDI. Thelineslabelled“context bind” and“con-
text create”in FiguresIII.23(a)andIII.23(b) representthebindingof incomingrequeststo existing
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context andthecreationof a new context objectfor eachincomingrequest,respectively. Thedif-
ferencesbetweenthedifferentconfigurationsaresominimal thatthey arealmostindistinguishable
from normalmeasurementnoise.

3.8 RelatedWork

TheproposedSDI mechanismis thefirst to integrateextensible,distributedsystemstatewith
interpositioninto ahighly extensible,distributedsystemmanagementandextensibilityframework.
While context andits managementin distributedsystemshaveappearedin numerousapplications
(e.g.,security, resourcemanagement,andmonitoring),eachdomain-specificsolutiononly man-
agesa few concretecontextualattributes,e.g.,securityclasses.Context hasnotyetbeenproposed
asaseparategenericservicefor thedesignof systemsupportfor distributedsystems.

The LINDA tuple-basedcomputationandcommunicationmodel [56] sharessomesimilari-
ties with SDI andotherinterpositionschemes.LINDA proposesa computationmodel in which
persistentprocessespostdatatuplesinto a distributedtuple-space.Computationprogressesasex-
ecutionsaretriggeredby conditionalreceivesof thesepostedtuples. Additional contextual state
can simply be integratedinto distributed computationsby extendingthe tuples. Unfortunately,
LINDA’s distributedstateabstraction,tuples,aretransient,so that propagationof additionalat-
tributesstill requiresprogrammerintervention.In particular, computationrulesmustpreserve the
unusedstateof their input tuplesby addingit to their outputtuples. SDI, like LINDA, achieves
extensiblestateandstate-directedprocessing.In addition,SDI managesper-computationstate,
while preservingthetraditionalinvocation-basedprogrammingmodel,processes,existingservice
APIs,andthecommunicationabstractionsfoundin today’sOSs.

3.8.1 Application Frameworks

CORBA [102], J2EE[139], andWebSphere[70] areenvironmentsfor the designof multi-
tieredapplications.Eachof theseapplicationenvironmentsprovides its own notion of context,
primarily for theimplementationof accesscontrolmechanisms.CORBA usescontext primarily in
theimplementationof CORBA Security. J2EEandWebSphereusecontext to maptheapplication
server’suserIDs to backenduserIDs beforeaccessingabackenddatabase.

In CORBA context is implementedasanoptionalparameterfor every remotemethodinvoca-
tion. To have any effect, theCORBA context abstractionmustbeunpackedby theserver object.
Without active interventionby theserver application,context doesnot propagateacrossthe tiers
of multi-tiered computations.Sincethe applicationsare responsiblefor configuringandmain-
tainingtheir context attributes,onecannotrely on their availability at thesystemlayerandacross
applicationframeworks. SDI solvesthis problem.Moreover, SDI alsoaddressesnumerousineffi-
cienciesof context abstractionsin applicationframeworks,which resultfrom thefact thatcontext
wastypically introducedasanafterthoughtto fix certainproblems(e.g.,security).In contrast,SDI
proposescontext asaprimarysystemabstraction.

3.8.2 Inter position

Sinceits proposalasa genericsystemextensionmechanismby Jones[78], interpositionhas
gainedsignificantsupport.TheSPINOS[21,107] effectively promotesinterpositionasthestan-
dardway in which systemfunctionality is to be achieved. SLIC [58] pursuessimilar goalsfor
commodityOSs.Thebasicobjective of interpositioncanbesummarizedascalls to existing sys-
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tem andserviceinterfacesthat are interceptedand redirectedto interposedwrapperlayersthat
improveor augmenttheinterceptedinterface’ssemanticswithoutaffectingtheinvocationsyntax.

Theaboveapproachesadoptanevent-baseddispatcherscheme[107] in placeof thetraditional
functioncall interfacesfor OSlayerinteractions.SPIN,for example,mapsall interactionsbetween
systemlayersto eventswhich canbeinterceptedby interpositions.Thedefault interpositionsare
the standardOS handlers.The event languageis fixed at the time of OS design. Interpositions
cannotcreatetheirown additionalstateandevents.SDI addressesthis shortcoming.

The lack of stateintegrationin previous single-hostinterpositionapproachesis not an over-
sight.Onasinglehost,necessarystateinformationcansimplybepreservedin processor in socket
descriptorsor evenreproducedon-demand.Hence,stateis typically implicit in thevariablesof the
OSlayersor interpositions.This is why previousapproacheswork well despitetheirdisregardfor
state.A solutionfor interpositionin multi-tier systemscannotassumethatstateis alwayslocal; it
mustbestateful.

3.8.3 Domain-SpecificContext Solutions

Active Messages[149] area domain-specificincarnationof SDI. Active messagespropagate
pointersto the receivers’ packet processingfunctionswith every messagethat is exchangedin a
distributedsystem,thuspossiblyshort-circuitingunnecessarychecks.Besidesthesharedpacket
receptionpointers,thereis nosharedor extensiblestatethatis transferredbetweentiers.

A rich bodyof work in network security[1, 13,49,93,98] includessomeof thebasicfeatures
of SDI with respectto securityattributepropagation,attributeremapping,andpolicing. However,
theseworks fail to abstractfrom concretestatepropagationproblems(e.g.,userID propagation)
to a moreabstractconceptof attribute propagation,andfrom the problemof securitypolicy en-
forcementto genericpolicingof distributedcomputations.SDI makestheseabstractions.Readers
familiar with researchin systemsecuritywill quickly realizethe synergiesbetweenSDI andthe
implementationsof network securitymechanisms.

For example,the DomainandType Enforcement(DTE) architecture[13] stressesthe need
for flexible securityattribute propagationalongthe pathof inter-applicationcommunication.To
addressthis need,the notedapproachprovidesa rich policy framework supportingsecurityat-
tribute inheritance,remappingat tier-boundaries,andpropagationin IP datagrams.We believe
thatmuchof DTE’s functionality is not necessarilysecurity-specificbut shouldbecapturedby a
genericservicelike SDI instead.Flask’s policy-controlledintegrity [130] mechanism— featur-
ing sender-basedpacket redirection— is alsoa highly specializedinstanceof statemaintenance,
statepropagationandlabel-basedinterpositionon systeminterfaces.Similar functionalitycanbe
implementedusingSDI almosteffortlessly(Section3.6).

Theneedfor propagationof stateinformationhasalsobeennotedin recentwork on resource
management.The ScoutOS [129] andLazy Receiver Processing[14,15] emphasizethe impor-
tanceof processingincomingworkload in the right resourcecontext. To this end, they provide
proprietaryresource-bindingmechanisms.Scoutprovides a compile-timeprocessingpath ab-
straction,whichautomaticallypropagatesresourcereservationsacrosstraditionalOSabstractions.
Differentsubsystemsarearrangedinto a call chain,calledpath. Eachpathrepresentsa flow of
requeststhatareto beadministeredasoneadministrative entity. Eachpathcanbecontrolledby
its own resourcecontrols.Unfortunately, it is necessaryto recompilethekernelfor almostevery
application.LRP is moreflexible in that it bindsincomingrequeststo ResourceContainers[15]
on thebasisof dynamically-installedconnectionmatchingrules(sourceaddressandport,destina-
tion addressandport). Both approachesfail to provide properresourceisolationwhencompeting
processesrelaywork to shared,remoteprocesses.Virtual Services[118] (ChapterIV) solve this
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problemby propagatingexplicit resourcereservationhandlesalongwith all inter-applicationmes-
sageexchanges.Clusterreserves [10] provide similar functionality at the application-layerby
usingResourceContainersin combinationwith applicationmodificationanda resourcemanage-
mentdaemonapplication.

3.9 Summary and Conclusions

WehaveintroducedSDI asauseful,low-overheadimprovementof OSsfor multi-tier services.
SDI associatesstatewith multi-tier computationsandfacilitatestatepropagationascomputations
spreadto multiple machinesandsub-serviceswithout mandatingapplicationmodification. SDI
achievesthesameextensibility andcustomizabilityfor multi-tier, component-basedsystemsthat
hasbeenachievedby interpositionfor single-hostOSs.Thus,componentservicesandOSscanbe
fixedup to performwell in server farms,underconstraintsthatwerenot anticipatedat thetime of
theirdesign.

Sincecontextual informationsignificantlysimplifiescoordinationacrosssoftwarelayers,aux-
iliary systemmanagementandapplicationsupportmechanismsthat integrateacrossseveralsoft-
warelayerscanbebuilt moreeasily. Context-basedaccesscontrol, for example,canbeenforced
at thenetwork layerwhile application-layerinformation(e.g.,a userpassword)maystill betaken
into account. Other mechanismsthat will benefit from SDI include fortification of previously
unsafeserviceprotocols,server-site monitoringmechanisms,integrity assurance,context-aware
load-balancing,distributedresourcemanagement,andcreationandpropagationof transactioncon-
texts in nestedserveractivities [65].

The currentprototypedemonstratesthat a distributed context propagationand interposition
framework canbebuilt in amannerthatis independentof theapplicationswithoutexcludingthem
from usingandimproving context semantics.In already-built exampleapplications,SDI is shown
to significantlyreduceimplementationcomplexities. We believe thatSDI cangenerallysimplify
thedesignof systemsoftwareenhancementsfor multi-tieredsystems.

Despitetheprototype’s promisingperformance,thereis still ampleroomfor future research.
Someobviousextensionsof SDI, suchashierarchically-nestedcontext, have to beevaluatedwith
respectto their additionalexpressivepower, performancebenefits,andtheiroverheads.

A practicalimprovementtarget is theperformanceof SDI’s guardmatching,which is sequen-
tial in thecurrentprototype.Therefore,runtimeoverheadsfor eachsysteminterfacetaparelinear
in thenumberof registeredSDIs. Insteadof matchingeachguardclauseof SDIsin a static,linear
order, a minimizedfinite statemachinechecker representationshouldbegeneratedautomatically.
While thiswouldnotchangelineartimeworst-casecomplexity, theaveragecasecouldexperience
a significantspeed-up,sincecommonguardconditionscould be eliminatedacrossSDIs. Guard
checksshouldalsobereorderedautomaticallysoasto minimizetheaveragenumberof compari-
sonoperationsexecuted,i.e., checkthemostselective guardconditionsfirst. This would allow a
greaternumberof simultaneouslyinstalledSDIs.

Finally, it is importantto note that the proposedSDI is not intendedto be a final standard
for distributedcontext. It shouldratherbe viewed asthe beginningof a standardizationprocess
thatwill replaceotherexisting Internetstandardsthatprovide narrower, application-specific,and
lesscustomizableabstractionsof context (e.g.,identd andCORBA). In orderto provide a new,
genericcontext servicefor IP-basedmulti-tier systems,it is necessaryto addressthemainpoints
raisedin this chapter.





CHAPTER IV

Virtual Services

4.1 Intr oduction

Virtual Services(VSs) primarily addressthe control-sideproblemsof managingthe perfor-
manceof sharedservicesin a multi-tier deployment. In particular, VSs attemptto replicatethe
conceptof resourceallocationthat exists for individual processesor monolithic singlehostser-
vicesandapplyit to acompositeservice,in whichdifferentcomponentsmaybesharedwith other
compositeservices.In essence,VSsextendthesimplifiedSDI-basedactivity prioritizationexam-
pleof Section3.6.3.

VS is a control framework that allows systemadministratorswith an understandingof the
hostedservicesand their interactionswith the OS andeachother to configureeffective control
policies. Theprincipalmechanismsthatareusedto realizeVSsare: classification, interposition,
policing, andstatepropagation.

Theproblemof policing a multi-servicesystemhasdrawn enoughinterestfrom Application
ServiceProvidersandotherservicehostingcompanies,sothatresearchersandcommercialcompa-
nieshavestartedaddressingtheproblemsof sharingoneserver installationacrossmultipleclients.
Controlledresourcesharingis typically achievedby thevirtualizationof resourcesin off-the-shelf
OSs(e.g., virtual web hostingand virtual servers) [15,27,32,51,52,84,142]. The essenceof
theseconceptsis thatonephysicalserver is split into severalvirtual hosts(VHs). Ideally, neither
theclient nor theserver applicationis awareof the fact that it is executingon a VH andnot on a
realhost. Initial implementationsof this ideawerecontent-based,application-level VHs. Here,a
servicewouldservedifferentcontents,dependingontheIP addressthatwasusedto contactit, e.g.,
Apache’sVirtualHost directive[84]. VMware[147] perfectsthisapproachby creatinganum-
berof virtual hostsinsidea hostOS.Unfortunately, thenumberof co-hostedVHs is limited and
theperformanceinterferencethatoccursbetweenco-locatedVHs is not considered.To solve the
secondproblem,resourcebindingsfor VHs wereintroduced[15,27,51,141,142]. With resource
bindings,demandsurgeson oneVH will no longer impact the performanceof otherco-hosted
VHs. A servicethat is executedon oneVH behavesas if it wereexecutedon its own physical
server. This still doesnot addresstheperformanceinterferencebetweenservicesthatmayresult
from a singleback-endservicebetweendifferentapplicationsandcustomers(Figure4.1).

Whenback-endservicesaresharedamongdifferentclientsin amulti-tieredsystem,VH-based
insulationapproachesfail (seeFigure4.1). Sharedserviceslike DNS,proxy cacheservices,time
services,paymentprocessingservers, distributed file systems,and shareddatabases,are worth
consolidating.However, whenservicesaresharedbetweenmultiple front-endVHs, an obvious
questionarisesas to which VH shouldhost the sharedback-endservices.Sincetheseservices
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Figure4.1: Service-sharingdestroys insulation

work on behalfof multiple front-endservices,their resourcebindingsshouldbe dynamicto re-
flect who requesteda particularservice(i.e., theworks-forrelation).Theproblemof determining
theworks-for relationon-the-flycouldbeavoidedentirelyby replicatingsharedserviceson each
VH. However, in this casetheconsistency of individual sharedservicesbecomesa majorconcern
if they must sharedata,as well assoftware licensing,the resourceinefficiency of hostingtwo
identicalservicesto maximizeperformanceinsulation,andthe overall inefficiency of hardware
virtualization.

To eliminatetheperformanceinterferencecausedby sharedservices,theVirtual Service(VS)
conceptis introduced. VSs link the trackingof activities to a resourcereservation enforcement
framework. Thestatetrackedalongsidemulti-tieredactivities is a resourcepartitionidentifierthat
is translatedto aresourcepartitionhandleateveryhost.TheVS framework dynamicallybindsOS
abstractions(e.g.,processes)to resourcepartitionsin a mannerthat is transparentto applications.
Thegoalof dynamicallybindingOSabstractionsto resourcepartitions,is to improvecontrolover
activities thatpropagatethroughouta multi-tieredinfrastructure.

Eachapplication’s interactionwith the OS is assumedto be an expressionof a certainpro-
cessingmodel (ChapterII), which, in turn, canbe usedto infer on whosebehalfa specificOS
abstraction(e.g.,a process)is beingused.In this chapter, it is assumedthattheprocessingmodel
of differentapplicationsis known in advance,to allow systemadministratorsto setupappropriate
activity-tracking,andmessage-taggingrules.For example,administratorsmayspecifyruleslike:
“If processPä accept s a servicerequestfrom VSå , theresultingPä activity shouldbecharged
to VSå .” If thisbehavior is notknown in advance,thePerformanceMpasintroducedin ChapterV
uncover themechanismsthatareusedto relaywork betweenserviceinstances.

Eachmessageandprocessis taggedwith a VS identifier(VSID) to indicatetheresourcepar-
tition to which it shouldbe charged. The VSID doesnot representeachindividual activity but
a classor type of activity (e.g.,high-priority work). This is a reasonableapproachbecauseit is
difficult to administerresourceconstraintsfor individual activities. Oncesomeactivity thatuses
theOSis classifiedasbelongingto someVS, this VS associationis maintained,regardlessof the
processcontext in which theactivity continues.This meansthat the resourcebindingsfor back-
endservicesaredelayeduntil it is known whothey work for. Thisautomaticanddelayedresource
bindingenablesinsulationbetweenservices,in spiteof sharedback-endservices.This capability
alsodistinguishesVSsfrom othersystempartitioningapproaches.

In the VS architecture,the dynamicbinding of activities to VSs is inferredby intercepting
systemcallswithin theOSusingclassificationgatesandanalyzingtheinformationthat is passed
to the function call (seeFigure 4.2). Gatesinterceptand track work that propagatesfrom one
serviceto anotherandareconfiguredby thesystemadministratorvia simplerules.They automate
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Figure4.2: Virtual Servicearchitecture

the binding of resources(e.g.,newly-createdprocessesandsockets)to VSs’ resourcepartitions,
andkeeptrackof any work doneonbehalfof aVS.

Obviousproblemsoccurwhenapplicationsutilizespecialthreadingandcommunicationmiddle-
warethatmultiplexesOSabstractionsamongmultiple activities. This chapterdoesnot explicitly
addresshow to modify suchmiddlewareor runtimeto allow VS-basedperformancecontrol.How-
ever, theextensionof theOS-level trackingmechanismsto arbitrarycommunicationandthreading
middlewareis straightforward. TheOS modificationsof this chaptershouldbe viewedasan in-
stanceof providing performancecontrolby modifyingageneral-purposeruntimesystem.

Otherapproachesthat permit changingthe resourcebindingsof processesandothersystem
abstractions[15,27] do not considerthe problemof sharedback-endservicesthat do not read-
just resourcebindingson their own. As Figure4.2 shows, the transparentVS architecturebrings
resourcemanagementto suchapplications.

Summarizedbelow arethekey featuresof theVS architecture:

æ Dynamicresourcebindingsfor sharedservicesbasedon high-level modelof works-for re-
lation

æ Separateapplicationlogic (what needsto be done) from resourcemanagement(how to
chargethework thatneedsto bedone)

æ ApplicationsmayuseseveralOSmechanismsto relaywork to eachother

æ Minimal interferencebetweencompetingVSs

æ Modular implementationpermitstrade-off betweenthe quality of insulationandthe over-
headincurredby theVS abstraction

Section4.2summarizesperformance-management-relatedwork. Section4.3 introducessome
additionaldesignconstraintsandterminology. Section4.4 detailsthestatethat is maintainedfor
eachVS. Section4.5describestheclassificationof activities in a VS-enabledsystem.Section4.6
describesthe dynamictracing rules that are to be instantiatedto track activities as they utilize
resourcesat multiple hosts.Section4.7 detailsthe resourceallocationenforcementbasedon the
dynamicmappingof systemobjectto VS resourcepartitions.Section4.8describesaLinux-based
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Table4.1: Resource-andservice-orientedserver managementsolutions

prototypeimplementation.Section4.9presentsexperimentalresultsandquantitatively showsthat
theVS abstractionsolvestheproblemsfacedby applicationandInternetserviceproviders(SPs)
thatco-hostservices.Section4.10describeslimitationsof theproposedapproachesin a heavily-
loaded,multi-tier network deploymentandproposesanimportantfront-endtraffic controlexten-
sion for VSs to enforceresourcepartitionseven during prolongeddemandspikes. Section4.11
demonstratestheefficacy of theproposedload-sheddingapproach.Section4.12summarizesour
findings,commentson possiblefutureextensions,andstatesthe relevanceof VS with respectto
this thesis.

4.2 RelatedResourceControl Approaches

There are two approachesto server management:resource-orientedand service-oriented.
Resource-orientedapproacheslike ResourceContainers[15], Eclipse[26,27], CapacityReserves
[94], andHierarchicalScheduler[59] provide necessarylow-level supportfor thepartitioningof
resources.Furthermore,they supportrelatively staticbindingsof resourceconsumersto thesepar-
titions. VS andWorkloadManagerfor MVS [6] areservice-oriented.They chargeservicesand
clientclassesfor their resourceusageinsteadof creatingstaticresourcepartitionbindingsfor enti-
ties like processes,users,or sockets.Table4.1characterizesthepropertiesof relatedapproaches.
Thisfigurealsohighlightsthenovel featuresof VS.
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ResourceContainers(RCs)separatetraditionalOSabstractionsfrom theOS’sresourcecontrol
functionality. Eachapplicationmust identify the context of an RC to which its currentresource
consumptionshouldbecharged.TheRC maycontainbasicCPUandnetwork sharesandvarious
count limits on the numberof resourceconsumersthat canbe boundto it. To control applica-
tion performance,processesmustexplicitly bind to an RC. Subsequentactivities arechargedto
theassociatedRC,andresourcelimits specifiedthereinareenforced.Unlike VS, theRC abstrac-
tion doesnot automatethe binding of resourceconsumersto RC’s. Thus,the authors[15] have
provideda novel abstractionwithout addressingtheproblemof bindingprocessesandsocketsto
this resourceabstractionin a dynamicmannerthatavoidsextensive reimplementationof service
applicationsandmodificationsof interfacesbetweenpeerapplications.

The SolarisResourceManager[141] is basedon a resourcereservation concept(called l-
nodes ) which is equivalentto RC. In additionto the resource-reservationabstraction,lnodes
aretaggedwith Unix user-groupaffiliations sothat theresourcecontext canbeinferredfrom the
user-groupsettingof currentapplicationactivity. This mechanismreducesthe needfor manual
resourcebindings.Theideais to give eachuser-ID its own machine.Unfortunately, this concept
fails if sharedservicesdo not changetheir user-ID whenthey work on behalfof differentusers.
For example,thesystem’s DNS server doesnot changeits user-ID to thatof theprocessrequest-
ing addressresolution.Furthermore,this approachfails to take proactive stepsto avoid resource
depletionwhencritical sectionsareinvoked— thatis thePriority InversionProblem[82].

In thecontext of Eclipse’s hierarchicalreservationdomains[27], Brunoet al. discussin [26]
how Eclipsetacklestheproblemof sharingspecificOSentitiessuchassocketsamongconcurrent
applications.Interferencecanbe reducedby taggingeachrequestthatutilizes a sharedresource
with the appropriatereservation domain, thus delaying the resourcebinding of the sharedOS
abstraction.Requesttaggingis alsousedby VS. Unlike VS, Eclipsedoesnot infer the tag for a
requestin theabsenceof applicationsupportanddoesnot exploit thesefor theschedulingof an
applicationthatpicksup a taggedrequest.Precursorsof this work aretheHierarchicalScheduler
(HS) [59] with configurableCPUschedulingpoliciesandtheNemesisOS[64]. Nemesisprovides
comprehensive inter-applicationisolation for memoryand file system. Both HS and Nemesis
requireapplicationsto explicitly managetheirown resourcebindings.LikeRCs,theseapproaches
only createa resourcepartitionabstraction.

WorkloadManager’s (WLM’ s) [6] notion of a serviceclassis similar to the notion of a VS.
SinceWLM managesrequestsseparatelyaccordingto theirserviceclass, servicesharingdoesnot
necessarilycauseinterference.Nevertheless,classifyingrequestsinto serviceclassesis the hard
part.For thispurpose,IBM modifiedOS/390’sservicesto classifyall requestsinto serviceclasses.
This approachdoesnot work for themulti-tieredscenariothatwasintroducedin ChapterII since
it is not desirableto modify hostedapplications.Therefore,VSsmustprovide a transparentwork
classificationmechanism.

Scout[129] takesan approachthat differs from all previously-discussedapproachessinceit
is primarily designedto be usedin embeddedmultimediaserver designs.Scout’s pathabstrac-
tion tracksthe flow of work acrossdifferent OS layers. Resourcesare reserved on a per-path
basis.Sincepathabstractionsarecompiledinto thekernel,resourceconsumptionscenarioscan-
notchangedynamically. For everynew resourceconsumptionscenario(i.e.,new applications)the
Scoutkernelmustberecompiled.In contrast,VSscanbeconfigureddynamicallyto handlenew
scenariosof resourceconsumptionandserviceinteraction.

Sun’s DynamicEnterprise1000[142], SolarisResourceManager[141], Ensim’s recentVH
productServerXchange[51], andVMWare[147] arenoteworthycommercialVH implementations
resemblingEclipse.Otherpopularcommercialsolutions,suchasCisco’s LocalDirector[32], Hy-
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draWeb [69], andF5’s BigIP [52] aregearedtowardsincreasingthe capacityavailableto ASPs
throughload-sharingin server clusters.Thesesolutionsalsoprovide somecoarseinsulationbe-
tweenco-hostedservicesby shapingrequestflows. Thesemechanismsfail to fully utilize server
resourcesbecausethey enforceonly statictraffic-shapingrules. Hence,insulationfails whenthe
workloadcreatedby individual requestsdiffers significantlyamongco-hostedsites. Moreover,
theinsulationprovidedby suchapproachesis coarseat bestbecausetheamountof work required
to servicea requestis not alwaysobvious from the requestitself. This is especiallytrue when
requestsmayaccessback-endservices.

4.3 Additional DesignConstraints and Assumptions

TheVS approachtagsOSentities,suchasprocesses,sockets,IPC sharedmemorysegments,
etc.,with aVS identifier. In anSDI-enabledsystemtheVSID wouldbeimplementedasastraight-
forward context attribute. However, in systemsthat do not supportSDI but still wish to support
VSs,it is necessaryto tagactualsystemobjects,which requiresa simplekernelextension.

4.4 The Virtual Service Abstraction

TheVS abstractionis thestatethatwe would like to associatewith systemobjectsto ensure
thattheirprocessing,communication,andpossiblyI/O requirementsaremappedto theappropriate
resourcepartition.

TheVS abstractiontreatsmulti-tier servicesasif they werea singleapplicationexecutingon
its own dedicatedserver. To createthis illusion, a VS is associatedwith a basicresourcecontext
(Figure4.3). Theresourcecontext summarizestheresourcelimits andstatisticsfor activities that
executeonbehalfof theVS.

EachVS is uniquelyidentifiedby its descriptor(Figure4.4).To allow thesystemadministrator
to manageVSs,eachVS hasanintegervirtual serviceidentifier(VSID). TheVSID is guaranteed
to beuniqueon eachmachine.For VSsthatuseresourceson multiple machines,it is up to user-
spacesoftwareto guaranteetheuniquenessof identifiers.Whensettingup thedistributedservice,
externaladministrationsoftwarecanforceaspecificVSID ontothenewly-createdVS.Suchglobal
VSIDsaretakenfrom theirown numberrangeandwill neverconflict with localVSIDs.

Like RCs[15] VSs proposehierarchically-nestedresourcecontexts. Hierarchyis necessary
becauseSP’sclientsshouldbeableto decidethemselveswhetherthey wantall of theirservicesto
shareresourcesor they wantto insulatethemfrom eachother.
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Figure4.4: TheVS descriptor

Theparentfield of theVS structurepointsto theparentVS.OftentimesparentVSswill beused
to implementabstractVSs,i.e.,placeholderservicesto whichall servicesof anSP’sbusinessclient
belong.Thehighest-level VS is the root vs with VSID 0, which accountsfor all unclassified
work.

Hierarchyis againreflectedin VS attributessuchas resourceusagestatisticsand resource
limits. By default, newly-createdVSs sharethe attributes, i.e., resourcecontrol settingsand
statistics(CPU time used,packets sent, etc.) of their parents. This meansthat the fields in
the child refer to its parent’s pendants(Figure 4.4). To managethe child servicedirectly, at-
tributesof interestneedto be detachedfrom the parent. For example,to control the numberof
processesfor a backendservice,onedetachesthe backendservice’s processcount limit via the
vsctl(DETACH PROCESSLIMIT, VSID) call.

To instantiatea cluster-wide VS, theadministrationsoftwaremustcreateVS descriptorswith
oneglobal VSID on all clusternodes.On eachof thosenodes,local resourcesmay be reserved
usingtheVS descriptor’sresourcecontext. BeforereservingVS resources,theadministrationsoft-
warewill monitor theVS’s resourceconsumptionvia thestatisticalVS attributesor Performance
Maps(ChapterV). Onceenoughstatisticsareavailable,resourcereservationswill becalculated
to stabilizeVS performance.

Mostof theVS statediscussedsofarcouldpotentiallyberealizedusingRC’s [15] or Reserva-
tion Domains[27]. However, they do not provide configurableclassificationrules. Classification
rules indicatehow VS-membershipis to be updatedwhen certainsystemcalls are invoked by
specificVSs.As wasexplainedin ChapterII eachcomputationimplementsaserviceandcommu-
nicationmodelandits interactionwith theOSandmiddlewareis anindicatorof theimplemented
model. For instance,if a processmemberof theVS in Figure4.4 calls fork , theOSknows ex-
actly thatthis is awayof relayingwork andthatthecreatedprocessshouldinherit theparent’sVS
affiliation. The implementedservicemodeldirectly impactstheway in which the membersof a
VS areto betracked.

4.5 Determining Virtual Service Membership: Classification

Therearetwo waysof assigningmembersto a VS: eitherthey areannouncedor theOSinfers
who they are. For VSs membershipis mostly tracked by the OS without requiringcontinuous
applicationor administratorintervention (rule-basedclassification). Nevertheless,especiallyat
servicestartuptime it can be efficient to createsomeassociationsbetweenVSs and other OS
entitiesexplicitly (manualclassification). For example,if oneknows that onespecifickind of
servicerequest(identifiedby its own VS) alwaysentersthesystemthroughonespecificprocessor
socket, a manualclassificationof theseprocessesor socketsasmembersof a specificVS should
beused.Thisavoidshaving theOSinfer VS bindingsrepeatedly, thusreducingoveralloverheads.
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Incoming, unclassifiedpacketsare classifiedusingpacket matchingrules that resemblefir-
wall directives.Theonly differencebetweena firewall classifierandpacket classificationfor VSs
is that the policy part of the firewall rule is replacedwith a VSID mapping. For example,the
rule source=10.10.0.* ç VSID è would mapall packetscommingfrom source10.10.0.*to
VSID è (seeSection3.4).

As a VS begins to respondto requests,new sockets,processes,and IPC resourcesmay be
created.Eachof themmustbeassociatedwith a VS becausethey incur systemloadandareused
to relaywork. Usuallythesenew memberscannotbeaddedexplicitly sincetheadministratordoes
not evenknow of their existenceandtheapplicationdoesnot cooperatewith theVS abstraction.
Therefore,membershipfor thesenew entitiesis implicitly determinedby theclassificationrules.

Not only donew entitiesneedto beassociatedwith aVS,but VS-membershipmayalsochange
over time. For instance,if someprocessis observedto beoperatingon a particulardatasetthatis
characteristicof someseparately-managedVS, theprocessis addedto thatVS andremovedfrom
its currentVS.

Classification,i.e.,associatinganOSentitywith aVS,takesplacewhentheOScaninfer some-
thing abouttheapplication,i.e., at systemcall time at tappoints. Onecanlimit VS-membership
inferenceto thosetimesbecausewe assumedin ChapterII andSection4.3 thatVSsinteractwith
eachotherover a limited setof OS mechanisms.This meansthat the works-for relationcannot
changeunlessa systemcall is invoked. Therefore,thereis no needto updateVS-membershipat
any othertime.

Theclassificationrules that the OS examinesat systemcall interceptionconsistof a condi-
tionalclause,whichdefineswhentheclassificationruleis applicable,andaclassificationdirective.
This is formalizedas:

( syscall , émä , . . . , éëê , ì�ä , . . . , ìmí ) ç ( érîä , . . . , érîê )

where éïè representstheVS of the ð -th affectedentity. For example,theonly affectedentity in the
exec call would be thecalling process.Thecalling process’s VS is alwaysidentifiedby émä . ìïñ
representsthe ò -th interceptedproperty, for example,the programnamepassedto exec or the
incomingIP addressof anaccept edconnection.Propertiesarenot necessarilyOS entities. A
classificationrule alsospecifiesé îè : theresultingVS classificationof the ð -th affectedentity. This
classificationis appliedonly if theconditional(left-handsideof therule) matchestheintercepted
systemcall. éëè and ìïñ maybewildcards.Theprototypeimplementationrequiresémä to bespecific.
Thesystemcall is alwaysspecific,sincethedimensionalityof theconditiontupledependson it.

Thekey systemfunctionalitiesthatneedto beinterceptedto correctlyclassifysystemobjects
arethenetwork communication— to classifyincomingpackets— andstatetransformationsystem
callsthatrevealdetailedinformationabouttheworkloadthatis currentlyexecuting.

Whenever the kernel interceptsa characteristicargumentto a systemcall, it is possibleto
classify the caller andotheraffectedentitiesmoreaccurately. For instance,the programname
in the exec -call allows a more accurateVS classificationof the active processif the program
is typical of a specificVS. Other frequently-usedsystemcalls that affect VS classificationsare
setgid , setpgrp , andsetuid .
Conflicting rules: Rulematchingcanleadto ambiguity. Multiple conditiontuplesmaymatchthe
currentsystemcall interception.To solve this problem,VSsareranked.Therule thatmatchesthe
highest-priorityVS explicitly is usedto determinethe resultingclassification.Shouldtherebea
tie betweenseveralrules,themostspecificrule is applied.If this doesnot resolve ambiguity, the
resultis unspecified.
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Table4.2: SystemcallsthataffectVS-membership

4.6 Tracking Virtual Service Membership

OncethecorrectVSID for a processor socket hasbeendetermined,it becomesnecessaryto
track theVSID alongwith thepropagationof theactivity that is associatedwith thatVSID. The
systemcallsandfunctionsthatarerelevantwith respectto thetrackingof activity propagationfall
into threemajorcategories:creationof systemobjects,communication,andsynchronization(see
Table4.2).
Creation: If anentity, ó , createsanotherOSentity, ô , ô ’s futureVS affiliation dependssolelyonó ’s VS affiliation. Examplesarethecreationof sockets,IPC sharedmemorysegments,message
queues,pipes,andthelike. Thecanonicaldefaultruleis for thecreatedentityto inherit its creator’s
VS affiliation by copying theVSID from thecreator’scontext into thecreatedobject’scontext.
Communication: Communicationis usedto relaywork within andbeyondmachineboundaries.
Therefore,interceptingintra-VS communicationis essentialto VS maintenancein server farms.
If it is possibleto determinetheVS affiliation of eachrequestthat is pickedup by a service,the
resultingactivity canbechargedto thecorrectVS. This doesnot dependon whethertherequest
originatedlocally or remotely.

Communicationaffectsat leastthreeentities:sender, receiver, andthemessage itself. To make
inter-processcommunicationmoreefficient, mostOSsimplementasynchronouscommunication
asopposedto therendezvousconcept.This addssockets,pipes,andthelike to thesetof affected
entities,eachof whichmaybereclassifieduponsystemcall interception.

Due to the temporalseparationbetweensendingandreceiving of a message,reclassification
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of the affectedentitiesis difficult. Therefore,communication-basedVS trackingis donein two
stages.First,whenamessageleavesthesenderit is taggedwith aVS affiliation, muchlikewhatis
donein thecaseof creation-typecalls. This canbeskippedif thecommunicationis a one-to-one
connection.In thiscase,theconnectionitself is labeledatsetuptimewith aVS affiliation thatim-
plicitly appliesto eachmessagethatpassesthroughit. Thesecondstageis messageconsumption.
At this time, thereceiver’s VS affiliation maychangebasedon its previousVS affiliation andthe
receivedmessage’sVS affiliation.
Synchronization: Thesetof affectedentitiesin synchronizationincludestheexecutingprocesses
andall processesin thewait queuefor thesynchronizationprimitive. Activities thatareperformed
undertheprotectionof a synchronizationprimitive maybeassociatedwith its VS.

Synchronizationcanalsobeusedto infer collaborationamonga setof processes.Previously-
unclassifiedprocessesmay inherit the VS affiliation of thesynchronizationprimitive. This is an
effective tool sincemany multi-threadedserver applicationsexposetheir processsetswhenthey
synchronizefor threadcontrolpurposes.

Theprocess(es)thatexecuteundertheprotectionof thesynchronizationprimitive mustnotbe
allowedto stall processesin thewait queuethathave unusedresourceallowancesbecauseother-
wise, priority inversion[82] will result. This is alsoa problemwhena single-threadedbackend
serviceis sharedamongseveralVSs.Thiswill bediscussedfurtherin Section4.8(accept ).

4.7 Enforcing Per-Virtual Service ResourceQuotas

4.7.1 SystemCall Gates

Whenever a VS receives a new membereither becauseof classificationor as the result of
activity propagation,its resourcelimits couldpotentiallybeviolated.Thismeansthatclassification
andresourcelimit enforcementareinseparable.To this end,this thesisintroducescontrolgates, a
combinationof systemcall filtering andVS classification.Eachsystemcall that is usedto track
VS-membershipis controlledby agate.

If thegate’s filtering codeindicatesa resourcelimit violation asa resultof thenew classifica-
tion, thesystemcall will eitherfail with anadministratorspecifiederrno code,block,or execute
in best-effort mode.Otherwise,VS-membershipis updatedasspecifiedin theclassificationrules.
Figure4.5depictsthebasicanatomyof agate:
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1. The prefilter checksif the caller is (a) classifiedand (b) if its VS affiliation permitsthe
executionof thegatedcall.

2. Theclassifierappliesa matchingclassificationrule. To executetheclassifierfor creation-
typecallsit executesafterthenew resourcehasbeencreated.

3. Finally, the postfiltercheckswhetherthe resultingclassificationviolatesany VS resource
limits. The resourcelimits that are consideredare: count limits on the numberof pro-
cessesandsockets.Otherresourcelimits, suchasCPUandnetwork bandwidthareenforced
silentlyby thepacketandCPUschedulersandneedbecheckedby thegatemechanism.If a
resourcelimit is violated,thesystemcall fails or retriesasis describedin thenext section.

4.7.2 Failing SystemCalls

Gatesmaydetectresourcelimit violations.For example,duringtheexecutionof fork it may
becomeapparentthatsuccessfulcall completionwouldresultin aviolationtheVS’sprocesscount
limit. Theappropriateremedyis application-dependent.Onemaydecideto:

1. Wait until VS resourcesbecomeavailable.

2. Returnanerrorto thecallerindicatingresourceexhaustion.

3. Not applytheclassificationthatled to theresourcelimit violationandsilently reclassifythe
callerasbest-effort. If thebest-effort VS hasexhaustedits resourceshare,thereis no other
optionbut to fail thesystemcall.

In thefirst case,theOSwill addthecaller to a FIFO wait queuefor therequestedresource.For
example,in the caseof fork this meansthat the forker will sleepuntil the VS’s processcount
dropsbelow its processcount limit. The resultingdelay may not be acceptableto the calling
application.

Applicationsthat cannotbe delayed,shouldreceive an error uponresourceexhaustion.Un-
fortunately, existing applicationsmaynot beableto handlearbitraryerrors.Therefore,it is up to
theadministratorto configuretheerrorthatwill beraisedif a VS-level resourcelimit violation is
observedat a particulargate. In this way, only errorsthat the applicationis ableto handlewill
be raised. For example,the administratormay chooseto raisethe EAGAIN error for someVS
that exceedsits processcount limit upon fork . This behavior is specifiedat the time of gate
configuration[e.g.,vsctl(SET FORK POLICY, VSID å , ..., EAGAIN, ...) ]. Most
server applicationsarecapableof handlingerrorsthatresultfrom resourceexhaustiongracefully.
They simply recordtheerror in a server log-file to supportsystemtuning. If neitherblockingnor
returninganerror is acceptableto thehostedservice,theexecutionshouldcontinuein best-effort
mode(VSID 0).

4.8 Implementation

The VS abstractionis implementedin loadablemodulesfor the 2.0.36versionof the Linux
kernel.Figure4.6showsdependenciesamongtheVS modules.To implementthegates,only afew
linesof call-backcodeneedto beaddedto theinterceptedsystemcallsto triggerVS classification.
The VS structureitself (Figure4.8) containsthe previously-describedmembershipinformation,
statistics,andresourcelimits. TheVS structure,VS hierarchymanagementandmostof thegates
shouldberelatively easyto portto otherOSs,sincethey only minimally dependonLinux internals.
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Figure4.6: VS moduledependencies

Theplacementof thecall-backcodein theoriginal systemcallsis Linux-specificandneedsto be
revisited for every target OS/middle-ware-systemdespitethe fact that the requiredmodifications
wouldbeverysimilar.

VS-level fair-shares[77,94] for CPUandnetwork areimplementedto providestrict VS-level
resourceguarantees.VSsthatareneitherdirectly nor indirectly (via a parentVS) associatedwith
asharearescheduledonabest-effort basis.Best-effort VSsuseall unreservedresourceslots.Any
excesscapacityis sharedbetweenVSsthatown resourcesharesin a round-robinfashion(seealso
firm CapacityReserves[101]). The implementationof VS resourcesharesis not portableacross
platforms. Nevertheless,numerousimplementationsof capacityreserves and fair-sharesexist.
Therefore,requiringVS-level fair-sharesdoesnot limit theapplicabilityof theVS approach.

VS statisticsarecumulativeaggregatesof theVS’smembers’statistics.Theattributesinclude
awiderangeof statisticsthatLinux keepsfor processesandsockets,suchaspagefaultsandvirtual
timeelapsed.

To setup theVS hierarchyandadjustCPUlimits, VS membership,policies,attribute inheri-
tance,resourcelimits, andqueryVS attributes,theOSoffersa new systemcall (vsctl ). It takes
acommand,thesizeof theargument,andanargumentstructureasparameters.

Gatesare implementedas loadablemodules. Currentlysupportedare fork , exit , exec ,
open , accept , andsocket gates.Uponinsertionof agatemodule,thecall-backstubsthatare
placedin their correspondingsystemcallsareactivatedso that thegate’s prefilter, postfilter, and
classifierareexecutedeachtime thecontrol-flow of a server applicationpassesthroughtheinter-
ceptedsystemcalls.Eachgatealsoregistersits own vsctl -handlerto enablegateconfiguration.

Theadvantageof a modulargatedesignis thatoneonly needsto addthosegatesto thekernel
that areabsolutelynecessaryto classifyVS membershipandinsulateservices.This is very im-
portantbecausetheinsertionof eachgateinto arunningkernelincreasessystemoverheadslightly
(seeSection4.9for moredetail).Theremainderof this sectiondescribestheimplementedgates.
Fork: Upon interceptionof fork the createdprocessis classifiedas a new memberof some
VS. To determinethe resultingVS affiliation, onemustcheckthe fork policy objectof the
creator’s VS. Themap to attributeof thefork policy specifiestheaffiliation of thecreated
process.If theVS specifiedby map to hasreachedits processcountlimit (setvia thevsctl
call), the failure behavior thatwasconfiguredfor that VS is invoked (Section4.7.2). Figure4.7
showsahigh-level control-flow graphfor this gatedsystemcall.
Exit: If a processexits — includingungracefulSIGSEGVandotheruncaughtsignalexits — it
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Figure4.7: Control-flow of thefork gate

mustberemovedfrom theVS with which it is associated.Thisgateis not configurable.
Exec: Uponcalling oneof theexec -family systemcalls, thecallercanbereclassifiedbasedon
thenameof theprogramthatwasinvoked.Thegatecodechecksthenameof theprogramagainst
ahashedmappingtable,i.e., theexec policy field in Figure4.8.
Open: Theopen gateactslike theexec gate.Theonly differenceis thatthefile descriptormay
be taggedwith a VS affiliation at the sametime. Moreover, the open gateusesa prefix-treeto
matchthefile names.Thus,wholedirectories— identifiedby a sharedprefix — canmapto one
VS. This is importantbecauselarge numbersof datafiles residingin onedirectorysubtreemay
yield identicalVS classifications.
Socket: Thesocket gateresemblesthe fork gate.Thesocket policy of a VS specifiesthe
futureVS affiliation of thecreatedsocket. Oncemessagesarerelayedvia suchaclassifiedsocket,
they aretaggedwith theVS affiliation of thesocket in their IP Type-of-Servicefield (TOS), thus
allowing VS informationto propagatethroughthenetwork. SincetheTOSfield maybeusedby
DiffServto providedifferentialQoSin aWAN, thisfield canonly beusedinsideserverclusters.If
theTOSfield cannotbeusedor oneneedsmorethan256VSIDs (theTOSis eightbits wide),one
mayintroducea new IP-option[110] to hold theVSID. In fact,our mostrecentadaptationof the
code,overcomesthe limitationsof this first prototype,by utilizing a 32-bit-wideVSID IP option
to mark network packets. If the prototypeimplementationwasdirectly layeredatopSDI thena
32-bitwideVSID wouldhavebeenthedefault.
Close: Closedfile descriptors’andsockets’VS affiliation mustberemoved.
Accept: Theaccept gateis quitecomplex. It first determinesthehighest-priorityVS amongthe
caller, listeningsocket,andincomingconnection(seeFigure4.4). Thenthewinning VS structure
is checkedfor aVS mappingbasedon theincomingIP addressandtheVS affiliation of thelisten-
socket,process,andincomingconnection.TheVS affiliation of theincomingconnectioncanonly
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 struct service_struct {
 
             int sid; 
             struct service_struct *parent;
             char name[MAX_SERVICE_NAME_LEN];
             int precedence;
 
             // int_or_ptr is either a value or a
             // pointer to the parent’s int_or_ptr 
             int_or_ptr process_count;
             int_or_ptr socket_count;
             int_or_ptr byte_count;
             int_or_ptr vtime;
             int_or_ptr majflt;
             int_or_ptr minflt;
 
             member_struct *processes; 
             member_struct *sockets;
             member_struct *services;
             fork_policy_struct fork_policy;
             exec_policy_struct exec_policy; ... more ...
             cpu_policy_struct cpu_policy;
             comm_policy_struct comm_policy;
 };

Figure4.8: TheVS struct

bedeterminedif it wasinitiatedby anotherserverwith VS supportandits VSID is from theglobal
VSID range.TheVSID is storedin theincomingSYN packet’s IP TOSbits. For local accept s,
the VS of the incoming connectionis the connectingsocket’s VS affiliation. Both socket and
receivermaybereclassified.

Thedifficulty with accept is thatit shouldnotblockif thefirst pendingconnectiononthelis-
tenqueueleadsto aviolationof resourcelimits. Theremaybeaconnectionthatcanbeaccept ed
withoutviolatingany VS resourcelimits. Therefore,theimplementationscansthelistenqueuefor
theincomingconnectionwhoseVS hasutilized its resourcereservationtheleast.
Concurrent Gate Versions: A powerful implementationfeatureis to allow multiple versions
of a gateto be loadedat the sametime. Hence,VS rulesmay specifywhich gateversionthey
want to usewhentheir processmembersinvoke the correspondinggatedsystemcall. This way
it is possibleto eliminateunnecessarychecksfor specificVSs. For example, if fork ed-off
processesshould always inherit their parents’VS affiliation, it is unnecessaryto check for a
(fork , VSID å ) ç VSID å mappingasis requiredfor generalVS classification.Onecanimple-
mentonefork gateversionthatalwaysappliestheparent’s VS affiliation to the fork edchild.
Anotherexampleis the accept gate,which is quite complex in its generalform (find a VSID
mappingfor incomingIP-header).In aserver-farmsetupit is likely thatincomingservicerequests
arealreadyclassifiedby the front endsandthat theapplicationsthatprocessrequestsin theback
endsonly needto inherit theseclassifications.Sincethefrontends’classificationsarepropagated
with everycommunicationpacket,thebackends’accept gatesonly needto applytheincoming
connection’sVSID to theacceptingprocess.Suchanoptimizedversionof theacceptgateis used
in theexperimentalevaluationof VSs. In theexperiments,incomingrequestsareclassifiedasthey
arepickedup by theHTTP server. Whenever theHTTP server relayswork to a sharedback-end
Fast-CGI(FCGI) service,the back-endFCGI inherits the classificationof the requestingHTTP
serverprocess.
Classifying Incoming Traffic: Traffic thatentersa server from theoutsideis typically not classi-
fied, sinceclient machinesarenot VS-aware. To allow charging network stackprocessingto the
applicableresourcequotaor to allow sophisticatedclassificationrulesat theaccept andrecv
gatesthat take a message’sVS classificationinto account,it is necessaryto provide a simpletag-
ging facility. To this end,thekernelprovidesa simplefirewall extensionthat is configuredin the
mannerof ipchains . Eachrule consistsof anIP + TCP0UDP packet propertymatchingclause
anda mappingto a VSID. Wheneveranincomingpacket thatmatchesa specificrule is found,its
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sk buff datastructureis markedasa memberof theidentifiedVS.
If multiple rulesmatcha packet, then the one that was installedfirst will be appliedto the

incomingpacket. An examplerule couldbespecifiedasfollows:

vsfilter -p TCP -y --sa 10.0.0.0 --sam 255.255.255.0 --da 10.1.1.1 \

--dam 255.255.255.255 --vsid 10

This rulespecifiesthatTCPSYN packetsfrom subnet10.0.0.*destinedfor server10.1.1.1should
bemappedto VSID 10. Thesemarkingsdo not interferewith classicalfirewall operationbecause
ipchains allows a chainof firewalls to beregistered.Theclassificationmodulesimply returns
FW SKIP to indicatethat it did not decideto droptheincomingpacket but thatotherfirewalling
modulesshouldcontinuecheckingthepacket.

4.9 Evaluation

Theperformanceof theVS architectureis measuredon a smallWebserver runningon a Dell
450MHz Intel PentiumII PCwith 448MB RAM andoneUDMA HDD. Theclients,three300
MHz PentiumII machineswith 128 MB RAM each,areconnectedthrough100MbpsEthernet.
Themeasurementsarewith respectto Apache1.3.6(HTTP 1.1)on theLinux 2.0.36kernel. The
workloadis generatedby thecommercialSpecWeb99benchmark[132]. SpecWeb99attemptsto
modelarealisticworkloadincluding30%dynamicrequests.Thesizeof thefile setsgrowslinearly
with thenumberof simultaneousconnectionsofferedto theWebsite.Therefore,it generallydoes
not completelyfit into the server’s file cache.Dynamicrequestsandthe useof Apacheexplain
thelow HTTPthroughputof theserver (ca.220ops/s).SincetheVS abstractionis anapplication-
transparentmechanism,neitherapplicationsnorlibrarieshadto bemodifiedfor theseexperiments.
Themanagementof theVS hierarchyandgateconfigurationis donefrom thecommandline using
utilities thatfeedtheirargumentsinto theappropriatevsctl call.

4.9.1 BaselinePerformance

Basicperformancemeasurementsshow thatthedynamicVS classificationlayerdegradesover-
all systemperformanceonly minimally. If oneinterceptsa complex systemcall like fork , the
overheadof classifyingthe new processis small — only 1.3% — (seeFigure4.9(b), classify).
Nevertheless,theraw performanceof interceptedsystemcallscandecreasesignificantlyif thein-
terceptedcall is very simplelike open . A 30% cost increasefor the open /close pair canbe
observedif theVS affiliation changeswith everyexecutionof theloop(reclassifyin Figure4.9(a)).
Justfinding a classificationrule (match)or not finding one(mismatch)without reclassificationis
muchcheaper. Thehigh relative overheadfor simplecalls resultsfrom thealmostconstantclas-
sificationandVS binding overheads.An importantpoint shown in Figure4.9(a)is that binding
processesto VSsfrom user-space(explicit classification)performsmuchworsethankernel-based
classificationbecauseof the systemcall overhead.Explicit classificationrequiresthe executing
processto classifyitself andthe resourcesthat it usesandcreatesby calling the vsctl system
call.

Themeasurementscomparetheperformanceof a sampleprogramusing(implicit) classifica-
tion rulesagainsta modifiedversionof theprogramthatexplicitly updatesits own VS bindings.
The performancenumbersstronglysupportthe useof kernel-based(implicit) classification.For
thesakeof completeness,Figure4.9(c)summarizesthecostof queryingVS attributesandadmin-
isteringtheVS hierarchy.
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(c) VS managementperformance

Figure4.9: Performanceof interceptedandnew systemcalls

To estimatethe overall performanceimpactof the kernelmodificationsincluding scheduler
changes,resourcelimit enforcement,andthecostof systemcall interception,Figure4.10shows
how theperformanceof theApacheHTTPserver[84] is affectedby theOSchanges.Accordingto
thesemeasurements,theVS abstractionaffectsthesystem’s HTTP performanceonly up to 2.5%,
dependingon thenumberof simultaneousclient connections.Thebi-modalshapeof theperfor-
mancelossgraphin Figure4.10canbeexplainedasfollows. Apachekeepssomespareprocesses
alive to serve incomingconnectionsfaster. Oncethenumberof simultaneousconnectionsoffered
to Apacheincreasesto anextentthat therearenot alwaysenoughof thesespares,Apachebegins
to fork moreconnection-handlingprocesseson-demand,which explainstheincreasein overhead
up to 80 simultaneousconnections.Beyondthis point, thefile systemcachehit ratio goesdown
so that the low performanceof the file systembegins to dominateoverall systemperformance,
resultingin requestqueueoverrunsthatdecreasetherelative impactof thepreviouslyoutlinedOS
changes.The problemof requestor incomingpacket queueoverrunsis addressedseparatelyin
Section4.10.

4.9.2 Implementing VHs using VSs

Anotherseriesof experimentsonApacheshowsthattheVSabstractionmaybeusedto insulate
VHs. Unlike other applications,Apacheitself provides somebasicresourcecontrols(process
countlimits) to insulateVHs. Commoninsulationtechniquesfor collocatedservicesarecompared
to thecapabilitiesof VSs. Thegoal is to divide thepreviously-measuredserver into two VHs of
equalcapacityin bothcases.

In the experiments,two copiesof Apacheareexecutedon the samehost,eachlisteningon
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Figure4.11:Performancelosswhenhostingtwo sitesof equalcapacityon oneserver

its own IP addressusingIP aliasingfor the Ethernetinterface. Runningtwo copiesof Apache,
eachinstancecanbecontrolledby adjustingtheMaxClients directive,which limits thenumber
of concurrentsessionsfor eachsite. This is an effective meansof performanceinsulationif the
averagework perHTTP operationis known for eachsite.Sincebothsiteshave their own copy of
similar content,settingtheMaxClient directive for theApacheserversto thesamevalueyields
acceptableinsulation.

To testVS-basedinsulation,theApacheserversarelaunchedasif they wereexecutingontheir
own physicalhosts(usingvery largeprocesslimits). Two VSs,www1andwww2areinstantiated
with thefollowing fork classificationrules.

(fork , www[1|2] ) ç (www[1|2] )

Eachsite’sinitial httpd processis explicitly addedto its correspondingVSvia asimplecommand
line utility:

$ q vsaddprocess r VSID qsr PID q
Eachsiteis givena50%CPUshare.
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In themeasurementsthatarediscussedhere,SiteA is offereda constantloadof 40 simulta-
neousconnectionswhile Site B is offeredbetween10 and60 simultaneousconnections.These
parametersarechosento causeeventualserversaturationat about80 simultaneousconnections.

Without insulationbetweenthesites,A’sperformancedegradessignificantlyoncetheserver is
offereda totalof 70simultaneousconnections(A=40,B=30)[seeFigure4.11(a)].Fromthispoint
on,B beginsto “steal” resourcesfromA, thuscontaminatingthefile cacheto A’sdisadvantage.The
lack of insulationcanbefixed in Apacheitself by restrictingthe maximalnumberof concurrent
processes.This comesat the expenseof somelossof aggregatedperformanceunderpeakload
[Figure 4.11(b)]. This loss is dueto the fact that incomingrequestsmustbe rejectedwhenthe
processlimit is reached.This queuingphenomenon— for M/M/m/c systemsdescribedby the
Erlang-lossformulas[153] — is especiallyevident when looking at the smallerprocesscount
limit (20:20).VS CPUshareseliminatethis problem.

Apache’sprocesslimits alsofail whenbackgroundactivitiescompetefor CPUtime,e.g.,mon-
itoring. To simulatetheeffectsof backgroundload,tenbackgroundloadgeneratorsareinvoked.
As expected,aggregatedperformanceandA’s performancedropsignificantlyif Apache’sprocess
limits areusedfor site insulation. In contrast,the VS abstractionkeepsA’s performancestable
sinceonly non-dedicatedresourceslots(beyondA’s andB’s resourcelimits) areusedto process
backgroundload.Therefore,VS-basedresourceinsulationoutperformsconventionalVH “insula-
tion tricks.”

Onemayarguethata modified,CPU-share-awareApachecouldachieve thesamequality of
insulation. However, VSs obviate the needfor modifying applicationsto get a betterhandleon
performancemanagement.

Sincethis experimentdid not involve accessto any sharedservicesandwork is relayedonly
from a parentprocessto its child, Eclipseor RC’s couldprobablybetunedto performjust aswell
asVSs. Beyondestablishingthecompetitivenessof theVS approach,thenext setof experiments
focuseson its novel contribution.

4.9.3 Insulation DespiteShared Backends

Insteadof letting the sitesA andB executeCGI scriptsto serve the advertisementbanners
(partof thebenchmark),ashared,single-threadedFast-CGIserver(FCGI) is used.Queuingtheory
suggeststhat the impactof this sharedFCGI will be theworstwhen(a) it exhibits highly variant
executiontimesand(b) a high percentageof requestsareforwardedto it. Therefore,the FCGI
server is modifiedto executea busywait cycle randomlychosenbetween0 and10 ms(uniformly
distributed),beforeservingincomingrequestsfor advertisement.Furthermore,thepercentageof
advertisementbannersrequestsis raisedfrom13%to30%oneachsite.Otherdynamicrequestsare
eliminatedfrom thebenchmark’s workload. TheApachesites(A andB) useda TCPconnection
to retrieve advertisementfrom thesharedFCGI service.The loadofferedto SiteA is keptat 30
simultaneousconnectionswhile the loadofferedto SiteB increasedfrom 10 to 60 simultaneous
connections— with the changeddynamicmix, theserver saturatesat a total of 60 simultaneous
connectionsof offeredload.

As in theexperimentsof the lastsection,two VSs(www1andwww2) arecreatedandeachis
assignedhalf of theserver’s capacity. Thefirst experiment(Apacheinsulationonly) executesthe
FCGI outsidetheVS context of eithersitesothatit couldutilize all unusedservercapacity.

In the secondround (dynamicFCGI-to-VS binding) the additionalaccept and socket
gatesareloadedinto thekernelto policeaccessto theFCGI,which receivesits requestsvia TCP.
Thefollowing classificationrulesareinstantiated:
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(accept , www[1|2] , req= www[2|1] ) t (www[2|1] )

Theaccept rulescausetheFCGI to changeits resourcebindingif it is executingin theVS
context of www1(www2) andreceivesa requestfrom www2(www1) to www2(www1). Moreover,
accept reordersrequestsin the order of their VS’s remainingresourceshareasexplainedin
Section4.8. Thedefault socket rule associatesa new socketwith its creator’s VS. This ensures
thatrequestssentto thesharedFCGI will haveappropriateTOSmarkings.To establishabaseline
for optimal insulation,the FCGI script is replicatedin eachVS context (replicatedFCGI). This
cannotbe donein real setupsbecausesomeapplicationsarenot designedto be replicated,and
othersaretoo heavy-weightedto replicate.

As Figure4.12shows, sharingthe FCGI without theaccept gatebreaksthe insulationbe-
tweensitesA andB (Apacheinsulationonly); theperformanceof SiteA decreasesrapidly asthe
loadonSiteB increases.Thiseffectcanbetracedbackto thecontentionfor thesharedFCGI.With
theaccept gate(dynamicFCGI-to-VSbinding),theperformanceof SiteA dropsmuchslower,
nearlyat the pacefor replicatedFCGI. The benefitof usingthe accept gateis a performance
improvementfor thewell-behavedsite(“well-behaved” meansthat its clientsdo not overloadthe
site)of approximately60%undermaximalload.Furtherexperimentsshow thattheaccept gate
for dynamicVS bindingsperformsalmostaswell asif thesharedservicewerereplicatedfor each
VS (replicatedFCGI).Theill-behavedSiteB suffersfrom overloadingits CPUshare.This results
in a 10%lossof aggregatedperformancecomparedto the ideal caseof a replicatedFCGI under
peakload.Thereasonfor this is thattheill-behavedsiteusesits resourcesmainlyonservingstatic
HTTPrequests.Only whenthenumberof queued-upFCGIrequestsis largewill its FCGIrequests
beprocessed.During thosetimesSiteB operatesmostlysequentiallyandsomerequestsarelost
becauseall serverprocessesarein waitingstate.

Without changingApachethis problemcould not have beensolvedusingRC’s or any other
approachpresentedin Section4.2, becausethe resourcebinding for theFCGI mustbedynamic,
assumingit cannotbereplicated.

4.10 Limitation of Virtual Service-BasedResourceControl: PersistentOverload

Sofar, VSsseemedto bea straightforwardapplicationof theSDI principle to resourceman-
agement.Activities areclassifiedandmappedto VSIDs. Individual processesandothersytem
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Figure4.13:Whenrequestsexhaustoneof theserver’s buffer limits, new arrivals will eventually
bedroppedindiscriminately. This leadsto failureof resource-shareenforcement.

objectsare labelledto reflect the VSID of the activity to which they belong. Resourcequotas
aretrackedandenforcedby the OS in VS gates,i.e., statefulinterpositionsfor resourcecontrol.
Unfortunately, it is not enoughto simply track andcharge resourceusageto the right resource
budgetateachlocalhost.To achievethedivisionof resourcesspecifiedin per-VS resourcequotas,
cluster-wide feedbackandtraffic controlmaybecomenecessary.

4.10.1 The Problem

VSsareaneffectivemeansfor insulatingdifferentcustomertypes,front-endservices,andoth-
erwiseidentifiableworkloadfrom eachotherdespitesharedback-endservices— unlessoverload
conditionspersist.Thepreviousevaluationdid not stressthesystemto thepoint wheretheserver
becomespersistentlyoverloaded,i.e., it beginsto dropincomingtraffic.

Network serversarenotusuallypersistentlyoverloadedbecausesystemadministratorsattempt
to carefully projectcapacityneedsandsize their systems’capacityto matchworkloadrequire-
ments.Temporaryoverloadsituationsthataredueto thebursty, randomnatureof requestarrivals
at network serverscanbeabsorbedby theserver’s internalbuffers;VS-basedresourceinsulation
workswell in this scenario.However, whenthesystemexperiencesa prolongedoverloadcondi-
tion (morethanseveralseconds)serverswill notbeableto buffer incomingrequests.For example,
theterroristactsof September11,2001causedanextremedemandspike for websiteswith news
content.The best-known Internetnews siteswereunavailablemostof that day dueto excessive
demand.It is thiskind of ascenariothatcausesVS-basedresourceinsulationto fail.

To betterunderstandtheproblemthatpersistentoverloadcausesfor VSsoneshouldview the
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multi-tieredsystemasa queuingnetwork with queuelimits andblocking (Figure4.13). Sucha
systemis operationalas long as its utilization, u , is lessthan1. If uwvyx then the dependent
server’squeuesfill upuntil finally thefront-endservers’queuesoverrun,thusdiscardingincoming
workloadindiscriminately. Thisconjectureis anobviousinferencefrom Little’s law [153].

Thereare two principal solution approachesfor the problemof queueoverruns. First, one
couldremove thequeuinglimit of theapplicationsor thenetwork stacksby insertinganinterme-
diary buffer for network traffic beforeit reachesthenetwork stackprocessingfunctions.Unfortu-
nately, this approachonly worksif theoverloaddoesnot lastvery long becauseeventuallyserver
memorywill be completelyusedup by storednetwork packets. The secondapproach,which is
theapproachchosenin this thesis,is to shedtraffic proactively, i.e., beforequeuesoverrun. This
shapingmechanismmustbecoordinatedwith theresourcequotaallotmentsfor VSsbecausetraffic
shapingaffectswhichVSswill receiverequestsandwhichoneswill not.

4.10.2 Adaptive Traffic Shaping

The rationalefor shapingincomingtraffic is that the majority of work in network serversis
causedby requestsreceived over the network. Although any computersystemexecutessome
background,or scheduledwork, mostof its processinghappensin responseto its input. Since
the primary input device for a network server is its network interface,shapingnetwork requests
directly reducesserver load,thuspreventingthefailureof VS-basedserverpartitioninggoals.

In droppingincoming traffic to combatoverloadone is facedwith threedifficult problems:
when to restrict incoming traffic, what traffic typesto restrict, and by how much the incoming
traffic shouldbe reduced?Thereareno simpleanswersto theseproblemsbecausethe answers
heavily dependon theworkload,thespecificsetup,andcapacityconstraintsof theserver deploy-
ment.Therefore,this thesisproposesanadaptive traffic shapingmechanismthattakesits cuesfor
traffic-shapingfrom the differenceof effectively achieved resourceallocationsandthe resource
partitioningconfiguredfor differentVSs.

Identifying resourceshareenforcementproblems: Section4.9shows thattheVS approach
is capableof differentiatingbetweencompetingcustomers,but eventhewell-behavedcustomers
experiencedsomeperformancedegradationastheserver’s overall requestload increases.While
partof thisdegradationis inevitabledueto cachepollutionandmemoryexhaustioneffects,theroot
causeof theproblemis that theserver acceptsmorework for theco-hostedsiteB thanit should.
Thechallengeis to effectively detectandpreventthis conditionwithouthumanintervention.

A naive approachto recognizinga resourceshareenforcementproblemwould be to set a
thresholdfor CPUutilization anddeclareserversoverloadedwhentheir CPUutilization exceeds
the threshold.A trivial examplemay show that this approachis incorrect. Assumetwo sitesA
andB areco-hostedon the sameserver. Server B receivesno requestbut site A receivesmore
requeststhantheservercanhandle.Usingasimplethresholdapproach,analarmwouldberaised.
However, thealarmis unnecessaryif theonly objective is to insulatesiteB from siteA. Insulation
is trivially achieveddespitehigh server loadbecausesiteB experiencesno demand.Hence,there
is no needto shedany traffic in this scenario. Furthermore,in somecasesa server may reach
its processingcapacitywithout any resourcebeingexhausted.This canhappenwhenthe server
softwareutilizestimersor waitsfor externalservices,e.g.,awebservice.In suchacaseathreshold
schemewould not work correctlyeither. Theresourceshareproblemsidentifiedby theproposed
traffic-shapingadd-onfor VSsis definedasfollows.

Definition 1 (Failur eof VS Insulation:) A failure of VSinsulationmechanismsis said to occur
whentwo VSscompetefor resourcesand there are requestsof VS z that are not serveddespite
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thefact thatVS z still hasnotexhaustedanyof its resourcequotas.Moreover, at thesametimeat
leastoneotherVSconsumesmore thanits fair shareof resourcesof someresource.

This definitioncaneasilyberewordedinto a simpletestprocedure.Thenecessarycondition
for a failure of VS’s resourceinsulationfor VS z is the discardingof requeststhat would have
beenprocessedin thecontext of VS z . Thesufficient condition is thatVS z ’ hasnot reached
any of its resourcelimits andthatothercompetingVSshave consumedsomeresourcesat, or in
excessof, their resourceconsumptionlimit.

Determiningif any resourcesharesareexhaustedis not a difficult problembecausethe VS
abstractionprovidesVS-specificresourceconsumptionstatistics.Theproblemthathasnot been
addressedyet is to identify whichVSsarebeingstarved,i.e., their requestsarebeingdropped.

Ideally, onewould keepa list thattracksthoseVSswhoserequestsarebeingshedanda com-
petitionmatrix that identifieswhich VSsshareprocesses,sockets,andothersystemabstractions.
If both the list andthematrix wereavailableonecouldquickly identify thoseVSsthatarebeing
starved.

The matrix of competingVSs is relatively easyto maintain. The VS extensiononly needs
to registerwhenit changesthe VS-affiliation from oneVS to anotherandmake the appropriate
entry in the(symmetric)VS competitionmatrix. In fact, it is evenvery feasibleto maintainsuch
a competitionmatrix, {}| , with respectto anindividual TCPor UDP port ~ . Givensucha matrix,
{�| , for port ~ , thesetof all competingVSswith respectto aspecificport is obtainedby summing
up {}|���{��| ��{��| .

To determinethat requestsarepossiblybeingshed,it is necessaryto identify at the TCP or
UDP layersthat packetsdestinedfor a specificport arebeingdropped. Unfortunately, it is not
obviousto whichVS theresultingwork wouldeventuallybecharged.

The VS of the receiving servicethreadis a function of its previous VS affiliation, the VS
affiliation of the incomingpacket, andthe VS affiliation of the communicationabstraction(e.g.,
socket) throughwhich a requestpacket is receivedby anapplication(seepage80). This mapping
is determinedby theVS classificationrulesthatareinstalledataspecificserver, andtherefore,the
setof possiblystarvedVSsfor aparticularshedpacketcanbedeterminedif oneknows,theVS of
thediscardedpacket, its IP attributes,the receiving communicationabstractions’pastVS affilia-
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tions,andtheVS affiliations of theprocessesthathavereceivedpacketsusingthecommunication
abstractionunderconsideration.If theclassificationmehanismrecordsfor every communication
port,which VSshavebeenreceiving packetsthroughit, thendetectionof interferenceis straight-
forward.For example,assumethatHTTPtraffic from subnet10.0.1.0/255.255.255.0is mappedto
VSID 1 andall traffic from 10.0.2.0/255.255.255.0to VSID 2. If theHTTPporthasbeenobserved
to droppacketsdueto buffer exhaustionthenoneonly needsto know whichVSIDs areappliedto
theHTTP threadsreceiving requests.In this examplebothVSID 1 andVSID 2 couldbereported
asconflictingVSIDs for theHTTP server. An examinationof their resourcestatisticswill reveal
whichVS, if any, is starvedandwhichoneis over-utilized.

If starvationof a VS is detected,a signalis sentto oneor morefront-endhoststhatareable
to police traffic that entersthe server farm. The remainingquestionis how to divide andpolice
traffic.

Policing traffic: Sinceincomingtraffic at thefront-endhostsmaynot beassociatedwith any
particularVSs a secondclassificationmechanismfor early packet classificationbecomesneces-
sary. Without sucha mechanism,it would be impossibleto discardpacketsthataredestinedfor
certainVSsbeforethey areprocessedby theIP layerfunctions.Theclassificationrules(referredto
as“rules” seeFigure4.14)maybeimplementedin amannerthatis completelyorthogonalto VSs-
basedtraffic classification.However, to avoid confusiononemayopt to usethesameclassification
rulesasdescribedonpage80 with anexpandedstateasshown in Figures4.16and4.14.

Overloadcontrol rules,asintroducedin this thesis,identify traffic classesusingIP attributes,
suchasthoseusedby firewalls,andassociateeachso-identifiedtraffic classwith anumberof VSs
thatmayreceiverequestsvia IP traffic thatmatchestherule. In generalit is possibleto utilize more
additionalinformationby parsingdeeperinto thepacket, e.g.,for certainURLs andcookies,but
this is not implementedin thecurrentprototype.By default theVS classificationsfor theaccept
andrecv gatescouldbeusedasrules. However, administratorsmaywant to usedifferent(finer
or coarser-grained)traffic classesfor overloadcontrol.

When a front-endhost that is configuredwith overloadcontrol rules receivesnotice that a
specificVS is competingwith andstarvingotherVSs, the front endwill enforcerate limits for
traffic matchingthoserulesthatwerelabeledasmatchingtraffic for the“over-consuming”VS.

Theimportantquestionfor afront-endhostis by how muchshouldincomingtraffic bereduced
oncethefront-endhostis notifiedof aVS resourceinsulationfailurein someback-endhost.Since
thisquestiondependsonthedynamicsof requestprocessing,thethrottlingmechanismis designed
in anadaptivemanner.

Priming the load-sheddingmechanism: Assumingthataspecificrulehasneverbeenrate-limit-
ed, the front-endserver hasno indicationas to what the averagetraffic rate is for traffic
matchingthe rule. Therearetwo viableoptionsto determinethe initial ratelimit. First, a
front-endservercouldenforceadefaultratelimit for therule(configurablefor eachinstalled
rule). Thesecondoption is to learnthe traffic rateby first installing the rule with a traffic
counterto measuretheincomingpacket rate.Thentheinitial ratelimit canbebasedon the
observedtraffic rate.

Thr ottling: Oncetherulesareprimedwith aninitial ratelimit, thefront-endserver mayreceive
additionaloverloadindicationsfor a specificVS. The front-endserver will thenbe forced
to reducetheratelimits for thoserulesthatmaycausetheoverload.It is importantto note
thatonly thoserulesthatactuallyregisteredapacketflow canpossiblycausethebackend’s
overload.Hence,only thoserules’ ratelimits will bereduced.

Theratelimit reductionproblemis verysimilar to thecongestionproblemthat is addressed
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by TCP’s congestioncontrol algorithm[135], sinceboth involve unknown server capacity
(a.k.a. link bandwidth)and an unknown numberof flows that contribute to congestion.
SincetheTCPcongestioncontrolalgorithm(exponentialdecrease,linearincrease)hasbeen
shown stablefor network flow control [127], this thesissuggestsits adaptationto alleviate
back-endservercongestion.Theadaptedversionof theexponentialdecrease,linearincrease
modelworksasfollows.

On receiving a notificationregardingthe fact thatVS z starvesothercompetingVSs, the
front-endserver cuts the rate limit for all traffic classesthat contribute to load for z in
half. Contributing to overloadmeansthat the traffic classregisteredat leastoneadditional
packet sinceit waslast checked. To allow the new ratelimits to take effect, the front-end
server shouldignoreadditionaloverloadnotificationfor a configurabletime period. This
time periodshouldcoincidewith the averagerequestprocessingdurationfor requeststhat
aresubmittedvia thepolicedtraffic class.SNMP, PerformanceMaps(ChapterV) or other
measurementmechanisms[91,108] maybeusedto measureit. Implementationexperience
shows thatreasonableoverestimation(e.g.,a default of 500ms)of this time perioddoesnot
measurablyimpactperformanceof theshaping-basedmechanism(performancedifferences
arewithin measurementnoise).

Every timea ratelimit is reduced(by cuttingit in half), thefront-endserver registerswhich
back-endserverreportedtheoverloadconditionandrecordsthenew ratelimit asahysteresis
value. If the overloadsituationcompletelysubsides,e.g.,dueto gapsin theclientsarrival
processandreappearsat somelater time, thenthehysteresisvalueis a goodstartingpoint
for shapingincomingtraffic. Thereasonwhy ahysteresisvalueis storedfor eachindividual
server is thatdifferentback-endservers’ congestionrequiredifferentthrottling at the front
ends.For example,an overloadedback-endserver that serveslong-lived requestsmay re-
quiremoreaggressive front endload-shapingthana congestedback-endserver thatserves
short-livedrequests.

Aging: As long asthereareno overloadindications,the front-endserver linearly increasesthe
ratelimit for all rulesthat areshapedto a ratelimit (aging). If the rate limit significantly
exceedstheofferedrateoveraconfigurabletimeperiodandtherearenooverloadindications
affectingtheratelimit, thentherule is flaggedasinactiveandwill no longerbeenforcedto
reducepacket inspectionoverheads.

Hysteresis: Thevaluerecordedfor hysteresisis usedto quickly reducetraffic ratesto arateclose
to the lowestratelimit thatwasever in effect dueto overloadnotificationsfrom a specific
back-endhost. To allow for long-termchangesin the system’s capacityand processing
requirements,the recordedhysteresisvaluesalsoage. The initial designof the overload-
sheddingfacility for VSsdid not allow for thesuggestedhysteresismechanism.Theresult
wasthatratelimits for differenttraffic classesoscillatedwildly in thetransitionfrom heavy
load to overload. Moreover, the traffic shapingmechanismdid not effectively solve the
starvationproblemwithouthysteresis.Thequestionis why TCPworksrelatively well with-
out hysteresisandwhy oneneedshysteresisin enforcingratecontrol for a server system.
Themainreasonfor having a hysteresisvalueis thattheserver’swork is muchlonger-lived
thanpacket transmissions,i.e., server bottlenecksdo not disappearquickly while network
backlogsclearup almostinstantaneously. Therefore,incomingwork mustbe reducedag-
gressively for anetwork server to allow pendingwork to finishprocessing— any additional
traffic will havelong-lastingoverloadeffectsanddistortfutureoverloadindications.This is
not soimportantin congestednetworksbecausebottlenecksclearup quickly.
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Figure4.15: Integrationof loadshapingandVSs

While theTCP-derivedalgorithmeffectively reducesthestarvationproblem,it is only oneof
many possiblealgorithms.The importantcontribution of this extensionis that the failure of VS
resourceinsulationunderpersistentoverloadmustbe addressedandthat feedback-driven traffic
shapingat front-endservers is a robust solution to the problem. This thesisdoesnot focus on
the convergencepropertiesof different ratecontrol algorithmssincethis work hasalreadybeen
done[116,117].

4.10.3 Implementation

TheimplementationextendsVSsfor theLinux kernel.TheVS traffic filtering moduleitself is
implementedasakernelmodule,which registersitself asafirewall with thekernel.So,it receives
all incomingpacketsfor inspection.

The implementationalso includesan overloaddetectioninstrumentationof TCP and UDP,
which reportsits findings (lost packets for specificports) via a file entry inside the proc file
system.Whenever a receivedpacket is to bediscarded,thekernelsimply logstheport for which
the packet was destined. Moreover, the kernel also keepstrack of which VSs have beenseen
sendingrequeststo a particularsocket, thesocket’s differentVS affiliation, andtheVS affiliation
of thereceiving processes.TheVS setsandlists of exhaustedpacket buffers for individual ports
areresetevery time thestatisticalfile entryis read.

The firewall modulealso exports a separateproc entry that allows it to receive overload
indicationsof theform:
VSID OVERLOAD-SEVERITYRESOURCEREPORTING HOST ID [TCP �UDP] PORTID.
Thereasonwhy thekernel’s overloadidentificationextensionis separatefrom thetraffic-shaping
firewalling plug-in is that the front end’s firewall plugin shouldalso be able to receive remote
overloadnotificationsfrom remoteback-endhosts—notjust from the local host. The prototype
implementsforwarding of overloadsignalsin a user-spacedaemonprocess(Figure 4.15) that
communicatesback-endoverloadreportsto front-endcollectors. The collectors,in turn, report
any receivedoverloadreportdirectly to thetraffic-shapingmodule,which appliesthepreviously-
describedoverloadcontrolmechanism.

The implementationalsoincludesan active componentthat executesthe agingof both hys-
teresisandrate limits anda secondactive componentthat dequeuesback-loggedpackets. The
needfor thebacklogwasnot discussedin theconceptualdiscussionof packet shapingbecauseit
is not neededto reduceoverload.However, having a backlogimprovesthesystem’s performance
becauserateadaptationby usingonly packet shapingcanbe very coarse.The reasonfor this is
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struct  VSFilter
{
  /* global filter list */

5   struct  VSFilter *next;  
  struct  VSFilter *prev;
    
  /* list of draining filters */
  struct  VSFilter *nextd;

10   struct  VSFilter *prevd;

  /* list of retired filters */
  struct  VSFilter *nextr;
  struct  VSFilter *prevr;

15

  /* list of filters in a VS−based filter set */
  struct  VSFilter *nextfs;
  struct  VSFilter *prevfs;

20   /* inactive, active */
  VSFState         state; 

  /* matching part */
  struct  {

25

      int  proto;
      
      /* source */
      u32 saddr;

30       u32 saddr_mask;

      u32 sport;
      u32 sport_max;
      VSFCompare sport_op;

35

      /* destination */
      u32 daddr;
      u32 daddr_mask;

40       u32 dport;
      u32 dport_max;
      VSFCompare dport_op;
      enum  {VSF_SYN_DC = 0, 

     VSF_SYN_SET, 
45      VSF_SYN_CLEAR} syn;

      unsigned  int  saddr_accept_cnt;
      unsigned  int  saddr_reject_cnt;

50

      unsigned  int  daddr_accept_cnt;
      unsigned  int  daddr_reject_cnt;

  } match;

55

  /* mapping part */
  struct  {
                  u32 vs;

60                   int  policy;
  } map;

   /* a null terminated of rates */
  int              *acceptance_rate_hysteresis; 

65   /* the matching null terminated list of host_ids */
  u32             *arh_host_ids;               

  int              tokens;             
  int              refresh_rate;

70

  /*
   * stats
   */

75   int              total_accepts;
  int              total_rejects;

  /* remember old stats  ( scratch pad ) */
  int              last_accepts;

80   int              last_rejects;
  struct  timeval  last_refresh;

  int              max_backlog;
  int              backlog_cnt;

85

 /*
  * This is an index into a possibly graduated 
  * back−off table (50% by default) 
  */

90   int              stepsize; 

  int  short_run_rate;
  int  long_run_rate;

95

  /* 
   * backlog of out−of−spec packets
   */

100   struct  sk_buff_head packet_backlog;

};

Figure4.16:Thefiltering rule datastructure

thatTCP[135] is very sensitive to packet lossandreducesits own packet rate(too) aggressively
everytimeapacketis shedfor ratecontrolpurposes.Theproblemis evenworsewith SYN packets
becausetheir retransmissionis very slow (severalseconds).Fortunately, if the server dealswith
very many simultaneousconnections,the effectsof TCP’s own adaptationcycle arediluted and
do not affect averageperformance.However, sincesomeservicesserve only few simultaneous
connections,thebacklogis instrumentalin providing gracefuldegradationfor thoseservices.The
backlogis most importantfor shapingUDP traffic becauseUDP doesnot implementautomatic
retransmissionandapplicationsthat rely on UDP oftensuffer severeperformancedegradationin
thepresenceof packet loss(e.g.,NFS).

Eachrule datastructure(Figure4.16andFigure4.14)containsaFIFO backlogqueueto store
packetsthatarrived“prematurely.” Thosepacketsaredequeuedby theperiodicbacklogdequeuing
thread.Ruleswith backlogsarestoredin a list of “clogged” rules. Eachindividual rule may be
referencedby arbitraryVSIDs, eachof which maybethe targetof traffic thatpassesthroughthe
referencedrule.

Thedistribution of overloadsignalsis currentlyimplementedin user-spacebecauseit is much
moreconvenientto usetheuser-level communicationlibrariesthanusingsocketsat theOSlayer;
thereis no conceptualreasonfor this choice. Theoverloadsignalis generatedon theserversby
scanningfor the occurrenceof packet-shapingon a specificport andcomputingthe setof VSs
thatmaybeaffectedby it. Themonitoringdaemoncheckswhetherthereareany VSsfor which
thereis somerequestdemandbut thatconsumelessthantheirallocatedresourcepartition(usesthe
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(a) Degradation gold customer (short listen
queue)while increasingcompetitionfrom basic
client

(b) Degradationof client responsetimes

Figure4.17:Performancedegradationexperiencedundersustained,i.e.,very heavy, overload

vsstat systemcall). It thenidentifiesothercompetingVSsthatutilize morethantheir allowed
resourceshareon thesameresource.If bothconditionsaremet,anoverloadsignalis generated.

Theoverloadsignalis deliveredvia TCPconnectionto a numberof front-endoverloadsignal
collectors(Figure4.15)sincedifferentfront-endserversmaybe feedinginto thesameback-end
server. Thefront-endoverloadcollectionmechanismis only a simpleskeletonthatcommunicates
the overloadindicationdirectly to the firewalling extensioninsidethe kernelvia the previously-
mentionedproc entry.

The kernelextensiondetermineswhich rulesare to be enforcedin responseto the overload
reportandadjuststheir ratelimits asis describedin thegeneraldescriptionof traffic shaping.

4.11 Evaluating VS under Heavy Load

Theefficacy of theproposedload-sheddingmechanismunderpersistentoverloadis evaluated
for a testbedconfigurationconsistingof a HTTP front-endserver, FastCGImiddle tier, andPost-
gresdatabaseback-endserver. ThePostgresserverwasconfiguredasthesystembottleneck.As in
thepreviousexample,theclientsexecutetheSpecWeb99benchmarkagainstthisserversetup.Un-
like thepreviousexample,theclientsareconfiguredto requestfarmoresimultaneousconnections
thantheservercanhandle.Thesimultaneousrequestsfrom oneclienthost(gold)areheldconstant
while thesimultaneousconnectionsrequestedby competinghosts(basic)areincreased.Theper-
formancemeasurementsshow theperformancedegradationexperiencedby thegoldclientsthatis
dueto its competitionfor servicewith basicclients.Thisevaluationrefersto thefiltering extension
of VS (includingfiltering rules,overloaddetection,andthrottling)asVSF(VS Filtering).

Figure4.17showsthatVS-basedresourceinsulationworkswell until theserverbecomesper-
manentlyoverloaded(atabout85additionalbasicconnections)asis shown in Figure4.17[b].The
reasonwhy VS-baseddifferentiationworkswell up to a thresholdis thatthesystemoscillatesbe-
tweenbeinglightly-loadedandvery shortburstsof loadedintervals. Theserver with enabledVS
processesrequestsin accordancewith VS resourcelimits whenit is heavily-loaded,andalways
managesto processincomingpacketswithout exhaustingtheOS’s queuelimits. However, asthe
lightly-loadedtime intervalsshrinkwith increasingload,packet queuesinsidetheOSgrow until
incomingpacketsmustbedropped.At this point (85+ connections)all clientssuffer equally, re-
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Figure4.18:Achievedthroughputratiosof gold versusbasiccustomers

gardlessof their VS affiliation. However, whenthe implementedtraffic-sheddingfeedbackloop
is enabled(VSF heavy-load-biased1), the server continuesto serve the gold clientsmuchfaster
andwith muchlessthroughputdegradation(Figure4.17[a]) thanwithout the mechanism.Some
throughputdegradationis inevitabledueto thesystemsperformancelossdueto highertaskswitch-
ing andotheroverheadsthatarepointedoutin theprecedingevaluationof thebasicVS mechanism
(Section4.9).

The experimentsconfirm that a comprehensive mechanismfor server overloadcontrol must
not exclusively rely on techniquesfor schedulinganddequeuingworkload(VS) but it mustalso
featureintelligent enqueuingmechanismsat the front-endservers to prevent buffer exhaustion
(VSF). Without sucha mechanism,VSs that have only small incoming requestflows could be
easilystarvedby competingVSswith muchheavier traffic volumes.Voigt etal. [148] suggestthat
thebuffer exhaustionproblemshouldbeaddressedby giving eachVS its own queueof pending
connections.However, suchasolutiondoesnot takeinto accountthefactthattheVS affiliation (or
serviceclass)maydependon theidentity of thetaskthatdequeuesa request.Moreover, separate
queuesdo not accountfor thefact that theoverloadmayoccurin theback-endtiers. Thus,front-
endworkerswould actively processadditional(basic)requests,which may tie up processeson a
back-endservicethatshouldreallybewaitingfor goldrequests(seeFigure4.13).Voigt’ssolution,
unfortunately, doesnot scaleto multi-tieredserver architectures.In contrast,VS in combination
with VSF does.

Figure4.18shows that the resourcepartitioning(50% gold vs. 50%basic)is approximated.
The relatively higherthroughputfor gold customersis explainedby the fact thatgold customers
seldomlyexhausttheir resourcebudget,andtherefore,their traffic is not policedmostof thetime.
However, basiccustomerssendmorerequeststhanallowedby their resourceshare,thustriggering
traffic shaping.Traffic shapingnaturallyincurssomethroughputloss.Fortunately, only thoseVSs
whoserequestrateexceedstheir resourcequotasuffer noticeableperformancedegradation.

Packetfiltering is not freeof cost.Theoverall performancelossdueto filtering packetsat the
front endwheneveranoverloadconditionis encounteredis small.Figure4.19[b]showsthatfilter-
ing reducesoverall throughputby at most10%for a high loadbiasedfilter. Themoreaggressive
VSF settingsreducethroughputby too muchandarethereforeconsideredunacceptable.Theper-

1A heavy loadbiasmeansthatthepacket-sheddingmechanismwill notbeactivatedunlessoverloadsurpassesavery
high time threshold.
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(a) Impactof filter moduleonaggregatethroughput
(filter inactive,noback-endaccess)

(b) Impactof filter moduleonaggregatethroughput
(filter active)

Figure4.19:Total throughputdegradationdueto overloadavoidancemechanism

formancelossis only incurredduringasmallloadwindow, in whichthesystemoscillatesbetween
overloadedandpartially-loaded.Differentloadbiases(time thresholdsfor actingonoverloadsig-
nals)affect throughputlossbecausemoreaggressivefiltering resultsin morerequestsbeingshed
at thefront end.SinceVSsarecapableof controllingshortoverloadbursts,it is bestto configure
thefilters usingaheavy-load-bias.

Someperformancelossis dueto theoverheadof addinganotherfiltering layer to packet pro-
cessingasis shown in Figure4.19[a]. Sincetraffic-sheddingis not enforced(filter inactive), this
graphshows the performanceloss that is due to the interpositionof additionalfiltering codeat
thenetwork layer. Themeasurementis takenusingthesameSpecWeb99setup,however, without
accessto theback-enddatabaseto increasetotal throughputandtherebyamplifying theimpactof
VS filtering. Theperformancelossdueto thefiltering interpositionatthenetwork layeris lessthan
3%. While this numberis not negligible, it is acceptablefor a prototypeimplementation.Most of
the additionaloverheadis dueto oneadditionalfunction call that is executedfor every received
network packet.

4.12 Summary and Conclusions

This chapterdemonstratesthat VSs are an effective, application-transparentresourceman-
agementabstractionwhenback-endservicesandresourcesaresharedin a multi-tier setup.Fur-
thermore,the implementationshows thatVSscanbe integratedinto anoff-the-shelfOS without
incurringtheoverheadsof traditionalvirtual host-stylevirtualization(50-75%[147]). To manage
VSs,a limited understandingof themanagedapplications,in line with themodelsof application
behavior introducedin ChapterII, suffices. On the basisof a well-understoodmodelof service
interaction,theVS architecturecanbeconfiguredto transparentlyanddynamicallyupdatethere-
lationshipbetweenclassicalOSabstractionsandtheresourcepartitionsthatareassociatedwith a
VSID.

VSsareshown to beableto emulatetheVH abstraction.Furthermore,it is shown thatVSspro-
vide soundinsulationbetweencompetingservicesin spiteof sharedback-endservices.SPswho
multiplex hardwareandsoftwareresourcesamongtheir “businessclients,” could benefitgreatly
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from the proposedsolution. Given the greatinterestin applicationoutsourcingandthe trendto-
wardsmulti-tieredapplications,futureversionsof commercialresourcemanagementapproaches
will alsoneedto considertheinterferencecausedby sharedback-endservices.They mayuseVS
trackingto minimizethis interference,thusimproving resourcemanagementfor multi-tier services
significantly.

Thelimitationsof a pureVS-basedsolutionwith respectto persistentoverloadconditionsare
alsoexaminedandtraffic shapingis proposedandshown to beaneffectiveremedyfor dealingwith
persistentoverloadconditions.While traffic shapingalonecannotcreatethe illusion of a virtual
server, it doesallow VSsto differentiatedifferentworkloadseffectively evenwhentheofferedload
by far exceedsservercapacity.

The proposedVS-basedresourcecontrol architecturefor multi-tiered systemswith shared
back-endservicessolveanew andimportantproblem,whichhasnot beenaddressedby any other
application-independentresourcemanagementsolution.TheVS approachis uniquein thatit uses
theapplicationsinteractionwith theOSasanindicatorfor adjustingthebindingbetweensystem
abstractionsandresourcepartitions.Previousprovisioningapproacheshave alwaysreliedon the
applicationsto explicitly managetheir own resourcequotas.This application-basedapproachbe-
comesincreasinglycomplex asapplicationsfrom differentvendorsareintegratedinto multi-tiered
applications.However, asshown in this chapter, therearefundamentalmechanismsthat canbe
implementedin anapplication-neutrallayer, suchastheOS,thatallow administeringtheperfor-
manceof serverapplicationsat thesystemlayer.

TheVSapproachalsovalidatesthedesignof theSDI abstractionfor multi-tieredenvironments.
Theresourcepartitionabstraction(VSID) is essentiallya context attribute in theSDI framework
andall classificationandactivity trackingcanbeaccomplishedusingSDI trackingrules.Further-
more, the VS-gatesvalidatethe integrationof genericinterpositionfunctionsinto SDI, because
gatesneedto interprettheVSID context attributein amannerthatcannotbeachievedusinggeneric
SDI policiesat many differentsystemcalls.

This chapterexpandsresourcemanagementto multi-tiereddeploymentsandconsidersboth
temporaryandpersistentoverloadconditions. While the currentVS prototypeimplementation
considersresourceinsulationwith respectto CPU,residentprogrammemory, andnetwork band-
width, it doesnot addresshow to controlvariousOScachesthatbenefittheapplications,suchas
thefile cache.For example,to improve insulation,eachdisk-boundVS shouldbeequippedwith
its own file cache[30]. To accomplishthisgoal,theinodes in thefile cachemustbetaggedwith
their VS affiliation. Furthermore,onemustlimit thetotal numberof inodes in thefile cachefor
eachVS. If an inode is sharedby two or moreVSsit shouldretainthetagof thehighestpriority
VS that is usingit. Otherwise,priority inversionwould result. Contentserverswith very large
inode workingsetsmightbenefitfrom suchinsulation.Furthermore,thecurrentimplementation
of VSs useskernel-level threadsasthe primary processingabstraction.Demonstratingthat it is
possibleto instrumenta user-level threadlibrary (e.g.,pthread)in a mannerthat is similar to the
instrumentationof the OS’s processandschedulingsubsystemis a straightforward,nonetheless,
labor-intensiveexercisethatmustbecompletedbeforetheproposedVS-approachcanbedeployed.



CHAPTER V

PerformanceMaps

5.1 Intr oduction

It is very difficult to determinethe service,interference,or communicationpatternbetween
servicesthat causeda performanceproblem. The lack of understandingof a multi-tiered sys-
tem’s interdependenciesalsocomplicatesthe configurationof VSs. This calls for a monitoring
mechanismthat allows serviceproviders(SPs)to correlateobserved performancewith the peer
relationshipsamongall serviceswithout requiringfull a priori understandingof theservices’im-
plementations.

Sincetraditionalnetwork, OS, andapplication-level monitoringsolutions[67,131,138] are
only gearedtowardoptimizing theperformanceof a host,a network, hardwareresources,or one
specificapplication,they areonly of limited diagnosticandanalyticalusein multi-tieredenvi-
ronments,in which the boundariesbetweenhostsandapplicationsareblurred. Interactionsand
dependenciesbetweencoupledapplicationsgenerallygo undetectedby conventionalmonitoring
tools.Thismeansthattraditionaltoolsareof little aid in configuringa framework likeSDI or VSs
in amulti-serviceenvironment.

A VS (ChapterIV) encompassesa serviceclass,suchasa hostedWeb service— including
requiredback-endservices— for whichit providesresourceguarantees.Unfortunately, leveraging
VSs requiresknowledgeaboutthe workload-propagatingbehavior of, anddependencies,among
services,which may be difficult to obtainif proprietaryapplicationsarepart of the multi-tiered
setup. Furthermore,one must carefully assesswhich serviceclassesneedto be managedand
whichonesareperformingwell, sincemicro-managementof (well-performing)applicationswaste
resources.PerformanceMaps(PMaps)aredesignedto infer therequireddependency information
from a runningsystemthroughobservation.

PMapsaredesignedto improve troubleshootingandperformancemanagementfor servicein-
frastructuresthatconsistof hundredsof externally-developedmulti-tier applications.Themostim-
portantcontribution of our PMapsolutionis its model-basedapproachto systemmonitoring,i.e.,
partialeventtracesareinterceptedandcheckedagainsttheservicebehavior modelsof ChapterII
to infer applicationexecutioncharacteristicsandassesskey performancemetrics. This chapter
describesthePMapapproachandvalidatesit usingaLinux prototypein amulti-tier scenariowith
respectto thefollowing objectives:

� Generateadependency map,suchasFigure5.1,automatically

� Shouldnot requiremodificationof applications

� Recognizepeerrelationshipsbetweenservicesevenif they involveseveraltiers
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Figure5.1: PMapsmapdependencieswithin amulti-tier setup.

� Quantifytheinteractionbetweentierswith respectto serviceclasses

� Provide troubleshootingsupport

� Capturethetemporalstructureof serviceinteractions

� Keeptheinvasivenessof monitoringlow.

Theremainderof thischapteris organizedasfollows. An overview of thearchitectureis given
in Section5.2. Section5.3 briefly statessomeadditionalassumptions.Section5.4 describesthe
statethatis attachedandtrackedalongsidemulti-tieredactivities to build PMaps.Section5.5out-
linestheclassificationof activities thataresubjectto monitoring.Section5.6describesthetracing
of activities. Section5.7 describestheprocessof inferring thecausaldependenciesbetweentiers
from activity traces.Theseinterdependenciesarequantifiedusingtemporalinformationaboutthe
interactionof servicesin Section5.8.To reducetheamountof overheadcausedby PMapinference
back-tracingis introducedasa partof thePMapgenerationprocessin Section5.9. Section5.10
detailsaPMapprototypeimplementationfor theLinux OS.Section5.11evaluatesits performance
andefficacy. Relatedapproachesarecomparedto PMapsin Section5.12.Concludingremarksare
statedin Section5.13.

5.2 Overview

Figure5.2outlinesPMaps’approachtowardsonlineanalysisof multi-tieredservices.Kernel
(andpossiblyDLL) instrumentationgeneratesevents,whicharecollectedlocally andperiodically
forwardedto a centralanalysisstation.Thecentralanalysisstationinfersthecausalandtemporal
orderof eventsand interpretsthemwith respectto the servicemodelsof ChapterII. Oncethe
systemhasdeterminedtheapplicablemodel,statisticsareextractedandaggregatedin a statistical
graphrepresentationsimilar to theoneshown in Figure5.1. Thekey hurdlein creatingthis rep-
resentationis to infer causalityamongobservedeventsbecausetheinferenceof causalitydepends
on theimplementedservicemodelandthecompletenessof thetrace.At thesametimetheservice
modeldetectionprocessdependson theobservationof causally-orderedevents.

5.3 Additional Terminology and Assumptions

Eventsareconcisedigestsof whathappensinsidea computersystemat a particulartime (see
Figure5.3). They containsufficient informationto generatestatisticsof interest(e.g.,processing
time snapshots)but discardall informationthat is consideredirrelevant(e.g.,thestatusof subsys-
temsthatareunaffectedby theevent)to avoid overwhelmingthesystemwith monitoringdata.
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Figure5.2: BasicPMapsolutionarchitecture

Onemayarguethat theestimationof performanceandinterdependenciesfor applicationson
thebasisof OS-andmiddle-ware-generatedeventsis impossiblein thegeneralcasebecausethis
wouldrequireanalgorithmthatcanidentify requestsandcorrespondingrepliesfor all applications.
The impossibility argumentagainstthe existenceof suchan algorithm is called the end-to-end
argument[124]. In spiteof this argumentwepresentamodel-basedapproachto event-traceinter-
pretationthatcapitalizeson theobservationthatserviceandapplicationprogrammersimplement
their applicationsusingonly a few standarddesignpatternsthatcanbe identifiedby anobserver
externalto thecoreapplicationlogic.

Figure5.3: PMap’s instrumentationpointsgenerateeventrecords
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5.4 AssociatingStatewith Activities

To trackanactivity acrossall tiersfrom thetime it is receivedata front-endserver, it is neces-
saryto identify eachactivity with auniquetransactionidentifier[65] andto log its interactionwith
all services.Fromtheexampleof VSsit is obvioushow onecouldconstructsuchanidentifierand
trackit asanactivity propagatesacrossthetiersof amulti-tieredsystem.This trackingmechanism
generatesaskeletonview of a trackedactivity.

With respectto mappingthe serviceinterdependenciesonealsoneedsto track the services
themselvesandmatchsystemobjects(processes,sockets,etc.) to theserviceto whichthey belong.
Someor all of the processes,ports, andsockets that facilitate the activity may no longer exist
assoonas the activity completes.Thus,careful tracking is necessary. This tracking featureis
orthogonalto the tracking of an activity that startsat a front-endservice. This information is
tracked in the form of anapplicationidentifier that is recordedinsidethesystemobjectscontext
andrecordedwheneveraneventis generatedfor anactivity.

Unlike in previous trackingexamples,in which the amountof interpositionon the pathof a
multi-tieredactivity wasfairly limited, monitoringtheprogressof anactivity potentiallyrequires
a very largenumberof tapsto recordevents.Sinceeachtappinginto thecontrol-flow of a multi-
tieredactivity incurs with overheads(Section3.7), it shouldbe possibleto control the amount
of monitoring information that is generatedfor a specificactivity. Thus, eachactivity is also
associatedwith a so-calledmonitoringdescriptorthatspecifieswhich eventsareto begenerated
alongthepathof this specificactivity.

5.5 Classificationof Activities

The initial classificationof activities is similar to thatof VSs. Traffic that is submittedto the
multi-tieredsystemfrom remoteclients is labeledbasedon packet-matchingrules. The differ-
encebetweenthe classificationfor PMapgenerationandfor VSs is that an incomingactivity is
not mappedto a static label, i.e., a VSID, but to a dynamicsequencenumberanda monitoring
descriptorpair.

In additionto thetaggingof activities,wealsoapplyandtrackanapplicationidentifierapplied
to individual processes.It is inheritedby every systemobjectthat is createdby a labeledprocess.
Thus,a processforked from anotherprocesswith applicationID, z , will alsobe labeledwith
applicationID, z . As statedearlier, theinclusionof anapplicationidentifiergreatlysimplifiesthe
processof folding multiple distinctactivity tracesinto asinglesetof servicestatistics.

5.6 Tracking Activities

The essentialtrackingmechanismis the sameasin the VS example. However, the tracking
rulesareno longerflexible. In theexampleof VSsit wasup to thesystemadministratorto spec-
ify how the VSID would be inheritedandpropagatedacrossdifferentsystemcalls andnetwork
communication.This flexibility doesnot apply to PMapsbecausePMapsdo not enforceflexible
policiesandpolicy-basedaccountingfor competingactivities. Eachtracegeneratedmustdescribe
anactivity asaccuratelyaspossible.

Thetrackingpoliciesusedfor thegenerationof anactivity traceare:

1. Eachmessagesentby a labeledprocessinheritsits senderslabel.

2. If two messagechunksarecombinedinto onemessagechunk,thenthe chunkobtainsthe
labelof oneof themessages.
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3. If aprocesscreatesanotherprocess,thechild inheritsits parentslabel.

4. If aprocessreadsamessageit inheritsthemessage’s label.

5. If aprocessacceptsanincomingconnection,it inheritstheincomingconnection’s label.

6. Eachsocket is labeledin thesamewayasthelastmessagethatis written to it.

7. Eachsocket is labeledin thesamewayasthelastmessagereadfrom it.

8. Messagessentbetweentwo remotehoststhatoriginatein thecommunicationprotocoland
not within theapplicationarelabeledin thesameway asthelastapplication-initiatedmes-
sagethatwassentthroughthem.

9. Eachfile descriptorreceivesthesamelabelastheprocessthatlastreadfrom it.

10. Eachfile descriptorreceivesthesamelabelastheprocessthatlastwroteto it.

The above label-trackingrulesaccuratelyconstructa skeletonof potentialdependenciesbe-
tweenan activity, sockets,andprocesses.This skeleton,however, is over-determinate.The fact
that a processis associatedwith a specificactivity sequencenumberlabel doesnot necessarily
meanthat a certainsystemcall that is loggedundera specificactivity ID wastruly triggeredby
thatactivity ID. Theoperationcouldsimplybeoverheador couldbelongto thenext activity, whose
activity ID hasnot yet propagatedto theprocess.Thus,therearesubtleaccountinginaccuracies
thatcannotbeovercomewith oursimpleapproachto activity association.

Anotherproblemwith the above activity-label trackingsystemis that a multiplexed process
or connectionwill incorrectlybeassociatedwith oneactivity. Moreover, themultiplexedservice
will producediscontinuoustracesbecausea multiplexedprocesswill continuouslychangeits ac-
tivity ID. Thisgreatlycomplicatestheanalysisof generatedtraces.Notethatunlike in theVirtual
Servicesapplication,we mustbepreparedto intercepttracesof activities passingthroughservice
implementationsthat may not fit into the processingmodelsthat areeasily traceable.Knowing
abouta servicethatmultiplexesits processesamongcompetingactivities (e.g.,pre-200versions
of MS-SQL)allows thesystemadministratorto avoid installing ineffective VS controlsfor those
servicesandenforceresourceconstraintsin otherwaysor at otherlocations.

This leadsto asmallmodificationof theactivity ID concept.Sinceactivitiescanbediscontin-
uousat intermediarytiersdueto themultiplexing behavior of oneor moreservicesor, for example,
multiplexedsockets,we generatenew activity IDs at every tier. Thus,it is possibleto observe in-
dependentfragmentsof multi-tieredactivities thatareobfuscatedby eitherconnectionor process
multiplexing. Thispracticalconsiderationonly minimally affectsthelabelingoperationdescribed
above,but it greatlyenhancestherobustnessof traceanalysis.

5.7 Inferring Service Dependenciesfr om Activity Traces

5.7.1 BasicApproach

Themodel-basedapproachattemptsto “understand”requestsubmissionto correlatefront- and
back-endcomputations.For this correlation,it is necessaryto first generatea “complete,” causal
traceof all events(network and processing)generatedby activities. If activities are tracedby
an activity ID, thenall causally-relatedeventsarelabeledwith the sameactivity ID. The events
of eachspecificlocal hostareorderedconsistentlywith that hostslocal timestamp.The events
betweenhosts,i.e., communicationmessageareorderedby precedence,i.e.,a messagecannotbe
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consumedbeforeit is received.Thisorderingcanbeachievedin two possiblemanners.First, it is
possibleto associateeachmessagewith a sequencenumber, or secondly, if oneknows theclock
drift betweenthelocalhosts,thenit is possibleto orderall eventswith respectto aglobalclock.

Thequalitativeanalysisof thedependenciesbetweenservicesneedsnomoreadditionalinfor-
mationthanthe collectedper-activity ID trace. By abstractingfrom individual processIDs and
communicationchannelIDs it becomespossibleto compilea dependency mapasshown in Fig-
ure 5.4. As is shown in Figure5.4, a dependency mapcontainsmuchuseful informationabout
the performanceof a multi-tieredservice. However, by basingthe correlationof eventsthat are
generatedat multiple tierssolelyon thepropagationof theactivity ID, we have produceda frag-
ile monitoring tool that will possiblygeneratemany phantomdependenciesdueto the fact that
the activity ID is not simply purgedacrossall hostswhenan activity is over. Doing so would
requirelargeunnecessaryoverheads.In orderto eliminatephantomdependencies,we reconstruct
theongoingactivity in accordancewith theobservedmodelandinsertmissingevents,suchasthe
disassociationof a processwith anactivity basedon themodel-basedinterpretationof the trace.
For example,whenaprocessthatis partof a threadpoolbeginswork afteranidle periodandsub-
sequentlypicks up a requestbelongingto a differentactivity ID, it shouldbedisassociatedfrom
its prior activity context andtheresumptionof processingshouldbechargedto thenew incoming
activity. Thisfix-up of eventtracesis theessenceof model-basedinterpretationof traces.

5.7.2 Enhancing the Robustnessof Tracing: Model-BasedInter pretation

While model-basedinterpretationyieldslittle benefitin a purelyqualitative dependency anal-
ysis it is greatly beneficialto quantitative analysis. Only model-basedinterpretationof certain
eventtracesmakesit possibleto chargeprocessingto thecorrectactivity. Theability to recognize
a modelalsoallows tracesto remainidentifiableevenwhencertaineventsaremissingfrom the
trace.Thisability allowsreducingtheamountof monitoringoverheadcausedby PMapgeneration.

ThemodelsconsideredbyPMapsarethesameasthoseintroducedin ChapterII. Thefollowing
list briefly summarizestheir characteristics.

Singleiterati ve worker: A processacceptsan incomingrequest,handlesandfinishesit. Upon
finishingtherequest,thesingleworker callsaccept or select again.

Forkedworker thr ead: A masterprocessacceptsanincomingrequestandforksaworker thread
to handleit (e.g.,inetd) andcallsaccept or select again.

Dispatcher: A masterprocessaccepts or selects an incomingrequestanddispatchesan-
otherprocessto serviceit (Apache,Servlets, Sybase,Weblogic). The dispatchedthread
eitheraccepts or read s from theincomingconnection.
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Helper thr eads: A main threadcreateshelperthreadsto handledifferentaspectsof a request,
suchasdatabasequeriesandclient communication(login services,CGI ). In contrastto the
dispatchermodelthemainthreadwill not accepta new incomingsessionbeforethehelper
hasfinished.Thework of boththemainandhelperthreadsis fully chargedto theactivity.

Stagedworker: Work is passedbetweenprocessesthatimplementdifferentpartsof requestpro-
cessing.Thelaststagefinishestherequest(DVM [128],tcp wrapper, Oracle). Thechar-
acteristicof this model is that the previous stageacceptsnew work beforethe dispatched
worker completesits work. This is therecursiveextensionof thedispatchermodel.

Nestedworker: Processingalsopassesthroughseveralstagesasin thepreviousmodel.However,
upon completingeachstage,the previous stageresumesprocessing(DB2, WebSphere,
FastCGI). This is therecursiveextensionof thehelperthreadmodel.

Combinations: Servicesmayutilize all or asubsetof theabovetechniquesin servicingincoming
requests,eitherby composingtheabove methodsor by implementingthemasalternatives.
Thisrequiresthemonitoringtool to beableto identify behavioral componentsasthey unfold
in aneventtrace.

A moresuccinctsummaryof thesemodelsis givenin Table5.1.AppendixB detailstheautomation
of checkingfor thepresenceof eachspecificmodel.

It is importantfor PMapsto recognizethe above implementationmodelsbecausethey lead
to very different interpretationsof resourceconsumptionby a multi-tiered activity. For exam-
ple,withoutanunderstandingof servicemodels,a monitorcannotdistinguishbetweentheforked
workerandthehelperthreadmodels,but accountingfor theparent’sprocessingdependsontheim-
plementedservicemodel.If thea newly-createdthreadis a helperthread,its parentswork should
still be chargedto the sameactivity. However, in the caseof a forked worker, the parentshould
bedisassociatedfrom theactivity assoonastheworker takesover. Thus,incorrectunderstanding
of theservicemodelleadsto inaccurateaccounting,which, in turn,hampersproblem-trackingand
leadsto misconfigurationof VSs.How to setresourcelimits andtrackingrulesfor aVS wouldnot
beclear.

Sincewe assumethat tracking may potentially be incompleteand potentially obscuredby
somenon-instrumentedintermediaryhosts,we proposeto identify eachsessionbetweentwo pro-
cesseswith auniquesessionID. This labelingmethodis aspowerful astheactivity ID propagation
modelbecauseby correlatinga process,its incomingsessionidentity, andthe identity of anout-
goingsessionallowsregeneratingthenotionof asystem-wideactivity ID. Moreover, theability to
recreateactivities beyondservicesthatarenot traceable,makesthis approachmoreappealingfor
realsystemdeployments.

Theremainderof this sectionexplainshow eventsarecorrelatedonline.
To obtaina goodapproximationof causally-orderedeventhistoriesfor activities, this chapter

proposesa methodthat sortseventsinto (possiblymultiple) eventchains, eachof which is built
using inferredcausality[126]. Similar approximationsof causalityhave beenusedin building
fault-tolerantsystems[5,115,125]1. The approximationof causalorderbasedon the proposed
methodis still overdeterminantcomparedto truecausality. Nevertheless,it is just a fractionof the
total eventsthataregeneratedby thesystem.

1By ensuringthatmessagesaredeliveredin causalorderto all hosts,includingbackuphosts,onecanensurethatthe
backup’s statewould have beenpossiblefor thecrashedprimary.
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Figure5.5:Distilling aneventchainfrom interleavedeventstreamsthataregeneratedby theserver
farm’s hosts:(a) activity boundarydetermination,(b) model-basedrefinement.

Thefirst approximationof anactivity’s tracearethoseeventsthataredelimitedby thestartand
endtimesof theactivity, computedasthedifferencebetweenthestartof thefront-endsessionthat
triggerstheactivity andtheclosureof thatsession(Figure5.5[a]).

To betterapproximate“true” causality, the temporally-orderedevent historiesare checked
againstthe known processingmodelsonline. As certainbehavior modelsbecomeincompatible
with an observed trace,the observer expungesunrelatedand irrelevant eventsfrom eachevent
chain,thuscondensinganactivity’straceto thoseeventsthatarenecessaryto describeits progress.
Furthermore,additionaleventsmay be insertedto indicate,for example,the switch of a process
from oneactivity to thenext.

In therefinementprocessof checkingtheincomingeventsagainstprocessingmodelswe sim-
plify the searchfor relatedeventsby introducinga condensedevent recordthat containsonly
information that is relevant for determiningthe causalrelationshipbetweenevents,theseevent
recordsarecalledabridgedevents.

Definition 2 (Abridged Events) Anabridgedeventis a distillation of aninstrumentation-genera-
tedeventof the following format: type � thread��� SID � thread� � timestamp.Valuesthat are
not applicablefor a specificeventtypeare set to � . Whencomparingtwo abridged events, � is
automaticallyskipped.If onewantsto match an undefinedattributeof theabridgedevent,it must
bematchedexplicitly usingNULL. AnabridgedeventmaycontaintwothreadIDs to capturedirect
communicationbetweenthreads,e.g., signals.SID(SessionID) is usedto identifycommunication
channels.For anyinteractionbetweena processanda communicationchannel,theSID is always
specified.SIDsareuniquewithin theentireservercluster.

The definitionof abridgedeventsis usedto describethe event-to-eventchainassociational-
gorithm. Assume� is a temporally-orderedhistory of events ��� thru �,����� . � is the setof all
eventchains�����K�}���,�,�,���K��� (currentapproximationsof concurrentactivity traces).Theoperator
��������� evaluatestrue(“matches”)if theabridgedeventpatternsof ��� and ��� match.Tasksin
thesystem(i.e.,processesandthreads)areuniquelyidentifiedby TaskIDs (TIDs).

for � �¢¡G£¥¤�¦K�¨§ª©�¦K�¬«ª«® do
if �¯�°� (*, NULL, $SID,$TID, *) then

if ±�²´³¶µ¸·�¤��¯¹��,�,�,���K�»º¼¹¾½®¡����¿� (*,$SID, *, *) then
createnew eventchainEÀ ¡G£ ÀÂÁ � �
�Ã£w�ÅÄ À
continue

elseif is session termination ( �,� ) then
for all

À µÃ·¯ÆÇµÈ�É¡�²ËÊ¸µÈÆÍÌ,�SÎ,�¾ÊÈ� (*, NULL, $SID,*, *) Ï do
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À ¡G£ À�Á �,�
if check if event chain complete (E) then

harvest (E)
�Ð¡G£w�ÅÄ À

end if
end for
continue

end if · Endof specialfront-endsessioncasesÏ
end if
strong assoc found := 0
for all

À µw·¯ÆÑµª�Â¡�²ËÊÒµ¼ÆÓÌ,�SÎ,�´�,�Ô�Õ� Ê����KÊ°�¯�KÊ×Ö¾��Ø(��Ø¾�ÙÃ�,�Ú�Û� Ê����KÊ°�¯��Ø(�KÊ×Ü���Ø¾¢ÙÃ�,�Ú�
� Ê×�¾��Ø(�KÊ×Ö´�KÊ�Ü���Ø¾�Ï do

if fits model (
À ���,� ) thenÀ ¡G£ ÀÂÁ �¯�

update models (E)
strong assoc found := 1

end if
end for
if ± strong assoc found then
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· orderof if-clausesmattersÏ
if is send type evt( �,� ) Ù is proc evt( �,� ) then

if fits model ( ��Ý�Þàßâáäã [$TID], �,� ) then
�ËÝ&Þ�ßâáäã [$TID] := �ËÝ&Þàßåáäã [$TID]

Á �,�
update models ( �ËÝ&Þ�ßâáäã [$TID])

end if
elseif is recv type evt( �,� ) Ù is comm evt( �,� ) then

if fits model ( ��Ý�Þ�æàáäã [$SID], �,� ) then
�ËÝ&Þ,æàáäã [$SID] := ��Ý�Þ�æàáäã [$SID]

Á �,�
update models ( �ËÝ&Þ,æ�áäã [$SID])

end if
end if

end if
end for

Thealgorithm’sseparationof theeventstreamis visualizedin Figure5.6.Thealgorithm’sloop
constructis not necessarywhenthis algorithmis implementedasanonlinealgorithmbecausethe
loop’s bodywill executeimplicitly eachtime a new eventarrives. The functionsfits model
andupdate models tie theonlinemodelevaluationprocessinto thecausalityinferencestep.

Without a goodfits model implementationthealgorithmwill generateeventchainsthat
arelarger thanneeded.For example,if theserviceimplementsa stagedworker model(e.g.,Ora-
cle’s dispatcher),numerousactivities by thelow-numberedstageswould beassociatedwith every
long-lived activity that utilizes the same(dispatcher)processes.To avoid unnecessaryassocia-
tions it is necessaryto identify theprocessingmodelearly. For example,stagedworker behavior
becomesobviouswhenadispatcherthreadacceptsanotherincomingsessionthatbelongsto adif-
ferentactivity thantheonethat it is alreadyassociatedwith. However, it would bedangerousto
commit to a processingmodeltoo early, especiallywhenseveralprocessingmodelscanexplain
the occurrenceof an event. This is why the model identificationprocedureis conservative, i.e.,
processingmodelsareonly eliminatedif they areincompatiblewith observedevents.

The interpretationof event traceswith respectto known processingmodelsconsistsof two
components.First, for every chain,PMapsidentify thoseprocessingmodelsthatarecompatible
with theeventchain(update models in theabovealgorithm).Second,prior to theadditionof
a new eventoneassertsthat thereis at leastoneprocessingmodel,which explainsthenew event
(fits model ). Figure5.5[b] shows thattheinterpretingapproachto eventchainaugmentation
furtherreducesthesizeof eventchains.

Theprocedureoutlinedin theproposedalgorithmis essentiallya patternmatchingalgorithm
thatoperateson a streamof eventsanddividesit into per-activity sub-streams(Fig. 5.6). Further-
more,specificpatternscausea rewriting of theeventstream,eitherby removing anunnecessary
event,e.g.,adjacentcommunicationmessagesthataresentwithoutany intermediaryactionby the
sendingprocess,or by addingnew events,e.g.,to indicatetheswitchof aprocessfrom oneactivity
to another.

Onceaneventchainis complete(i.e., the front-endsessionis closed),theeventchainandits
entriesin the correlationtablesareremoved from the trackingprocess.The event chain is then
post-processedby a statisticalaggregationprocess.This processfirst generatesthe dependency
mapskeleton(Figure5.4) andthenderivesstatisticsfor the individual processingmodels. The
processof servicestatisticscompilationis accomplishedby building aGANTT chartof theactivity
representedby aspecificeventchain(Figure5.7).

To compilethe eventchaininto a dependency map(seeFigure5.4), oneabstractsfrom pro-
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cessesand threads,becausethey are only a low-level mechanismto implementa service. A
GANTT is usedto consolidateall threadprocessing(Figure5.7). All processingof threadsthat
belongto thesameservice(identicalAID) is combinedinto asingleper-serviceprocessingline.

The informationextractedfrom a GANTT chartfor eachindividual serviceis representedas
a nodein a dependency map. The nodesare labeledwith statistics,suchasthe numberof pro-
cessesthatareassumedto beworkingonbehalfof aparticularfront-endsession,theiraggregated
lifetime, andtheCPUtime spentonservicingtheinterceptedrequests.

Communicationbetweenprocesses,asrecordedby theeventchains,is reducedto simpleedges
connectingthe servicesto which thecommunicatingprocessesbelong. Theedgedatastructures
areannotatedwith thetotal numberof bytesandpacketsexchanged,connectionestablishmentde-
lays(if applicable),andhow many of thesendsandreceiveson theconnectionwereblockingand
non-blocking.Theannotationalsoincludesthenumberof timesthe initiator of thecommunica-
tion channelswitchedfrom sendingto receiving (reversals)aswell asthetotalnumberof timesthe
communicationchannelbetweenthetwo communicatingserviceswasestablishedduringtheana-
lyzedactivity. Therepresentationof interdependenciesalongwith its relatedstatisticalmeasures
is definedasa dependencymap(Figure5.8,left).

Figure5.8 shows that thedependency mapis rootedin a serviceclassnodesinceper-service
classstatisticsareof interest.Theothernodesof thegrapharetheservicetierswith anode’sdepth
beingequalto its tier number. The edgesbetweennodesrepresentpeerrelationshipsbetween
services.

It is unfortunatelynot possibleto build all statisticsthatareof interestwithout someconsider-
ationfor globaltimeconsistency.

5.8 Using Temporal Inf ormation to Build a PerformanceMap

Withoutaccurateandconsistenttimestampsthedependency maprepresentationcannotcapture
someimportantfeaturesof theinteractionbetweenprocesses:
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Figure5.8: A PMapcombinesdependency andactivationinformation

ï Delaysfrom messagesendto receivecannotbemeasuredaccurately.

ï Overlappedprocessingacrosstiers cannotbe identifiedproperly. For example,a service
thatforksahelperthreadto maskthelatency of aslow back-endserviceaccessmayonly be
minimally affectedby theperformanceof thatback-endservice.Identifying suchbehavior
is especiallyimportantif onewantsto assessthe expectedbenefitof improving back-end
responsetimeswith respectto front-endclient’s responsetime.

ï It is not clearhow to translatethe startandend timesof an activity to local timesat the
back-endhoststhatareutilized duringtheactivity. This maycauseprocessingactionat the
backendto bechargedto anactivity despitethefactthattheactivity is alreadyover.

ï The relationof the messagetransmissiontimesto processingactivity is not clearwithout
accuratetime-stamping.Onecannotdecidewhetherimproving thedelayof a network link
will havea noticeableeffecton theperformanceof amulti-tieredservice.

For this reasonit is bestif thetimestampsof theindividualhostsareadjustedto a “correct” global
clock. Thus, the GANTT chart of Figure 5.8 will include accurateinformation regardingthe
orderingof serviceactivations,the relative processingprogressin multiple parallelservices,and
thedelaysincurredby thenetwork. Theimplementationalsoshowedthatbeingableto temporally
restrictthesearchfor eventsthatarepossiblycausally-relatedgreatlyimprovestheperformanceof
thedependency inferenceengineevenin theeventthattheactivity-ID-basedtrackingalonecannot
capturean entireactivity, possiblydueto a hiddencommunicationchannelsuchas IPC shared
memory.

In additionto timestampaccuracy, time is importantto achieve a secondobjective. The de-
pendency maprepresentationis very conciseif comparedto thefull eventstreamgeneratedby an
instrumentedserver (e.g.,a PIII 550generatesup to 5 Mbpsof events). In contrast,dependency
mapstypically only consumeconsumea few KBs of memory. This reductionobviously implies
someinformationloss. In particular, what is not capturedin a purelystatisticaldependency map
is thetemporalorderin whicha front-endserviceaccessesits supportingback-endservices.Edge
statisticscontainno informationabouttiming. For example,looking at the left sideof Figure5.8
it is impossibleto tell whetherðñ� contactsð¬Ö or ð¬Ü first or concurrently.

It canbehelpful for asystemadministratorto view thetemporalbehavior of aserviceor even
betterall differentaccesspatternsto a back-endservice.For example,a webserver mayaccessa
back-endWebSphereserver or a back-endWeblogicserver but never bothduring theprocessing
of onerequest.Thedependency mapdoesnot convey this information. It will simply show that
thefront-endwebserverdependsonboth,theWebSphereandtheWeblogicservers.To solve this
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problem,oneshouldrecordsometiming informationwith eachdependency map. In particular,
it may be usefulto retainsome(shortened)eventchainsrepresentingreal activities. A GANTT
chartof anexecution(Figure5.7) is usedto infer serviceactivationanddeactivationevents.Those
eventsarerecordedin temporalorder, e.g., ðñ�àð¬Ö ð¨��ð»� ð�Ö ð�� . SuchanON/OFFsequenceis called
anactivationsequence.

Definition 3 (Structural equivalence) TwoactivationsequencesÆ � and Æ Ö aresaidto bestruc-
turally-equivalentif they areequalexceptfor differencein their timestamps.

Usingthedefinitionof structuralequivalenceonemaychooseto recordonly thoseactivation
sequencesthat arenot structurallyequivalentto any alreadyretainedones. The setof all struc-
turally different activation sequencesis called the activation map for a particularserviceclass
(Figure5.8, right). The combinationof both dependency andactivation mapis calleda Perfor-
manceMap (PMap). A PMapincludesboth statisticaldependency informationandinformation
aboutdifferentexecutionpatterns(all of Figure5.8). Of course,this informationis only a model
of the real system. However, it providesvaluableinsight that is not obtainableby any existing
approach.

Unfortunately, theremaybetoo many structurally-differentactivationsequencesfor eachser-
vice classsincetwo activation sequencesthat only differ in their lengthwould alreadybe con-
sideredstructurallydifferent. Sincetheanalysisstationmustretainall informationin memory—
loggingto, andsearchingdiskstoragewouldbetooslow—amechanismmaybeneededto reduce
thenumberof activationsequencesto becollected.

One of the following two optionsmay be appropriateto reducethe memoryrequirements
for storingactivation maps. First, onecould simply enforcea limit on the numberof activation
sequencesstoredperactivationmap;this is by far theeasiestimplementationchoice.Theproblem
with it is thatonemaymisssomerare,yet critical, interactionsbetweenfront-endandback-end
servers. To avoid suchomissions,onemay storea new activation sequencesonly if it utilizes
at leastoneservice ð�ò that is not mentionedin any of the already-storedactivation sequences.
This typically leadsto very compactactivation mapsof 2-3 activation sequencesfor a 3-tiered
service(onewith andonewithout back-endutilization) becausedifferentinterleavingsof parallel
activities no longergenerateseparateactivation mapentries. The drawbackof this approachis
that the so-reducedactivation mapis obviously an incompleteaccountof services’interactions,
sinceit assumesthat thefirst utilization of a particularserviceexhibits the typical accesspattern.
While this maybetruein mostcases,it maybeinaccuratein others.To bereasonablycertainthat
theactivationmapreflectsthetrueback-endaccesspatternfor a specificserviceclass,thesystem
administratorshouldresettheactivationmapsafterreadingit andregenerateit to besurethatthe
reportedactivationmapdoesnotchange.

5.9 Focusingthe Monitor’ s Operation UsingClassificationand Back-Tracing

The monitoring systemdescribedthus far generatesPMapsrepresentingdifferent typesof
activities by interpretingtheeventstreamsgeneratedby theinstrumentedkernelsof severalhosts.
Theproposedextractionof aPMapfrom arunningmulti-tier systemobviouslyrequiressignificant
processingat the analysisstationand imposesinstrumentationandevent-forwardingoverheads
at all tiers of a multi-tier activity. Therefore,it is prudentto generatePMapsonly on-demand,
i.e., whenperformancefailuresareobserved. Ideally, PMapswould imposeadditionaloverheads
only for thoseservices,serviceclasses,or hostswhoseperformanceis alreadyfailing, or those
that directly contribute to performancefailure. This objective canbe achievedby the following
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Figure5.9:Forward-tracingdeterminesstatisticalpropertiesof serviceinteraction. Backward-
tracingis usedto determineaback-endservice’s fan-in.

diagnosticprocedure,which shouldbeautomatedif PMap-like mechanismswereto bedeployed
commercially.

Usingconventionalmonitoringtechniques,suchasSNMP, serviceprobing,Tivoli, Windmill,
or simply customerfeedback,the systemadministratoridentifiesserviceclasseswhoseperfor-
manceis unacceptable.Classificationrulesaretheninstalledat thefront-endservicesfor eachof
thefailing serviceclasses.For example,to identify a failing HTTP-basedintranetapplication,the
systemadministratormayspecifyaclassificationrule as:
src = 10.0.0.1 � dpt = 80 � monitoring = yes, service class = intra-
net .
This instructsthesystemto generateeventsthatarenecessaryfor thecreationof a PMapof ser-
viceclassintranet . ThecurrentPMapprototypeacceptsserviceclassspecificationsin asimilar
firewall-inspiredformat.

Theimplementationensuresthateventsareautomaticallygeneratedfor all processes,sockets,
connections,network communication,andpossiblyI/O requeststhat arepart of a monitoredac-
tivity. Eachmonitoredprocessor socket mustkeepgeneratingeventsaslong asit maintainsany
network connectionthat is labeledasbeingmonitored. Furthermore,every network connection
it originateswhile beingmonitored,mustalsobe subjectto monitoring. Given this description,
onecan disablemonitoring for a processonly if it hasno openconnectionsthat aresubjectto
monitoring.

Theprototype,which partially implementstheabove-outlinedmonitoringbehavior still gen-
eratesa largenumberof eventsthatwill eventuallybediscarded.In particular, theprototypeonly
resetsthemonitoringdescriptorfor a processwhentheprocesshasclosedall of its openconnec-
tions. A bettermethodto reducethe numberof eventsgeneratedinsidethe kernelmay become
necessary, shouldtheinstrumentationoverheadsgrow too large. Currently, themonitoredservers
experiencelessthan1%overheadinstrumentationandeventcollection.

Sincethe standardPMapgenerationprocesstracesmulti-tier servicesfrom their origin (i.e.,
from thereceiptof a requestat a front-endservice),it is calledforward tracing. Forwardtracing
canrevealslow back-endservices,ping-pongcommunicationpatternsbetweentiers,andthelike.



112

Figure5.10:Overview of theprototype’s implementation.

However, it cannotidentify interference-relatedproblems,i.e.,performancefailuresthatarecaused
by other serviceclasses’competitionfor the sameback-endservice. Nevertheless,identifying
interferencemustbepartof a diagnosticsupportsystemfor multi-tieredsystems.

To enablesystemadministratorsto identify interferenceasthe root causeof a serviceclass’
performancefailure,a trace-back mechanismis introduced.A trace-backof serviceð or host �
determinesthe setof servicesthat dependon ð or � , i.e., the backend’s fan-in. To this end,
PMap-compliantinstrumentationmustallow placinga trace-back trigger onservicesandhosts.A
trace-back-labeledservicewill applyatrace-backlabelto eachreplypacket(i.e.,apacketsentover
a connectionthat theback-tracedhostor servicedid not initiate or any UDP message)by placing
a marker in its IP header. The client-sideinstrumentationrespondsto the trace-backmarker by
generatinga trace-backevent, identifying itself andthe back-endservicethat appliedthe trace-
backlabel.Thus,it is possibleto recursively determinethefan-inof aparticularback-endservice
or hostwithout exhaustively tracingall front-endservicesin theentiresystem.Onceall front-end
servicesthatfeedinto aproblematicback-endserviceor hostareidentified,onecanforward-trace
themindividually to obtainthestatisticsneededto analyzeandquantify interference.Backward
tracing is to be deployed whenever systemadministratorsare unableto identify any problems
within thePMapof aserviceclass.

5.10 Prototype Implementation

ThePMapprototypetool consistsof a user-level analysiscomponentandkernelinstrumenta-
tion andsupportfunctionalityfor Linux 2.2.14(Figure5.10).Theuser-level componentis imple-
mentedin C++ usingCORBA for communicationbetweenthecentralevent-analysisstationand
thelocal event-collectiondaemonsaswell asapermanentTCPconnectionfor eventstreaming.

The kernel-level instrumentationitself canbe divided into serviceclassclassification, inside
the networking stack,tracing, throughoutthe kernel,andeventgeneration, inside the network,
process,andIPC subsystems.

Classification: Whetherthe activities spawnedby a requestbelongingto a specificservice
classaresubjectto tracingor not is determinedby firewall-stylerulesof theform:
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(src net, netmsk, dst net, netmsk, dst port ) º�� ( svc class,MD) , which are installedat the
front-endservers.Theserulesareinterpretedby a firewall plug-in.

TheserviceclassID determineshow thecollectedmeasurementsareto beaggregated.In SQL
databasesonewould usethe serviceclassasa GROUPBY attribute. The monitoringdescriptor
(MD), abit vectorspecifyingenabledmonitoringevents,is assignedatthesametimeastheservice
class. Instrumentationcanaccessthis classificationstateby accessingthe appropriateextension
fields in processdescriptors,messagebuffers,andsockets,in which both MD andserviceclass
arerecorded.For example,themonitoringdescriptorMD PMAP EVENTSenablesPMap’s core
events(theonly suchdescriptorvaluesupportedby thecurrentprototype).

To establishcausalitybetweenmessagesendandreceiveevents,communicationmessagesare
taggedwith auniqueactivity ID, a.k.a.,sessionID (SID) of theform: HOST ID : SESSION -
NO with configurablelengthof thehostID. A sessionthat is identifiedby a SID is oneinstance
of anend-to-endcommunicationchannel.A SID, however, is only assignedin two cases:either
anincomingconnectionhasbeenclassifiedasbeingsubjectto monitoringor a monitoredprocess
initiatesit.

Additional Kernel State: To beableto representservicesby AIDs, a new serviceabstraction
is createdat the systemlevel. EachAID is representedby a servicestructureto accommodate
multipletrace-backtriggers.A processis associatedwith aspecificAID by settingtheAID pointer
insideits task struct to thecorrespondingAID structure.Whenever theprocessforks child
processes,the childreninherit the parent’s AID asthey presumablybelongto the sameservice.
Windowsalreadyfeaturesaservice/applicationabstraction,but theprototype’sAID abstractionis
moreflexible. TheAID of PMapsallows arbitraryprocessesandthreadsto begroupedtogether
underoneAID. For example,onemaychooseto aggregatea Webserver andtheFCGI server it
utilizesunderoneAID.

In additionto theAID, theprocesssocket andmessagestructuresareextendedto storeSID,
MD, andtrace-backflagwhereapplicable.

Instrumentation: Theinstrumentationof thekernelrequiresonly a few new linesof codefor
eachinstrumentedfunctioncall. Thecodechecksif theinstrumentationatthisspecificinterception
point is enabledby evaluatingtheMD that is storedin theinterceptedprocess,messagebuffer, or
socket. If it is, the instrumentationwill recorda timestamp,a function ID, the serviceclassof
the interceptedsystemobject,a SID for communication-relatedevents,andanAID andPID for
processingeventsplussomeadditionalprocessor communicationchannelstatisticsfor thepurpose
of troubleshooting(Table5.2),whicharenotedin thenodeandedgeannotationsof aPMap.

On acceptinga tracedsession,a processgeneratesan acceptevent, recordingthe SID, the
session’sserviceclass,its own PID, andtheAID of theserviceto which it belongs.Furthermore,
theprocesswill copy theserviceclassandMD of theincomingsessioninto its processdescriptor.
Fromthis time andon, a processwill generateprocessing-andcommunication-relatedevents,as
specifiedin theMD, until it hasno moreopensessions,in which casetheprocess’s tracingbit is
reset.As long asa processmaintainsopenconnections,all receivedMDs areOR’ed together, to
ensurethatall necessaryeventsaregenerated.Table5.2 lists the minimal eventsetrequiredfor
thegenerationof PMaps.This eventsetis enabledby settingthePMapmonitoringbit in theMD.

Propagation: SIDs,serviceclassIDs, andMDs mustpropagatefrom client to server across
hostboundariesto allow tracingmulti-tieredactivities,adjusttracingpreferencesonaper-hostba-
sis,anddecidewhich eventsshouldbegenerated.ThepropagatedserviceclassID allows remap-
pingtheMD at individual tiers,i.e.,thesystemadministratormaydirectdifferenthoststo generate
moreor lesseventsfor a specificserviceclass’activities. This flexibility allows monitoringdif-
ferent hostsat different granularityand may reducethe numberof eventsto be generatedand
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Figure5.11:An exampletraceof anactivity.
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remote AID8PMap
trace
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Figure5.12:Formatof thetracingIP options.

analyzed.
Both internalmessageabstractionsandactualnetwork packetsaretaggedwith SIDs,service

classID, andMDs. To permit the deploymentof PMap-unawareservers in a server farm, the
propagationof SID, serviceclass,andMD insidenetwork packetsmusthappenin a mannerthat
is compatiblewith theunderlyingcommunicationprotocols.

Compatibility is achieved by exploiting extensibility in the lower-layer communicationpro-
tocols; IP optionsof IPv4 andoption headersof IPv6. IPv4 optionsmay containup to 20 bytes
of information — enoughspacefor 8 - 16 bytesof tracing information (seeFigure 5.12). To
utilize this space,it is necessaryto modify thekernel’s IP optionprocessingfunctions.Whenan
sk buff with avalidSID,serviceclass,andMD is aboutto besent,thisinformationis translated
into a monitoringIP option. WhenanIP packet with themonitoringIP optionsetis received,the
SID, serviceclass,andMD areextractedfrom theIP optionsfield in theIP frameandstoredin the
receiving sk buff . Dependingon the MD, certainkernelfunctionsmay begin loggingevents
whenhandlingthereceivedbuffer (e.g.,SYN RCVD or SYN SENT).Figure5.11illustratesthe
entireprocessof eventgenerationfor, andtrackingof, anexamplemulti-tier activity.

Integration with existingmonitoring tools: Integrationof existingmonitoringtools(e.g.,L-
TT [155,156]) andPMapscan be achieved using the MD. For example,LTT can be modified
to generatean event whenever it interceptsan I/O systemcall from a processwhoseMD has
the “monitor I/O flag” set. Sincethe MD alsopropagateswith every communicationmessage,
it is alsoaccessibleto existing network monitoringtools,suchastcpdump , Pandora[108], and
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Windmill [91], which maycapturemorespecificinformationaboutpacket timings. Thosetools,
however, needto bemodifiedto interpretSIDs,MDs, andserviceclassIDs asthey arepropagated
in network packets.

Event Collection: Eachserver of a multi-tier systemrunsa real-timeevent-retrieval daemon,
whichextractstheeventscollectedinsidethekernelandforwardsthemto acentralanalysisstation.
The daemonis scheduledasa real-timeprocessbecauseits responsivenessmustbe guaranteed,
especiallyunderheavy systemloads,which typically generatelarger event volumes. The local
event collector forwardsan event block whenever a configurablenumberof eventsis available
but at leastafter a configurabletimeout(currently1 s) if thereareeventsthat have not yet been
forwarded.

Clock Synchronization: It is assumedthatclocksareloosely-synchronizedinsidetheserver
farm[43,97]. Loosesynchronizationgivescertaintyaboutwhenit is safeto assumethatall events
belongingto an activity have beenreceived by the analysisstation(gapdetection[12]). More-
over, it providesa reasonableboundon clock skew, simplifying thedesignof morepreciseskew
correctionfor individual timestamps.

NTP [97] is usedto achieve coarse-grainedsynchronization.AlthoughNTP’s clock synchro-
nizationis fairly tight on lightly-utilized networks(within 200 ��� ), experimentationwith thepro-
totypeshowedthatit is not tight enoughto orderthecommunicationandprocessingeventswithin
one activity properly. Heavy network loadsaggravate the problem,creatingskews as large as
20 ms. Moreover, NTP correctsclock skews only gradually, which is necessaryto guarantee
locally-consistenttimestampsbut prolongsclock convergence. Unfortunately, other clock syn-
chronizationmechanisms[80,159] do not provide betterclock-synchronization(within tensof��� ) without incurringexcessiveoverheads,which is neededfor PMaps.To this end,theprototype
implementsanadditionallayerfor eventtimestampcorrection.

To fix the timestampsbetweentwo peerservers, the following sequenceof eventswith an
identical SID is matchedrepeatedly: SYN, SYN RCVD, SYN ACK, SYN ACK RCVD, ACK,
ACK RCVD, i.e., a three-way handshake betweenhostsA andB. If this sequenceis found, one
canobtaina fine-grainedclock skew estimatebetweenA andB by estimatingtheround-triptime
(rtt ) andskew betweenhostsA andB as

� ��� �"! � #"!%$�°« &"'%'( ) � �����%! *,+.-./â°«103254 6� ��� �"! 78+�9 ��#%!"$�°«103254 6 « &"'%'( ) � �����%! 78+ 9 *,+ -"/� (5.1)

where
� � Ê¬ denotesthe timestampof event Ê . Theeventsequenceactuallyyields two rtt esti-

matesandtwo skew estimates,whichareaveragedin thecurrentprototype.Theskew estimateis
alsoaveragedover time (a moving average).

To guaranteeconsistentskew adjustmentsacrossall sessions,it is necessaryto applythesame
clock skew fix-up to all eventsof a host that arewaiting to be interpreted.This is necessaryto
avoid aliasing,i.e., two actionsbecomeindistinguishablesincetheir eventsblendtogetherdueto
inconsistenttimestampcorrections. In fact, onemust even guaranteethat the transitive hull of
clock skew adjustments(repeatedsquaringof the clock skew adjustmentmatrix) doesnot con-
tain inconsistencies.Inconsistentclock adjustments— even over several tiers — area frequent
causefor incorrectservice-modelinference(in thecaseof imperfecttraces)andplaguedthe im-
plementationandexperimentationprocess.Consistentskew adjustmentsareenforcedby updating
the analysisstation’s clock skew estimatematrix periodicallyusingan independentclock skew
estimatorthread.
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ServicenodestatisticsO Sumof all process’timesduringwhichaservicehasat leastonerunnableprocess
processingwork in thecontext of agivendependency map(Section5.11).O
Responsetime contribution of servicethatis notmaskedby theconcurrent
executionof any lower-tier services.Thisallows usto identify whetheraback-end
servicecontributesasignificantamountof latency to anaveragerequest.A delay
reductionprocessmuststartaddressingthelatency issuesof thehighest-numbered
tier with

O PRQ
(Section5.11,lack of pipelining).S

CPUtimeconsumedby aservice.
FORK Total forkedprocesses.
EXIT Totalexit count.FORKandEXIT canbeusedto infer whetheraserviceis

pre-forking,forking on-demand,or handlingprocessesindependentof therequest
stream.This knowledgecanbeusedto infer theservicemodel.

FAN TVU Describesthesetof servicesthatdependon aspecificservice.The W%X"Y.TZU is only
determinedwhena trace-backtriggeris placedon aparticularservice.

Table5.4: PMapper-servicemeasurements

Eventhoughthefix-up procedurecannottheoreticallyguaranteethataneventchainis tempo-
rarily-ordered,experimentsshow that thesubsequentparsingandanalysisprocesshardly rejects
any activity’s event chain (lessthan [[]\_^ ). Without it, however, a large number(approx. [` ) of
eventscouldnot beinterpretedcorrectly.

Model Infer ence:Oncetimestampshavebeenadjusted,theeventstreamis fed into a pattern
matchingmodule,whichtracksincompleteactivities,process,socket,andsession-to-activity bind-
ings. The reasonwhy this parseroperatesin a streamed,online fashionis that it is necessaryto
weedout irrelevanteventsasearlyaspossibleto limit theamountof memoryconsumedby events
waiting for analysis.

The inferenceprocessdependson a few importanttables,suchasmappingsof processIDs,
socket IDs, andsessionIDs to unfinishedevent chains. Theseallow new eventsto be routedto
exactly thoseeventchainswith whichthey maybecausally-related.Eacheventchainthatreceives
new eventsis scheduledto behandledby theanalysisthreadfor furthermodelinterpretation.

Theanalysisthreadcheckseacheventchainthatreceivednew events,andattemptsto fit events
into themin a mannerthat is compatiblewith the applicableprocessingmodelsasexplainedin
Section5.7.

The currentprototypeimplementationfollows the specifiedalgorithmbut it is implemented
in an object-orientedmanner. Theprototypeprovidesseparateeventhandlersin the eventchain
object,onefor eachevent type(e.g.,SENDandSES ACCEPT).Eachhandlerinterpretsthe in-
comingeventwith respectto othereventsthatarealreadyrecordedwithin theeventchain.Events
within the event chainobjectare indexed for fast retrieval. Eventsareconsolidatedasthey are
addedto aneventchain,for example,by combiningadjacentcommunicationevents. Moreover,
eventsthat— in thelight of theapplicableprocessingbehavior for theeventchain— areinconse-
quentialfor theeventchainarediscarded.Themainbenefitof this procedureis that it weedsout
irrelevanteventsasearlyaspossible,thusconservingmemory. Notethatmemorywould quickly
becomeexhaustedsinceeventscanbestreaminginto theanalysisstationat ratesof severalMbps.

Oncean event chain is complete,typically indicatedby the closing of the sessionwith the
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Figure5.13:Computing
O

and
O

usingaGANTT chart.

front-endserver that causedthe creationof the event chain, the event chain is marked asready
for harvestby a statisticalanalysisthreadwithin a configurabledelay. Thereasonwhy a delayis
introducedis thatsomepartsof theactivity maystill beexecutingasynchronouslyandsomeevents
maybeforwardedaftera slight delay.

Statistical Measures:Whenever anactivity is completelyparsed,thefinalizedeventchainis
harvestedfor statisticalanalysis. Harvestingincludesthe canonizationof the event chain(Sec-
tion 5.8) followedby measurementextraction(Table5.3and5.4). Most performancemetricscan
beobtainedeasilybecausetheeventchainis alreadybrokenupby sessions,processes,sockets,and
servicesduringonline modelevaluation. Most metricscanbe extractedfrom the eventchainby
countingor measuringdurationsbetweenevents.Only themeasurementof overlappedprocessing
betweentiersandthecomputationof theactivationsequencerequiresmoresophisticatedanalysis
on theGANTT chartof theeventchain.

TheGANTT chart(Figure5.13)allows us to determinetheamountof processingtime thata
particulartier contributesto thetotal processingof anactivity. This is calledtheprocessingtime
contribution of a service,a , its blocking contribution,

Ocb
(seeTable5.3 and5.4).

Ocb
considers

only thoseintervals during which no lower-numberedtier servicethan a hasany runnablepro-
cesses.Figure5.13 depictsthe computationof, and the differencebetween,

O
and

O
, i.e., a

servicestotal processingtime. Obviously, a ratio dfed closeto g indicatesthatthefront endsblock
on a , whereasa ratio closeto zeroshowstheopposite.

Thecomputationof
O

usesan interval treedatastructureto determineintersectingON-time
intervalsandto correctlyinfer thelowestnumberedtier thatis active.

Uponextractingtheabove measurementsfrom theeventchainandGANTT chart,thedepen-
dency mapandactivationsequencearegenerated.Sessionsaretranslatedinto edgedatastructures,
with multiple sessionsbetweenthesametwo servicesbeingfoldedinto thesamedatastructure—
multiplicity is accountedfor in edgestatistics(COUNT). The compileddependency mapfor one
particulareventchainis passedto thePMapdatabase/aggregationmodule.Thedatabaseassociates
thegenerateddependency mapwith theserviceclassof theactivity thatcausedtheeventchainto
be recordedandupdatesthe existing dependency mapfor that serviceclass. If no dependency
mapexists for the consideredserviceclass,thenthe newly-generateddependency mapbecomes
thedependency mapof thatserviceclass.Theactivationmapis storedif nostructurallyequivalent
chainhasbeenrecordedfor theserviceclassunderconsideration.Figure5.16shows anabridged
dependency outputof thePMapprototype(textualnodeandedgeannotationsareomittedfor read-
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ability purposes).Thetool’s outputis formattedusinggraphviz [55]. ThePMapdatabasecan
bequeriedvia a simpleCORBA-basedAPI or viewedastextualoutput.

5.11 Evaluation and Application of PerformanceMaps

Thetestbedusedto studyPMapsconsistsof two serversandthreeclient machinesconnected
by anSMC TigerFastEthernetswitch.

A simpleUDP-basedandaTCP-basedsingle-tierserviceareusedonkernelswith andwithout
PMapsto estimatean upperboundfor PMapsimpacton server applications.The server replies
to a client by bouncingbackthe1KB messageit receives.Thebarchartsof FigureV.15(a)show
increasedlatency whenPMapmonitoringis enabled.Sincetheserviceitself incursonly negligible
processingoverheads,the reported6% (UDP) and8% (TCP) penaltiesaremorethanwhat one
wouldobserve in a realserver thatrequiresasignificantamountof processing.

To validatethe the small performanceoverheadof PMapsfor a morerealisticserviceSpec-
Web99performancewith andwithout PMapsarereportedin FigureV.15(b). Thedottedvertical
line indicatestheserver’s reportedSpecWeb99-Mark. It is shown thatPMap’s presencehaslittle
impacton theperformanceof a WebServer.

The testsfor the PMapprototypeareexecutedin an examplemulti-tier setup,integratinga
front-endHTTP server, a FastCGImiddle-tierserver, anda back-endPostgresdatabaseto mimic
asimpleE-Commercesite(Figure5.14).SpecWeb99’sdynamicrequestsarehandledby anFCGI
middle-tierserver, whichmaytriggeraSELECToperationin theback-enddatabase(list shopping
cartcontents)or anUPDATEoperationsimulatinga quantitychange,with configurableprobabili-
ties h�i andhkj .

In thefirst measurementseriesPMaps’outputis comparedagainsttheactualserviceconfig-
uration,andperformancenumbersmeasuredinside the middle-tierFCGI server. PMapsare in
all casesa reasonablyaccuratedescriptionof systemperformance.First, Figure5.16shows that
PMapsaccuratelycapturethedependenciesbetweenservices.Second,thePMapreportedrelative
requestratios— h iml h j andthe percentageof requestsusingthe FCGI server— which arere-
portedasedgeweightsfor the dependency map,differ only minimally from thoseconfiguredin
thesetup(lessthan1% error).

Theservicetime estimatesarealsovery closeto what is obtainedby instrumentingtheFCGI
middle-tieritself (PMapsoverestimateby lessthan3%). PMapswerenotexpectedto measureex-
actly thesamevaluesasserviceinstrumentationbecausethey observetheservicefrom theoutside.
PMaps’relativemeasurementerrordecreasesasservicetimesincrease.

DB Server
1 GB RAM
3 SCSI RAID0
PIII 550

Web Server
640 MB RAM
1 IDE 
PII 450

PostgresApache
FCGI

SMC 
FastEthernet

switch

pseudo 
AppServer

SpecWeb99
client

SpecWeb99
client

SpecWeb99
client

Server 1 Server 2

Figure5.14:Setupof ourpseudoE-Commercesite.



121

(a) Responsetime penalty for a simple
ECHOserver with PMapmonitoring.

(b) Throughputpenaltyseenby SpecWeb-
99 clientswhenenablingmonitoringfor all
front-endservices.

Figure5.15:Performanceoverheadof PMapactivation

5.11.1 Performanceof the AnalysisStation

Theanalysisstationis a PentiumIV-basedcomputerwith a 1.7Ghzprocessorand512MB of
PC800RAMBUS memory.

Theanalysisstation’s softwareis implementedin C++, compiledwith GNU’s C++ compiler
andnot optimizedfor performancebeyond choosingappropriatedatastructuresandalgorithms.
For this reason,it is not so importantto look at theabsoluteresourceconsumptionof PMapsbut
thegrowth trendwith increasingeventload.

The performanceof a singleanalysishost is sufficient for the analysisof small to medium-
sizedserver setups.Figure5.17shows that its CPUconsumptiongrows linearly with increasing
requestloadon theservers,andreachesapproximately21%whenmappinga front-endserver that
servesat a rateof 21 million daily hits. For the sameevent load, the analysisstationconsumes
approximately53 MB of RAM for its internaldatastructures,indices,andbuffers,andpossibly
still undetectedmemoryleaks. The fact that CPU load andmemoryconsumptiongrow linearly
with increasingload at the analysisstation implies that PMap generationis not only possible
but alsopractical. Sincethe analysisstationsarevery simple,requiringsomememory, network
connectivity, anda moderatelypowerful CPU,andrequirealmostno configuration,they canbe
built from inexpensive commodityPCsand fully benefitfrom rapid increasesin processorand
memorytechnology.

5.11.2 Pinpointing PerformanceProblemswith PerformanceMaps

To studyPMaps’troubleshootingcapabilities,thebehavior of themiddle-tierserviceandthe
workloadaremodified. Differentperformanceproblemsaretriggeredby changinghkj , hni , com-
municationbandwidth,CPUconsumptionby theservices,an increasein thenumberof requests

Figure5.16:Automatically-generatedPMapfor oneserviceclassusingthesetupof Figure5.14.
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Figure5.17:Processingoverheadsincurredby executingPMapontheserversandfor thededicated
analysisstation.

to thedatabaseserver, aswell asa relocationof themiddle-tierfrom oneserver to another.
To demonstratetheexpressivenessof PMaps,a numberof diagnosticperformancemetricsare

computedon thebasisof PMapsbasicmeasurements(Table5.3and5.4). Themetricsthemselves
arenot partof thePMaptool but aredirectly calculatedusingits dependency maps.PMapusers
maycreatetheir own equivalentmetrics.Themaincriterion in definingperformancemetricsfor
this evaluationis a strong,reproduciblecorrelationwith specificperformanceproblems.

Overload: CPU-relatedoverloaddetectionfor a specificserviceclassis relatively straightfor-
ward.Without lossof generality, from now andonwewill assumethatall PMapmeasurementsareQ

at time o \ andthatall measuresaretakeaftersometime pqo . Serviceclassr ’s CPUcontribution,s%sut
, to thetotal latency of r ’s requestsis definedass%s3twv�x S ty{z (5.2)

(seeTable5.3and5.4for definitionsof thebasemeasurescollectedby PMaps).
Thenetwork’s contribution to requestlatency betweentwo services,h and | , in thecontext of

serviceclassr , is definedas } t.~ h���| � v�x�� t.~ h���|���� t"~ h���| �s%��� Y"� t ~ h���| � y ztf� (5.3)

Thismetricexpressescommunicationdelaysrelativeto thetotalservicetimeof arequest,flagging
only significantdelays. The combinationof

}
, CPU contribution, andthe dependency mapfor

serviceclassr shows whetherr ’s performanceis network- or CPU-bound.Futureversionswill
also track the contribution of local I/O, thusproviding a moreaccuratebreakdown of response
times.

Figures5.18and5.19demonstratetheusefulnessof themeasuresdefinedabove. Thex-axis
in Figure5.18shows anincreasein thepercentageof requeststhat reachthemiddle-tierandalso
requireaccessto the back-enddatabase.The responsetime increasecoincideswith an increase
in the CPUcontribution of the back-enddatabase,2 thusindicatingthat the back-enddatabaseis
becominga CPU bottleneck.The network metric indicatesno anomaly(thevalueof

}
remains

below 1%).

2Note thatall reportedresponsetimesaremeasuredat the front-endHTTP server. Client-perceivedresponsetimes
arenotunderthecontrolof a server farmoperator.
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Figure5.18:Theimpactof increasingthenumberof requeststhatrequiredatabaseaccess

Thesecondmeasurementseriesfocusesonnetworkcongestion.Wecreateanartificial network
bottleneckbetweenthe front-endHTTP andmiddle-tierFCGI server by limiting the full-duplex
bandwidthbetweenthetwo servicesusingLinux’s traffic shapingfeature.Figure5.19shows the
positive correlationbetweenhigh responsetime and the newly-defined

}
metric. As the slow

network alsoeffectively disablesavailableprocessingcapacityby tying upprocesseswith sending
andreceiving messageslongerthanthey shouldbe, the CPU contribution of the individual tiers
actuallydecreases.

Thesemeasurementsshow thatPMapshelppinpointtheperformanceproblemscausedby in-
sufficientnetwork or CPUbandwidthatarbitrarytiers.Of course,PMaps’service-centricstatistics
shouldbeviewedin conjunctionwith component-level resourcestatisticsto put themetrics’ into
perspective. Thefact thattheCPUcontribution at a specifictier is greatis not necessarilya prob-

Figure5.19:Reducinglink speedbetweenthe HTTP front endandthe FCGI middle-tieraffects
front endresponsetimeandmiddle-tier

}
.
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Figure5.20:Ping-pongbetweenmiddle-tieranddatabase.

lem if the total resourcecontentionat thathostis low. This is the reasonwhy traditionalSNMP
or host-basedmeasurements(e.g.,vmstat ) arestill importantin determiningtheright courseof
actionwith respectto anobservedperformanceanomaly. However, thefollowing paragraphswill
introducea performanceproblemthatis entirelyunrelatedto themetricsof traditionalmonitoring
approaches:ping-pongcommunication.

Ping-PongCommunication: frequent,blocking,back-and-forthcommunicationbetweenpeer-
servicesis referredto asping-pongcommunication(P-P).P-Pis a serviceimplementationor lo-
cation problem. Unlike in the bandwidth-constrainedproblem,ping-pongdoesnot overutilize
network or CPUresources.It simply causesnetwork latency to becomethedominantcomponent
of overall responsetime. The P-Pmetric betweentwo services,� (client) and r (server), in the
context of executingin serviceclass� .

��� i ~ ���]r%� v�x����C�q� �%� �"s��8�i ~ ���]r%���� S�� S��¡  �i ~ ���]r%� � �"� �"s�� ii ~ ���]r"���� S¢� S��£  ii ~ ���]r%��¤ ��i ~ ���]r%� � i ~ ���]r%�s8�C� Y"� i ~ ���]r%� y zi (5.4)

To studythe ping-pongproblem,the numberof simpleSQL statementsthataresequentially
sentto the back-enddatabasefor every middle-tierrequestthat requireaccessto the databaseis
graduallyincreased.Thenetwork bandwidthto theback-endis limited to 128KBps(full-duplex),
which is only minimally morethantheapplication’s throughputrequirements.Underthis restric-
tion, thesumof delaysdueto theapplication’s ping-pongbehavior resultsin poor responsetime
— a delayis insertedfor every requestthataccessestheback-end.Note,thatresultsaresentin a
burstymanner.

Only a small fractionof all requests(hkj = 0.05and h�i = 0.1) accessthedatabase.Their cor-
respondingSQL codeis freeof SQL aggregationstatementsto ensurethatdatabaseprocessingis
not thesystembottleneck.Only onemiddle-tier-to-databaseconnectionis establishedperactivity.
Despitelow processingandnetwork requirementstheresponsetimegrowssteadilyastheaverage
delaybetweenthedatabaseandthemiddle-tierincreases.

Figure5.20clearlyshows a significantincreasein responsetime asthenumberof SQL state-
mentsper-requestincreases.SinceneithertheCPUcontribution metric,definedin Equation(2),
nor the network (ntop ) indicatesany overload,Figure5.20’s P-Pmetric points to a ping-pong
problembetweenthemiddle-tierandthedatabase.
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Figure5.21:Measuringthemiddle-tier’s degreeof parallelism

Theping-pongproblemcanbealleviatedby co-locatingthemiddle-tierandtheback-endser-
vice — thusreducingpropagationdelays— or by requestingtheresponsibleprogrammerto im-
prove theimplementation’s efficiency.

Parallelism: In additionto theping-pongproblem,servicesoftensuffer from too little paral-
lelism or too muchthereof. The responsetime curve of Figure5.21shows that both the excess
andthe lack of parallelismdegradeperformance.Most servicesleave it up to the administrator
to determinethedegreeof parallelism.A servicethatexhibits too little parallelismmayblock on
someslow resourceandwastetime waiting without makingprogresson any request.This effec-
tively reducesserver capacitywithout usingany resources.On theotherhand,excessparallelism
wastesresourceson schedulingandthreadcoordinationoverheads.While excessparallelismhas
lessdramaticeffectsthana lack thereof,it canreduceserverperformance.

How doesasystemadministratorestimatethedegreeof parallelismto allow for anetwork ser-
vice? Seda[152] presentsan interestingstudyabouta self-calibratingJava framework to, among
otherthings,addressthis particularproblem.However, mostapplicationsarenot self-scaling,and
therefore,committednot to changeapplications,onemustprovideameansfor systemadministra-
torsto accuratelyassesstherequireddegreeof parallelism.

This leadsto the GAP metric, which identifiesthe lack of parallelismbut canalsobe used
in reducingexcessparallelism. The GAP metric takesadvantageof the generateddependency
mapof services,andcomparesa service’s concurrentincomingsessionsagainstoutgoingones
— the differenceis the GAP. To determinethe GAP oneexaminesthe numberof processesthat
areblockedin tier ¥ (waiting for servicesin tier ¥ l g ). If this numberis muchsmallerthanthe
fractionof tier ¥§¦�g requestsfor tier ¥ servicesthatwill eventuallypropagateto tier ¥ l g , we
saythata parallelismGAP exists. Theassumptionis the tier ¥ serviceis not dequeuingenough
requeststo matchtheincomingdegreeof parallelism.This is not alwaysaproblem.For example,
if theserver, onwhich thetier ¥ serviceis hosted,is fully-loaded,thenaddingparallelismwill not
reapany benefits.

To computetheGAP metricaccurately, onemustconsiderthatonly a fractionof therequests
receivedat tier ¥ will causeoneor moresessionsto be initiatedwith servicesof tier ¥ l g . This
considerationleadsto thefollowing definition.

Let W%X"Y TZU ~ a�� and W8X.Y%¨©juª ~ a�� be the setsof all servicesin service a ’s fan-in andfan-out,re-
spectively. Thevalue pqo is thetime elapsedsincePMapsstatisticswerereset.NotethattheGAP
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Figure5.22:Overlapbetweenmiddle-tierandbackend.

measureis written without a serviceclassindex r . To computeGAP with respectto r onesim-
ply needsto addthesubindex r to fan-in/outandevery collectedmeasurement.Thesubindex is
omittedto simplify theequation.«¬¯®±°³²%´nµ ¶

·¹¸�º¡»¼½ ¼¾3¿ÁÀ
ÂÃÅÄ FAN ÆÈÇ�É�ÊÌËÅÍÎÐÏ�ÑÐÒÅÓ ËÅÔ ÃÂÃÅÄ FAN Õ Ö�ÊÌËÐÍÎÐÏ�ÑÐÒÐÓ Ã Ô Ë

ÂÃÅÄ FAN Õ Ö ÊÌËÅÍÎÅÏ�ÑÐÒÐÓ Ã Ô Ë×�Ø ÂÃÅÄ FAN Õ Ö ÊÌËÅÍÙ Ã Ô Ë×ÚØ Û ÂÃÅÄ FAN ÆÈÇ�É�ÊÌËÅÍÎÅÏ�ÑÐÒÐÓ ËÅÔ Ã×ÚØ ÂÃÅÄ FAN ÆÜÇ�É�ÊÌËÐÍÙ ËÅÔ Ã×�Ø Ý ¼Þ¼ß À (5.5)

GAP is a unit-freeestimatederivedfrom Little’s law [153] sinceit usesthearrival ratemeasure-
mentandwaiting time estimatesto computequeuelengthestimates.TheGAP metricessentially
comparesthequeuecompositionat thefront endwith thatat thebackendandcomputesthediffer-
encebetweenthemeasuredqueuelengthwith whatonewould expectif the intermediaryservice
hadunlimitedparallelism(e.g.,fork-on demand).

This metric is evaluatedby increasingthe numberof processesavailable in the middle-tier
from 3 to 15,knowing that3 processeswouldprobablybetoolittle parallelismand15toomuchto
handlethegivenworkload.Figure5.21provesthis point. Noneof thepreviously-definedmetrics
reactsto thisnew problem.However, theGAPmetricclearlyindicatesthelackof parallelismuntil
theoptimaldegreeof parallelismis reachedat 10. Beyondthis point, GAP goesto 0. Moreover,
theGAP metricalmostexactly identifiesthenumberof processesthatmustbeaddedif a service
lacksparallelism;at3 workerprocessesGAPmeasures7, indicatingthat10processeswouldhave
been“optimal.”

Fromthis andotherexperimentswith simplemulti-threadedworkloadgenerators,onecanes-
tablishthe following engineeringrule-of-thumbfor determiningthe “optimal” degreeof service
parallelism:adjustserviceparallelismsothat theGAPmetriclies between0 and1. Therationale
behindthis rule is that if one lacks lessthanoneprocessonecan be surethat thereis enough
parallelismin the consideredserviceto dealwith the numberof simultaneously-readyincoming
connections.Note,however, that serviceparallelismshouldonly be increasedif real systemre-
sourcesarenot overloaded(usevmstat , ntop , or equivalent).

ComputingtheGAPmetricanddeterminingtheoptimaldegreeof parallelismalwaysrequires
completeknowledgeof a service’s fan-in andfan-out,which would be difficult or impossibleto
obtainwithoutPMaps.

AsynchronousCommunication: Multi-tier serviceprogrammersoftenuseasynchronouscom-
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Figure5.23: Interferencebetweencompetingserviceclasses.

municationto improve their implementations’latency andthroughput.Asynchronouscommuni-
cationallows themiddle-tierto dosomeusefulwork while waiting for a reply from thebackend.

Conventionalmonitoringtoolsdonot revealif two tiersareproceedingwith theirwork on the
samerequestconcurrently. So,how canoneidentify servicesthatcouldbenefitfrom asynchronous
communicationor shouldbe co-locatedto hide the lack of asynchronouscommunication?The
answerto this questionrequirestwo measures

O
and

O
thatareintroducedin Table5.4.

In thecontext of oneactivity, themeasure
O b

for servicea is definedasthesumof all times
atwhichat leastoneof a ’sprocessesthatareassociatedwith theactivity is runnable.Figure5.22,
for example,shows how

Ocà�ákâ�ã
and

Ocänå
respondto anincreasedamountof concurrentwork in

themiddle-tierFCGI server.
Comparing

O
and

O
, it is possibleto identify whethera multi-tier servicecould benefit

from asynchronouscommunication.If
O

and
O

areclosetogetherfor back-endservice a , the
servicesin W%X"Y%æÌç ~ a�� could potentiallybenefitfrom addingasynchronouscommunicationor one
could reassigna to a hostcloserto servicesin W8X.Y æÌç ~ a�� , in orderto hide the lack of overlapped
processing.

Service Interfer ence:Serviceinterferenceat a particularback-endservice a is assessedby
tracingbackaccessesto a . To determinewhethersomeserviceclass� interfereswith theexecution
of anotherserviceclass r at service a , it is necessaryto determinehow much processingand
communicationserviceclass � imposesat a in relationto serviceclassr . The interferenceof �
with r atservicea is definedas

è W,éwa TÈê t�v�x O tbë y ztíìîï O TbO tb l ðñ�òuó�ô_õ Õ Ö�ö bÐ÷ùøú æÌç ~ùû ��a T � l úfü_ý�þ ~ùû ��a T �
ðñ�ò3ó�ô_õ Õ Ö�ö bÅÿ�øú æÌç ~ùû ��a t � l ú ü_ý�þ ~ùû ��a t �

���� � (5.6)

Theabovemetricappearsmorecomplicatedthanit is. It capturestherelativeratiosof process-
ing work andnetwork traffic imposedby two competingserviceclasses.As Figure5.23shows,
this metric revealsthat interferenceat the databaseserver becomessignificantasthe numberof
competingrequestsfrom serviceclass2 increaseswhile the requestrate for serviceclass1 re-
mainsconstant.Both requestclassesaccessthesamemiddle-tierandback-enddatabasethrough
two differentfront-endHTTPsites.
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Theconclusionthatinterferenceis aproblemwouldbeverydifficult to draw withoutaPMap-
like mechanism,becauseit is impossibleto determinethefan-inof a servicewith respectto com-
petingserviceclassesasthemiddle-tierwouldnormallyobscureany service-class-to-requestmap-
pingat thedatabaseserver.

5.12 Comparing PerformanceMaps to Alter nativeApproaches

Currentmeasurementtools for networks,clusters,andnetwork servicesdo not collect thein-
formationneededto diagnosemulti-tier performanceproblemsthatarerelatedto the interaction
betweenpeerservices.This is dueto thefact thatcurrentmonitoringtoolsassumethat themon-
itoredsystemis a well-understoodsubject,they only quantifycarefullydefinedandinstrumented
interactions. In contrast,PMaps’novel approachcapturesthe dynamicsof the systemwithout
prior knowledgeof its components’interactions.Nevertheless,therearesomeprofiling-oriented
researchprototypesfor distributedapplicationdesignthatalsoinfer thedynamicrelationshipsbe-
tweensoftwarecomponents.

Parallelanddistributedapplicationoptimizationtools,suchasFalcon[62], Jewel [83], Para-
dyn [96], andAIMS [158] instrumentapplicationssourcecodesto makethemaccessibleto online
profiling which,in turn,steersself-adaptationmechanismsinsidetheapplications.Thesesolutions
assumetheavailability of applicationsourcecodes.Thisassumptionis usuallynotsatisfied.More-
over, the above profiling tools arespeciallydesignedto supportself-adaptingcode,so that their
outputis of little usefor generalsystemadministration.They aregearedtowardstuningexecution
pathsinsideonemonolithic, distributedapplicationthatconformsto onespecificbehavior or de-
signmodelasopposedto inferring the interactionpatternsbetweencompeting,loosely-coupled,
multi-tier applications.

Non-invasivenetwork servicemonitoringsolutionsimplementvarioussingle-tierservicemon-
itoring approaches,but not multi-tier servicemonitoringsincethatwould requirecorrelatingpro-
cessingwith network events. For example, the researchprototypesPandora[108] and Wind-
mill [91] interceptin- andout-boundtraffic of a server farm, parseserviceprotocols,and infer
appropriateperformancemetrics. Besidesthe fact that thesesolutionsonly apply to single-tier
systems,they exhibit two additionaldisadvantages.First, they requireprotocolspecializationfor
every possiblefront-endservice.Second,they only let anadministratorknow thata performance
failureoccurred,withoutpinpointingcomplex interactionsthatcausedthefailure.
Commercial products: Tivoli’s [138] performancemeasurementsolutionsandOpenView’s [67]
areableto provide accuratestatisticsanddiagnosticswith respectto an individual service.This
is achievedby instrumentingindividual applicationsusingTivoli’s andOpenView’s linked-in in-
strumentationframeworks. The basicidea is that applicationsneedto signal the begin andend
of anapplication-level transactionto themonitoringagent.In Tivoli, for example,this meansthat
serviceimplementorsmustembedservicecodebetweenthemeasurementAPI calls,arm start
andarm stop . Themonitoringsubsystemmeasurestransactiontimesandaggregatestheminto
auser-friendly consolewindow. Thisapproachcanmeasureresponsetimeswell, but fails to aid in
problemcauseidentificationif thetransactioniscarriedoutwith thehelpof auxiliaryprocesses;the
monitoringmiddlewareis unawareof their existence.Moreover, if a transactioninvolvessubordi-
natetransactionsthisbasicapproachdoesnot identify whetherany of thesubordinatetransactions
arethebottlenecks.To accountfor thelatterproblem,Tivoli providesacorrelationmechanism.

Tivoli’s ARM framework [73] providesa “correlatorobject” to correlatedependenttransac-
tions acrossmultiple tiers. To correlatetwo transactions,the front-endservicemust requesta
correlatorobjectfrom theARM framework—usinga specialAPI call—afterbeginningeachnew
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transaction,andpassthecorrelatorto every back-endservicethat it invokeson behalfof theon-
going transaction.Whenthe back-endservicesreceive the correlatorobject,they implicitly log
thereceivedcorrelatorobjectidentifierwhencalling arm start andarm stop with thecor-
relator’s ID asa functioncall argument.Themaincriticism of this approachis basedon the fact
thatheavy sourcecodetransformationof theapplicationsandcommunicationinterfacesbetween
multi-tier servicesbecomesnecessary. Theresultof this transformationdependsontheskill of the
programmerswhoaddtheinstrumentationandthereis absolutelyno guaranteethatTivoli will be
ableto correctlyaccountfor resourceconsumptionfor any servicebehaviorsotherthanthatof the
singleworker. Moreover, Tivoli cannotgiveany informationregardingtheimpactthatnetworking
communicationhason the hostedserver applications.It will be difficult to integrateany legacy
softwareinto OpenView, Tivoli, andsimilar monitoringapproaches.

Thereareareasin which PMapsoverlapwith othertools. Nevertheless,thePMapsapproach
to monitoring,a modelunderstandingof eventtraces,setsit apartfrom therest.

5.13 Summary and Conclusions

Consideringtheincreasingpopularityof multi-tier architecturesin modernInternetserverde-
signsandthe proliferationof differentapplicationserviceframeworks, model-basedmonitoring
solutions,suchasPMaps,will be indispensablein future multi-tier-aware UNIXes. Window’s
WMI [95] alsoneedsto be updatedfor .NET with PMap-like monitoringsupport. Without ab-
stractmonitoringsupportfor multi-tier services,it will becomemoremanageableto pinpointbot-
tlenecksandconfigurationproblemsin large,outsourcedmulti-tier systems.Serviceinteractions
aretoo short-lived to be recognizedby any simplestatusmonitoradd-on(e.g.,SNMP, Tivoli, or
HP OpenView). Moreover, suchlarge systemschangeconstantlyso that systemadministrators
maynot beableto understandthedynamicsof thesystemwithouta tool like PMaps.

PMapsimplementfine-grainedmonitoringfor multi-tier servicesandshow, underreasonable
assumptions,that� they representservicebehaviorsaccurately(albeitat ahigh level of abstraction),� serviceclassperformanceproblemsarediagnosedeffectively evenin thepresenceof shared

backendservices,� modificationof coreservicecodeis not necessary, and� monitoringoverheadsaresmallandonly incurredon-demand.

Onedrawback is that PMapscanonly monitor servicesthat are implementedaccordingto one
of its known serviceimplementationmodels.Fortunately, mostserviceimplementationsfollow a
few standardimplementationpatterns,thusallowing PMapsto beusedin alargenumberof system
scenarios.Moreover, thereis no conceptualrestrictiononaddingmoreservicemodels,if needed.

The mostsignificantcontribution of PMapsis that servicesharingandsystemconsolidation
problemscanbereliablydiagnosedfor many typicalserviceimplementationarchitectureswithout
requiringany changesto thecomponentservice’s internallogic. Only whenservicesimplement
their own alternative threadandcommunicationhandlinglibrariesis it necessaryto accessthird
partycode.

PMapshaveshown thepossibilityof trackingresourceusageacrossmultipletiers,thusprovid-
ing informationthat is crucial for theconfigurationof proposeddistributedresourcemanagement
strategies,suchas the propagation-basedresourcecontrolsof Virtual Services(ChapterIV and
[118]) or ClusterReserves[10] without requiringapplicationmodification.
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The collectedmeasurementsindicatethat the generationof PMapsaffects the performance
of complex servicesonly minimally andtemporarily. Moreover, the collectedmeasurementsare
goodapproximationsof true,application-level performance.Consequently, PMapsthatarecon-
structedwithoutdirectapplicationsupportareaviablealternativeto today’sandfuturedistributed
applicationinstrumentationapproaches.



CHAPTER VI

Lazy Virtual ServiceCalibration: Designand Limitations of Online
ResourceAllocation Adaptation in Multi-T iered Systems

6.1 Intr oduction

ChaptersIV andV introducedthe basiccomponentsfor online resourceallocationadapta-
tion [2]: resourceprovisioningandperformancemonitoring.Thepurposeof onlineresourceallo-
cationadaptationis to maximizeor minimizeanexternalobjective function(e.g.,utility or delay
cost)by changingtheresourceallocationfor competingworkloadclasses.Onlineresourcealloca-
tion attemptsto addresstheproblemof how onewould determineresourcequotasfor competing
VSs.

If serviceproviders(SPs)commit to application-level performancecontractsfor their clients,
thenit is oftenpossibleto derive animplicit or explicit penaltyof failure to achieveperformance
objectives(responsetime andthroughput). Alternatively, onemay derive a utility function that
specifiesthe utility derived for eachcompletedsessionand level of QoSreceived by the client.
Thepenaltycostcouldeitherbea directcost,suchasa discountgrantedto anoutsourcingclient
commensuratewith theperformancedegradationexperiencedor anindirectcost,suchastheloss
of futureoutsourcingcontracts.In thecontext of this chaptertheprocessby whichanappropriate
costor utility is determinedis not considered.Instead,it is assumedthat the economiccostof
servicedegradationhasbeendeterminedfor eachVS in thesystem.Thequestionaddressedhere
is how to adaptresourceallocationsin a multi-tieredsystemthatcanbecontrolledusingVSsand
monitoredusingPMapssubjectto anexternalobjective function.

Theproposedsolutionis anincrementalresourceallocationcalibrationmechanism(LazyVir-
tual ServiceCalibrationor LVSC) that is designedto reduceboth computationaloverheadsand
resourceallocationoverheadswhile minimizing delaycostor maximizingutility. This chapter
addressestwo key questions:� Whattypeof onlineresourceallocationadaptationscaleswell to multi-tiered,multi-resource,

andmulti-workload-classsystems?� Whatarethelimitationsof resourceallocationadaptationin a multi-tieredsystem?

The reasonwhy thesequestionsareof greatinterestis that, aswasshown in the preceding
chapters,resourceallocation(VSs) is associatedwith delays(1.9-6 � s percall) plusa lossin to-
tal throughput. Moreover, the collectionof performancestatistics(PMaps)areassociatedwith
overheads(1.5%overheadfor monitoring). This impliesthatcontinuousoptimizationmaywaste
preciouscomputingresourcesby reallocatingresourcesandassessingthecurrentstateof thesys-
tem. Moreover, the inherentdelaysof onlineresourceallocationcausetheresourceallocationto
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significantlylag thesystemstateif workloadturnsover within a shorttime. This lag is amplified
whenresourceallocationsmustbechangedremotelyat a largenumberof loosely-coupledhosts.

To addressthequestionasto whattypeof resourceadaptationwouldbepracticablein amulti-
tier server system,we differentiatebetweenlightly-loaded,loaded,andoverloadedsystems.Ob-
viously, adaptationstrategiesareof little valuein lightly-loadedsystemsbecausethesystemhas
ampleresourcesto achieve all performancetargets. Systemsthat oscillatebetweenheavy and
light load(includingmostWeb-drivenserversystems[44]) maybenefitmostfrom onlineresource
allocationadaptation.

LVSC minimizesthe costof performancefailure (or maximizesthe utility of the system)by
calibratingor tuning existing resourceallocations. Othercompetingapproachestypically com-
pletelyreallocateresourcesto maximizeor minimizetheexternalobjective functionat everyopti-
mizationstep.By onlinetuningallocationstheLVSCapproachbecomeslesssensitive to possible
resourceallocationandmonitoringdelays.Moreover, thetuningapproachrequiresresourceallo-
cationsto changeonly in smallincrements.Suchincrementalresourceallocationchangesareeasy
to accuratelytrackin theOSregardlessof theresourceallocationmechanismimplementedin the
OS.

TwoLVSCapproachesareintroduced,onefor short-livedworkload,suchastheWeb-drivenre-
questloadof theexperimentsin theearlierchapters,andtheotherfor adaptinglong-livedsession-
basedworkloadsuchasthestreamingsessionsof amulti-mediaserver. Thesetwo modelspresent
differentchallengesandadaptationopportunities.In the short-lived workloadscenario,suchas
quickstockquotequeriesthatrequireatmostafew millisecondsservicetime,any request-specific
adaptationis boundto generatea relatively high overhead.Thus,it is mostefficient to adaptthe
resourcequotafor all requestsof aspecificVS asahomogeneousclass.Whenindividual requests
arerelatively long-lived,e.g.,avideostreamingsession,thenit makessenseto handleeachsession
individually to maximizeoverall utility. If a sessionis long-lived, it is possibleto adapttheQoS
of the individual sessionby changing,for example,theencodingof the transmittedsignal[114].
Lazycalibrationapproachesareproposedfor bothlong-livedandshort-livedworkloadscenarios.

Thereareseveraldifferencesbetweentheapproachpresentedin thischapterandotheradaptive
QoSapproaches.For example,RealAudio [114] adaptsresourceallocationsonly with respectto
resourceavailability, anddoesnotoptimizeresourceusagewith respectto any objective function.

Adaptware [4] optimizesresourceallocationswith respectto an externalutility function by
dynamicallyassigningdifferentQoSlevelsto differentrequestsin thecontext of asingleresource
server. Rajkumar[85,86,112,113] extendsthis approachto multi-dimensionalresourcescenar-
ios. Both approachespursuethe sameglobal optimizationstrategy: maximizeaggregateutility
receivedfrom all simultaneoussessionsby usinga theoretically-optimalresourceallocationalgo-
rithm (knapsack).Theprimaryobjective of this approachis to show that resourceallocationcan
bedrivenby externaloptimizationobjective functionsandthatutility derivedfrom sucha system
improves. Adaptwareis a feasibility studyof onlineadaptationshowing somepotentialbenefits.
Rajkumar’s work addressesthe complexity of the online allocationalgorithm by proposingan
approximatesolutionto the knapsackproblemto scalethe algorithmto multiple resources.The
problemthathasnot beenaddressedto dateis thefact thatthesystemstatemaynot beknown in-
stantaneouslyandthatresourceallocationscannotbeenforcedinstantaneously. Furthermore,these
approachesdonotconsiderthatchangingresourceallocationsin itself incurssystemoverheads.

This chaptershows thataggressive optimizationof utility or delaycostby changingresource
allocationsrequirestheresourceschedulerto enforcealargenumberof resourceallocationchange
operationswithoutproviding any (in theworstcase)andonly little (bestcase)costor utility benefit
overLVSC.Thisobservationchallengesexistingonlineresourceallocationadaptationapproaches
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Figure6.1: Delaycostprofile for eachrequestof aVS

thatprimarily focusonglobalutility maximizationor costminimization.Furthermore,thischapter
showsthatsignificantresourceallocationdelays,asencounteredin a distributedsystemwith a re-
motemonitoringandadministrationconsole,areunlikely candidatesfor request-by-requestonline
resourceallocationadaptation.

Section6.2modelstheallocationoptimizationproblemfor short-livedrequestssuchasthose
studiedin the precedingchaptersfollowed by a resourceallocationadaptationalgorithmanda
comparative simulationstudyin Section6.3. Theresourceallocationproblemis updatedin Sec-
tion 6.4 to fit online resourceadaptationstrategies for the long-lived requestsof a multi-media
server. Section6.5presentstheLVSCalgorithmfor long-livedsession-basedworkloadandasim-
ulationstudyof its performancecharacteristics.Section6.7comparestheLVSCapproachto other
proposedresourceallocationadaptationschemes.A few detailsregardingthe implementationof
LVSCarediscussedin Section6.6.This chapterendswith conclusionsin Section6.8.

6.2 BasicSystemModel for Short-Li ved Workload

Thebasicassumptionsaboutthesystemandserviceimplementationmirror thoseof thepre-
cedingchapters.This chaptermakesan additionalassumptionthat servinga requestwith delay
incursa quantifiablecost. This costis incurredasfollows. Up to a certainthresholdof response
timedegradationtheremoteclientremainsindifferentanddoesnotincuracost.Oncethethreshold
is crossed,costincreaseslinearly up to amaximalcost.

Thethresholdfor requestprocessingtimeis associatedwith eachVS andcalledthetargetpro-
cessingtime (TPT).Similarly, a maximalcostis alsoassociatedwith eachVS. Themaximalcost
is incurredaftertheresponsetime increasesbeyonda cut-off time (alsoVS-specific).Therequest
is presumedto have failedor is abortedby theclient oncetherequestis delayedby morethanthe
cut-off time. Suchcut-offs canbeclient-imposed,application-specific,or server-sidepolicies.For
example,it is a rule-of-thumbthatwebuserswill mostlikely terminatewebpagedownloadsthat
take longerthan8 seconds,andmany applicationsabortafter a certaintime interval. Figure6.1
depictstheassumeddelaycostfunction.

PMapscanbe usedto determinethe hoststhat are involved in processingthe requestsof a
VS. Moreover, snapshotsgeneratedby PMapscanbe usedto determinethe numberof pending
requestsandtheir arrival times. In reality, thesesnapshotsareonly anapproximationof the true
systemstatebecauseeachsnapshotof in-progresswork is delayed(the currentPMapprototype
reportssnapshotswith a delayof � g s). However, to establishboundson thebest-possibleof the
introducedonlinealgorithmswe will assumethatsnapshotscanbetakenwith arbitrarydelays—
includingazerodelay.

The work associatedwith eachrequestis scheduledaspart of a specificVSs workload. In
particular, all network packets and processingworkload within one VS is treatedequally in a
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round-robinfashion.BetweenVSsresourcequotasareenforced.Excessresources,i.e.,unutilized
VS allocationsharesare allocatedto best-effort workload. Resourcesharesthat are left from
best-effort processingareusedin aroundrobinmannerby all processesin thesystem— including
processesthatexecutewithin aVS.Thisis exactlytheimplementedVS resourceschedulingpolicy.

6.3 Adapting ResourceAllocations for Short-Li ved RequestWorkload

Our analysisusesthefollowing notation:requestsbelongingto VST aresubmittedto a server
andbegin incurringacostassoonastheirsojourntimeexceedstheir targetprocessingtime, ���"� T .
Furthermore,no additionalcost is incurredif a request’s sojourntime exceedsits cut-off time,s�� � T . Costincreaseslinearly up to a maximumtotal cost,

s8�
	 � T , for eachVST .
Theobjective of resource-allocationadaptationis to assignresourcevectorsto VSsthatmin-

imizes the cost incurredby delayedrequests(the dual approachof utility maximizationwill be
consideredin the context of long-lived workloadin Section6.4). Five algorithmsarepresented
assolutionsfor theonlineallocation-adaptationproblem:static(no adaptation),optimistic,amor-
tized,bulk, andLVSC. Theexecutionskeletonfor the threedynamic,non-LVSC algorithms(op-
timistic, amortized,andbulk) is almostidentical. All dynamicalgorithmsexceptLVSC dedicate
someresourceto theVS which, if delayedon theconsideredresource,addsthegreatestcostes-
timate. This estimatechangesas new requestsarrive, as requestsare finished,andas requests
areforwardedfrom oneserver/service/resourceto another. Themaindifferencebetweenthethree
dynamicschedulingalgorithmsis in their costestimationmethod.
Optimization skeleton: On arrival of a new requestor departureof a requestat resource/service� do:

for all �� T do
if costEstimate(�� T , � ) P hi cost estthen

hi cost est:= costEstimate(�� T , r)
hi cost vs := i;

end if
end for
for all �� T do

if i == hi cost vs then
allocate100%of � to �� T

else
allocate0%of � to ��uT

end if
end for

Thecomputationof costEstimate for thedynamicresourceallocation-adaptationalgorithms
is describedbelow.

6.3.1 Static Allocation

The static allocationalgorithm doesnot reallocateresourcesbasedon currentresourcede-
mands.Instead,thesystemadministratorallocatesresourcesin accordancewith averageresource
needsfor differentVSs.While thisalgorithmdoesnotdynamicallyoptimizecost,it still manages
to capturesomecostsavingscomparedto asystemwithout resourceallocationbecause“high-cost
workload” is effectively insulatedfrom low-costworkloadby VSs.Thisapproachessentiallytakes
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the statisticsobtainedby PMapsandtranslatesthoseinto VS resourceallocations.This process
is a pureone-shotresourceallocation,which is usedasthebaselinefor the following simulation
study.

6.3.2 Optimistic-Cost ResourceAllocation: HighestReal CostRate First

The optimistic-costresource-allocationalgorithmonly incurscost for a request� t whenthe
currentdelay � ~ � t � P ���"�
��� ö�� ÿ©ø . So,thoseVSsthatarealreadyviolating targetprocessingtimes
will beassociatedwith a non-zerocostestimate.If no VS is violating its TPT, thenresourcesare
allocatedin abest-effort manner. Thisusuallymeansthatfront-endserversarescheduledin abest-
effort mannerandback-endserversarescheduledin accordancewith thespecifiedcostfunctionif
thesystemis overloaded.

Thebenefitof this algorithmis that it will changeresourceallocationsinfrequentlyif TPT is
violatedinfrequently. This leadsto a relatively stableresource-allocationalgorithm. The disad-
vantageof this algorithmis thatonly thoseVSsthatarealreadyincurringcostwill beexpedited,
while VSsthatareonly likely to incur acost,arenot. Furthermore,this algorithmeffectively puts
theburdenof QoSdifferentiationon thelaterrequestprocessingstages.

6.3.3 Bulk-Cost ResourceAllocation: Highest Potential CostFirst

Thebulk costestimationmethodis thepessimisticcounterpartof theoptimistic-costestimation
method. Insteadof waiting to incur the costuntil requeststruly violate the TPT, the bulk-cost
estimationalgorithmassumesfor every pendingrequestthat it will incur its maximalcost. Thus,
for theschedulingof individual resources,the algorithmwill dedicatethe resourceto thoseVSs
thathave thegreatestpossiblecostpenaltyif all of its requeststhatneedaparticularresourcefail.

At every resourcethis schemeleadsto a modifiedweightedroundrobin scheme,in which the
weightsaredeterminedby thearrival rateanddelaycostof theVSs.Theadvantageof thisscheme
is thatit balancescost-in-queueateveryresource.Thedisadvantageof thisschemeis thatit cannot
accountfor thefactthatrequestsof differentVSsmayhavedifferentprocessingor communication
requirements.This meansthat requestswith large TPTs areessentiallypromotedbecauseit is
assumedthattheirpenaltywill beincurredalthoughtheirTPT is unlikely to bereached.

Thebenefitof thisalgorithmis thatit is stateless,i.e., it doesnot requireany additionaltiming
informationfor requeststo determinethecostestimate.For thisreason,thiscostestimationmethod
is veryscalablefor multi-tier deployment.

6.3.4 Amortized Cost ResourceAllocation: Highest CostRate First

Theamortizedcostresourceallocationdividesthecostof VS
t
, COST

t
, overtheentirelifetime

of arequest,i.e.,from its arrival at o andits failureat o l s�� � t . Thismethodassumesthatafraction
of the cost is always incurred,but the fractional cost dependson the tightnessof the absolute
deadline

s�� � t . ThisestimatefavorsVSswith relatively high valueof ������� ÿ����� ÿ .
This estimationimproveson both optimistic andbulk-costestimation. It is intuitively supe-

rior to theoptimistic-costestimationmethodbecauseit considersthe fact that costis potentially
incurredbeforeexceedingtheTPT. Thealgorithmimproveson bulk-costestimationbecausethe
costmaynot beincurred,dependingon thetightnessof theTPT.

Themainproblemwith thisalgorithmis thatamortizingthecostoverrequestlifetimesmaybe
meaninglessif servicetime distributionsarehighly variant(e.g.,a serviceeitherincursno costor
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theentirecost).Thisvarianceproblemis alsopresentin dynamicreal-timeschedulingalgorithms
for real-timesystems[81] andhasnot beensolvedto date.

6.3.5 LVSC

Insteadof attemptingto preciselytrack the differentsystemcostestimatesasis donein the
previously-introducedadaptationstrategies,weproposeLazyVirtual ServiceCalibration(LVSC).
Theproposedalgorithmis “lazy,” becauseit ignoresa numberof systemchangesuntil it reeval-
uatesresourceallocations. The algorithm assumesthat it is not possibleto preciselytrack the
system’scostmetric,andtherefore,changesallocationsincrementally, thusattemptingto calibrate
resourceallocationsin orderto balancethe rateat which delaycostis incurredby all concurrent
VSs(necessaryconditionfor costminimum).

Thecostrateestimateis computedperVS ( � ) andresource(r ) by multiplying theaveragecost
ratefor VST , ������� ÷����� ÷ , andthenumberof requestsin VST thatarewaiting for resourcer . Thisproduct
is referredto as

s%��	 � TÈê t (equivalentto amortizedcostestimate).This costrateestimateapplies
to thesystemif resourcer is not allocatedto VST . ThealgorithmalsoassumesthatVST will not
incurdelaycostif it receivesa100%resourceshare.Therationaleof this choiceis thatonecould
not expeditethis VS any more. This assumptioncouldbe improvedby computingtheamountto
which a resourceis over-subscribed.For example,if eachrequesttakes1s of servicetime, the
TPT is 10, andthereare40 requestsoutstanding,onemayassume— at somerandomsnapshot
time — that the best-casecost is 30, if requestsarescheduledFIFO. Unfortunately, computing
this improvedestimatewould requireconsiderationof schedulingpolicies,andis, therefore,not
applicableto heterogeneousmulti-tier server systems,and most likely too fine-grainedfor the
purposesof LVSC.

LVSCusesthecostrateestimate
s%��	 � t.~ g ¦! TÈê t � for VST at resourcer , where TÈê t denotesthe

resourceallocationfor VST at resourcer . Giventhis estimate,LVSC chooses �TÈê t for all VSs � at
eachresourcer to satisfytheexpression"$# ��%'&�(*),+ #.-x % s%��	 ��/ ê t ~ g¹¦! 0/ ê t � x s8�
	 �
1 ê t ~ g¹¦! 01 ê t �32 s8�
	 �
/ ê t x Q 2 s%��	 �,1 ê t x Q

(6.1)

Thecostratebalancingcomputationcreatesanew proposedresourceallocation,4 T , for eachVST .
This allocationis not directly enforced.It is weightedagainsttheold resourceallocationfor VST
with a factor 5 (

Q76 598 g ) to computethenew allocation, 
:T for VST as: :T x 5; �T l ~ g¹¦<5m��4kT (6.2)

.
Theperformanceof LVSCis affectedby 5 andthenumberof client requeststhatareaccepted

in betweenupdatingresourceallocationaccordingto theaboveprocedure(OptCycleinterval). The
following sub-sectionstudiestheimpactof theseparameters.

Theperformanceof differentresource-allocationadaptationalgorithmsis comparedby looking
at thecostincurredfor schedulinganidenticalrandomworkloadfor eachalgorithm. This costis
computedasfollows. The workloadconsistsof requests,� \ � � [ � �Ð�Ð� � �>= . The delayexperienced
by eachrequest,� t , is � ~ � t � andits VS is �� ~ � t � . As wasmentionedearlier, eachVS,

�qy T , is
associatedwith its own ���"� T and

s�� � T . Thus,the total costof analgorithm, ? , with respectto a
givenworkloadis computedas:ÎÐÏA@ ÓCB ¶DEFAGIH ·¹¸ ºKJ ¿ÁÀ ·MLONPJ ÎÐÏA@ ÓAQSR ÊOTSUÁÍ À V3°XW F ´ ÎÐÏA@ Ó�QSR ÊOTSUuÍÎ ÑÁÓCY[Z ÊOTSUuÍ Û Ó]\ÐÓ]Q^R ÊOTSUuÍ Û ÎÐÏA@ ÓCY[Z ÊOTSUÁÍ�_,` Û Î ÑÁÓAQ^R ÊaTSUÁÍÎ ÑÐÓAQSR ÊOTSUÁÍ Û Ó]\ÐÓAQ^R ÊOTSUuÍcbedfd (6.3)
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The optimizationof this cost metric could be doneoff-line if one knew the exact resource
requirementsof every requestandall releasetimes. This cost-minimizationschedulingproblem
is equivalentto distributedresourceschedulingproblemsin real-timesystems[81] and,therefore,
alsoNP complete.For this reason,theoretically-optimalonlinecostoptimizationis not feasible.
Instead,onemustprovidea reasonableonlineheuristicfor minimizing thecostmetric.

While the most obvious comparisoncriterion betweenLVSC and other algorithmsis cost
minimization, anothermetric regarding the algorithm’s overheadsshould be considered. The
mainproblemof optimalresource-allocationstrategiesobservedin simulationstudiesis thatopti-
mal schedulesrequirechangingresourceallocations,frequentlychanges.In particular, real-time
schedulingtypically ensurethat themosturgentor earliestdeadlinetasksor requestsreceive ser-
vice andresourcesbeforeothers.This leadsto frequentanddrasticresourceallocationchanges.
Clearly, a greaternumberof resource-allocationchangesper unit of time is a sign of an algo-
rithm thatwill performpoorly in anetwork of loosely-coupledserversbecauseresource-allocation
changeswill lagthesystem’sdynamics(Section6.3.6supportsthis intuition). Moreover, it maybe
entirelyimpracticalto implementanalgorithmthatrequiresfrequentresource-allocationchanges.
To accountfor theamountof resource-allocationmodificationrequiredby analgorithmtheADAPT
metricis introduced.

TheADAPTmetricsumsup theabsoluteresource-allocationvectorchangesduringtheexecu-
tion of a specificworkloadbecausetherequiredamountof resource-allocationmodificationover
time indicatesthedifficulty of trackinga resource-allocationschedule.For example,analgorithm
thatmakesno changesto resourceallocationsis very easyto implement(ADAPT = 0) whereas
an algorithm that changesthe entire resourceallocationwithin 10msis difficult to implement.
Assumetheresource-allocationvector  T for VST changesto  :T dueto theexecutionof a resource-
allocation-adaptationstep,thentheabsolutedifferencebetweenthesetwo vectorsis computedasg  T ¦! ,:T g x hðt�i [�j  TÈê t ¦! 
:TÈê t j . Here � is thenumberof all resourcesin thesystem.

For eachresource-allocationadaptationalgorithm ? , one recordsthe sequenceof resource
allocationvectors, ö [ øT �� ölk øT � �Ð�Ð� �� ö = ÷ øT , for all VST resultingfrom schedulingtheworkload� [ � � k � �Ð�Ð� � �>m . TheADAPTn metricfor algorithm ? anda givenworkloadis computedas

X,o8X
�%�In x pq T i [
= ÷qt]i k g  ö t øT ¦< ö t�r [ øT g � (6.4)

where
�

representsthetotal numberof VSswhoseresourceallocationis subjectto adaptation.
The problemcapturedby ADAPTis in fact a problemwith all distributed online real-time

schedulingalgorithms,a fact which hasthus far beencloaked by assumingperfectknowledge
abouttheresourcerequirementsof eachrequestandthecurrentsystemstateat all processingand
communicationnodes.Moreover, previous researchon resource-allocationadaptationgenerally
neglectsthefactthatresourceallocationchangesareenforcedwith somedelayunlesstheadapta-
tion algorithmpreemptsall workloadprocessing.

6.3.6 LVSC Simulation

Thesimulationstudiesa 3-tier scenario(client, front end,backend). In this server scenario,
clients’requestsbelongto oneof threedifferentrequestclasses(gold,silver, bronze).As described
in thesystemmodelfor short-livedrequests,eachVS is characterizedby its own delay-costfunc-
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(a) COST of running a mediumworkload of ex-
ponentialinter-arrival andservicetime distribution
againstthedifferentalgorithms

(b) COST of running a mediumworkload of ex-
ponentialinter-arrival andservicetime distribution
againstthedifferentalgorithm

Figure6.2: Comparingthedifferentalgorithmsin termsof cost

tion, its arrival rateanddifferentprocessingrequirementsattheservers.Arrival ratesaregenerated
at threeloadlevels:

light: approximately20%averageutilization

medium: approximately55%averageutilization

heavy: approximately90%averageutilization

To assessthecontributionof thedelay-costfunctionsrelativemagnitudes,westudyascenario
in which thedelaycostsare20,10,and5 for gold,silver, bronze,respectively (low costscenario)
and anotherscenario(high cost), in which the delay costsare 400, 40, and 4 for gold, silver,
andbronze,respectively. This differencebetweendelaycostsobviously affects the benefitsof
onlineresourceallocationadaptation.Whetherdelaycostsaresimilaror vastlydifferentfor in real
systemsis outsidethescopeof this thesis;bothcasesareconsidered.

The performanceof the different algorithms according to the COSTmetric

Figure 6.2 shows, thereis still a noticeableperformancedifferenceamongthe different al-
gorithms(30% at high load) even if the delay-costdifferencesbetweendifferentrequestclasses
(VSs)aresmall. Overall, LVSC performsbest. However, in theworst case,whenLVSC param-
etersare badly chosen,the LVSC algorithmperformspoorly; this can be easilyavoided. One
surprisingresultcapturedin the graphsshown is that the optimistic algorithmperformswell in
Figure6.2(a).Thereasonfor this outcomeis primarily thattheservicetime andinter-arrival time
distributionsin theexperimentareexponential,i.e.,memoryless,which favorsoptimistic-costop-
timization becausethe likelihoodof missingTPT increasesonly slowly as time progresses.In
contrast,moretail-heavy distributionswould have a suddenlyincreasinglikelihoodof TPT miss
astimeprogresses.

Theimpactof differentinter-arrival andservicetimedistributionsis shown in Figures6.3-6.6.
As thesegraphsshow, LVSC outperformsthe otheralgorithmswith a greatermargin whenthe
distribution hasa greatervariance.The distributionsof Figures6.3(b)and6.4(b)have unstable
means. An unstablemeanfollows an independentrandomwalk process.Every 1000 arrivals,
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(a)Exponentialinter-arrival andservicetimedistri-
bution

(b) Bimodal inter-arrival andservicetime distribu-
tion with unstablemean

Figure6.3:Comparingthe different algorithmsat high cost, high load with respectto different
inter-arrival andservicetimedistributions

a randomvariabledecideswhetherthe meanwill move up or down by a small amount. This
movementis boundedwithin a fixedbandaroundthe mean. This behavior essentiallyincreases
thevarianceof theunderlyingdistribution in aneffort to mimic time-of-dayloadfluctuations.

Anotherseriesof simulationexperimentsanalyzesthe benefitof optimizing utility continu-
ously, i.e.,wheneverthecostestimateschange.Thismoreaggressiveoptimizationbehavior would
bebeneficialfor theoptimisticalgorithmbecauseits costestimateis basedonactualcostthatis be-
ing incurred.Figure6.7showsthatthecostsavingsareonly minimalwhenreallocatingresources
every time a requestmissesa TPT or exceedsthe cut-off time. This minimal benefitsuggests
thataggressiveoptimizationshouldnotbeof primaryconcernin thedesignof resource-allocation
adaptationalgorithmfor short-livedworkload.

Figure6.8 shows the sensitivity of the LVSC algorithmto changesin its two main parame-
ters. As expected,asthe OptCycleinterval (arrivals betweenresource-allocationoptimizations)
increases,costgrows. Moreover, while an increasein theweightof theold allocation( s ) makes
lessimpactontotalcostthanincreasingtheOptCycleinterval, its impactincreaseswith increasing

(a) Hyperexponentialinter-arrival andservicetime
distribution

(b) Hyperexponentialinter-arrival andservicetime
distributionwith unstablemeans

Figure6.4:Comparingthe different algorithmsat high cost, high load with respectto different
inter-arrival andservicetimedistributions
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(a)Exponentialinter-arrival andservicetimedistri-
bution

(b) Bimodal inter-arrival andservicetime distribu-
tion with unstablemean

Figure6.5:Comparingthedifferentalgorithmsat highcost,mediumloadwith respectto different
inter-arrival andservicetimedistributions

(a) Hyperexponentialinter-arrival andservicetime
distribution

(b) Hyperexponentialinter-arrival andservicetime
distributionwith unstablemeans

Figure6.6:Comparingthedifferentalgorithmsat highcost,mediumloadwith respectto different
inter-arrival andservicetimedistributions

Figure6.7:Reallocatingresourcesaggressively, i.e.,every time aTPT is violatedor acutoff timer
expiresis only of limited benefit
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Figure6.8: Impactof differentLVSCparameterchoices

OptCyclevalues.Themostimportantfinding from this graphis thataninstantaneousreactionto
currentdemandwithouthysteresisor long-runaveraging(expressedby theweightof theprevious
allocation)doesnot yield muchadditionalbenefitover lower overheadparameterchoices. The
LVSC-parameter-costgraphslook similar acrossall testedinter-arrival andservicetime distribu-
tions and load conditions. Figure6.8 waschosenfrom the simulationresultsbecauseit clearly
showsall of thefeaturesof therelationshipbetweencostandLVSC’sconfigurationparameters.

Comparing the algorithms with respectto ADAPT

Figures6.9(a)and(b) show that LVSC and the optimistic algorithmalwaysoutperformthe
bulk andamortizedcostestimate-basedcostminimizationalgorithmsin termsof theADAPTmet-
ric. Of thetwo low-overheadalgorithms,LVSC requireslessresource-allocationchangethanthe

(a) Bimodal inter-arrival andservicetime distribu-
tion

(b) Hyperexponentialinter-arrival andservicetime
distributionwith unstablemeans

Figure6.9:Comparingthe different algorithmsat high cost, high load with respectto different
inter-arrival andservicetimedistributionsin termsof theADAPT metric
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Figure6.10: Impactof differentLVSCparameterchoiceson ADAPT

optimistic algorithm. If onecombinesthis insight with the observation that the optimistic algo-
rithm, overall,performsworstin termsof costminimization,onemayconcludethatLVSCclearly
outperformsits competitionif oneconsidersbothCOSTandADAPTmetrics.Figure6.3.6shows
thatLVSC’s requiredadaptationoperationquickly decreasesastheweightof theperviousalloca-
tion andtheOptCycleinterval increase.ComparingFigure6.3.6with Figure6.8,oneclearlysees
thetradeoff betweenhigh adaptationoverheads(largeADAPTvalues)andgoodcostoptimization
performance.The optimal parametersis system-dependentandcannotbe exactly inferredby a
theoreticalmeans.However, choosingtvuaw asthe weight of the old allocationandan OptCycle
valueof approximatelyx*t appearsto bea goodstartingvaluefor experimentation.Thesevalues
incuronly minimally morecostthantheminimalcostincurredfor all parameterchoices.Also, the
ADAPT metric for thesevaluesis only minimally higherthantheabsoluteminimumfor ADAPT
on thegivenworkload.

Comparing the Algorithms’ Sensitivities to Action Lag

Insteadof assuminginstantaneousresourcereallocation,we alsoexaminethebehavior of dif-
ferentresourceallocationstrategiesin thepresenceof anactionlag betweentakinga snapshotof
thesystem’s state,computingresourceallocations,andtheenforcementof updatedresourceallo-
cations.Herewedonotdifferentiatebetweenthe“amortized”and“bulk” costestimatealgorithms
becausetheirperformanceis verysimilar. Thisstudymakesseveralimportantpointsasfollows.

1. Onlineresource-allocationadaptationonlymakessensewhenactionlagsarerelativelyshort.

2. As thelagbetweenmakinga resourceallocationdecisionandits enforcementincreases,the
costincurredby thesystemincreases.Thecostincreasesfollow asaturationfunctionwhich
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(a) Action lag impact under
low load

(b) Action lag impact under
mediumload

(c) Action lag impact under
high load

Figure6.11:Comparingthedifferentalgorithmsin termsof costwhile changingthesystem’s ac-
tion lag (servicetimeandarrival timearebimodallydistributed)

(a) Action lag impact under
low load

(b) Action lag impact under
mediumload

(c) Action lag impact under
high load

Figure6.12:Comparingthedifferentalgorithmsin termsof costwhile changingthesystem’s ac-
tion lag (servicetimeandarrival timearehyper-exponentiallydistributed)

increasesslowly at first, rapidly for a “short” rangeof lag values,andthenslowly for very
largeactionlags.

3. LVSC outperformsall other proposedalgorithmsconsistentlyfor long action lags. The
margin of performanceimprovementby LVSCis greaterfor workloadwith greatervariance
of their inter-arrival andservicetimedistributions.

4. The optimistic algorithm performssurprisinglywell for small action lags under low-to-
mediumload.Underhigh loadconditionsLVSCperformsbest.

5. If theactionlag is too large,thealgorithms’performancewill convergeeventually(satura-
tion).

Figures6.11and6.12show thatLVSC performscomparatively well over the entirerangeof
actionlags(from 5msto 16s). However, asFigure6.12shows its relative performanceis better
when the inter-arrival time and servicetime distributions are more variant (hyperexponential).
For this reasonLVSC shouldbe favoredfor systems,in which the delayfor resource-allocation
enforcementis unknown.

Figures6.13and6.14show that therelative performanceof thedifferentalgorithmsfor short
action lags is surprisinglydifferent from the previously-discussedoverall performance. What
makesthis finding evenmoreinterestingis that it is only this shortactionlag rangethat is really
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(a) Action lag impact under
low load

(b) Action lag impact under
mediumload

(c) Action lag impact under
high load

Figure6.13:Comparingthedifferentalgorithmsin termsof costwhile changingthesystem’s ac-
tion lag— shortlag y 50ms(servicetimeandarrival timearebimodallydistributed)

(a) Action lag impact under
low load

(b) Action lag impact under
mediumload

(c) Action lag impact under
high load

Figure6.14:Comparingthedifferentalgorithmsin termsof costwhile changingthesystem’s ac-
tion lag — short lag y 50ms(servicetime andarrival time arehyper-exponentially
distributed)

relevantbecausebeyondthecut-off line (staticallocationperformance), a staticresourcealloca-
tion basedon long-runaverageresourcerequirementsperformsbetter. Underhigh loadconditions
LVSC consistentlyoutperformsall other dynamicresourcereallocationalternatives. However,
undermediumandlight loadsand in caseof bimodal inter-arrival andservicetime distribution
(Figures6.13(a)and(b)), costminimizationbasedon theoptimistic-costestimationmethodper-
forms surprisinglywell. The reasonfor this is that the workloaddoesnot exhaustthe system’s
resources.Thismeansthattheoptimistic-costestimationmethodwill not interferewith best-effort
processingof theworkload. Best-effort is a goodpolicy if overloadconditionsarevery transient
and the action lag for resourceallocationenforcementis large. However, if workloadexhibits
morevariability, loadburstsduringwhich significantworkloadqueuesbuild becomemorelikely,
makingtheoptimistic-costminimizationmethoddisadvantageous(Figure6.14).

Thenegative impactof the reactiontime lag on optimality is morepronouncedwhenthe in-
terarrival andservicetime distributionsexhibit greatervariances.This meansthat the different
algorithmstrackeachothermorecloselyperformance-wise.For example,in thecaseof abimodal
interarrival andservice-timedistribution, LVSC outperformsstaticallocationby a factorof 4 for
shortaction lags. However, if servicetimesand interarrival timesfollow hyperexponentialdis-
tributions,thentheperformanceimprovementis reducedto only 30%. Therelative performance
amongthedynamicresourceallocationalgorithmsremainsrelatively unchangedunderhigh load.
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LVSCprovidesa15-20%improvementover thenext bestalgorithm(“bulk” and“amortized”).

Final Assessmentof Dynamic-ResourceAllocation Adaptation for Short-Li vedRequestWork-
load

This studyshowed that the performanceof the proposedcost-optimizingalgorithmsarenot
asdrasticasonemay expect—differencesare largely within the sameorderof magnitude.All
cost-optimizingalgorithmsclearlyoutperformstaticresourceallocationwhenactionlagsareneg-
ligible. Underhigh load, LVSC performs30% betterthan the competingalgorithmspresented
in this chapter. However, thedynamicresource-allocationadaptationalgorithms(optimistic,bulk,
amortized)requireamulti-tier systemin whichresourcescanberapidly(re)allocated.Thisconjec-
tureis supportedby their performancein termsof theADAPTmetricaswell astheir performance
in thepresenceof actionlags.

If allocationchoicesaremadelocally, thenaction lagsare likely within rangesthat lead to
good performanceof online resource-allocationalgorithms. However, if resourceallocationis
adaptedvia a remoteresourceallocationandmonitoringstation,thenactionlagsarelikely to be
large,thuscompletelyoffsettingthebenefitof onlineresource-allocationadaptation.This affects
especiallyany solutionto theresource-allocationadaptationproblemthatreliesonglobalschedule
optimization.

It wasshown that monitoring the progressof computationswithout applicationcooperation
(PMaps)consumessignificantresourcesat theanalysisstation. If eachserver wasmonitoringits
applications’stateswithout their cooperation,theneachserver’s capacitywould be reducedsig-
nificantly. Therefore,weconcludethatthefeasibilityof resourceallocationadaptationdependson
whethertheapplicationscooperatewith a decentralizedresource-allocationadaptationalgorithms
or not. Thiscooperationwouldentailannouncingto thelocal resource-allocationagenthow many
requestsof aparticularVS arein progressandwhenthey werereceived.

Accountingfor differentpossiblearrival andservicetime distributions,LVSC permitsa good
tradeoff betweenminimizing cost when enforcementdelaysare low, and provides competitive
costoptimizationwith increasingdelays.Whenresource-allocationdelaysareassumedto bevery
large( z|{C} ), LVSCis no longeranappealingresource-allocationadaptationchoicebecausestatic
resourceallocationperformsbetter.

6.4 Service Model for Long-Li ved Sessions

The systemmodel needsto be updatedfor long-lived sessionworkload sincea long-lived
sessionmayconsistof many dependentrequestsor simply bestreamingquasi-continuousmedia.
Especiallyin multimediastreamingtype workload it is not obvious how onewould associatea
delaycostwith individual video or audio frames. The per-requestdelaycostmodel introduced
earlieris too fine-grainedfor this typeof workload.In thelong-livedworkloadscenarioit is more
naturalto assumethataclientperceivesacertain(continuous)utility while theserviceis delivered
at a specificQoS level. If the server implementsthe sameserviceat multiple levels of QoS,
thenthe server canadaptto changesin demandandresourceavailability by switchingthe QoS-
level for activeclient sessions[2]. If onesimply changedresourcequotaswithoutany application
coordination,theservicecouldeasilyfail.

The server’s ability to maintaina given QoS level for an individual sessiondependson the
availability of necessaryresourcesandtheavailability of animplementation(e.g.,aCODEC)that
implementsthedesiredQoS.Theconceptof servicemodes, i.e., theaggregationof machinecode



146

thatneedsto beexecutedto achieveacertainlevel of QoSalongwith theamountof resourcesthat
arerequiredto executethecode,will beusedto abstractfrom serviceimplementationdetails.

Every adaptableservicemustsupportmultiple servicemodesandthe client mustbe ableto
decodethedifferentservicemodes.This requirementis alreadyimplementedin variousadaptable
multimediaservers,e.g.,RealandWindowsMediaPlayersprovideclient softwarethatcandigest
mediastreamswith varyingbit-ratesandsometimesdifferentCODECs.

Definition 4 (ServiceMode) For a servicethat supports ~ servicemodes,each servicemode}������<��tv�C{*��u�u�u��c~3�<{�� containsinformationaboutwhich code/processto executeat thefrontand
theback ends.Furthermore, theservicemodespecifiesthecorrespondingresource-consumption
vector(obtainedusingPMaps). In caseof � resourcesand ~ servicemodes,the functionrescon
is definedas�f��tv�C{*��u�u�u��c~���{���� � tv�C{]��� , with �I�>}��A���P�^�������^�¡ C����¢*��u�u�uC��� � �[£ , where �I��}>�A���P�^���
representsthe(distributed)resourcevectorthatmustbeallocatedto onesessionto deliverservice
to a client in servicemode� .
Notethatthedefinitionof a servicemodealonedoesnot imply anythingabouttheuser-perceived
QoS,whichcanbeachievedin many differentways.For example,to transmitavideo,onemayuse
moreCPUcyclesto process(e.g.,compressor smooth)thevideosignal,thusreducingnetwork-
bandwidthrequirements,or uselessCPUcycles,thusrequiringmorecommunicationbandwidth.
This conceptuallycomplicatesthedynamicresourceadaptationproblembecausethesameutility
couldbeachievedin differentways.

6.5 Reward Model for Long-Li ved Workload

In thelong-livedworkloadscenario,e.g.,video-on-demandsessions,thebasicmodelof reward
andpenaltyof Section6.2 is modified.As before,eachclient sessionis viewedaspartof oneVS,
which is associatedwith its own utility function. However, sincethesessionis long-livedutility
is accruedthroughoutthe lifetime of the session.Responsetime is not of interest,but the level
of servicereceivedduring thesession,i.e., thecodecandbit-rate. For example,a network client
mayevaluatethequalityof anaudioon-demandserverasafunctionof whatpercentageof timehe
receiveda high-fidelitysignal.

Theclient-perceivedutility modelassociatesaclient-perceivedutility with eachservicemode.
Sincethe customeris likely paying for a service,it is possibleto infer a utility function from
his willingnessto payandhis sensitivity to changes(degradations)in servicemode(i.e., service-
quality). The objective is to introducea resourceallocationalgorithmfor on-demandstreaming
serversthat take into accountclient-perceivedutility to determinea utility-maximizing resource
allocationfor theserversandVSsinvolvedin servingthestreamingrequests.

EachVS� is characterizedby amaximalutility ¤¥ � (analogousto themaximalcostin theshort-
livedworkloadcase)typically equalto its subscriptionprice,anda relative sensitivity function }C�
with ¦�§$¨I©vª«�¬}��¬�®�� tv�C{]� andthe domainof all possibleservicemodes(e.g.,differentCODECS
andbit-rates).Thesensitivity functioncapturesaclient’s reactionto servicemodechanges.Thus,
onecandefinetheabsoluteutility functionfor VS� , ¯ � (Fig. 6.15)astheproductof ¤¥ � and } � . The
reasonwhy thiscollapsedrepresentationwasnotintroducedright awayis thatthetwo components,
sensitivity and maximal utility are independent.For example, two VSs that identify different
client classesmayhave thesameutility, but their sensitivity to reducedQoSmaybedifferent.To
maintaina configurablemodel,wekeep ¤¥ � and }�� separate.
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Figure6.15:Subscriptionclassandabsoluteutility.

Example: A SP(serviceprovider) maydecideto offer serviceto threedifferentclient classes,
eachof which is identified by its own VSs: CD quality, FM quality, opportunisticFM which
upgradesto CD whenever possible. Eachof thesewill be priced differently. Assumethe SP
charges$50 per month for CD quality, $20 per month for FM quality and $40 per month for
the opportunisticVS. This definesthe ¤¥ � ’s for the server setup. Basedon user-feedbackand/or
observationandtestingtheSPmaydefinea sensitivity function for eachVS (Fig. 6.15(a)).Note
that the sensitivity function waschosento boosteachclient’s absoluteutility beyond the actual
subscriptionprice to indicatethata client maystill perceive additionalbenefiteven if hehasnot
paidfor it.

Definition 5 (VS Utility) Supposethere are � active clients and the serverfarm offers � VSs,° }������e�<��tv��u�u�u>�c�±�²{�� , andeach client session³0�´³µ�!��tv�C{*��u�u�u>��¶K�·{�� is associatedwith exactly
oneVS, ¸�¹v�X³�� . Each VS� is characterizedby its maximalutility ¤¥ �^��� andits correspondingsensi-
tivity function }�� . Thissensitivityfunctionis definedfor all possibleservicemodesthat theserver
canprovide.

6.5.1 Online Adaptation of ResourceAllocations for Long-Li ved Sessions

An allocation is amappingof activesessionsto servicemodes,whichmustsatisfythefollow-
ing two conditions:

AC1: Eachclient receivesservicein exactly oneservicemodeat a time. No client (active front-
endsession)that hasalreadybeenadmittedto the systemis dropped.The function mode
mapsa client to a servicemodeand takes the client’s ID as a parameter. This implies
that online adaptationof streamingsessionsis relevant whenever thereis a changein the
numberof activesessions.Thisfactdistinguishesit fromshort-livedworkload.In thecaseof
short-livedworkload,resourceallocationsweresubjectto changewheneverarequestmoved
from oneserviceto thenext, whena new requestarrived,whena requestwasfinished,and
possiblywhenrequestsmissedtheir targetTPT. Thisfine graindoesnot applyto long-lived
sessions,whichconsumeresourcesperiodically.
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AC2: In caseof ¶ clients,thefollowing resourceconstraintmustbesatisfied:º�¼»I½�¾]¿a �¿aÀaÀaÀ ¿ £SÁ  �Â �0�>}��A���P�^�Ã�*Ä
�
�^�����MÅ|�^�I C����¢*��u�u�uC��� � �[£
where Å is avectorcomparisonin which theleft-handsideis lessthanor equalto theright-
handsidein everycomponentandthevector� representstheresourcevectorthatis allocated
for useby multi-tier services.In a dedicatedsystemthevectorr wouldequal ��{*�C{*��u�u�u��C{�� .

Theaboveconditionsensurethat(i) anallocationspecifiesaservicemodefor everyclientand(ii)
resourceswill notbeover-booked.

Thefollowing discussionof themappingalgorithmfocusesmainlyonQoSadaptationto client
arrivalsanddepartures,but themodelis generalenoughto accommodateothersourcesof change,
suchasan increasein thenumberof competingserviceson thesamehostor resourcefailure. In
caseof a resourcefailure,AC2 maybeviolatedandonlineadaptationhasto guaranteethatAC2
will bemetassoonaspossible,upondetectionof thefailure.Thesamewouldhappenif theservice
providerreducedtheresourcesharethatis availableto all activeservices,e.g.,by reducingthesize
of a resourcepartition.

Theresource-allocationproblemis to maximizeaggregateutility over all client sessionssub-
ject to AC1 andAC2. This problemis in factonly a slight modificationof thewell-known knap-
sack optimizationproblem[92]. Sincethegeneralknapsackproblemis NP-complete,it is impor-
tant to carefully examinethe optimizationproblemto provide a solution that closely tracksthe
performanceof the knapsackalgorithmwithout its overheads.It is impracticalto solve a multi-
dimensionalknapsackproblemevery timea client entersor leavesthesystem.

Formally, theoptimizationproblemfor ¶ clientsis statedasÆµÇ�ÈÉeÊ�Ë�Ì ÍÎ »�¾]¿a �¿aÀaÀaÀ ¿ £SÁ   ¯KÏ Î �^�Ã�*Ä
�
�X³
����u (6.5)

Themaximizationof utility is subjectto AC1 andAC2.
If dynamicprogrammingis used,thetime complexity is typically in Ð7�ÒÑvÓ�Ô$Õ.ÖØ×Ù� where ×

is thenumberof itemsfrom which to chooseandSIZE is thesizeof theknapsack.The itemsin
theknapsackproblemcorrespondto theservicemodesandtheirsizecorrespondsto their required
resourcevectors.Theobjectivefunctionis theaggregateof all clients’perceivedabsoluteutilities.
An additionalconstraintis addedto theknapsackproblemin thateachclient mustbeassignedto
exactlyoneservicemode.

Thesizeof theknapsackis obviousin thesingleresourcecase.If theresourceis allocatedat
thegranularityof {�Ú>� ( �ÜÛ|{ ) relativeto thetotalamountof a resourceavailable,onecandedicate
the resourceto eachclient at x differentconsumptionlevels. Thesizeof theknapsackwould be
x, which is usuallynot very large( y 10000),but asadditionalresourcesareadded,thesizeof the
knapsackgrowsmultiplicatively. Assumingadditionof oneresource,onemustmultiply therecip-
rocalof thegranularityof thefirst resourceby thatof thenewly-addedresourceto get thesizeof
theknapsackfor thetwo-resourceproblem.This impliesanexponentialgrowth of theproblemin
thenumberof resourcesor serversconsidered.Theexponentialgrowth in theoptimizationspace,
astheresource-allocationgranularitybecomesfiner, makestheproblemintractablefor onlineuse
in amulti-tieredserver farm.
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A Heuristic Approachto Solving the Allocation Problem

In theone-resourcecase,theproposedLVSC solutionis thebasedon thetraditionaldynamic
programmingknapsacksolution [87]. In the caseof multi-dimensionalresourcevectorsLVSC
focuseson optimizingtheutility with respectto thebottleneckresource.Thebottleneckresource
canbedeterminedusingPMaps.However, while packingtheknapsackat thebottleneckresource,
thealgorithmmustensurethat thechosenmappingof sessionsto servicemodesdoesnot violate
resourceconstraintsat thenon-bottleneckresources.This heuristicworksquite well if thereare
no resource-substitutes,e.g.,processingat onehostversusprocessingat another;a comparison
of the optimal knapsackalgorithm and the heuristicversionshows less than 1% differencein
long-runaggregateutility for randomclient populations.Even the naive methodof choosingan
arbitraryresourcefor which theresourceallocationis to beoptimizedworksrelatively well under
theassumptionof utility beingmonotonicallyincreasingasresourceconsumptionincreasesin any
resourcevectorcomponent.

Sincethe problemis primarily dueto the (theoretical)possibility of resourcetrade-offs, one
may wonderhow onecould reducethe complexity that resourcetrade-offs addto the allocation
problem.Onesolutionis to considerresourcesthatareperfectsubstitutesasaunit. For example,if
processingathostsA andB areperfectsubstitutes,thenonemayjustconsiderallocatingresources
as a percentageof the combinedvirtual resource(processingat A + processingat B). This is
essentiallywhatloadbalancingdevicesdo (ChapterII).

Complex resourcetrade-offs between,for example,networking andprocessingaregenerally
absentfrom multi-tier servicesbecauseserversarefine-tunedto deliver thebestpossibleperfor-
mancefor theservicesthey host.Changingtherelativeconsumptionof resourcesfor any particular
servicewill mostlikely leadto performancedeteriorationbecausetheserver would no longerbe
fine-tunedfor its changedworkload. Therefore,it is reasonableto assumethat in a multi-tiered
server scenarioresourcetrade-offs are either betweensubstitutesor resourcetrade-offs are not
feasiblefor a carefully-tunedsystem.Theseconsiderationsinspirethefollowing algorithm:
LVSC Long-Li vedWorkload OptCycle Algorithm (OptCycle):

1. Pick the bottleneck resource for which the allocation will be optimized.

2. Pack the resource optimally for the first client under all levels of resource availability.
Make sure that AC2 holds for every solution computed. Remember the maximum
utility achieved for each allocation level of the resource considered.

3. Add next ( � -th) client to the allocation, and try to serve him in a manner that maxi-
mizes the sum of utilities obtained by the � -th client and the �Ý�Þ{ clients, who can
only utilize the resources left over by the � -th client. Determine the “optimal” allo-
cation for all levels of resource availability. The utility achieved and service mode
choice for each level of resource availability is recorded in a table (Figure 6.16). The
utility for a service mode choice is computed by examining how much utility �!�ß{
clients were able to gain from utilizing the resource share left over after allocating
the � -th client at a specific service mode.

4. If there are more clients then go to Step 3 else output the allocation.

Step1 of theOptCyclealgorithmis not trivial but aspointedoutearlier, thisproblemis solved
by PMaps.
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U=2, (.1, .1) 
mode = 0,

label = utility, resource vector for all resources, assigned service mode

U=2, (.1, .1) 
mode = 0,

U=2, (.1, .1) 
mode = 0,

U=2, (.1, .1) 
mode = 0,

U=4, (.5, .2) 
mode = 1,

U=4, (.5, .2) 
mode = 1,

U=4, (.5, .2) 
mode = 1,

U=6, (.8, .3) 
mode = 2,

U=6, (.8, .3) 
mode = 2,

U=6, (.8, .3) 
mode = 2,

VS VS VS1 2 3

4, (.2, .2) 
mode = 0,

6, (.3, .3) 
mode = 0,

9, (.4, .4) 
mode = 0,

12, (.5, .5) 
mode = 0,

15, (.6, .6) 
mode = 0,

20, (.7, .7) 
mode = 0,

25, (.8, .8) 
mode = 0,

6, (.6, .3) 
mode = 0,

8, (1, .4) 
mode = 1,

8, (.9, .4) 
mode = 0,

8, (.7, .4) 
mode = 1,

10, (1, .5) 
mode = 2,

not feasible

12, (.8, .5) 
mode = 1,

15, (.9, .6) 
mode = 1,

18, (1, .7) 
mode = 1,

Figure6.16:Computationof optimalresourceallocationusingdynamicprogramming.

Despitethesignificantcomplexity reductionfrom aproblemthatwasoriginally exponentially
complex in the numberof resources,to onethat is linear in the numberof clients,onemay still
questionwhetherthis corealgorithmwill operateefficiently if executedfor every changein the
system’s client make-up. Thereare someshortcutsthat can be taken when implementingthis
algorithm. For example,the system’s aggregateutility canonly changeif the client undercon-
siderationin the inner-loop of theabove algorithmcanbemovedto a higherservicemodeor the
utility changesfor thepreviousclientswhile allowing thecurrentclient to beallocatedat its low-
estservicemode. This shortcutminimizesthesquaresof the tablethat needto becomputed(in
Figure6.16thereductionis from 80to 25). Nevertheless,thealgorithmstill hasproblems.First, it
is still fairly complex. Second,it mayrequirelargechangesin resourceallocationsin reactionto
only minimalchangein systemstate.To obtainamorepracticalsolution,it is necessaryto deviate
evenfurtherfrom theoptimalmulti-dimensionalknapsackoptimizationalgorithm.

6.5.2 A FeasibleOnline Solution to theSession-BasedResource-AllocationAdaptation Prob-
lem

The first hurdleto overcomein adjustingthe above algorithmfor actualsystemdeployment
is that the resource-allocationalgorithmitself takestime to execute. Shoulda client sessionbe
delayedwhile the resource-allocationadaptationexecutes?The answeris to introducea short-
term repository(STR), from which new clientsdraw someresourcesuntil the algorithmassigns
thenew incomingsessionto a servicemode–possiblyupdatingothersessionsin theprocess.The
resourcesneededfor theSTRarereservedin advanceandsubtractedfrom theresourcelimit. The
STR for long-lived sessionsis proposedfor two reasons.First, it allows the resourceallocation
to take time without delayingthe client request.Second,someclient sessionsmaybe too short-
lived to justify optimizationandreallocation.This is especiallytrue whensessionlifetimes are
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bimodallydistributed.

Thesecondproblemis that frequentresource-allocationchangestake a toll on optimality (as
shown for short-lived work) andintroducesignificantoverheads.The short-lived workloadver-
sionof LVSC alreadysolvedthis problemby deriving updatedresourceallocationfrom previous
allocations.In the context of short-livedworkload,this rationalewascapturedin computingthe
new configurationasaweightedaveragebetweentheold configurationandanew proposedalloca-
tion. This fractional,averagingallocationis possiblein theshort-livedrequestsscenariobecause
resource-allocationchangesdonottriggerservicemodechanges;theapplicationsdonothavestrict
resourcerequirements.Theonly adaptationcriterionwasdelay, andall performancerequirements
weresoft. This is not true in thecaseof streamingsessionsfor which delaybetweensubsequent
framesmayrendertheserviceuseless.For session-basedworkload,evena minimal changeto the
resourcelevel of oneongoingsessionmay requireend-to-endservicemodechanges.This is a
possiblyexpensiveoperationthatshouldbeavoided. Therefore,we derive a new allocationfrom
existing allocationsby introducingplaceholdersessionsin placeof sessionsthat have just been
terminated(Free-List[FL]). EachVS maintainsa FL of recently-closedsessions.Resourcestied
up by theseplaceholdersessionsremainunuseduntil a new sessionof the VS arrivesor until a
timeexpires.Upontimerexpiration,theresourcesconsumedby aplaceholdersessionarereturned
to theglobalresourcepool.

Eachnew sessionarrival cannow besatisfiedby allowing it to take theplaceof aclient of the
sameserviceclasswhohasjust left. Thisavoidstriggeringatime-consumingoptimizationprocess
or changesto theexisting resourceallocation.

Whenever a new sessionarrives, the most convenientway to admit it is to take resources
from its VS’s FL. So,checkingtheFL is thefirst stepin theadmissionalgorithm. If this stepis
successful,thealgorithmtakestheresourcesfrom theFL, allocatesthemto thenew client session
and,andexits withoutupdatingany othersessionsconfiguration.

If theadmissionalgorithmfailsto allocatethenew clientby usingtheFL, it allocatesresources
from theSTRto it, which will suffice to immediatelystartservingtheclient at the lowest-quality
servicemode. What follows is a local optimization. Active client sessionsaredegradedfor the
new client until thereareno clientswho, if degraded,loselessutility thanis gainedby upgrading
the new client to the next higherserviceclassandalsofree sufficient resourcesfor the upgrade.
This local upgradeanddegradeoperationquickly getsstabilizedandrequiresonly a few resource
allocationchanges(lessthanthenumberof servicemodes).Thisbehavior resemblesthecost-rate
balancingacrossVSsof theLVSCversionfor short-livedworkload.

The local optimizationstrategy mayobviously leadto inconsistenciesandsub-optimalitybe-
causethe underlyingoptimizationproblemis discreteandrequiresglobaloptimization. For this
reason,it is importantto resetthe resourceallocationfrom time to time to an allocationthat is
closeto optimal. For this reason,onemustperiodically(every OptCyclearrivals)checkwhether
the allocationis still closeto optimal. This meansexecutionof the LVSC long-lived workload
versionof the OptCyclealgorithm. This resemblesthe approachtaken by LVSC for short-lived
requests.In this scenario,too, theperformanceof theresource-allocationalgorithmdid not suffer
muchby adaptingresourceallocationseveryOptCycle-tharrival. However, runningtheOptCycle
algorithmtoo infrequentlydegradesutility.

WhenevertheOptCyclealgorithmis run,all resourcesthataretieduponFLs arereleasedand
OptCycleis executedto reseedthe allocationto onethat is closeto optimal. The periodof this
checkis animportantdesignparameter, andis definedin termsof how many adaptationoperations
thegreedyoptimizationstrategy mayperformbeforeOptCyclemustberun again.
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serv. modeID res.cons.vector
1 (0.0078125,0.00390625,0.00390625)
2 (0.015625,0.0078125,0.0078125)
3 (0.0234375,0.015625,0.015625)
4 (0.03125,0.01953125,0.01953125)

Table6.1: Servicemodedescription

6.5.3 Simulation Resultsfor Long-Li ved Session-BasedWorkload

Variousdesignaspectsarestudiedin anevent-drivensimulationof thethesystemmodelrun-
ning theLVSCalgorithm.Eachsimulationdatapoint is derivedfrom thesimulationof onedayof
serveractivity.

Simulation Parameters

To givearoughestimateof theperformanceof theproposedalgorithmin realisticsettings,the
modeledserver approximatesa RealSystem5.0 [114], RealNetwork’s audio-on-demandserver.
Thiswidely-usedsystemsupportsfour servicemodes:14.4,28.8,ISDN, andDual ISDN. Accord-
ing to RealNetworks,it is possibleto supportmorethan1,000sessionsperserverPCat14.4kbps
whenbroadcastinglive contents.With individual streamstheperformanceis significantlylower.
Dueto theunavailability of any moreaccurateinformationaboutthenumberof streamssupported,
theserverwasassumedto supportupto 128sessionsat14.4kbpseach.Thisrequiresabandwidth
of 230KB/s, which is manageableby a singleworkstationserver andcoincideswith thecapacity
of singleserver whenrunningtheWebSpec99benchmark.Table6.1shows themodelingparam-
eters.Only onebottleneckresourceis considered,sincethebottleneck-determinationproblemis
tackledin thepreviouschapter. Furthermore,the time granularityfor thesimulationis fixedat 2
ms.

To get a handleon client inter-arrival times and sessiondurations,the simulationassumes
that they areexponentially-distributed. This assumptionis consistentwith mostqueuingmodels
of interactive applications. The exponentialparameterfor sessiondurationsis the samefor all
subscriptionclassesin all simulations: à®áâ{�t Á�ã (a meanof 45 min). Theperformanceof LVSC
is testedunderhigh, low, andvery light loads. ThecorrespondingVS simulationparametersare
givenin Table6.2.

The server resourcesconsideredin the simulationare CPU, hard disk, and communication
(in that order of appearancein the resourcevector). The CPU was consideredthe bottleneck
resourcebecauseit is involved in datacopying, dataretrieval, and protocol processing. Note
that thebottleneckresourcedependson theserver setup.This simulationdid not adddistributed
resourcesbecauseit would have only increasedthedimensionalityof theresourcevectorwithout
addingany additionalinsight.

The lowestquality is nearAM radiowith a 14.4kbpsconnection.At 28.8kbpsonereceives
qualitybetweenAM andFM radio.Finally, ISDN facilitatestrueFM quality. Usingbothchannels
of ISDN guaranteesnear-CD quality. Eachof theseQoSlevels is representedby a servicemode.
Clientsareassumedto becapableof receiving serviceatall of theselevels.

ThemodeledserveroffersthreedifferentVSs.Thelowestqualitymightbeof interestto those
who want to accessvoice transmissions,suchasradio learningat 14.4kbpsfor $15. The price
is usedto generatea canonicalutility function underthe assumptionthat all clientsareequally
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VSID $ Timeout/min utility vector
1 15 45 (0.95,0.98,0.99,1.0)
2 30 45 (0.3,0.6,0.98,1.0)
3 50 45 (0.1,0.6,0.8,1.0)

Table6.2: VS description

Load VS1/s VS2/s VS3/s
light 0.005 0.02 0.01
low 0.02 0.07 0.03
high 0.035 0.1225 0.0525
heavy 0.05 0.2 0.1
(overload)

Table6.3: Arrival ratesfor differentVSsat differentloadlevels.

sensitiveto qualitychanges,however, placingadifferentvalueonquality. Thesecondsubscription
classtargetsatthosewhowantto listento musicatFM quality, ideallyreceivingserviceat64kbps.
Thecostis $30. Thelastandmostexpensiveclassis for CD quality, andservedbestat 128kbps;
it costs$50.SeeTable2 for theexactutilities usedin thesimulation.Thegeneratedconditionsfor
thesimulationweremainly modeledafterthemotivatingexamplein Section6.5.

LVSC EnhancesService Availability

The LVSC model is comparedagainsttoday’s commonpracticein sessionmanagementfor
servers that admit clients as long as thereare sufficient resourcesto set up sessionsfor them.
Theserver doesnot distinguishbetweenclients,andsimply triesto serve eachclient asbestasit
can.Furthermore,thereis no conceptof adaptation.Becauseof this model’s simplicity it will be
referredto astheNull model.

Intuitively, LVSC will outperformthe Null model in termsof availability becauseit hasthe
optionof degradingclients’ QoS,which is not supportedby theNull model.Table6.4shows that
Null doesnot scalewell to high-loadenvironmentswhereasLVSC does.Thelack of adaptability
to loadvariationsis handledby excessive over-designin currentmultimediasystemsthatarenot
adaptive. By contrast,flexible QoSallows the serviceproviders to tailor their systemsmore to
their realneeds,thusdrasticallydecreasingthecostof theserverandeventuallytheclients’ cost.

Moreover, LVSC is found to beableto serve 30%moreclientsunderlow load thantheNull
model (40 asopposedto 30). Underhigh load this gapwidenseven more to 233%(70 versus
30). On approachingthe overloadregion, the two policiesdrift aparteven farther. The number
of clientsserved in the LVSC model is sensitive to the removal of the short-termrepository. Its

Load LVSC Null
low 0.00 0.12
high 0.00 0.27

Table6.4: Averagerejectionrates:LVSCversusNull
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Figure6.17:Tradeoff betweenoptimality, OptCycleinterval, andFLs (counterpartof short term
averagingfactor s )

removal decreasestheaveragenumberof clientsservedby 10%andresultsin anon-zerorejection
rate. This negative impact is amplifiedas load increases.Clearly, adaptationandthe ability to
admitclientsonaconditionalbasisimprovetheserveravailability significantly. NotethattheSTR
was not requiredin short-lived requestworkload becausethe algorithm only adaptedresource
quotasfor VSsandhadno impacton theschedulingof individual sessions.

Allocation Impr ovements

SinceLVSCis utility-based,it is importantto analyzehow theaggregatedutility of allocations
improvesthroughtheuseof LVSC.LVSC is comparedagainstNull andtheimpactsof its design
parametersarestudied.

As expected,LVSC outperformsthe Null model (Figure VI.17(a)) by 15–25%,depending
on thechoiceof systemdesignparameters.Thereis a clearanti-proportionalrelationbetweenthe
inter-OptCycleinterval andtheachievedaggregatedutility. Thisis becausethelocalstrategy might
getstuckat local extremaif thesolutionis not optimizedfrom time to time by a globalstrategy.
The declinein the aggregatedutility is larger underhigher load, to an extent that even the Null
modelachievesgreateraggregatedutility if OptCycleis not run frequentlyenough.

As expected,FLs have a negative impacton the achievableaggregatedutility, as they were
not introducedto increaseutility but to decreaseoverhead.Theaggregatedutility with FLs ranks
approximately20% lower thanwithout them(FigureVI.17(b)). This is significantwith respect
to the utility gain achieved so far, so one must find a compelling reasonfor using FLs. The
immediatedeclineof utility in the presenceof FLs is dueto the high arrival ratesconsideredin
theexperiments.The lower thearrival ratetheflatterwill be theslopeof thedeclinein utility in
FigureVI.17(b).

Trading Allocation Optimality for LessOverhead

Decreasingoverheadeffectively meansimproving the aggregatedutility, sincethe resources
savedon adaptationoperationscanbeusedto admitmoreclientsto theserver, which would then
increasethe aggregatedutility. The overheadper sessionadaptationis not negligible, sinceit
requiresto changeboththeresourcereservationandtheQoSlevel of server threads,potentiallyat
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Figure6.18:Tradeoff betweennumberof adaptationoperations,OptCycleinterval, andFLs

multiple hosts.Moreover, the fact that resource-allocationadaptationswill be implementedwith
somedelayresultsin a lossof adaptationbenefit.

Knowing that aggregatedutility decreaseslinearly with the time betweenOptCycleruns, it
wouldbedesirableto confirmthatthenumberof adaptationoperationsdecreasesfasterthanutility
sothatonecaneffectively tradeoptimality for overheadreduction.

The decreasein the numberof adaptationoperationswith the increaseof inter-OptCyclein-
tervals resemblesa decayfunction,meaningthat its declinewill be larger thana linear function
at zeroandlessas �ç� è . If oneincreasesthe time betweenOptCyclerunsfrom 0 to 15,000
adaptationoperations,thereis a 10-fold differencein the numberof adaptationoperations(Fig-
ureVI.18(a)). Theaggregatedutility for thesamedifferenceonly changesby lessthan10%,thus
confirmingtherationaleof tradingoptimality for a reductionin adaptationoverhead.

Asmentionedabove,theexistenceof FLsnegativelyaffectsutility (seeFigureVI.17(b)). How-
ever, this effect is compensatedby the fact that, while achievableaggregatedutility decreases
by 20% with FLs, the numberof adaptationoperationsis reducedby approximately87% (Fig-
ureVI.18(b)). Every time a client is admittedthroughFL, adaptationcanbeskipped.Extending
thetimeto keepresourcesontheFL doesnotdecreasethenumberof operationsany furtherbeyond
theoptimalpoint.

Assessmentof Resource-AllocationAdaptation for Long-Li ved Workload

Theconclusionof theLVSCdesignfor long-livedworkloadis thatnear-optimalresourceallo-
cationscanbeachievedevenif oneaimsto minimizethenumberof resource-allocationchanges.
Theprinciplesusedto arrive at suchanalgorithmicdesignarethesameasthoseusedfor thede-
signof LVSCfor short-livedrequest-reply-typeworkload:retainingahistoryof previousresource
allocationsandoccasionaloptimizationasopposedto continuousoptimization.Furthermore,long-
livedworkloadintroducedtheneedfor thedroplist (DL) of connectionsthathaveoverstayed.The
problemwith long-livedworkloadis thatanunfortunatelifetime distributionof activesessionscan
affect the utility derived from a server for a possiblyvery long time. Thus,the impactof “run-
away” sessionsis muchlarger thanin short-livedworkload.Experimentswith a DL in LVSC for
short-livedrequestsshowedalmostnocostsavingsover theversionof LVSCwithoutaDL.

We alsoobserve that the utility increasefor the simulatedscenariodue to online resource-
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allocationadaptationis approximately20% over best-effort resourceallocation. While a 20%
benefitmaybe considerablein somedeploymentsituations,it is questionableif LVSC for long-
lived workloadwould be implementedin a real systemsolely becauseof its utility benefit. The
truebenefitof LVSCis thatit adaptsgracefullyto anoverloadsituationby readjustingVS resource
quotasto bettermatchincomingworkloadcharacteristics.

6.6 Implementation

6.6.1 External Adaptation — for Short-Li ved Requests

SincePMapswerenot completelyimplementedwhen the LVSC prototypewasbuilt, it re-
lied on applicationsupportfor responsetime measurement.To this end, a simple transaction
monitoring library (xactmon ) similar to Tivoli’s ARM [138] was implementedatop the VS-
enabledLinux implementation.An applicationfirst calls init xactmon to beattachedto the
monitoringmemorysegment. Whenever an application-level transactionbegins, the application
callsxactmon start transaction andit callsxactmon end transaction when-
ever thetransactionis completed.

Themonitoringframework alsorecordsimplicit information,suchastheVS with which the
calling threadis associated,in order to compile the information requiredfor the executionof
LVSC(pendingrequestsandtheirarrival times).As shown in Figure6.19,transactioninformation
is recordedinsideasharedmemorysegment,which is evaluatedby anexternalserver thread.The
server threadcompilesstatisticsfor eachapplicationandVS, whicharealsoexportedvia ashared
memorysegment.

The systemadministratorspecifiesthe TPT and cutoff times andmaximal cost valuesin a
configurationfile anda simpledaemonprogramkeepstrackof thecurrentclient setandresource
situationat theserverandreadjustsVS CPUquotasassuggestedby theLVSCalgorithm.

The classificationof requestsis achieved by the previously-describedVS workloadclassifi-
cationandclassification-propagationmechanisms.The implementationof LVSC for short-lived
workloadis relatively simplebecauseit doesnot proposea new performancemetricor designap-
proach.In contrast,LVSC for long-lived,session-basedworkloaddoesintroduceservicemodes,
which requirea moresophisticatedimplementationapproach.
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adaptive struct timeval *getNextSampleTime(void)
{
       BODY_1
}

{
       BODY_2
}

Figure6.20:Writing alternative functionbodiesfor servicemodeconstruction

6.6.2 LVSC ServiceBuilder Toolkit for Long-Li ved,Session-BasedWorkload

The corepieceof the LVSC implementationfor session-basedworkload is a threadlibrary,
which implementsscheduling,i.e.,automatedservice-modemanagement.

Servicemodeswereintroducedin thecontext of onlineadaptationto provide alternative ser-
vice implementationswith differentresourcerequirements.Thus,adaptingtheresourceconsump-
tion of a sessiontranslatesto adaptingits servicemode. To allow for continuousservice-mode
adaptation,applicationsmustsupportthe notion of a servicemodeandexport it to an external
adaptationthreadthatswitchestheservicemodesof differentthreadsto adapttheir resourcecon-
sumption(seeFigure6.21).

To simplify thedesignof adaptiveservices,aC/C++languageextensionwasimplementedthat
allows for “moded” executionof code.By placingtheadditionalmodifieradaptive in front of
a C function, the programmermay defineany numberof function bodies,in increasingorderof
QoS-levels(Figure6.20).Dependingonthecurrentservicemodeof theexecutingthread,different
versionsof thefunctionimplementationwill becalled.

Thecurrentprototypeof theintermediaryLVSCservicemodecompilercreatesamode-enabled
C++ program,whichbindsto coreLVSCthreadlibrary. Thecorelibrary ensuresthateverythread
that is createdwithin the C programwill be associatedwith a servicemodein a mannerthat is
transparentto theapplicationlogic. A separateservicemodemanagementthreadadjusttheservice
modesof concurrentthreads.Theadaptiveprogramwill executedifferentfunctionsdependingon

Resource Mangement

service application

LVSC control
thread

workers

IPC

- negotiate aggregate
  resource requests
- coordination across
  applications

Delegate resources
using Virtual Services

Figure6.21:LVSC’sMater-Slave ThreadModel
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its executionmode.Theexecutionmodeof anexecutingmode-enabledthreadis controlledby an
outsidemode-managermasterthread(seeFigure6.21). Theprototypeassumesthat it is possible
to changetheservicemodeof anapplicationat any time. This requirestheapplicationprogram-
mer to be especiallycarefulwith respectto the equivalenceof differentfunction bodiesthat are
implementedasalternatives.

A separateconfigurationfile for aprogram(associatedwith theprogramby its executionpath),
describesthenumberof servicemodesandtheresourcerequirementsof eachservicemode.More-
over, eachVS mayspecifyautility functionandsessionlifetime for eachapplication.If noutility
function is defined,it is assumedthat this VS will executea specificservicein best-effort mode,
i.e.,withoutany resourceguarantees.

LVSC’s service-modeadaptationmanagementthreadis startedwith the relevantparameters,
i.e., OptCycleandFL holding time. Currently, theapplicationmustpasstheseparametersto the
managementthread. In future implementationsthe control threadwill retrieve thosevaluesalso
from theconfigurationfile. TheSTRis currentlynot implementedbecauseunclassifiedworkload
is directlymappedto thesystem’sbest-effort workloadclass,i.e.,workloadwithoutVS classifica-
tion.

Theclassificationof incomingsessionsis not implementedin theservice-modeadaptationli-
brary, but it is directlybasedontheVS framework. Whicheverclassificationasessionassumedvia
theVS classificationmechanismis assumedto beapplicablefor thepurposesof onlineadaptation.
Of course,theapplicationcanalsooverridethis classification.

6.6.3 Alter native QoSMode Adaptation Strategies

Applicationsthataredevelopedin amannerthatis notservice-mode-awarecannotbeadapted
continuously. Nevertheless,sometimesthe systemmay implementtwo alternative versionsof
thesameservicein separateserviceapplications.While their network protocolsmaybeidentical,
their internalimplementationandsourcedatarepositorymaydiffer. For example,onemayruntwo
HTTP servers,oneconfiguredto serve high-resolutiongraphicsandthe otherto serve text-only
web pages[2]. Thesetwo implementationseffectively implementtwo servicemodes,however,
not insidea singleserviceinstance.If the OS reroutedincomingsessionrequeststo alternative
serviceinstancesbasedon theincomingsessions’VS classifications(seeFigure6.22),onecould
easilyimplementa one-shotadaptationversionof LVSC.Theadaptationwould beto reconfigure
the VS-to-serviceinstancerouting function, dependingon the resourcesituationat the server.
Suchanexternalmechanismfor alternativeserviceimplementationsis describedasanexamplein
ChapterIII.

6.7 RelatedWork on QoSAdaptation

LVSC is oneof severalapproachesthat look at theresource-allocationproblemfrom theper-
spective of cost minimization or utility maximization. Waldspurger [151] et al. introduceda
resource-shareenforcementschemethatdirectlyusesahigh-leveleconomicmodel(lotterytickets)
to drive resourceallocation. In the proposedapproach,every processis allocatedlottery tickets
for eachresourcetime-slot. Theseticketsallow the processto participatein a resourcelottery,
which replacestraditionalschedulingprocedures.If a certainprocess’lot is drawn, it is granted
accessto the resourcefor onetime-slice. This basicmechanismis usedto allow distributedre-
sourceallocationbasedon barteringbetweenprocessesin Spawn [150]. In Spawn, eachprocess
participatesin avirtual bartermarket, in which it “sells” ticketsfor resourcesthatit doesnotneed,
and“buys” ticketsfor neededresources.Themainproblemis thatapplicationsmustcollaboratein
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tradingresourcetokensacrosshosts.Furthermore,theapproachof barteringfor time-sliceswhen
workloadchangesquickly is not feasiblebecausethenegotiationbetweenprocesseshasquadratic
messageoverheads(every processmay have to negotiatewith every otherprocess).Finally, the
author[150] failedto provideaconvincing argumentbasedon costandbenefitsfor their complex
resource-barteringalgorithm. After someinitial interestin this solutionapproachwithin the OS
community, this approachhasfalleninto oblivion.

AbdelzaherandShin [2–4] introducedtwo relateddynamicresource-adaptationsolutionsin
Adaptware, CLIPS, a single-hostresource-managementlibrary similar to WebQoS(introduced
in thenext paragraph)andRTPOOL,a distributedresource-allocationadaptationscheme.In the
context of thischapter, RTPOOLis themorerelevantapproach.RTPOOLwasfirst to suggestthat
a distributed real-timeapplicationmay potentiallyadaptto fluctuationsin resourceavailability,
e.g.,in responseto componentfailures.RTPOOLis concernedwith schedulingtasksof a single
application,in which individual applicationtasksaremappedto differentQoSmodesdepending
on resourceavailability (similar to theQoSmodesintroducedin this chapter).Thepaperpresents
a pseudoflight controlapplicationthat is implementedwith thehelpof RTPOOL.Unfortunately,
the Adaptwareapproachdoesnot seemto be applicableto genericmulti-tier services,because
it assumesa periodicalreal-timeworkload,suchasthe workloadgeneratedby sensorsampling.
In contrast,multi-tier server environmentsfacea workload that is non-deterministicdue to the
randomnatureof requestsand their arrivals. The fact that units of work arrive randomlyin a
multi-tieredserver systemrequiresresource-allocationalgorithmsto berun morefrequently, i.e.,
every time thesystemstatechanges.This factplacesagreateremphasisonfinding feasibleonline
solutionsto theresource-allocationoptimizationproblemasopposedto applyingdirecttranslations
of knapsackpackingalgorithms.

Spawn andRTPOOLsaretheonly two approachesthatattemptdistributedresource-allocation
adaptation.Unfortunately, both of themfail to go beyond demonstratingthe possibility of on-
line resourceadaptation. This chapteraddsto this prior researchby investigatingthe inherent
overheadsof resource-allocationadaptationand its value in the context of a multi-tieredserver
scenario.Both Spawn andRTPOOLconsiderpredictableworkloadscenariosthatarevery differ-
ent from theworkloadsexperiencedby Internet-drivenservers. Whenworkloadis unpredictable,
bothapproacheswill suffer from theproblemthat it takestime to optimizeallocations,additional
time for resourceallocationsto takeeffect,andfinally thatit takesnon-zerotime to obtainasnap-
shotof thesystem’s state.Moreover, bothapproachesrequireheavy applicationchanges.LVSC
for short-livedworkloadscanoperatewithoutapplicationmodifications.



160

HP’s WebQoS[66] takes a more practicalapproachtowardsresource-allocationadaptation
thatdoesnot requirechangesto existing applications.WebQoSrecognizesrequestsin a middle-
waresocket library interposition,in which it measuresthroughputandchangestheorderin which
incomingsessionsare forwardedto the managedapplication(s). Incomingsessionrequestsare
classified(by sourceIP andtargetport) into serviceclasses(equivalentto VSs).Eachserviceclass
maybeassociatedwith absolute(reqs/s)or relative throughputtargets.Thisapproachis similar to
theadaptive traffic-shapingextensionfor VSsthatwasintroducedin Section4.10. TheWebQoS
approachcannotcontrol responsetimesandevenits ability to achieve throughputtargetsheavily
dependson the arrival process.Furthermore,WebQoSdoesnot optimizean externalobjective
function,it simplyattemptsto enforceagivenresourceallocation.

Steereetal. [133] presentastudyof onlineresource-allocationadaptationandstabilizationfor
interactive applicationsat theOS-layer. Their OS-layeradaptationprovidesmuchfirmer perfor-
mancecontrolsthananythingthathasbeendiscussedsofar, becauseall applicationsaresubjectto
theQoSadaptationandmanagementstrategy regardlessof whetherthey bind to any specificsup-
port librariesor not. Secondly, in theoryit would bepossibleto make their approachapplication-
transparent.The key ideain [133] is to useapplicationqueuelengthasa feedbackfor resource
allocations.Theobjective is to allocateresourcesin sucha way thatapplicationwork queuesdo
not fluctuateor grow. Theauthorscontendthatthis will leadto lessburstybest-effort processing.
This conjecture,however, is questionablebecausethey do not considerhow queuesareaffected
by theworkloadarrival process.While theapproachimprovesthepredictabilityof best-effort ex-
ecutiontimesof straightline codeandsimpleservices,thefeedback-drivenscheduleris unableto
optimizeanexternalobjective function thatdifferentiatesworkloadby value. Moreover, Steere’s
approachis not applicableto multi-tieredsystems.

While the practical approachespresentedthus far fail to reducethe complexity of multi-
resourceor multi-server adaptation,there is sometheoreticalwork on multiple-resourceQoS
adaptationproblemsby Rajkumaret al., attemptingto addressthe complexity of solving multi-
dimensionaloptimizationproblemsonline[85,86,112,113]. However, thework doesnotprovide
any concreteimplementationmodelnor takes into accountthe computersystemsfor which the
algorithmsareproposed.The proposedalgorithmsareessentiallyapproximatesolutionsof the
knapsackproblem,which could be usedas a drop-in replacementfor the OptCyclealgorithm
proposedin the context of long-lived session-basedworkload. In particular, the Rajkumaret al.
do not considerthecostsof changingresourceallocationsandacquiringsystemsnapshots.This
chaptershows that theresource-allocationadaptationalgorithmfor a multi-tier systemshouldbe
carefullyengineeredto dampentheoscillationsof resourceallocations.A straightforwardappli-
cationof theoreticalalgorithmsthatperformnearoptimally with respectto costminimizationor
utility maximizationfail to accountfor technicallimitations,suchasthecostof acquiringsystem
snapshotsandthedelaysassociatedwith changinga resourceallocation.

6.8 Summary and Conclusions

Building on theability to assignresourcequotasto activities in amulti-tieredsystem(VS) and
theability to obtainsnapshotsof theloadstatein amulti-tieredsystem(PMaps),thischaptershows
that,with respectto dynamicresource-allocationadaptationschemes,LVSC offersa definitead-
vantageoverotherconceivableschemes:slowly-changingresourceallocationswithoutsacrificing
muchutility or incurringextracosts.Thiswasvalidatedin thecontext of short-livedrequest-reply
typeclient-server workloadandlong-livedsession-basedworkload.This chapteralsoshows how
theadaptationmodelsfor short-andlong-livedworkloadsdiffer.
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Unfortunately, short-livedandlong-livedsessionsaretoodifferentto bemanagedby thesame
algorithm. Short-lived requestsaretreatedascontinuousflows, whereaslong-lived requestsare
treatedas discreteresourceconsumers.Therefore,it was not possibleto proposeLVSC as a
single resourcemanagementalgorithmfor all possibleworkloadsaswasexpectedat the outset
of this research.Instead,two differentLVSC versionsthatarebasedon thesameprincipleswere
introduced.Thismeansthatrequestswouldhave to beclassifiedinto short-andlong-livedones.

Flexible resourceallocationmay offer a greatadvantagein building commercialserver sys-
temsthat areexposedto demandfluctuationsand that canassociatea real economiccost with
requestprocessing.This conclusionis not specificto LVSC but sharedby all resource-allocation
adaptationapproaches.LVSC’s specificcontribution is that it makesonline resource-allocation
adaptationfeasiblefor distributedserver scenariosby greatlyreducingthe absolutenumberand
amountsof resource-allocationchanges.

Thehighserviceavailability for highcostor importantclientsof LVSC-administeredservices,
allowsserviceprovidersto hosttheirservicesonsystemswith lessover-designedcapacitybecause
thesystemadaptgracefullyto overloadevenif it operatesnearits capacitylimit. UsingVSsalone,
it would only bepossibleto confinethe impactof anoverloadsituationto theVS that is causing
it. VSs do not take into accountthe currentdemandsituationat the server andcannotachieve
utility-maximizing or cost-minimizingresourceallocations.

Even thoughLVSC is a much more applicableapproachfor multi-tier resource-allocation
adaptationthanpreviously-proposedsolutionsfor onlineresource-allocationadaptation,thischap-
teralsopresentschallengesin onlineresource-allocationadaptation.First,thedifferencesbetween
handlingshort-livedrequest-replyworkloadandlong-livedsession-basedworkloadsleadto com-
plex system-managementinfrastructuresthatarelikely to bemisconfiguredby typical systemad-
ministrators.Second,this chapterintroduceda realisticconstraintinto thediscussionof resource-
allocationadaptation:actionlags.

Past researchwasusually basedon the assumptionthat resource-allocationchangescan be
implementedinstantaneously. Especiallyin large multi-tieredsystems,this assumptiondoesnot
hold, soonemustconsiderthe impactof non-zeroresource-allocationenforcementdelays.This
chaptershowsthatnon-zeroresource-allocationdelaysareaseriouschallengeto theusefulnessof
dynamicresource-allocationadaptation,especiallyif adaptationis aggressive,

Anotherproblemaffectingonlineadaptationof long-lived,session-basedworkloadusingLVSC
is that the specificationand implementationof distinct servicemodesor QoSlevels within one
applicationis bothlaboriousanderror-prone.Hence,thecostof softwaredevelopmentwould in-
creasedrastically. If oneconsidersthedecreasingproductivity of programmersasthe sizeof an
applicationgrows, this challengemay becomeinsurmountable.Without an automatedapproach
for generatingdifferentservicemodes,onlineadaptationfor long-livedsessions— otherthanbit-
ratechanges— is unlikely to be implemented.Moreover, thedifficulty in identifying exactcost
benefitsof differentlevelsof resourceallocationmay leadto malformedutility functiondescrip-
tions,which is anadditionalobstaclefor theadoptionof onlineresource-allocationadaptation.





CHAPTER VII

Conclusionsand Futur e Dir ections

7.1 Conclusions

This thesishasshown thatresource-managementconceptsthathavebeensuccessfullyapplied
in single-tieredOS(resourcepartitioningandservicemonitoring)canbeextendedto multi-tiered
systems,thusimplementingbasicOSfunctionalityfor a network of loosely-coupledservers.The
approachtaken herediffers significantly from previous approachesto distributed systemman-
agement,which have largely focusedon creatinga singlesystemimageabstraction.This thesis
completelyabandonsthe single-systemobjective andfocusesinsteadon creatinga configurable
infrastructure(SDI) that allows limited coordinationof OS functionality acrossloosely-coupled
tiers.

The first contribution of this thesisis the analysisof typical client-server computingmodels
asthey areimplementedin today’s multi-tieredsystems.Fromthis designanalysis,it is possible
to derive a few basicmodelsof client-server interaction,server-sideprocessing,andinteractions
betweentiers.Theothercontributionsarebasedon theservicemodelsthatwerederivedfrom this
research.

The secondcontribution is to show the feasibility of policing server activities even if they
propagateacrossdifferentcomponentservices,systemabstractions(e.g.,processes),andmachine
boundaries.This objective canbe achieved if one installsan appropriateworkload-tracingand
policing subsystemin the OS. The couplingbetweendifferentmachinesis reducedto a simple
Virtual ServiceID (VSID) andlow-level monitoringfunctionalitythatensuresthatresourceparti-
tionsarebeingenforcedasconfigured.Thecompletesystem,consistingof resourcepartitioning,
workloadtracking,andoverloadshedding,is ableto provide goodinsulationbetweencompeting
applicationsthatshareservices.

Thethird contribution is to show thatit is possibleto learntheworkload-propagatingbehavior
andtier-relationshipsof multi-tieredserviceswithout requiringtheir cooperation.This ability to
learnhow the componentsof a systeminteractandpossiblyhow they interferewith eachother
will allow systemadministratorsto diagnoseproblems,plan systemcapacity, andhelp with the
configurationof VSs. PMapsstrengthentheVS solutionbecausethey allow VSsto beappliedto
black-boxservicesthatfit theintroducedserviceandcommunicationmodels.

The fourth contribution is to show the limits of monitoringandresourcecontrol in a multi-
tieredsystem.By examiningtheperformanceof onlineresource-allocationadaptationalgorithms,
it is shown that lags in the enforcementof resourceallocationsand lags in the recognitionof
the system’s stateadverselyaffect the performanceof online resourceallocationoptimization.
Furthermore,it is alsoshown thatalgorithmsthatseemasif they would trackresource-allocation
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optimality well, do not, or only marginally, outperformcalibration-basedresourceallocationthat
changesresourceallocationsminimally asloadconditionson theserverchange.

Thefifth andmostimportantcontribution is to identify the fundamentalprinciplesthatapply
to a large classof OS extensionsfor multi-tieredsystemsandthat arenot yet addressedby any
existing OSabstraction.StatefulDistributedInterposition(SDI) is theembodimentof theseprin-
ciples. Its designassertsthat statepropagationandstate-dependentinterpositionarecrucial for
the integrationof loosely-coupledservers if onepursuesa system-widemanagementobjective.
ChapterIII alsoshows how SDI canbe implementedin today’s OSs. SinceSDI is a catalystfor
systemextensions,it effectively turnsthis thesisresearchinto anopen-endedchallengefor system
designersandresearchersto utilize SDI or a similar mechanismto port otherfunctionality, e.g.,
securitymechanisms,thatarewell-establishedin single-tieredsystems,to multi-tieredsystems.

Theproposedsolutions,models,analysis,andconclusionsof this thesisarebuilt on thebasic
assumptionof loosely-coupledandpotentiallyheterogeneousmulti-tieredserver environmentsas
they exist today. Therefore,our resultsof arehighly applicableto currentserver OSsbecause
this thesisdoesnot proposeany radicallynew OSparadigms,machinedefinitions,or application
designs.This thesisalsoassumesthat a multi-tieredinfrastructureis utilized by multiple appli-
cationsandclient classes.A changeof this assumption(singleclient classandsingleapplication
environments)will rendermany of theconclusionsirrelevant.However, aconsiderationof today’s
multi-tiered deploymentssuggeststhat the assumptionsof this thesisare likely to hold for the
foreseeablefuture.

7.2 Future Work

Therearestill severalopenresearchquestionsrelatingto theautomaticidentificationof work-
load classes,i.e., VSs. A VS partitioningof the systemis not alwaysclearfrom the application
domain.Therearemany system-managementobjectivesthatcoulduseautomatedVS generation.
For example,onemay want to automaticallydifferentiatebetweenclientswho enterthe system
via differentfront-endservices.Furthermore,onemaywant to distinguishbetweenclientsbased
on the typesof back-endservicesthey utilize. It shouldbecomepossibleto generatesuchrules
automaticallyby usingtheoutputof PMaps.

Both PMapsand VSs will needto be applied to various runtime systems,e.g., Java and
pthreads . This porting effort will show that the corelogic of PMapsis not only designedto
be independentof a runtime system,but also to validateit againexperimentally. Having Java
andpthread instrumentationsfor PMapswouldalsoenhancethereal-world applicabilityof the
implementedprototype.

SDI providesopportunitiesfor numerousOSextensionsfor multi-tier systems.Themostap-
pealingfuture directionfor SDI is the designof securecomputinginfrastructures,sincetoday’s
multi-tieredsystemsaregenerallyunsafe.Themainweaknessof today’sserver designsis thatan
attacker typically only needsto breakoneserviceor server in orderto corrupttheentiresystem.
This is dueto thefact thatsystemsaregenerallyfortified only againstoutsideattacks,not against
attacksfrom theinside. So,onceanattacker hasintrudedinto a server network, thereis oftenno
further obstaclefor him to compromisethe entiresystem. SDI could be usedto propagateim-
mutablesourceIDs with all activities in orderto indicatewhich IP addresscauseda request,even
if theattacker triesto hidehis tracksby logginginto intermediarysystems.

TheSDI é -languagemayneedto beextendedby addinga“setof context objects”abstraction,
select( ê ) andassert(ë ) operators.Thus,thelogic expressivenessof SDI guardswould fall in line
with first-orderlogic andpotentiallyallow new kindsof applications.Theimpactof wideningthe



165

expressivenessof theSDI é -languagein this way is not yetunderstood.
Theparsingof theSDI é -languageis alsothesubjectof futurework. Currently, SDI policies

are evaluatedin linear order. To speedup their evaluation, it would be advantageousto keep
statisticsregardingthe likelihoodof differentguardclausesto be true,andto build anoptimized
decisiontreeinsteadof usinglinearevaluationorder. This extensionwould enableSDI to allow
possiblythousandsof simultaneously-installedpolicies. As a result, it would becomefeasible
to install dynamicrules,for example,policiesthat will apply only to oneactive communication
session.A simpleexampleuseof sucha capabilitywould beto useSDI asa drop-inreplacement
for network addresstranslationcode.

A good future applicationof SDI that fits well with the objectives of this thesisis to use
it to resolve namespacepollution in sharedservices. For example,a servicemay be usedby
two independentapplicationswhosenamespacesoverlap, suchas, two file server clients with
directoriesnamed/usr . This problemis currentlyresolvedby not sharingthe service,but one
couldinsteaduseSDI to build athin interpositionlayerthatis transparentto thesharedapplication
andtherebyresolvepossiblenamespaceconflicts,for example,by prefixingnameswith theclient’s
VSID on-the-fly.

Finally, aninterestingquestionis whetherit is possibleto integratePMapsandVS for offline
system-capacityplanninginsteadof online resource-allocationadaptation.Despitethe fact that
theprospectsfor onlineresource-allocationadaptationusingVSsandPMapsarenot promising,it
maystill bepossibleto usetheoutputof PMapsto optimizesystemallocationson acoarsertime-
grain.OnecouldusePMapsto build a simulationmodelof themulti-tieredsystem.Then,system
administratorswould be free to install VS-basedandsystem-basedperformancecontrolsin the
simulatedsystem,addextra capacity, andaccuratelyassessthe impactof the proposedchanges.
In thisway, systemadministratorswouldbeableto makemoreinformedsystem-managementand
upgradedecisions.
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APPENDIX A

Survey of Service Implementations

A.1 Client-to-Server Communication

Request-per-message:The only request-per-messageprotocolsthat are directly or indirectly
usedby multi-tier applicationsareDNS, NFS, DCOM, andsomecustomapplicationsthat rely
ondatagram-basedRPC.

DNS messagesutilize a client-generated16-bit messageidentifier to correlaterequestand
reply packages.Thus,it is possibleto uniquelyidentify requestsandreplieswithout modifying
theapplications,simply by matchingthefirst two bytesof DNSrequestor replypacket [135].

Similar to theDNS protocol,RPCmessagesalsocarryclient-generatedtransactionID to cor-
relaterequestandreplypackets(thefirst 4 bytesof aUDPdatagram)[135]. Dueto problemswith
RPC’s recovery from messagelossandits poorperformanceon slow networks,mostapplications
usetheequivalentTCPtransportmethod(request-per-connection).Only olderNFSversionstend
to rely onRPCoverUDP. Bothblock requestsandrepliesaresentassingleUDP datagrams.

Microsoft’s DCOM protocolis a separatelayerof indirectionlayeredatoptheOSFRPCpro-
tocol [61]. It explicitly usesUDP-basedRPC.
Request-per-connection: RPC is not only an examplefor a request-per-messageprotocol but
also for the request-per-connectionmodel [135]. WhenRPCis usedwith TCP as its transport
layer, theneachrequestis submittedto the server usinga separateTCP connection.While this
procedureincursgreaterdelaysdueto connection-establishmenttimes,theTCPversionof RPCis
morerobust in thepresenceof packet lossandslow networks. Moreover, TCPis theonly choice
for non-idempotentRPCsbecauseUDP doesnot guaranteedatagramdelivery.

The mostpopularrequest-per-connectionprotocol is HTTP 1.0 without the HTTP keepalive
option [20]. Here, too, requestand reply are sentand received via the sameconnection. The
connectionis closedby theserverassoonasit hassentits reply.
Connectionrecycling: HTTP implementsa keep-alive feature[20] to avoid theoverheadof con-
nectionestablishmentfor every HTTP GET request.This is usefulsincesomesomeweb pages
requiretensof requeststo be sentto the server. This featurecanbe usedto interleave multiple
requestsandrepliesover thesameconnection.Oneimportantdrawbackof thisprotocolis thatthe
serveris only requiredto handleoneoutstandingrequestata time. Similarly, to ensureproperpro-
cessingof thereplies,theclientwill only acceptonereplyata time. This leadsto aping-pong-like
communicationpatternbetweenclientandserver.

This back-and-forthcommunicationpatterncanalsobe found in low-enddatabaseclient-to-
server communication.If thedatabasedoesnot properlyframerequests(e.g.,PostgresSQL [34]
providesno requestframing), theclient needsto wait for its query’s resultbeforesubmittingthe
next query. Onebenefitof this behavior is that the numberof requestssentover a connection
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is proportionalto thenumberof timestheclient switchesbetweensendingandreceiving on that
connection.Thisobservationis usefulin policing andmonitoringmulti-tieredapplications.

This ping-pongbehavior alsoresultsnaturally, whenthe client softwareis programmedin a
sequentialmanner, i.e.,without theuseof asynchronousI/O. Dueto theprogrammer’sexperience
usingmulti-threadingandasynchronousI/O on variousplatforms,custom-designedcodeis likely
to be implementedin a sequentialmanner, thusexhibiting theping-pongcommunicationpattern
thatis typicalof connectionrecycling evenif theprotocolpermitspipelining.

Requestpipelining: To avoid the addedlatency of having to hold backadditionalpendingre-
questsuntil the server replies,many client/server protocols— most importantlyIIOP [102] and
RMI [140] — allow requestpipelining. Pipeliningis madepossibleby framingeachrequestand
reply package.Therearein fact two sub-categoriesof pipelinedprotocols:thosethatallow out-
of-orderprocessing(i.e., allowing a requestì thatwassubmittedafter requestí to finish beforeí ) andthosethatdon’t (e.g.,HTTP 1.1).

In HTTP1.1 [53] theclient sendsa numberof independentrequestmessages(GET or POST)
towardstheserver without waiting for any answersto arrive in between.To theoutsideobserver
of this client-to-server communicationschemeit seemsasif theclient weresubmittingonevery
largerequest.Theserver, respondsto theclient requestsby sendingits reply messages(properly
framed)over theback-channelof thesameconnection.SinceHTTP1.1doesnot includearequest
ID for eachrequestmessage,theserver mustreply to theclient by sendingall repliesin thesame
orderastherequestsweresent.

Sun’s Java RMI protocolalsoallows clientsto sendmultiple consecutive requeststo a server.
Similar to HTTP 1.1, it requiresrepliesto be sentin the sameorderasrequests(a.k.a.,remote
methodinvocations)becausecallsandargumentsaretransmittedback-to-backwithout any addi-
tionalwrappingin Sun’sRMI protocol.RMI usesTCPbecauseit mustsupportall methodopera-
tions,includingnon-idempotentones,without forcingprogrammersto changetheirprogramming-
styledueto thenetwork natureof RMI.

IIOP hasbecomethedefactostandardfor client/servercommunicationin modernmulti-tiered
applicationsbecauseit providesapowerful system-independentcommunicationframework which
allows for object-orientation.In fact,evenSun’s own Java distribution includesCorbabindings,
which canbe usedinsteadof RMI. IIOP is a very sophisticatedprotocol,allowing even for dis-
connectedoperation.However, all commercialimplementationsusethebi-directionalconnection-
basedObject RequestBroker (ORB) architecture:a full-duplex TCP connectionis established
betweenclient andserver. Clientsinitiate a connectionwith theserver’s ORB. Oncetheconnec-
tion is establishedthe client my sendvariousrequesttypesto the remoteORB. Eachrequestis
identifiedby a uniquerequestID to allow theclient to demultiplex repliesthatit will receiveover
its reply channel.CORBA allows out-of-orderprocessingandrequestcancellation.However, the
default behavior of mostORB implementationsis FIFO requestprocessingon a per-client basis.
TheORB doesnot guaranteeany specificexecutionorder. Consistency mustbeenforcedby the
applications.

FTP: The traditionalactive FTP communicationmodel [111] doesnot fit any of the communi-
cationmodelsintroducedin this sectionbecauseit createsa separateconnectionfrom theserver
to the client for eachreply, i.e., file transfer. The reasonfor the peculiarFTP protocolscheme
is that repliesare very long-lived, implying that the server would be non-responsive to control
commandssubmittedby theclient duringanalready-initiatedupload.Froma modelingperspec-
tive it is unfortunatethat FTP is implementedusing connection-pairs.For modelingpurposes
onewould aggregatethesetwo TCP/IPsessionsinto onelogical, application-level session.This
application-level sessionwould thenfit the pipelinedmodelwith connectionrecycling. Another
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positiveobservationis thatFTPis almostneverusedwithin multi-tier serviceimplementations.

A.2 Service ProcessingAr chitectures

Apache1.x: Version1.3 of the popularApacheweb server [33] is the mostwidely-usedHTTP
server in theentireInternet.Its processingmodelis designedto work well for serversof different
sizesandis compatiblewith avarietyof OSs.Apachemayfollow eithertheforkedworker model
(0 spareprocesses)or theprocesspool model(MaxClientsequalto spareprocesses).Intermedi-
ary modesarepossible.The best-performingconfigurationis the processpool modelbecauseit
avoids process-creationoverheads.Apachefeaturesone listenerthreadthat waits for incoming
connectionrequestsanddispatchesthem—viaa sharedmemoryareacalledscoreboard—to an
idle worker thread,or if noneis availableandtheserver still haslessworkersthanMaxClients,it
will dynamicallyfork anew workerprocess.CGI programsareexecutedinsideaseparateprocess
thatis forkedon-demand.
Apache2.x: Apache2.x [35] is anupdatedversionof Apachethat,insteadof relyingonprocesses
for its concurrency, utilizesthreads(pthreads).Threadcreationrequireslessoverheadthanprocess
creationand most importantly, switching betweenthreadsof a sharedmemoryspacedoesnot
requireexpensivecacheflushandtranslationlook-asidebuffer flushesin theCPU,thusimproving
overall applicationthroughput. Exceptfor the changefrom processesto threadsthe processing
modelremainsthesameasits previousversion.
IIS: Microsoft’s IIS [42] is a popularHTTP server alternative for Windows-basedservers.Over-
all, thedesignsof IIS andApache2.x workloadmanagementarequitesimilar. Thekey difference
betweenthetwo is that IIS usesanI/O completionport (a Windows requestqueuingabstraction)
to communicaterequestsfrom thelistenerto theworkers.Besidesthis technicaldetail,IIS imple-
mentsa threadpool processingmodellike Apache.
FastCGI: FastCGI[103] is an extensionfor HTTP servers to improve throughputfor dynamic
content. Traditionally, CGI scriptswere usedto generatedynamicWeb pages. However, this
methodcausesprocesscreationoverheadfor everyCGI request.Insteadof creatinganew process
for eachrequest,the FastCGImodel externalizesthe binary inside its own separate(third tier)
server application,to which the HTTP worker threadconnectseitherby usinga UNIX domain
socket(UNIX), I/O Completionport (Windows),or aTCP/IPconnectionin generalsystemswhen
theFastCGIserver programexecuteson a differentserver thantheWebserver. FastCGIprovides
a simpleplugin for a web server, which is invoked by the worker threadwhenever the URI of a
FastCGIscriptis encountered.TheFastCGIscriptitself is verysimilar to astandardCGI scriptto
easethetransitionfrom CGI to FastCGI.

The FastCGIserver hasa configurablenumberof threadswaiting for incomingconnections
from the Web server, thus implementinga threadpool model. Moreover, eachremoteFastCGI
requestfrom theWebserveris submittedvia its own separateconnection(request-per-connection).
FastCGIis far moreefficient thantraditionalCGI scriptinvocation.
Servlets: Servlets[68,134] arethe Java equivalentof FastCGI.The Jakarta/TomcatWeb server
pluginsareusedin mostHTTPserversthatprovideservlets.

Therearethreereasonsfor usingservlets.First, invoking CGI scriptscauseshigh overheads.
Second,thoseoverheadsareevengreaterwhentheCGI scriptrequirestheinstantiationandinitial-
izationof a JVM. To allow customizingWebsiteswith dynamicJava-basedprograms,theservlet
mechanismprovidesa persistentJVM insidethe HTTP server (i.e., within the Jakartamodule).
Third, webpagescanusetheJava Server Pages(JSP)languageto refer to includedynamiccalls
to servletroutines,to generatepartof a webpage,thusproviding aneasy-to-useway to combine
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staticanddynamiccontentin a web page. Requestsfor servlets,dynamicobjectsarecommu-
nicatedto the persistentJVM, which translatesthe requestto the appropriatemethodinvocation
usingeitherRMI or IIOP. Theobject’soutputis thenrelayedto theWebclient in thesamemanner
in which a FastCGIscript’s outputis relayedto the web clients. Thereis typically a one-to-one
correspondencebetweentheWeb-serversworker threadthat is waiting for thecompletionof the
servletcall andtheJavaThreadwithin theJVM thatexecutestheservlet’s code.

Theservletmechanismis thebasisof increasinglypopularapplicationserver solutions,such
asBEA WeblogicandIBM WebSphere.
ProFTP: ThepopularProFTP[39] server for Unix-basedOSsoperatesaforked-workermodel.A
mainthreadacceptsincomingconnections.As long astheFTPserver’smaximalconnectionlimit
is not reached,it forks a worker processto servicethe individual FTP session.Oncethe remote
clientdisconnectsfrom theFTPserver, theworkerprocessexits. Theoverheadof forking aworker
processis negligible for anFTPserversinceits connectionsarerelatively long-lived.
WuFTP: Wu-FTP [40], anotherpopularFTP server, implementsthe sameserver behavior as
ProFTP, i.e.,a forkedworker. However, thisserverdoesnot implementamaximalremoteconnec-
tion limit, whichmakesit slightly morevulnerableto overload.
OpenSSH:OpenSSH[38] is anopensourceimplementationof thesecureremotelogin environ-
mentcalledSecureShell (SSH).Theoperationof this login commandresemblesthatof all other
remoteaccessprograms,e.g.,FTPandRlogin. Sincesessionsarelong-lived,theper-connection
setupoverheadtendsto be negligible. So, until the server hasreachedits connectionlimit each
incomingconnectionin SSHgeneratesanew connectionhandlingprocessusingfork. Theforked
worker processhandlesauthenticationof the client (e.g.,public key challengeor password) and
forks anotherworker process,which will take over theprocessingof theconnectionwithin a sep-
arateuserprivilegeprocesscontext. Theauthenticationprocessexits. This processingmodelwas
referredto asthe stagedworker model,which is implementedusingthe the basicforkedworker
mechanism.The forked worker finally executesa shell program(a forked helperthread)whose
outputit relaysto theremoteclient.
Linux mount.d: Linux’s implementationof the mount.dservice–insidethe kernel follows the
singleworkerscheme(usingonly onewaitingthread)[36], whichis alsoreferredto astheiterative
servermodel.
PostgreSQL: The PostgresDBMS [34] implementsthe fork-on-demandmodel. A dispatcher
forks a new worker processfor eachincomingconnectionuntil a maximalnumberof processesis
reached.
Sybase:Sybaseintroducesanadditionallayerof indirectionin its serviceimplementationwhen
comparedto otherdatabaseimplementations[143]. Sybase’s Adaptive Server EnterpriseDB has
a dispatcher, which waits for incomingconnections.The dispatcherdoesnot readfrom the in-
comingconnection.Insteadit handstheincomingconnectionover to oneof a numberof listener
threadsthat residein a threadpool. Listenersaredispatchedin round-robinorder. For eachnew
incomingconnectionthe listenerscreatea new light-weight threadthathandlesall aspectsof the
communicationwith theclient. Eachconnection-handlingthreadmaycreateadditionalthreadsto
handlecertainaspectsof client queriesin parallel.Thelight-weightthreadlibrary is aproprietary,
Sybase-specificthreadinglibrary. Thereasonwhy Sybasedoesnotusestandardthreadlibrariesis
mostlikely dueto thefact that the legacy of thecurrentdatabaseversionpredatestheavailability
of threadpackagesfor differentcomputingplatforms.
DB2: DB2 [71] supportstwo differentaccessmodes:onefor local clientsandanotherfor remote
clients.

Local clientsconnectto theDB2 databasevia a specialvirtual memory-basedcommunication
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library. Thiscommunicationlibrary essentiallyprovidesa sharedmemory-basedfull-duplex mes-
sagequeue.Theclient appendsits messagesto thetail of its outgoingqueueandtheserver reads
from thehead.Repliesareenqueuedby theserver in a secondFIFO queue.Thecommunication
modeis transparentfrom the perspective of the API usedby DB2-dependentapplications.Each
new sharedmemoryqueueis handledlike anacceptedTCPconnection:it is recognizedby a dis-
patcher(for localrequests),whichactivatesanagentfor everyincomingin-memoryrequestqueue.
If therearenomorefreeagents,thedispatcherwill wait for oneto becomeavailable.Althoughthe
DB2 documentationdoesnotexplicitly describethemechanismusedfor communicationbetween
thedispatcherandtheagents,which executequeriesandcommunicatedirectly with theclients,it
is likely that this communicationis basedon thesamecommunicationabstractionthat is usedin
thecommunicationwith local clients,i.e.,a sharedmemory-basedFIFOqueue.

Remoteclientsconnectto a dispatchervia a well-known TCPport. Thedispatcheralsotakes
the incomingTCP connectionandpassesthe connectionto an agentprocess,which handlesthe
requestssentby theremoteclient.

DB2 usesactualprocessesto implementits worker processes(a.k.a.agents).Thereasonfor
thisdesignchoiceis thatit increasesthedatabasesrobustnessevenif thedatabaseitself encounters
an unexpectedcondition— only oneworker processwill die insteadof taking down the entire
DBMS. Sincequeryprocessingis naturallya high overheadoperation,theadditionalcostof dis-
joint addressspacesbetweenagent,dispatchers,andclientsdoesnot havemuchimpacton DB2’s
overallperformance.

Like all otherdatabases,DB2 hasnumerousbackgroundprocessesto reorganizedatabases,
reclaimbuffer space,managelock contention,andthelike. Theseprocessesarenot synchronized
with theprocessingof theactualclient-inducedworkload.

MS-SQL: Microsoft’s SQL server implementsa somewhat peculiarprocessingmodel [19,45].
Incomingconnectionsareforwardedvia anIOCompletionPortto afreeworker from athreadpool.
If thereareno freeworkersleft, the incomingconnectionis forwardedto a worker threadthat is
alreadyservinganotherconnection.Thisthreadwill bemultiplexedbetweentwo concurrentclient
connections.Therecommendedconfigurationis to setthenumberof simultaneousclient sessions
equalto thenumberof workersto avoid threadmultiplexing. Nevertheless,thesystemdegrades
moregracefullywhenconnectionpooling is enabledfor worker threads(incomingconnections
will not bedenied).This modelwaschosenin previousversionsof theSQL server becauseeach
processconsumesafixedamountof memoryandthereis only afixednumberof threadsthateach
Windows kernel instancecan manage. IIS’s threadmultiplexing is a complex implementation
(servicebecomesa largestatemachine)only to hidesomeof olderWindowsversion’s limitations.

The morerecentMS-SQL 2000versionsupportsfibers,a Windows versionof LWPs(light-
weightprocesses),whichcanbeallocatedfreely–oneperincomingconnectionbecauseeachfiber
onlyconsumesminimalresources.Fibersalsoexhibit lowertaskswitchingoverheadsandenabling
fiber supportfor SQL 2000is stronglyrecommended.In this case,IIS’s actualprocessingmodel
would be that of a threador fiber pool (in Microsoft terminology). MS-SQL server’s designis
graduallymoving towardstheprocessingmodelsemployedby otherDBMS systemswith a longer
history. In its currentstageit most resemblesSybase,which utilizes application-level threads.
BothOracleandDB2 heavily utilize OSprocessesinsteadof applicationlevel threads.

Oracle: Client connectionsto the Oracle[29,104] databaseserver arerecognizedby a listener
process,whichacceptstheconnectionandeitherpassesthesocketdirectly to adispatcherprocess
or redirectstheclientto directlyconnectto adispatcherataspecifiedport. Thereasonfor thisredi-
rectionschemeis that it simplifiesbuilding a clustereddatabaseserver. Eachdispatcherhandles
a numberof client connectionsin parallel.For eachincomingconnectionthedispatchercreatesa
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so-called“V irtual Circuit,” which it usesto communicatethe requestsgeneratedby its clientsto
a threadpool of worker threads.Whenever a worker threadreadsfrom a particularVirtual Cir-
cuit, it will executeanSQL statementandsendits resultsthroughthesameVirtual Circuit. The
dispatcherreformatsthe result for transmissionover the network andpushesit out to the client.
OracleusesLWP andprocessesassupportedby the underlyingkernel. Unlike MS-SQL server,
Oracleavoids a state-machinelike approachby introducingVirtual Circuits, which areeasierto
monitoranddebug.
Weblogic: Weblogic[17,18] is anapplicationserver. An applicationserver is essentiallya col-
lectionof library routinesthatsimplify building customWebsitesthat integratea varietyof data
sources,suchasthefile systemanddatabases.Applicationserverstypically provide scheduling,
requestqueuing,authentication,andpersistentobjectsupport.Typicalapplicationservers,suchas
Weblogic,eitherintegrateanHTTP server to allow network clientsto connector they hook into
anexistingHTTPserver.

Weblogicincludesits own Java-basedHTTPserver, thruwhichclientsconnectto remoteJava
object.ClientsmayalsoaccesstheJava objectsdirectly usingJava’s RMI or IIOP. Thefront end
(proxy) maintainsa Java threadfor every incomingclient connection.Client requestsfor specific
Java back-endobjectsaresubmittedvia a specialrequestqueue(a simpleJava objectsimilar to
Oracle’s Virtual Circuits)andcommunicatedto theback-endJava objectvia onepre-established
network connection. The benefitof this implementationdetail is that it eliminatesconnection-
establishmentdelaysand that it reducesthe numberof connectionsrequiredto allow network
clients to accessback-endJava objects;for î clientsand ï objectsthe numberof simultaneous
connectionsrequiredfor a traditionalconnection-per-requestmodelwouldbein theorderof ï3î as
opposedto ï with Weblogic’sconnection-per-objectmodel.

The communicationmodelbetweenfront-endandback-endservers,althoughTCP-based,is
of therequest-per-messagekind. Thefront-endserveremploysa typical requestpool with up to a
maximalnumberof threadsservingclientconnections.Theback-endimplementationsaretheoret-
ically freeto choosearbitrarythreadingmodels.However, if theback-endsarealsoimplemented
in theWeblogicprocessingmodel,they areimplementedwith a threadperobject.Eachback-end
objecthasa listenerthreadthatwaitsfor incomingconnectionsona specificport andservicesthe
incomingrequests.
WebSphere: TheWebSphere[70,72] applicationserver is equivalentto theWeblogicapplication
server. It alsoattemptsto createa homogeneousprogrammingenvironmentfor Web-enabledser-
vicesthatrequireaccessto persistentdataandtransactionalsemantics.Thedesignsof WebSphere
andWeblogicarevery similar. Thefront endof WebSphereis a derivative versionof theApache
HTTP server usingthe Jakartaservletengineto drive WebSphere.As in Weblogic,WebSphere
accessesremoteobjectsto satisfycertainservletrequests.

WebSpheredoesnot inventany novel communicationmechanisms.It relieson CORBA IIOP
andRMI. Incomingconnectionsthatareacceptedby theHTTP server arehandledby theJakarta
servletengineif they requireaccessto a Java object. If theJava objectis externalto theJakarta
server thenthefront endplacestherequestinto anapplication-level requestqueue.Therequestis
thenpickedup by a threadfrom a pool of worker threads,which carryout theremoteinvocation
usingeitherIIOP or RMI. Theworker threadblockswaitingfor its peerto reply. Theobjectof this
intermediatestepis to limit parallelismin theserver farmto preventoverload.

Theback-endserversof WebSpherearestandardJVMs thathostobjectsandprovide no con-
currency control;they simplyoperateonaworker threadper-connectionbasis.
SAP R/3: SAP R/3 [28] is essentiallya mediatorbetweenclient-sideapplications,e.g., client
masks(terminal or Web-based)and back-enddatabasesystems. Eachincoming connectionis
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acceptedby a listener/dispatcherprocess,which handstheconnectionto a worker threadresiding
in a threadpool. If noworker is available,theconnectionis enqueuedin aconnectionqueue,from
which the next availableworker threadwill dequeueit. Internally, the worker summarizesand
consolidatestheclient’s transactionrequestsandforks a specialhelperthread(a LWP calledtask
handler)to executeback-enddatabasetransactionswhenever databasetransactionsarereadyto
beexecuted.Thus,theworker remainsresponsive to theclient. Whentheclient disconnects,the
worker waits for all outstandingdatabasetransactionsto completeandreturnsitself to the thread
pool.
Orbix: While CORBA’s IIOP protocol[102] hasbecomethedefactostandardfor communication
betweenobjectsin amulti-tieredserversetup,standaloneCORBA architectureshavenotachieved
thesamelevelof success.Nevertheless,nativeCORBA applicationsexist. Of thosenativeCORBA
applications,mostuseIONA’s ORBIX [75,76] implementationof CORBA.

TheObjectRequestBroker (ORB) is thekey componentof a CORBA implementation.The
ORB is responsiblefor unmarshalingthe requestsreceived from a client (e.g.,a servletengine)
andactivatingtheappropriatemethodonthetargetobject.Thecommunicationbetweenclientand
server is governedby the Inter-ORB protocol(usually IIOP). This protocolallows for pipelined
requestsor simpleconnectionrecycling. Sincemostclient applicationsinvoke remoteobjectsin
thesameway they would invoke local objects(locationtransparent),theaccessto remoteobjects
is typically sequentialandtheconnectionis only recycled(withoutpipelining).

IONA’s ORBIX ORB implementsthe objectserver usingthe dispatchermodel. First, every
objectserver containsonelistenerthread,which listensfor incomingrequeststo theobjectsthat
residein its addressspace.Eachrequestreceivedby thethelisteneris translatedinto arequestdata
structureandenqueuedin a thread-safequeueobjectthatoperatesasa buffer betweenincoming
requestsandaworker threadpool. Threadsfrom thethreadpooldequeuerequestsfrom thethread
poolandinvoketherequestedmethodonthetargetobject.If thetargetobjectitself is implemented
asa single-threadedobject, the worker from the threadpool actively carriesout the requestby
invoking the requestedmethod. If the target object is implementedasa multi-threadedobject,
thenthethreadfrom thethreadpoolenqueuestherequestin anobject-specificrequestqueue,from
which it is retrievedby theobjectimplementation’s mainthread.This lattermodelrequiresmore
complex objectimplementations,which arenot only functionalbut alsocontrol their own request
scheduling.Theimplementationis bestdescribedasa stagedworker model,in which theclient’s
requestis partially processedin severalstagesuntil it is finally finishedby the targetobject. The
stagesarethreadpoolsthatareconnectedby thread-saferequestqueuesthatareprovidedby the
ORBIX middleware.
OmniORB: OmniORB[37,89] is ahigh-performanceCORBA implementation.Surprisingly, the
threadpoolsof theORBIX CORBA implementationareabsentfrom OmniORB.It implementsa
simplethread-per-connectionmodelinstead.Morespecifically, incomingconnectionsareaccepted
by alistenerwhichcreatesaworkerthreadfor eachincomingconnection.Thus,OmniORBimple-
mentsa simpleforked worker model. DespiteOmniORB’s simpleprocessingmodelit hasbeen
shown to outperformcompetingORB implementations[46]. This observation suggeststhat the
overheadof settingupaworker for eachincomingconnectionis only asmallfractionof CORBA’s
overallper-requestoverhead.





APPENDIX B

DetailedTraceCharacteristicsof SelectedService Implementations

In discussingtheidentificationof differentprocessingmodels,it is assumedthateveryneeded
systemeventcanbe generatedandtimestampedwith a consistentglobal timestamp.As will be
explainedlater in Section5.10,themechanicsof achieving theseprerequisitesarenot trivial and
requiresignificantimplementationeffort (seeSection5.10).

B.0.1 SingleWorker

Thesingleworker modelis thesimplestworkloadhandlingbehavior thatcanbeimplemented
for aservice.Theservicemayconsistof asinglethreadthatsimplyacceptsoneincomingconnec-
tion at a time andfinishesit completelybeforemoving on to thenext requestor connection.Al-
ternatively, thesingleworkerservicemayconsistof a (fixedor dynamically-sized)poolof threads
which await incomingconnectionsusingaccept . TheOSassignseachincomingconnectionto
a thread,which handlesall of thework requestedby theclient via theacceptedconnection.This
model is recognizedby observingthat a threadthat accepteda connectionwill alsoreadit and
write to it without forking or dispatchingany intermediaryhelperprocess.Due to its poor per-
formanceandlackingscalability[136] this modelis not usedin commercialproductsandonly in
earlystageopensourceprojects.

B.0.2 ForkedWorker Thr ead

The forked worker threadmodelconsistsof a delegating parent anda connection-handling
child. We generallyassumethat the parent’s resourceconsumptionbetweenits resumptionof
processing(returnfrom select ) to its returnto select or accept shouldbechargedto the
activity that causedthe forking behavior. Any processingthatoccursbetweenthe parent’s entry
to select andits successfulreturnfrom select shouldnot bechargedto any activity but be
countedasbackgroundprocessingoverheads.

As Figure B.1 shows, thereare essentiallytwo distinct forking behaviors for network pro-
cesses.Thefirst modelappliesto bothTCP-andUDP-basedservers,whereasthesecondmodelis
only implementedin TCP-basedservers,whichconstitutethevastmajorityof all network services
usedin multi-tier systems.The first modelcalls select (or poll ) to wait for a new connec-
tion. In thesecondmodeltheparentcallsaccept directly relying on theOSto wake it up. The
select-approachis oftenchosenwhentheserver threadhasothermaintenanceresponsibilitiesor
whentheserverwaitsfor dataona UDPsocket. Theobservationof theunderlinedeventsreliably
identifiestheforkedworker model.
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FigureB.1: Theforkedworker processingmodel

To identify a forkedworker, it is necessarythatall featuresof themodelarerecognized,i.e.,
the waiting parent,accept , the return of the parentto a waiting systemcall, and the child’s
terminationwhich concludestheincomingsession.If any of thetracefeaturesthatareunderlined
in FigureB.1 aremissing,the traceis simply identifiedasunrecognized(eachfailure is logged).
The reasonfor this rigid interpretationis that the modelswill begin to becomeindistinguishable
if oneallows for guessingerrors.Comparedto otherrecognitionproblemsknown from Artificial
Intelligence(AI) research,suchasimagerecognition,thebehavior recognitionproblemof PMaps
is marked by a relatively small numberof distinguishingfeatures. Model detectiontechniques
from AI thatusesimilarity typically rely on largersetsof characteristicfeatures.
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B.0.3 Dispatcher

The dispatchermodelis anotherasymmetricprocessingmodel in which the dispatcherdoes
little work. It simply checksfor a pendingrequestanddispatchesa worker threador processto
completethework. In contrastto theforkedworker model,onedoesnot observe thecreationof a
new processor threadin responseto an incomingrequestandprocessesdo not exit immediately,
i.e., within several é s, after finishinga request(i.e., close or shutdown of thecorresponding
socket). In this model the processset managementis generallyseparatefrom the handlingof
connectionsandrequests.

Onemayarguethatmany realserver applicationsarehybridsof dispatcher-styleandforked-
workerbehaviors. Theworker threadsarefirst forkedasin theforkedworkermodelbut stayalive
afterfinishingtheclient request.Fortunately, theinitial startupphase(forkedworker) is in general
statisticallyirrelevant. For this reasonthe startupbehavior model is omittedfrom the statistical
PMaptool.

Thetypical indicatorfor thehandoff of work is that thedispatchedprocessor threadusesthe
acceptedsocket. The reasonwhy onecannottotally dependon synchronizationbetweenworker
anddispatcheris thattherearemany differentwaysin whichdispatcherandworkersmaysynchro-
nize.Themostcommoncallssuchassemop andwrite to aFIFOareeasilyobserved.However,
trackingsynchronizationusingfile locking mechanismsis moredifficult to achieve. This is why
theuseof synchronizationbetweenprocessesshouldnever beusedasthekey characteristicof a
model.

Experimentationshowedthatit is possibleto reliably identify thedispatchermodelby observ-
ing that the dispatchedprocessresumesits processingandread s from a socket or accept s a
connectionon a socket that waspreviously touchedby the dispatcherthread.The tracefeatures
thatarerequiredto positively identify thedispatchermodelare:

1. Theworkerdoesnotexit uponclosingtheconnectionwith its clientbut it suspendsprocess-
ing and

2. theremustnot be a fork event without a correspondingexit betweenthe dispatcher’s
recognitionof thependingconnectionandthereador acceptby theworker(seeFigureB.2).

Onemaybeableto enhancetheability to recognizethedispatchermodelby addingpositive iden-
tification of theactualhandoff event. It appears,however, that it is possibleto correctlyaccount
for the dispatchermodel without identifying the actualwake-up-handoff sequencebecausethe
dispatchoperationandtheworker’s first useof theconnectionaretypically only a é s apart.

With respectto statisticsthedispatcher’s activity shouldonly becountedtowardstheactivity
thatcausesan incomingconnectionaslong asit canbeassociatedwith thatactivity, i.e., until it
reentersselect or accept waiting for thenext connection.

B.0.4 Helper thr eads

Thehelperthreadmodelis commonlyusedto increasethe degreeof parallelismin services.
Especiallyin I/O intensiveservices,it canbeveryhelpfulto handlepotentially-blockingoperations
spawnedby oneactivity in their own independentthread,thusmaximally utilizing the server’s
resources.

Forkedanddispatchedthreadsareessentiallyspecializationsof the helperthreadmodel,be-
causetheparentusesahelperfor eachincomingconnectionto increasethenumberof connections
that arehandledin parallel. This thesisdistinguisheshelperthreadsfrom forked anddispatched
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workerby statingthatthehelper’sparentor dispatcherkeepsworkingonbehalfof thesameactiv-
ity asthechild or thedispatchedthread.In fact,it typically wait s for thechild or resynchronizes
with it. Moreover, thehelperneverclosestheconnectionthat is associatedwith thecurrentactiv-
ity. This is alsothesimplestway to recognizea helperthread:it is a dispatchedthreador forked
worker thatdoesnot closethesocket over which theactivity’s requestwasreceivedlater thanits
parent(dispatcher).Oftentimes,the helperthreadwill not even touch the socket or connection
that is associatedwith theincomingactivity. Theactivity of a helperthreadis to becountedfully
towardstheactivity.

If the helperis not forked but dispatchedfrom a threadpool, it is importantto observe the
activationof theworker, i.e.,anIPCmechanism,lock, or message,becausetherewill beno read
or accept on thesocket that identifiestheongoingactivity. As soonastheworker suspendson
thesamesynchronizationprimitive from which it wasreleased,it is to bedisassociatedfrom the
ongoingactivity. Thedispatchedhelperis to bedisassociatedfrom theactivity, which causedits
releaseno later thantheendof thatactivity plusa small time interval to allow for somepossible
cleanupin the worker. This helpermodelis frequentlyusedin databases.Herethe connection-
managingprocesssuspendsto wait for oneof several I/O threadsto take andcompleteits record
retrieval command. Oncethe I/O threadresynchronizeswith the parentor dispatcher, the par-
ent/dispatcherresumesandfinishesprocessingthe activity. If the helperresynchronizeswithout
waking up the dispatcherthat causedits mostrecentrelease,thenthe helpermustbe flaggedas
multiplexed. In thiscasethehelperis associatedwith anumberof activitiessimultaneouslyandits
resourceconsumptionmustbechargedin equalpartsto all activities thatarecurrentlyassociated
with the thread. In general,this modeof operationis the most difficult to capturein an auto-
matedonline-monitoringtool sinceit requirescarefulimplementationandgooddatastructuresto
capturerapidly changing“works-for” relationships.Moreover, the PMapbeyond sucha multi-
plexedthreadcannolongerbebrokendown by serviceclass,unlesstheapplication’smultiplexing
mechanismis madetransparentto thePMaptool by instrumentingtheappropriateapplicationor
middle-warelibraries.

To accountfor dispatchedhelper threadsone must assumethat competingdispatchersare
served in FIFO orderandthat dispatchedhelperseventuallyresynchronizewith their parentsto
marktheendof theiractivity.

B.0.5 Stagedworker

Work is passedfrom stageï to stageï<ðòñ , which canbe observed by either intercepting
communicationor synchronizationbetweenthestages.Typically, theprocessat stageï waitsfor
work from stageï�ó·ñ by synchronizingonasemaphoreor callinga receiveprimitive (e.g.,FIFO
read).It is unblockedby aprocessfrom stageïôó²ñ , which is workingona requestdifferentfrom
theonethatstageï wasworking on prior to its unblocking.Uponunblockingthestageï worker,
theworker in stageï<óßñ closesits referenceto the incomingclient connection.Eventually, the
laststagewill closethesessionassociatedwith therequestunderconsideration.

Thestagedworker modelis in factonly themulti-tier extensionof thedispatchermodel.The
recognitionandmeasurementspecificsfor child processes,sessions,andresourceconsumptiondo
not changefrom thepreviously-describedtwo tier processingmodel(dispatcher).Noticethatthis
modeldoesnot requiredistincthosts.
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B.0.6 Nestedworker

The nestedworker model is alsoa multi-tieredprocessingmodel. However, the difference
betweenthenestedworkerandstagedworker is thatthedispatcheror parentthreaddoesnotsever
its associationwith anongoingactivity onceit dispatchesa nestedworker. For example,aworker
threadmaydispatcha nestedworker without acceptingor waiting for anotherrequest,or closing
thesocket over which it receivedtherequest.Thenestedworker modelis then-tier extensionof
thehelperthreadmodel,in whichtheparentthreador dispatcherremainsin chargeof theincoming
connectionbut waitsfor thenext stagehandlea sub-request.

B.0.7 Peer relationships

Thusfar, the relationshipsbetweenprocesseswereconfinedto parent-to-childdependencies
anddependenciesthat arecreatedby host-basedsynchronization(messaging,semaphores,etc.).
In multi-tier systems,processesthatresideondistincthostscreatepeerrelationshipsby establish-
ing network connectionsbetweenthem. The relationshipsmanifestthemselvesin the existence
of a communicationchannelbetweenthe communicatingprocessesof somenetwork protocol.
Network-connection-baseddependenciesbetweentwo processesalmostalwaysresemblenested
worker-typeprocessingmodels,in whicha front endprocessconnectsto abackendprocess.

Theback-end’s processpool is decoupledfrom thefront end,i.e., front-endshave no control
over the processingmodel, resourceallocation,and implementationof back ends. This is the
naturalpointfor compositionof models.In general,amodelidentificationprocedureshouldexpect
bothclient andserver sideof a communicationchannelto implementtheir own behavior models.
The peerrelationshipties the modelof the front-endserviceto that of a back-endservice,thus
reducingcomplexity. Eachservice’s behavior canbeidentifiedby eventsgeneratedon theserver.
By identifyingpeerservicesit is possibleto saythattwo independentservicescollaborateandtheir
interactioncanbecharacterizeby describingnetwork communicationbetweenthem.

The communicationmodelis of interestfor peerservicesbecausenetwork performancecan
drasticallyalter the performanceof client-server processing.For example,the amountof data
exchangedbetweenpeers,thecommunicationdelay, andpossiblyback-and-forthcommunication
patterns(ping-pong)arevery importantif oneattemptsto understandtheperformanceof a multi-
tiered,multi-hostservice.

B.0.8 Combinations

Theabovemodelsarecomposedin multi-tier systems.For example,theApacheHTTPserver
implementsa dispatchermodel. However, its processingof CGI scriptsfollows thehelperthread
model. TheCGI script may in turn rely on a backenddatabase,to which it connectsvia a TCP
connection(usingODBC), thusimplementinga nestedworker model. The backenddatabase’s
receiving processtypically actsasa dispatcher, while the database’s worker threadsmay utilize
numerousdispatchedhelperthreads(e.g.,in parallelqueries).
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ABSTRACT

Model-BasedSystemManagementfor Multi-TieredServers

by
JohnReumann

Chair: KangG. Shin

Internetservicesareincreasinglydesignedasmulti-tiered,i.e., compositeserviceslinked
by a fastand reliablecommunicationnetwork infrastructure. Even thoughmulti-tiered
systemsarecommon,theirproblemsareonly insufficiently addressedby currentoperating
systems(OS)designsandexisting literature.

This thesisspecificallyaddressesperformancemanagementproblemsin multi-tiered
server deploymentsandproposesa generalizedframework which facilitatessystem-level
managementof multi-tieredactivitiesasanadd-onfor standardOSs.

Theproblemof interferencebetweenco-locatedmulti-tieredservicesis addressedby
proposingVirtual Services(VSs)to control theperformanceof sharedback-endservices.
Sincetheconfigurationof VSsrequiresat leastamodel-basedunderstandingof themulti-
tieredsystem,PerformanceMaps(PMaps)is introduced.PMapsinfer thedependencies
betweeninteractingservicesin a multi-tieredsystemthroughobservationandonlineser-
vice modelunderstanding.This thesisdemonstratesthatmetricsbasedon PMapscanbe
usedto identify severalperformanceproblemsthatoccurin multi-tieredsetups.

This thesisalsoaddressesthe questionof whetherit would be beneficialto integrate
VSsandPMapsinto anonlineresourceallocationadaptationapproachthatattemptsto op-
timizeanexternalcostorutility functionbychangingresourceallocations.Twocalibration-
basedapproachesareproposedandshown to performnearlyaswell as,or betterthan,
aggressivereschedulingof systemresources.However, it is alsoshown thatresourceallo-
cationenforcementdelaysnegatively affect theperformanceof onlineresourceallocation
adaptation,thuslimiting its usefulness.

This commonalitiesbetweenVSs and PMapsare capturedby the proposedsystem
supportlayer called StatefulDistributed Interposition (SDI). It is designedto simplify
the adaptationof single-hostsystemsfor their usein multi-tieredsetups.SDI supports
the additionof arbitrarystateto OS entitieswithout requiringany kernelrecompilation.
SDI automaticallypropagatesthis stateaccordingto system-specificpropagationrules
(alongsidemulti-tiered activities) from one tier to another. This attachedstatecan be
usedto trigger andcontrol OS plugins,suchasPMapsandVSs. A prototypeof SDI is
implementedandshown to addonly slight ( ö 2%)performanceoverheadto Linux.


