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CHAPTER |

Intr oduction

1.1 Motivation

The emphasiof software modularityin modernsoftware engineeringmethodology
hasled to the developmentof multi-tiered servicearchitecturesas shovn in Figure 1.1.
Unlike traditionalmonolithic services gachservicecomponenimplementsonly a small
part of functionality, while relying on other (often standardizedyervicecomponentso
accomplishthe functionality thatis peripheralto the intendedservicefunctionality. For
example,anHTTP senerfrom vendorA maybeintegratedwith a proprietaryapplication
via a CORBA interface,which in turn connectdo an arbitrary back-enddatabaseising
ODBC. Eachservicecomponenimay executeon its own specially-tunedsener. Unfor-
tunately dependencieBetweersuchloosely-coupledervicesreatesystemmanagement
problemsthatarenot anticipatedn the designof currentOSs.

The multi-tieredscenarids becomingncreasinglyimportantasmulti-tieredarchitec-
turesfind broadeacceptancdueto new technologiessuchasCORBA [102], DCOM [61],
J2EE[139], IBM’ sWebSpher¢70], BEA'sWebLogic[17,18], andMicrosoft's .NET ini-
tiative [145].

Many difficulties in multi-tiered sener managemenarisewheneer one attemptsto
configuredifferentfront-endapplicationgo utilize sharedback-endserviceqi.e., service
consolidationpr attemptdo enforcedifferentpoliciesfor differentusersvhousethesame
services.Suchconsolidatioroffers severaltangiblebenefits.First, it reducesadministra-
tive overheadssthe numberof installedsenersshrinks.Secondsoftwareredundang is
eliminated thusreducinglicensingcostsandthe wasteof memory Third, physicalspace
andenepgy requirementganbe significantlyreduced.

The drive to easesoftware consolidationthroughOS supportis not new. In fact, it
hasalsoinspiredthe innovation of the sharedibrary abstractionn UNIX [9] andother
OSs. Multi-tiered servicescan be viewed asthe logical extensionof the sharedibrary
conceptfor the networked sener ervironment. For this reasonfuture sener OSsshould
provide targetedsupportfor servicesharinganalogouso thesingle-hostoncepof shared
libraries.

CurrentOSsareill-equippedto addresghe needsof multi-tiered applications since
they have evolved from single-serer and workstationOSs. They provide only limited
supportfor servicedistribution. In fact, the only supportprovidedis basicnetwork com-
municationsupport. Neverthelessmulti-tiered servicesare built for such off-the-shelf
OSs.Thismeanghattheidealsupportsub-systemvill leave existing OSsemanticsntact,
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Figurel.1: Multi-tiered sener architecture

while addingmostly applicationand OS-transparergupportfor multi-tieredsystemman-
agement.Onemay wonderwhy the distributed OS conceptsf the late 1980s andearly
19905s[7,99,105,122,160] have not becomethe OSsof choicefor today’s multi-tiered
systems.Thefirst reasonfor this may be the semanticallifferencesetweensingle-host
anddistributed OSs,which complicatethe porting of applicationgto distributed OSs. A
secondreasonmay be that mary of the featuresof a distributed system,e.g., location
transpareng andsingle systemview, may be counterproductie to the designof efficient
sener software and detrimentalto the deploymentof heterogenousomputerhardware.
Third, large,scalabledistributedseners[25,74,123] or applicationscanbe built without
specializedistributed OSs. However, theseapplicationsstill suffer from manageability
problemswhich will be addresseth this thesis.In conclusionmigrationfrom a single-
hostapplicationto a distributedapplicationatopa distributedOSis still a substantiatask
with limited benefits.

In multi-tiered systems functionality is distributed acrossa numberof hostsalong
serviceboundarieswithout requiring a distributed OS. Thus, applicationprogrammers
cantake advantageof their ability to distinguishbetweenlocal and remotedataaccess
to optimize applicationperformance. Moreover, it is possibleto run differentservices
on carefully-tunedsener hardware. For example,a databasesener would mostlikely
be hostedon a sener with very large disk bandwidthand capacity Thusary solution
for multi-tieredsystemmanagemergupportmustbe designedo copewith hardwareand
softwarediversity.

Perhapsthe mostimportantreasornwhy distributedOS platformsarenot usedto host
multi-tiered servicesis that multi-tiered systemsby-and-lage requiresupportthatis or-
thogonalto the supportthat is provided by distributed OSs. Distributed OSsassume
monolithicapplicationsi.e., all functionalityneededo accomplisha certaintaskis imple-
mentednsideonepotentiallymulti-threadedpplication.Multi-tiered servicesompletely
partwith this basicassumptiorsincetheir functionalityis partially accomplishedby inde-
pendentjoosely-coupledub-servicesThe challengeaddressedy this thesisis to create



a singleserviceabstractionfrom a network of services)asopposedo the singlesystem
abstractior(from a network of machinespursuedy distributedOS designs.

Thefollowing scenariadllustrateshow andwhy multi-tieredsystendesigndiffersfrom
traditionaldistributedOS approachesSuppose serviceprovider hostsoutsourceappli-
cationsfor busines<lientsusinga sharedhardware and softwareinstallation. A poten-
tially large numberof outsourcedapplicationsmay requirethe sameback-endservices,
e.g.,DB2 databases)Neb cachessearchenginesandnameservices.Theseoutsourcing
centercanbeverylarge; for example,IBM Global Servicesoperatesanoutsourcingcen-
terin Raleigh,NC, containingover 10000workstation-basedenersand250 mainframe
computers.Thereforejt is highly desirableto consolidatesharedback-endservices.Un-
fortunately this would causemary problemsrangingfrom securityto performancenter-
ference DistributedOSsdo notoffer any answerasto how onecouldpossiblyconsolidate
sucha serviceinfrastructure. What is neededs a mechanisnthat mapsback-endser
vices’ actvitiesinto differentfront-endservices’contexts dependingon who theback-end
works for. To ensurethat our solutionremainslargely invisible to the applicationsand
the OSs,we adopta model-basea@pproachThis approachmapsmulti-tieredapplications
to genericserviceimplementatiorpatternsandappliesgenericperformancecontrolsthat
areknown to be effective for applicationof therecognizedype. The patternsalsoaidin
trackingtherelayingof work from onetier to another

1.2 Assumptionsand Limitations

This thesisaddressethe systemmanagemenproblemfor multi-tiered senersunder
the assumptiorthat multi-tieredactiities aretraceablewvithout applicationmodification.
This meansthat thereis a traceablecorrespondencéetweenthe threadsand processes
thatexecutan thesystenandactivities which aredistributedandcompriseall processing
and communicatiorexecutedon behalfof individual requests.Moreover, messgesthat
are passeetweerservicesnustbe recaynizable Unfortunately theseassumptiongre
not alwaystrue without changingthe applications.

First, the assumptiorof having a traceablerelationshipbetweenactivities and pro-
cessedr threadsmay not hold. An exampleis a sener suchasthe Flash[106] HTTP
sener, which bypasseshe threadlibrary andimplementsts own internalthreading.The
authorsof Flashcall this event-driven becauseachlogical threadretainsrelatively little
state,andthreadings implicit, i.e., thereis no explicit threadstack,andthereforeno use
of OSthreading.Thereis only oneFlashprocessvisible to the OS. However, this single
processnaybeservinghundredof connectionsimultaneouslyeachof which mayrepre-
sentdifferentclients,andtherefore resourcerincipals.In orderto make the relationship
betweernthreadsandactiities obsenableatthe systemlayer; it is necessaryo instrument
theapplicationto exporta uniqueconnectiondentifierwheneerit switchesfrom serving
oneconnectiorto another

Secondthe assumptiorthat messageare recognizablemay be violated. For exam-
ple, this is the casewhenthe client-to-serer interfaceis implementedn a proprietary
fashionusing a randomaccessnedium(sharedmemory)communicationchannel,such
asIPC sharednemory If clientssubmitrequestgo a sener via a sharedmemoryinter-
face,it is very difficult to determinewhoserequesta sener is readingwhenit accesses
thesharednemorysegment.In this caseonewould needto traceevery memoryaccesso
tracethe communicatiorbetweerclientsandseners. However, suchtracingwould com-



pletelyeliminatethe benefitof usingsharednemoryfor communicationFor all practical
purposeswe mustassumehatcommunicatiorover anunstructuredrandomaccessgom-
municationchannel,suchassharedmemory is untraceablainlessit proceedghrougha
sharedibrary with awell-definedmessagingnterface.

Fortunatelytheresultsof thisthesisarenotaslimited asit mayappeadueto theabove
countergamples.In fact,mostserviceimplementationsatisfyour assumptions.

First,applicationghatimplicitly encodehreadingnto theircodeareveryrare.In fact,
in asurwy of morethan30 serviceimplementationsywe foundonly a singlewidely-used
servicethat doesnot useary of the following: a threadlibrary, a virtual machinethat
providesthreadskernelthreadspr kernelprocessegthe pre-2000versionsof MS-SQL).
Later versionsof the sameserviceuse Windows fibers (light-weight processes).There
are mary reasonsagainstimplicit threading,and the only reasonfor having themis a
performancemprovementovertheuseof genericthreads.Theamgumentsagainsimplicit
threadingnclude:

e implicit threadings difficult to program,

implicitly-threadedprogramsaredifficult to understanéndverify,

arequesthattriggersanerrorin theprogramcodewill bringdown theentireservice,

implicit threadingis bad software engineeringoecauset violatesthe separatiorof
differentprogrammingaspectgfunctionalityvs. threading),

thereis no needto reinventthreading,

mary servicesdo somuchapplication-le&el processinghatthe performancdenefit
of eliminatingthreadings negligible.

Secondwhile thereareapplicationghatutilize sharednemoryfor inter-processom-
munication,they typically do so throughlibrariesthatimplementcorventionalcommu-
nicationabstraction®ver sharednemory For example,the Oracledatabaseener uses
sharednemoryfor inter-proces€ommunicatiorandfor communicatiorwith localclients.
This communications encapsulateth a general-purposénked library thatimplements
the notion of full-duplex communicatiorchannelgyvirtual circuits) over sharedmemory
Applicationsnever explicitly readfrom or write to sharednemory Insteadthey enqueue
messagesto the sharedibrary. Thus, messagesre effectively traceableat the shared
library interface,even thoughthey are not traceableat the OS-IPCinterface. One may
arguethattracingsharedibrary behaior is similarto customizinghe OSto trackspecific
applications. However, this is not the casebecausean unlimited numberof customap-
plicationsmay utilize a singlesharedibrary for communicatiorwith a de facto standard
service.Onewould not even provide a sharedibrary if therewereno potentialfor reuse
acrosanultiple,independenapplications This meanghatwe canpossiblytrackhundreds
of applicationswith only a smallinstrumentatiorof a certainsharedibrary.

While thereis the possibility thatthe assumptionsnadewith respecto traceableap-
plicationsand communicationsnay not hold for somespecificserviceimplementation,
we concludethat our assumptionsold in typical systemscenarios. We also conclude
thatthey arelikely to hold in the future becausesystemengineeringand programming
principlesencourageervicedesignto complywith our assumptions.



Thisthesisfocuseson managingmulti-tieredapplicationsatthe systemor OS-layerby
interceptingandinterpretingits interactionwith the OS. It is, however, necessaryo inter-
pretthe term“system-level” or “OS-layer” broadlyto not only includethe OS itself but
alsothreadindibraries,communicationibraries,andvirtual machinestheterm“runtime”
may be substitutedor “OS-layer’ Despitethefactthatthis thesisspecificallystudiesthe
casein which applicationsarebuilt atopthe OSwithoutintermediarythreador communi-
cationlibrariesor virtual machinespnecandirectly applythis researchho manageshared
library andvirtual machine-basesgerviceimplementations.

1.3 ThesisStatementand Solution Overview

CurrentOSsarenotableto effectively managépolice,monitor, andadapt)multi-tiered
servicesbecausehe correlationbetweenOS abstractiongndactuities is not trivial and
is disguisedby intermediarytiers. This problemcanbe solved by exploiting the factthat
serviceamplementonly afew differentmodelsof behaior. This thesisshavs how a sys-
temcanbe policedandmonitoredby usingmodelsof applicationbehaior in combination
with OS modificationfor systemobjecttagging,tag propagationandtag-triggerednter-
position. Furthermorethis thesisshowvs thatthe changeslo not unnecessarilglon down
systemoperationandcanbeimplementedvithout rewriting the serviceimplementations.

This thesisspecificallyshavs that:

1. Systemextensionsthat use modelsof applicationbehaior provide configurable
Quiality-of-ServicgQoS)controlfor concurrentnulti-tieredservicesn thepresence
of sharedback-endservicesn amannerthatis transparento theapplication.

2. By identifyingthemodelsof applicationbehaior onlineit becomepossibleo mea-
surethe performanceanddiagnosedhe bottleneckof multi-tieredapplicationseven
in the presencef back-endservicesghatare sharedamongmultiple competingap-
plicationsor client classes.

3. It is not necessary— not even for performancereasons— to build variousspe-
cializedsystemmanagemenrgnhancementsto eachOSkernelin orderto improve
their operationin multi-tiered systems.Instead,0Ssshouldprovide a generalized
layer of supportfor addingcontectual informationto existing systemabstractions,
configurablepropagatiorof this contextual informationalongsidethe flow of work,
policing of interactionsbetweenapplicationsandthe OS, andthe classificationof
systemabstractiondasedon applicationbehaior.

4. Evenwith advancedsystemmonitoringandonline policing capabilitiesthat would
facilitateonline adaptatiorof QoSin multi-tieredsystemsgcontinuousQoSadapta-
tionin amulti-tier systems notonly of little benefitbut canalsoproducesuboptimal
resultswhenaccountingor the costof online adaptatiorin multi-tieredsystems.

Thebasicsolutioncanbesummarizedsfollows. A requesthatentershesenerfarm
is classifiedandassociateavith asystemmanagemertontext. As therequests pickedup
by aprocesstheprocessnheritstherequess classificationlf theworkerprocessontacts
a back-endservice,its classificatiorpropagatesvith the subordinateequest.Systemex-
tensionausethis classificatiorto monitorandpolicetheworkload. Figurel.2 corresponds
to thisrathersimplifieddescription.Theindividual problemsandchallengesddressety
thisthesisareexplainedbelow in moredetail.
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Figurel.2: The multi-componentapproactto performancenanagemenin a multi-tieredservice
deplaymentasintroducedn thisthesis.

Context Presewation: A genericcontet abstractiorihataddressethefundamentaheeds
of systempolicing, security resourcepartitioning,andmonitoringin a multi-tiered
systemis introducedasa novel OS entity. The resultingsolutionis called Stateful
DistributedInterposition(SDI). SDI alsoaddressemary of the sameconfiguration
and statepropagationproblemsthat are addressedn configurablesecurityframe-
work researcj49,90]. In SDI, computationghatpropagatdérom onetier to another
may be attributedwith arbitrarycontectual information,for example,securityprivi-
leges,andresourcdimits. SDI canbeconfiguredo propagateontect alongwith the
work-flow througha multi-tiered servicedeploymentwithout requiringapplication
cooperationMoreover, SDI permitsthe installationof context-dependeninterposi-
tionsatall tiers. Thesenterpositionanay rewrite contet or useits contentgo con-
trol the processingf the interceptedactivity. Thus,contet canbe usedto police,
monitor, or transforminterceptednulti-tieredcomputationsAn SDI-like OSmech-
anismis essentiato building systensupportfor multi-tieredservices—includinghe
solutionsthataresummarizedn thefollowing paragraphs.

SDI consistf anOS-level explicit context abstractiorthatis orthogonato existing
systemabstractionsa network protocolfor context propagatiorandremoteaccess,
anda p-languageo control the propagatiorof context. Moreover, the p-language
hasfeatureghatpermitits useasa controlframewnork for multi-tieredactuities.

Policing (Insulation of Co-HostedInter net Sewvices): Insulatingco-hostedpplications
anddifferentworkloadsthatsharesomeservicesn a consolidategenerinfrastruc-
ture,i.e.,aserviceinfrastructurewith sharedoack-endservicesjs key to enhancing



the scalability of multi-tiered sener farm designs. By sharingkey hardware and
software,oneincreaseghe utilization of resourcesand softwarelicensesthusim-
plementinga moreefficient approactiowardssener-centriccomputing.

Today's modelof outsourcingsener co-location lacksscalability The co-location
model completelyinsulatesco-locatedapplicationsby assigningeachservicefor

eachoutsourcingclient to its own host. Every co-locatedsener deploymentoper

atesasits own completelyindependensetup. The only resourcesharedamong
outsourcedervicesarethe uplink to the Internet,physicalspaceandpower. Thus,
every additionaloutsourcingeclient will incur coststhatarealmostashigh asif the
outsourcingcustomerwas hostinghis own services. The strict separatiorbetween
co-hostedapplicationsn currentoutsourcingervironmentsis partly dueto the ab-
senceof aresourcaesenation modelfor multi-tieredservices.If onewereto con-
solidatea systemwithout this supportin place,differentco-locatedsitesandappli-

cationswould begin to interferewith eachother

This thesispropose/irtual Servicesasa modelfor dynamicanddeferredresource
bindingsin multi-tieredsenerfarms,almostcompletelyeliminatingtheinterference
betweenco-locatedservicesandworkloadsthat sharesomeservices|f configured
correctly Theideais to delaybindingarny processor otherOSresourceabstraction
to resourcequotasuntil it is known for whom a serviceis performed.To on whose
behalfa serviceis performed,the Virtual Servicesolutionrelieson administrator

specifiedworkloadtrackingrules.

Monitoring (Interfer enceDetectionand Assessment):In orderto determineresource
allocationsin a multi-tiered system,interferencebetweenco-hostedservicesand
systembottlenecksmustbe considered Picking the wrong resourcecontrol to tune
a multi-tiered systemwill not yield good control over the performanceof indi-
vidual servicesandwill not preventinterferencebetweencompetingservicesand
clients. This thesisproposesa problem-orientednonitoring and diagnosticsub-
system,which detectsinterferenceand assesseis impacton the performanceof
differentfront-endservices.

The proposedPerformanceMap (PMap) solution allows systemadministratorgo
diagnosea multi-tiered systemwithout requiringthemto understanall servicein-
terdependencies priori. This solutionis achieved by taggingrequestshatrequire
monitoringandinterceptingthe resultantinteractionof applicationswith the OS as
they handlethetaggedrequestsTheinterceptiongenerategventstreamson behalf
of adistributedactivity onall hoststhatareinvolvedin processingherequestThese
eventstreamarecoalesceandinterpretedaccordingo amodel-basef well-known
servicebehaiorsin orderto constructa graphrepresentatioof serviceinterdepen-
denciesThisrepresentationanbeusedto managepolice,andanalyzemulti-tiered
systems.

On-line Adaptation (Transparent Adaptation of Multi-tier ed Services): A serviceho-
sting environmentmay experienceemporaryresourceshortageslueto anincrease
in the popularityof the servicest provides. Several QoS adaptatiorschemeshave
beensuggestedtb allow asingleoverloadedsenerto degradegracefullyunderover
load. However, noneof the proposedschemess applicableto multi-tieredservice
ernvironmentsbecausehey fail to accountfor the delaysof resourceallocationen-
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forcementor the delayfor obtaininga systemstatesnapshotboth of which may be
large.

Thisthesisshownsthatintuitively correctperformanceptimizationapproachesuch
asdynamicprogrammingbasedesource-packingjo not necessarilyield the best
cost-optimizingbehaior when accountingfor resourceallocationdelaysand the
fact that resourceschedulersat multiple tiers may make independenbptimization
choices. This thesisproposesslow calibrationof resourceallocationsas an alter
native resourceallocationoptimizationapproactwith betterperformanceharacter
istics. However, it alsoshows thatthe usefulnes®f resourceallocationadaptation
strongly dependson the delay of resourceallocationenforcementindthe delay of
acquiringsystenmsnapshotsWwhendelaysarelong andinterarrival time distributions
have large variancespnline optimizationgenerateso benefitover a staticresource
allocation.

1.4 ThesisStructure

Chapterl discusseshebasicassumptionsf this thesisandthe fundamentatoncepts
of multi-tieredsystemsandanalyzeghe designof typical sener applicationghatareused
in multi-tiered scenarios. This designstudy provides the foundationalmodel of multi-
tieredcomputationswhichis thenusedto build application-transparemtorkload-tracking
andpolicing featuresn thefollowing chapters.

Chapterlll presentsStatefulDistributedinterposition(SDI). SDI is thegeneraimech-



anismfor the associatiorof statewith multi-tiered actvities andis a rule-basedacility

thatallows trackingthis stateacrossa multi-tieredsystem.The framework interceptsap-
plications’interactionswith OSsandappliescontext (or setsof tags)to systemobjectsin

amannerthatis completelytransparento the applications.Rulesfor trackingthesetags
alongsidethe control-flov of multi-tieredapplicationscanbe specifiedastrackingrules.
Furthermorethe infrastructurealsosupportspolicing multi-tieredactities basedon the
assignedags thusgiving systemadministratorgreatlyimprovedcontrolover multi-tiered
applications.

ChapterlV introducesthe Virtual Serviceabstractionan applicationof SDI, which
integratesthe componentservicesof a multi-tiered serviceinto one virtual servicefor
performancecontrol purposes. The contet or tagsassociatedvith systemobjectsare
resource-partitiomandleshataretracked asmulti-tieredactuities propagatdrom front-
endto back-endseners.

ChapterV presentsPerformanceMaps, anotherapplicationof stateful tracking of
multi-tiered actiities. PerformanceéMapsidentify the interactionsbetweenthe compo-
nentservicesof a multi-tieredsystem. They aregeneratedy OS interpositionsanduse
forward-andbackward-trackingof actiitiesto mapdependencidsetweerserviceswork-
load, andresources.The purposeof PerformanceMapsis to aid in the configurationof
Virtual Serviceswhich presupposea goodunderstandin@f the systems behaior. Fur-
thermore Performancélapsmaybeusedfor bottleneckdentificationandgenerakystem
diagnosticsn amulti-tiereddeployment.

ChapterVI studiesthe designof an online resourceallocationadaptationalgorithm
that usesVirtual Servicesfor its resourcecontrol. The objectof resourceallocationas
presentedn this chapteris to optimize resourceallocationswith respectto an external
objective function(i.e., utility or cost).Positve aswell asnegative resultsarepresented.

Conclusionsare drawvn in ChapterVIl. This chapteralso summarizesavenuesfor
future research. Figure 1.3 visualizesthe relationshipsbetweenthe differenttechnical
partsof thisthesis.






CHAPTER I

Multi-T iered Serwvice Design

2.1 BasicSystemModel and Terminology

This thesisaddressesener-side problemsof the following scenario. Independent
clientsutilize serviceson senersby connectingto themvia the Internet. The sener it-
self may hostone or more distinct services,suchas HTTP and FastCGI.Eachhosted
serviceshouldbe configurableto its own perserviceor peruserperformancebjectives.
The hardwareinfrastructureof the sener consistsof multiple hosts,which areconnected
by afastandhighly-reliableSener AreaNetwork (SAN).

Web-enabledront endsare integratedwith proprietaryapplicationswhich, in turn,
accesdack-enddatabase$o accomplishtheir work. Sucha systemis called a multi-
tiered system(Figure 2.1), with the independentcoupledapplicationsrepresentinghe
individualtiers. Thetier numbemrefersto how deeplynestedcanapplicationis with respect
to a compositeservicethat is performedon behalfof a request. Servicetiers are often
locatedon specialhoststhat are optimizedfor the servicesthat they host, but it is also
possiblethat differenttiers are hostedon the samesener. In general,a databaseener
would mostlikely be hostedon a machinewith a fastpersistentstoragesubsystem.In
contrastapaymentauthorizatiorsener would typically executeon amachinewith avery
fastcommunicatiorsubsystento reducetheaccessateng to paymenfprocessingenters.

service instance  service instance
HTTP X DB2

request

session

front end back end

service class 1 := client type A, HTTP X, response time target = 1s
service class 2 := client type B, HTTP X, throughput target = 10 req/s

service instance
HTTPY

Figure2.1: Theterminologyusedto describea multi-tieredsystem
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A sewiceis acollectionof executablecodewith awell-definedrequesinterfacethatis
implementedusinginter-processnessaginge.g., TCP. This meanghatservicefunction-
ality is invoked by establishinga network communicatiorchannelwith the service. The
communicatiorfollows a specificprotocol,suchas,HTTP, SQAP or IIOP. The mainad-
vantageof service-basedesignis thatthe servicebehindtheinterfaceis anencapsulated
black-boxapplication. Encapsulatiorof reusablesoftware componentsnside servicess
the translationof the sharedibrary approachnto the network-age. By placingdifferent
component®ndistincthostsonecanbuild muchmorescalablenetwork serviceghatalso
encourageoftwarecomponenteuse.

A sewiceinstanceis anexecutingprogramthatis readyto receverequestandprocess
them.A serviceinstancemay consistof severalprocesseandthreads.

If thesener providesmultiple instance®f the sameservice— for example,anHTTP
sener for compary A andan HTTP sener for compaly B — eachof which may have
to implementdifferent performancecharacteristicsthesedistinct instancesof the same
servicearereferredto asdistinctservice classes Theterm“serviceclasses’alsoapplies
if specificclientpopulationse.g.,clientsfromumich.edu , aretreatedasaseparatelass
with class-specifiperformancebjectives. In generaltheterm“serviceclass”is atriple
of performanceguaranteeglient population,andserviceinstancgc.f., SLA [146]).

Servicescommunicatavith eachotherusinga communicatiorprotocol,insteadof the
usualfunctioncall interface.An invocationover sucha communicatiorprotocolis called
arequest Theservicemayor may notanswerarequesivith areply messagelepending
ontheserviceprotocol,but usuallythey do. If aserviceA needdo issueseveralrequests
to someserviceB to obtaina resultthatit needsto satisfy oneof its own requeststhen
all requestdhat A sendsto B to satisfyoneof its own requestsare associatedvith one
session.The boundariedbetweensessiorandrequestare somavhatfuzzy sinceonecan
alwaysview a sessiorasa macro-request.The computationand communicatiorthat is
executedon behalfof arequesis calledanactivity .

Activities interactwith the OS and dependon processesmessagedile descriptors,
soclets,etc. for their execution. Theseabstractionsrecalledsystemobjects Whatsets
a systemobjectapartfrom a systemcall parameteis thatit doesnot live in the current
call stackandthatit usuallysurvivesthe executionof theinterceptectall. Typical system
objectscontainan OS-level context which is fixed and restrictedto low-level attributes
thatarenecessaryo implementthe systemobject.

A servicethatanswerdirectly to requestdrom clientsthat arelocatedon machines
externalto the sener clusteris calleda fr ont-end service (oftentimesthe HTTP service).
If thefront-endservicecontacttherserviceso completearequestthosehelperservices
arecalledback ends Back endsdiffer in how far removedthey arefrom the front end.
Theclientapplicationis tier-0, thefront-endtier-1, andall serviceghataredirectly called
by thefront-endaretier-2. Tier-3 applicationsarethosethataredirectly contactedy tier-
2 applicationsandsoon. Olviously, back-endapplicationamaybelongto severaltiersin
differentrequesiprocessingcenarios.

Quality-of-Service (QoS)is a broadterm that meanddifferentthingsto differentre-
searchersUnlessstatedotherwise onemay substitutdt with averagerequesturnaround
time andrequesthroughput.Note thattheterm QoSin this thesisalwaysmeanssener-
sideQoS.This QoSmay not be the sameasclient-percered QoSbecausehe client will
experienceadditionaldelaysdueto the Internet. However, the Internetis not underthe
control of the sener infrastructuremanagementand therefore,this thesisdefinesand
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measurefoSonly in termsof front-endserviceperformance.

The systemis alsoassumedo processequestonline (online processing. Online
processings differentfrom offline processingn thatonly oneprotocolis usedto submit
a requestto a sener andto retrieve the result. Moreover, the requestis not processed
in ary deferredmode,suchastime-triggeredor by spoolingthe requesto afile. Batch
processingin contrast,spoolsrequestsandwrites outputfiles that areretrieved through
communicatiorchanneltherthantherequessubmissiorprotocol(e.g.,email).

For themostpartthis thesisdoesnotassumehatserviceswill be modifiedto integrate
with the mechanismgroposedin this thesis. It is also assumedhat servicesare not
maliciously sabotaginghe proposedsystem-managementechanismsEventhoughthe
proposedsolutionswill notfail entirelybecaus@f a maliciousservice their effectiveness
would bevery limited in the presencef maliciousservicesThis thesisalsoassumeshat
softwareis implementedaccordingo bestengineeringrinciples,allowing for reasonable
(documentedtaught,andpreviously-implementedjiesignchoices.

2.2 Multi-T iered Server and Serwvice DesignPhilosophy

The component$rom which modernmulti-tieredsystemsarebuilt areHTTP seners,
proxies,distributed objectframenorks, applicationseners, databasesand variouscom-
ponentsof standardor customizedenterprisenanagemensoftware. While it is entirely
possibleto build componenservicesof very limited functionality, it is acommondesign
practiceto embedsubstantiabmountsof functionalityinto eachcomponenservice.The
reasorfor building powerful componenservicess thatthefunctionality provided by the
servicemustneutralizethe disadantageof usinga slow, genericnetwork interfaceto ac-
cesseachcomponenservices functionalityinsteadof a local methodinvocationinsidea
monolithicapplication.

A secondlevelopmenthathascoincidedandbecomesynorymouswith theemegence
of multi-tieredcomponenservicearchitecturess the popularity of workstationor small
PC-basedsener farms. Sincenetwork-orientedinterfacesin multi-tiered seners allow
the servicesto be scatteredacrossmultiple small, independentand possibly heteroge-
nouscomputersystemsclustersof smallworkstationand PC-basedenershave started
to replacemainframe-basedener installations. Modern sener farmscan be scaledup
to handleincreasedvorkloadsby simply addingmoreinexpensve PCs. Therefore this
thesisassumeshata multi-tieredsystemis not only a systemconsistingof multiple, col-
laboratingcomponentservicesbut also integratesmary independentomputerswhich
hostthoseindividual componenservicega.k.a.hosts).

The remainderof this sectionwill briefly definethe maindriversfor multi-tieredsys-
tem implementation:componentdecoupling,systemconsolidationandimproved scala-
bility. The main contribution of this thesisis to provide improved managemensupport
in consolidatedystemsy allowing actiities thatexecutein asharednulti-tieredservice
network to be managedasif they wereexecutingin a network of dedicatedseners. The
maingoalof supportfor consolidatiorof servicelicensespperatingsystemsandseners
is achieved without negatively affecting the otherdriversfor the adoptionof multi-tiered
systemspamelytheir decoupledloosely-intgratednature andtheir scalability
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HTTP server application logic

- HTML-based presentation - no pretty data format

- ssl connection with client - access control

- stateless - implement complex functions

- retrieve dynamic content - keep computational state
remotely

Figure2.2: Decouplingthe aspectf an applicationby integrating specializedcomponentser
vices.

2.2.1 Decoupling

The decouplingof major software componentgFigure 2.2) achieved by encapsulat-
ing applicationfunctionality inside network servicesallows for a greatdegreeof concur
reng in the software developmentprocess.In developinga larger software systemone
may chooseto purchasesomecomponentservices,while completelyrewriting others.
This mix-and-matchapproachto building large software systemshasgreatly increased
the efficiency of programmers.Today it is possiblefor a single programmetrto build a
deployment-strengtle-Commercesener, suchasanonline store,in a few hoursby sim-
ply integratingweb-serer, databaseandapplicationserer components.

Oneof theproblemsof decouplings thatdifferentcomponenservicemplementations
may interpretthe semanticf the serviceinterfacedifferently thus causingthe failure
of applicationsthat dependon one specificinterpretationof the serviceinterface. Even
thoughensuringcompatibility of differentserviceimplementation$120] is aninteresting
researclproblem,it is not the focus of this thesis. This thesisattemptsto presere the
decouplingof componentslespiteintroducingcoordinatederformancananagemenfor
multi-tieredsystems.

2.2.2 Consolidation

Eachcomponentservicemay be part of multiple independenapplications. A sim-
ple examplewould be a file sener, which consolidateshe storageand possiblybackup
functionalityfor all applicationghatdependnit (seeFigure2.3for adifferentexample).

Consolidatiorhasmary benefits First, softwarelicensecostscanbereduced Second,
configurationoverheadsrereducedf only onecopy of the softwareneedso be config-
ured. Third, software consolidationalso leadsto decreasedhardware costssincesome
componenservicemay bedifficult to run asseveralinstance®n thesamehost,dueto ba-
sicresourceequirementgor eachserviceinstanceandport or addresspacecontention.

Consolidationsolves someof the economicproblemsof large software systemsput
it introducedechnicalchallengeslf componenservicesaresharedacrosamultiple inde-
pendentpplicationsjt becomesnoredifficult to containthe faultsinsideeachcomposite
application. Ideally, componenserviceswould be built in a robust mannerso that they
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Figure2.3: A back-enddatabaseanbe sharedamongmary differentfront-endapplicationsthus
reducingsoftwarelicensingcostandreducingmaintenanceverheads.

will notfail onary clientinput, thusavoiding the problemof fault containmenaltogether
Unfortunately real systemsusually containmary latentbugs. This problemis not ex-
plicitly addressetby the work presentedn this thesis.However, by combiningthe work
presentedh Chapteill with ProtectedShared.ibraries[16], it maybepossibleo address
thefaultcontainmenproblem.

A secondproblemis potentialname-spaceollution. Servicestypically export some
form of a namespacéhat allows front-endapplicationsto refer to objectsand methods
provided by the componentservice. Unfortunately competingapplicationsmay choose
overlappingnamespaceandmanipulateeachothers objectsin the backend,thusleading
to nameanddataconflicts. For example,a file sener may be usedby two applications
thatattemptto storetheir datain the samedirectoryunderthe samefile name.Fortunately
namespaceroblemsarerelatively easyto overcomeby the common-sensapproachof
attachingapplication-specifiprefixesto all names.With respecto file namesmostap-
plicationsalreadymanageheir own application-specifidirectories. This programming
mentality would simply have to be extendedto databasenamingandto the naming of
otherobjectsthatmayresidein possiblysharedservices.

A third problemresultingfrom consolidations thatof performancenterferencewhich
is exhaustvely addresseih ChapterlV. This problemis difficult to tackle becausger
formanceinterferenceas a dynamicproblemthat dependson how a back-endserviceis
utilized by differentfront-end servicesand users. Today’s OSsdo not provide config-
urable supportfor workload tracking and policing acrossmultiple tiers, thus rendering
fine-grainedresourcecontrol and partitioning of multi-tiered systemsvirtually impossi-
ble.

2.2.3 Scalability

Well-designedmulti-tiered systemsscalewell (Figure2.4). First, the costof scaling
up is minimized dueto the fact that multi-tiered systemsare built from cheap,standard
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Figure2.4: Connectiorbalancingoad-balancinglevicesallow spreadingequestoadacrossnul-
tiple replicatedseners. Systenthroughputtanbeincreasedy addinganothersener.

componentsandrequirenoneor only little specialtyhardware. Secondthe systemcan
be scaled-upcomponent-by-componeasopposedo upgradingto the next larger main-
framesystem.Thus,only the overloadedsenersneedto be eitherupgradedr clustered
by addingmoresenersthatprovide the samefunctionality (Figure2.4). Clusteringis sim-

plified becausehe interfacesbetweenservicesare network-basedcandcanbe interpreted
by moderately-intelligentoad-balancersSinceload-balancingn a multi-tieredsystemis

generallythe sameasbalancingconnectionsit is possibleto build simple network load
balancershatspreadoadacrosgeplicatedseners.

Oneof the dravbacksof increasedscalabilityis that multi-tiered systemshave more
pointsof failureandare thereforemoreproneto experiencedowntime. Eventhoughsome
researcherbave discussedhe possibility of building reliableclusteredsystemg11,121],
thereare no good generalsolutionsthat provide low-costfault-tolerancefor real-world
network seners. Thisthesisdoesnotaddresshefault-tolerancespect®f clusterednulti-
tieredseners,eventhoughthe supportof Chapterll may be usedasa building blockin
addressinghefault-toleranceroblem.

A secondproblemcausedoy the easeof scalingsystemsup to large sizesis that of
understandinghe systemandits performanceroblembecomewirtually impossibleonce
the numberof applicationsand hostsgrows beyond somehumanlymanageablamount.
However, goodsystemunderstandings necessaryo manageperformancediagnoseper
formanceanomaliesandto make upgradeandsystemconfigurationdecisions.Thisthesis
addressetheproblemof understandinghedependenciesetweercooperatinggomponent
servicesn ChapterV.

2.3 Sewice Implementation

It is difficult to improve systemmanagemensupportfor multi-tiered systemswith-
outdisruptingthe overall designof a multi-tieredsystem.For example,if oneintroduced
a resourcemanagemenframewvork for multi-tiered systemsjt would becomenecessary
to tightly integratethe applicationsby adoptinga sharedresourcemanagemenmodel.
Moreover, applicationswould have to be integratedmoretightly with the underlyingOS
to enforcea commonresourceresenation model, thus reducingthe systemsscalability
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Figure2.5: The processingf client-serer workloadmapsto differentabstractiongndprimitives
at different systemlayers. For example, a requestmay be representedy an OS-
level communicationabstractiorat the OS layer abstraction.By understandindiov
application-lgel workloadis mappedo system-layeabstractionst becomegpossible
to take workload-managememandmonitoringactionsfrom thelower levelsof abstrac-
tion.

Today the only feasibleresponseo the systemmanagemenproblemin multi-tieredsys-
temsis to ensurethat the deploymentis not consolidatedj.e., eachback-endserviceis
usedin only one applicationcontet. Unfortunately it is not always possibleto avoid
all overlapbetweermultiple multi-tieredapplications For example,a payroll application
mayneedto accesshesameemployeedataasanemployeebenefitsmanagemerdapplica-
tion. Thisthesisaddressethe problemof controllingtheinterferencebetweercompeting
applications.

To be ableto control interferencebetweencompetingapplicationswithout requiring
re-desigrof the applicationghemseles,it is necessaryo make someassumptiongbout
the applicationsthat allow tracingtheir request-relatedctvities without requiring their
explicit cooperation.This meanghatit mustbe possibleto correlateOS-layermessages
with client requestsand sener-side processingwith the requestthat triggeredit. The
remaindeof this sectiondescribeshebasiccommunicatiorandprocessingnodelsfound
in today's sener applicationsandexplainshow it is possibleto determinewhich activity
(causedvy a specificrequest)s beingprocessear propagatedy observingthe service
implementatiors behaior.

By dividing the serviceimplementationsnto its two independentomponentsgcom-
municationandprocessingit becomegossibleto modelalmostall widely-usedservice
implementations.Figure 2.5 shavs how the two key featuresof a multi-tiered service
implementationprocessingnethodsandrequesimaponto system-prgidedabstractions.
The objectve of this thesisis to identify this mappingandto useit to affect the appli-
cations’interactionswith the OS, thusexternally controlling their requesiprocessingnd
resourceconsumptiorbehaior.
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Figure2.6: Mapping the differentrequestsubmissiormodelsof widely-usedclient/serer proto-
colsto thecommunicatiormodelspresentedh this thesis.

The modelsof client-to-serer communicationand serviceprocessingoehaiors in-
troducedin this chapterare basedon a comprehensie surwey of application,network
programmingandclient/serer literature[22,41,50,57,63,119,135-137]. The factthat
computerprogrammingextbooksheavily favor a few programmingmodelsfor network
serviceswill make it likely for future generation®f softwaredevelopersto develop soft-
warethatfits the basicmodelsdiscussedn this thesis. A detailedsurwey of several ap-
plicationsandcommunicatiorprotocolsis presentedn AppendixA; Figures2.6 and2.8
list afew examplecommunicatiorprotocolsandserviceimplementationgextractedfrom
AppendixA) andmapthemonto the abstraciprocessingandcommunicatiormodelsad-
dressedn thisthesis.

2.3.1 Client/Server Communication Models

From an applicationprogrammess perspectie client/sener computingoften means
using a service-specifiAPI, which transparentlyconnectsto a sener to provide some
functionality All communicatiorbetweerclientandseneris hiddenbeneathan API that
handleghe actualinteractionbetweerclient andsener. Eachinvocationof the API rep-
resentsone or more client requestdirectedtowardsa particularservice. Although the
implementatiorof the client/sener API could usearbitrary communicatiormechanisms
betweenclientsand senersto communicatendividual requeststhe communicatiorbe-
tweenclientsandsenersusuallyfollows oneof only afew standarccommunicatiormod-
els(Figure2.6).

Request-permessage:In this communicatiormodelthe client sendsa messagéabeled
with a requestiD to a specificsener port. Oncethe sener completesprocessinghere-

guest,t sendsts reply backto the sameportonthe client machinefrom whichit receved
therequestarryingthe ID of the requesthatit answers.Although onecould easilyim-

plementvariationsof this schemeg.g.,the client identifiesa differentport to which the
reply shouldbe sent,this simple schemes typically the oneimplemented.Client/sener
protocolsthatdid not conformto this model(e.g.,earlyversionsof Windows Netmeeting)
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have subsequentlypeenalteredto fit this modelto allow communicatiorto passthrough
firewalls, which alsoassumehe simplerequesiD matchingcommunicatiormodel.

Datagram-basequest-pemessageommunications notpopularamongclientsener
applicationsoftwareimplementordecausdt requiresthe serviceto reimplementonges-
tion control,retransmissiorandmessagerdering,which TCP providesatno cost.Except
in casesvhenmessage@erderingis notimportant,retransmissiois optional(multimedia),
or whenapplicationsareincompatiblewith TCP’s congestioravoidancealgorithm (also
multimedia),datagranprotocolsfor request-pemessagelient-to-serer communication
provide little benefit.

Request-perconnection: Despitethe inefficiency of re-establishinga connectionbe-
tweenclientandsener for every requestthe request-peconnectiormodelis frequently
used.In thismodelthe client establishes connectiorwith the sener, submitsits request,
andwaitsfor thereplyto arrive onthebackward-channebf thefull-duplex client-to-serer
TCP connection.The sener typically shutsdown the connectionimmediatelyafter send-
ing its reply. Oncethereply hasarrivedon theclient side,the client closesthe connection
aswell. Theadwantageof thismodelis thatit is easilyunderstoodeasyto implementand
allow the senerto terminatethe connectionlt givesthis modelanadwantagen scenarios
in which clientstypically submitonly asinglerequesto thesenerandremaininactive for
prolongedperiodsfrom the sener’s perspectie. This processingnodelis veryinefficient
whenclientstendto submitsereralrequestsn shortsuccessiomecausef the overheads
of TCP connectiorestablishment.

A salientfeatureof this communicatiormodelis that it works extremely well with
load-balancerthatbalancehe numberof incomingrequestamongback-endseners.

Connectionrecycling: Insteadof tearinga connectiondown after onerequest-replyse-
guencepnecankeepthe connectiorbetweerclientandseneropenandreusdt to submit
anothemrequesiafterthe client hasretrievedits previousreply. This modelof communi-
cationeliminatesconnectiorestablishmentverheadgor all requestsafterthefirst. Since
thesenercannotbesurewhentheclientis done theconnectioris typically terminatedy
theclient. This raisesthe problemof possibleresourcesxhaustionon the sener sidedue
to misbehaing or failed clients. To counterthis problem,the sener may time out idle,
openconnections.

Requestpipelining: While connectiorregycling reduce®verheadsvhenaclientsubmits
multiple requests$o thesamesener, it doesnotreducdateng if theclientis readyto send
multiple independentequestatthe sametime. To senda secondequesthe clientwould
have to wait for aresponseo its previous requesor establisha new connectionwith the
sener, thusincreasingT CP connectionestablishmenbverheadsand exhaustingsoclet
resourcesWhena client knows in advancethatit is goingto submitseveralindependent
requestdo the sener, it would ideally sendthoserequestgo the sener simultaneously
without waiting for intermediatereplies. Onceall outstandingequestsare submittedto
the sener, the client startswaiting for replies. This modelis the most efficient mode
of client-to-serer communicatiorandimplementedn protocolsthatare streamlinedor
performance This modeof operationallows the sener to work on seseralrequestsrom
the sameclient in parallel. A disadwantageof this modelis thatIP-basedoad-balancing
devicescannotspreadndividual requestsubmittedby oneclient acrossseveral seners.
Furthermorepipeliningrequiresadelimitedrequesformat.

Pipelining with connectionrecycling: The model of requestpipelining can easily be
extendedby allowing theclient-to-serer connectiorto persistthuscombiningtheadvan-
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Figure2.7: Thedifferentthreadingmodelsfor multi-tieredservices.

tagesanddisadwantage®f thebasicmodels.

2.3.2 Sewice Processingviodels

Requestsare receved and processedy a service,which may causethe serviceto
submitsubordinateequest$o highernumberediers. To correlateoriginal clientrequests
with subordinateequestghat are submittedby the senersidecomponenservicesit is
necessaryo modelnot only how individual requestsaresubmittedandreceved, but also
how they arehandledby the serviceimplementationsothatan OS-level obsereris able
to tracea multi-tieredactity.

The modelsof sener-side processingconsideredn this thesisare derived from in-
structionalliterature[41,119,136,137,144], technicalmanualsfor variousserviceg29,
70,71,104,143], andsourcecodes.The processingnodelsof actualmulti-tieredservice
deploymentsare compositionof the basicmodelsintroducedhere. In general,eachtier
implementsits own processingnodelindependenbf the othertiers. Moreover, some
modernservicesntegratedifferentprocessingnodelswithin onetier.

The remainderof this chapterwill not strongly differentiatebetweenthe different
threadabstraction§L WP, processeghreadskernel-threadsjserspacehreads, . .) found
in today'snetwork serviceqseealsoFigure2.7). It isassumedhatthreadsanbeuniquely
identifiedregardlessof the threadmodelchosenby the application. This, of course,can
only be doneif the threadmodelis implementedseparatelyfrom the applicationlogic,
which is the casefor all threadingmodelsexceptfor the statemachinesener designap-
proach.

Single worker: A processacceptsan incoming requesthandlesand finishesit. Upon
finishing the requestthe singleworker callsaccept or select again. Thisis by far
thesimplestprocessingnodel,whichis alsoreferredto asaniterative senerin thelitera-
ture[136].

Forkedworker thread: A masterthreadacceptsanincomingrequestindforks aworker
to handleit (e.g.,inetd). Uponfinishingrequesprocessingheworker exits. Thisprocess-
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Figure2.8: The differentinternal processingarchitecturemf someexampleserviceimplementa-
tions.

ing modelrequiresminimal configurationsincethe systemwill alwaysgenerateasmary
threadsas are neededo handlethe incomingworkload. Moreover, by implementinga
process-peworker model,onecanmitigatetheimpactof memoryleaksandotherfaults
in the services implementationUnfortunately this modeldoesnot take into accountthe
factthattotalthroughputendsto decreasarhenasystemhasexcessconcurrenyg. Reasons
includeschedulingoverheadscachepollution [157], memoryexhaustionandthrashing.
Thereforetheforkedworkerthreadmodelcanproducesevereperformanceroblemsgs-
pecially on memory-constrainedeners. Despiteits weaknesseshis processingnodel
remainspopularfor simple, low requestvolume services,andfor servicesin which the
startof aworker constituteonly a smallfractionof total requesprocessindime.

Thread pool: A master/dispatchgrrocessacceptsan incomingrequestand dispatches
anotherexisting procesdo serviceit. The mainadwantageof this processingnodelover
the forked worker threadmodelis thatit amortizeshe costof settingup a worker thread
over aninfinite horizon. Implementationshatfollow the threadpool modelcanbe much
more efficient than the forked worker model, especiallywhen the heary-weight fork
systencall takesrelatively long comparedo theremaindeiof arequests processingime.

Thesynchronizatiorbetweerathreadpool dispatcheandits workerscanbeachiered
in mary ways. Onemay usesemaphores;IFO pipeswith mary concurrentreadersfile
locks,andapplication-leel requesjueuesBusywaiting by worker threadgatheoretical
option)is averyinefficient solutionthatis notused.

A secondimplementatiorpatternthatis frequentlyusedin threadpool implementa-
tionsis that of a requestqueue. Insteadof passingthe connectionfrom a dispatcheito
aworker thatresidesn athreadpool, the dispatchemay utilize a specialrequestjueue
(e.g., OS-level messagaueuesand FIFOs)to releasea threadfrom a threadpool. A
requestqueuebetweenthe dispatcherandthreadpool allows the serviceto temporarily
accepimary morerequestshanit hasworkersto servicethem.

Helper threads: A main threadcreateshelperthreadsto handledifferentaspectf a
requestsuchasdatabasejueriesand nameserviceaccess.Helperthreadsare typically
createdfor one of two reasons:increaseconcurreng within a serviceor functional en-
capsulation. An exampleof encapsulatiorwould be a helperprocesshatis createdto
executea separatdinary program,whichis partof providing a service.This patterniso-
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latesthe binary programfrom the processingontext of the servicelogic. Helperthreads
areoftencreatedo increaseconcurreng whena serviceaccessetherelatvely slow 1/0
subsystenwhile executingotheroperationdn parallel. Helpersmay eitherbe generated
on-demandforkedworker-style) or dispatchedrom a pool of workers(threadpool). The
differenceto thethreadpool andforkedworker modelsis thatboththedispatchepr parent
andhelperstayactive on behalfof the sameactwity. Moreover, parentor dispatchewmill
resynchronizevith the helperthread.

Stagedworker: Work is passedetweenprocesseshatimplementdifferentpartsof re-
guestprocessingThelaststagdinishesherequestThismodelis essentiallytherecursve
extensionof thethreadpool model. Recursve dispatchings not very commonbut canbe
foundin somecommerciakerviceimplementationge.g.,ORBIX 2000for multi-threaded
objects).

Nestedworker: Processinglsopasseshroughsereral stagesasin the previous model.
However, uponcompletingeachstage the previous stageresumegrocessing.This pro-
cessingnodelis therecursve extensionof thehelperthreadmodel. Suchanestedrocess-
ing modelis the inevitable consequencef sequentiakerviceimplementations.Passing
controlfrom onethreadto anotheror from oneserviceto anothers analogougo a syn-
chronousmethodinvocation— the callersuspendsintil the calleereturnstheresult.
Peerrelationships: Peerrelationshipsarethe essentiabuilding block of multi-tieredsys-
tems.A front-endprocesgactingasa client) connectgo a back-endorocesof adifferent
servicein orderto accomplishpart of the servicerequiredto handleits currently active
request. The protocol betweenthe two peerprocessedollows one of the previously-
identifiedcommunicatiormodels.Theprocessingnodelis bestcomparedo eitherstaged
or nestedwvorker.

If thefront-endservices processuspendsintil it recevestheresultfrom theback-end
service to whichit submitteda subordinateequestthenthe peerrelationshipmplements
anestedvorker model.In contrastthefront-endprocessnay move onto serviceanother
requestjn which casethe peerrelationshipgs bestdescribedisanextendedstagedvorker
model. Both typesof peerrelationshipsanbe found in multi-tiered systems.However,
the nestedvorker relationshipis themorecommoncase.

2.3.3 Exceptions

Mostserviceimplementationganbedescribedy themodelspresentedhusfar. So, it
is possibleto obsene the propagatiorof actvitiesthatpasshroughtheseserviceswithout
having to modify the serviceimplementationby simply monitoring or tracing applica-
tions’ usageof OSinterfaces.Nonethelesghereareexamplesof applicationsaandrequest
submissionprotocolsthat do not directly fit the proposedmodels. In orderto traceac-
tivities that passthroughsuchservicesor protocols,it is necessaryo eitherimplement
application-or protocol-avare obseners, or evento modify the applicationsdirectly so
thatwe caninfer the mappingof messageandprocesseo actuities.

An example of a communicationprotocol that cannotbe tackled without protocol-
awarenesss FTP [111]. During an FTP exchangebetweenclient and sener, the client
opensa control connectionto the sener. Resultcodesfor the clients’ requestsare sent
backto the client via the samecontrol connection However, the majority of thethe com-
municationbetweerclient andsener is conductedver a secondarygataconnectiorthat
the sener initiates. Therefore only the control connectionof FTP fits the abose models.
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To traceall pacletsthatarepartof an FTP datatransfer(i.e., the actiity triggeredby a
GET), it is necessaryo trackthe application-leel protocol.

Thereasonfor FTP’s peculiardesignis thatthe FTP applicationneedsto remainre-
sponsveto controlcommandslespitea potentiallyvery full TCP socletdataqueue.This
designhasbeenreappliedo a numberof multi-mediatransporfprotocols(RealPlayeand
Windows Media). It shouldbe notedthatsuchbulk transferprotocolsarenotthetargeted
by thisthesisbecausehey aretypically notinterfacingto multi-tieredservices.Typically,
the transferapplicationis a monolithic applicationthat streamsor transfersbulk datadi-
rectly from local datastorageto theclients.

An exampleof a serviceprocessing@rchitecturgor whichit is impossibleto traceac-
tivities thatarepassinghroughit is the pre-2000versionof MS-SQL sener[19,45]. The
pre-2000versionsof MS-SQL do not utilize Microsoft’s light-weight threadimplemen-
tation (calledfibers) but multiplex processebetweenconcurrentclient connectiononce
the procesdimit for the SQL sener is reached.This multiplexing behaior occursonly
if the maximalnumberof simultaneougonnectionsllowedfor the SQL sener exceeds
the numberof allowed processesTo traceactvities that passthroughthe SQL sener it
is necessaryo instrumentit, sothateachprocessannouncesvhich requesit is currently
processing.The pre-2000versionsof MS-SQL sener area hybrid of a thread-peiclient
modelanda state-machine-stylgener architecturewhichis alsonottraceabléy anout-
sideobsenrer. More recentimplementation®f the MS-SQL sener utilize fibersandmap
eachclient sessiorto afiber.

State-machine-stylsener architecturesare typical of older sener implementations,
suchastheearlierversionsof MS-SQL senerto avoid thethreadingimitations (maximal
threadcountlimits) of older OSs. Academicserviceimplementationge.g., Flash[106])
alsochoosestate-machine-stylanplementationgo optimize performancefor a specific
testscenario Newer serviceimplementationsypically rely on OS’s muchimprovedpro-
cess,threading,and light-weight threadingsupportto implementthe easierto maintain
processingnodelsthatwereintroducedn this section.

As wasmentionedn Sectionl.2batchandoffline processingnodelsarenotthefocus
of this thesisandarenot coveredby the above processingnodels. Most offline process-
ing modelscommitexecutionrequestgo afile, which is later executedby a computation
sener. Thecomputatiorsenertypically submitstheresultto theclientin adeferrednode
via an outsidecommunicatiorchannele.g.,an emailmessageln this modelsometimes
no OS abstractions actively makingprogreson the submittedbatchrequesttherequest
is dormant. It is impossibleto identify whena dormantrequestis processedby a sener
threadbecause¢he sener mayreadrequestandrearrangeheir executionorderinternally.
Readinga requestdoesnot necessarilymply thatthe sener will procesgherequestim-
mediatelyin anoffline processingnodel.

2.4 Discussion

Ourin-depthstudyof differentsenerapplicationmplementatiorpatternsuggestshat
the flow of work througha multi-tier systemcanbe modeledfrom a few basicpatterns.
The mechanismaisedto implementthe sameservicemodelmay differ acrossdifferent
OSandmiddle-warearchitecture®ecauseifferentruntimesprovide differentimplemen-
tation mechanismsBut this only meangthat the basicmodelsare expressedn different
runtimesandnot thatthe serviceimplementsary fundamentallydifferentservicemodel.
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To identify a processingr communicatiormodelwithin a runtimesystemonemustcap-
ture catggoriesof implementatiormechanismshatareusedby the servicego implement
the differentserviceandcommunicatiormodelsandlink themto the abstracserviceand
requestnodels.Reggardlesof theruntimesystem(this thesisfocuseonthe OS) onemust
capturecreationcommunicationsynchronizationandtransformatiorfunctionality of the
runtime and network layer to reconstructhe path of an actvity from obsenationtraces
thatarecollectedat theruntimelayeror to policeanapplicationasit executesagainsthe
runtimes API.

The interceptionof multi-tieredactuities at the runtime layer mustaccomplishthree
distinctgoals: classificationof actwities, capturingactiity propagatiorandactvity pro-
cessing.

2.4.1 Classificationof Activities

Activity classificationis a procesghatbeginswith thereceiptof arequestat a front-
endsener. Whena network paclet from an external client is receved by a front-end
sener, it is possibleto classifythe incoming paclet aspartof a new or existing actiity
or classof actwities. For example,one could associateall incoming packets from host
10.100.10.100  with the classof high-priority actwvities. But classificationdoesnot
necessarilstopat thefront-endsener.

As actwities interactwith otherhostsor the runtime systemof the hostson which it
is executing,it may be possibleto reclassifythe actvity spavnedby a front-endrequest.
With respecto reclassificatiorthe importantruntimefunctionality to interceptrelatesto
theapplicationsattemptgo modify their stateinsidetheruntimesystem For example the
factthatanapplicationis invoking a particularbinaryimage(via exec ) mayrevealwhat
type of workloadit is executing(e.g.,browsingvs. purchasingustomer) Therearemary
othermechanismssuchassetuid , setgid , getenv , thatareusedby applicationgo
police andproperlyexecuteworkload. All of this application-OSnteractionis usefulfor
systemmanagemenbecausét canalsobe usedto transparentlynfer informationabout
the active request.Onecould possiblyattemptto interceptall interactionsof the applica-
tionswith runtimesystemsn aneffort to classifythem.However, for the classificatiorof
actwitiesit is generallysufficientto interceptafew interactiondbetweerthe network stack
andexternalclientsandbetweerthe OS andthe serviceimplementations.

Sincewe assumehatit is possibleto mapactwities to processessoclets,andother
systemabstractionspne can changethe classificationof an actvity by re-classifyinga
procesghatissueda certainsystemcall. Thus,actwity-classificationreducedo system
objectclassification.

2.4.2 Tracking Activity Propagation

To track actiities asthey propagatdrom front-endservicesto back-endservices,it
is importantto intercepta differentsetof runtime functionality, namely its communica-
tion subsystemMessagesentbetweercollaboratingservicedall into two majordistinct
cateyories:local andremotecommunication Local communicatiorencompassespecial
IPC-basedcommunicationibraries, e.g., message&ueueabstractionsand standardOS-
basedlPC (messaga@ueuesand IOCompletionPorts).Remotecommunicationincludes
network messagingystemsprimarily TCP/IR
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The communicatiorbetweenservicess essentiato the understandingf the flow of
work betweenservices.Without understandindgiow an activity passesrom one hostto
anotherit is not possibleto policeresourcecontentionn back-endservicesnoris it possi-
ble to generateneaningfulstatisticswith respecto the behaior of multi-tieredactvities.
To achieve activity trackingbehavior it is necessaryo addabasicmessagéagginginfras-
tructureto all communicatiorlayersincludingbothlocal IPC andremotecommunication.

2.4.3 Tracking Activity Processing

Without tracking processingorogressowardsthe completionof an actwity it is im-
possibleto accuratelycorrelateactiities acrossseveraltiers. For example,a middle-tier
servicethatforks a new procesgo handleeachincomingactvity (forkedworker thread)
would obfuscatethe relationshipbetweenthe front-end requestand arny work that the
middle-tierservicesubmitsto back-endservicesn orderto servicetheincomingrequest.
A multi-tier-orientedsystemmanagemerapproactthatis transparento the applications
musttrackthe generatiorof a worker threadandproperlyaccountfor thework generated
by theworkerthreadby chagingit to theactiity in whosecontet theworkerwascreated.

To accuratelytrack progressn processingan actuity, it is essentiato track changes
in the processor threadsystem,e.g., task statechangesprocesscreation,and process
destructionFurthermoreit is importantto integrateary tagsthatwereappliedto receved
messageto tagsfor processes.For example,a processthat accept s anincoming
messagef a certainactvity type shouldprobablybe labeledwith the sametag asthe
connectionthat it just accepteddr with onethatis directly derived from the tag of the
incomingconnection.

2.4.4 Conclusion

The high-level serviceand communicationmodelsare expressedvia systemimple-
mentationmechanismsThis expressiommustbe exploitedif onewantsto police services
basedon a high-level understandingf its servicemodelinsteadof usingproprietarycon-
trol mechanism®fferedby the serviceimplementationghemseles. Without ary corre-
spondencdetweena services useof the underlyingruntime system(e.g.,the OS) and
theintroducedservicemodels,it would beimpossibleto accuratelyaccountfor or police
multi-tieredactiities. Therewould simply beno correspondendeetweerOSabstractions
(processessoclets,file descriptorsiandactiities. Onecannotmanagearbitrary service
implementationsand actiities in an application-independemhannerif their behaiors
cannotbedescribedn anabstractnodelthatis traceableatthe OSlayer Thenext chapter
introducesaframework thatallowsfor fine-grainecandcustomizablérackingof actiities
thatusethe OSastheirruntime.






CHAPTER IlI

Stateful Distrib uted Inter position

3.1 Intr oduction

CurrentOSsprovide inadequatesupportfor the managemenf multi-tieredsystems.
Eachhostof a multi-tieredsener setupis configuredandmanagedn isolation. Thereis
little coordinationacrosshostsandthereare no effective meansto enforcepolicieswith
respecto distributedactuities thatspanacrossseveraltiers. Thus,importantOS features
that are usedto manageand control single-hostapplications,such as resourcequotas,
useridentities,tracing,andsharedervironmentvariablesarenot availableto multi-tiered
applications.

The task of coordinatingsystemmanagemenpolicies acrossthe multiple hoststhat
constitutea multi-tiered systemcannotbe left up to the applicationghemseles. For ex-
ample,anapplicationthat mapsall of its incomingrequestgo one OS-level userID can
accessll resourceshatareavailableto thisuserID. Thisimpliesthata simplebugin the
applicationmay potentiallycorruptthe securityof the entiresystem(if theuseris root ).
It maybe moreappropriateo changethe sener procesgo userlD mappingbasednthe
incomingsessionssourceaddressUnfortunately this policy canonly be enforcedif the
applicationsupportssuchdynamicuserlD mappings.
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Figure3.1: Contet informationis lost asrequests; andry propagateacrosssharedintermedi-

aries. Neitherpreferredprocessingior effective accessontrolcanbeimplementecht
the systemlevel.

27



28

This thesisproposesStateful Distributed Interposition(SDI) asa mechanisnto po-
lice applications’behaiors without their direct support. The ideais basedon providing
a distributed context service,which allows associatingoasic systemobjects(processes,
messagedile descriptorsith auxiliary context. The secondcomponents the ability to
interposepolicieson the systeminterfacesto control the interactionof applicationswith
thesystemandotherapplicationsandto trackthe propagatiorof context. For example,if
thefront-endhostthatrecevedtherequestontactsaback-endost,thefront-endprocess’
context canbetransparentlyransferredo theback-endorocessThis OSextensionrmakes
it possibleto superimposadwancedstateful distributedOSfeaturessuchaservironment
variables schedulingclassesandsecurityattributeswithout modifying the applications.

Propagatingtateacrosamiddle-tierapplicationghatareobliviousto thefactthatthey
are sharedby multiple competingfront-endservicesand users(i.e., serviceclasses)s a
problematicissue(asshaown in Figure3.1). For example,to achieve performanceasola-
tion betweencompetingfront endsin spite of sharedbaclendservicesjt is necessaryo
propagatea resourcecontext from the front-endto the baclend machineq10,118] and
to enforceit in the backends’resourceschedulers.Mrtual Serviced118] (ChapterlV),
for example,associateeachincomingrequestwith a Virtual Service(VS) resourcearti-
tion structure,which definesa numberof resourcdimits. This VS affiliation is tracked
from the sendeiof a messag¢o its recever, possiblyacrosshostboundariesin amanner
thatis transparento the applications.To propagatée/S resourcedescriptorsthe OS must
becomeaware of this resourcdimit tracking abstractionat variousplacesincluding the
networking stack,which musttagcommunicatiormessageo allow thereceverto iden-
tify theresourcedescriptotthatshouldbe chagedfor anincomingmessageThis chapter
providesaframework thatgreatlysimplifiessuchimplementations.

Problemsresultingfrom the loss of contextual informationwhentier boundariesare
crossedangefrom trivial but annging problemsto serioussecurityissues.We have all
encounteredhe trivial, but nonethelessnnging problemthattelnet ing from alogin
machineto a remotehostto executea program the resultingX-Window is not automati-
cally sentto the X-Serer on thelogin machine.To achieve X-forwarding,the DISPLAY
ervironmentvariablemustbe setappropriatelyon the remotemachine.Of course some
login tools (e.g., ssh)fix this problemusing connectionforwarding. However, it would
be betterif the DISPLAY variable(or somethingequialent)would automaticallypropa-
gateamongtiers, evenif thelogin sessiorwasrelayedacrossseveralintermediarylogin
sessions.

Informationlossacrosgtier boundariess far more seriouswhensystemsecurityand
systemintegrity areto be preseredin a multi-tier system. For a single-tierservice,se-
curity problemsarerelatively easyto solve, becausesxecutionsare triggeredby a user
whois loggedin atthelocal node.Consequentlyaccesso files, FIFO queuesgxecutable
programsandhardwareresourcess controlledby processestuserandgrouplDs thatare
maintainedby the local OS. If the userdecidesto utilize remoteservices(secondtier)
insteadof executinglocal programs,then local securitymechanismdgail. The remote
sener OScannotidentify theuserwho sentthe network pacletthatit receved,andhence,
simply handlest asraw data. So, it is up to the servicesto reconstrucsecuritycontext
informationandto enforceappropriatesecuritypolicies. As a result, systemadministra-
tors mustconfiguresecuritymechanismsn mary distinctapplicationge.g., Telnet,Ssh,
Web, NFS, AFS, SambaRPC,Corba,etc.), eachin its own peculiarfashion. Solutions
like Flask[130] andDTE [13] attemptto addresghis dilemmaby proposingdistributed
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securityattribute propagatiorto managesystemintegrity andsecurityin a consistenand
completelyapplication-independeashion.

DespitesubstantiadifferencesamongDTE, Flask,andVSs, we obsene significant
similaritieswith respecto administeringor policing multi-tieredanddistributedapplica-
tionsin amannetthatis transparento the applicationghemseles:

1. introductionof a new separat®S-level resource/security/intgity abstraction,
2. creationof associationbetweerprocessesnessagesandthenew abstractions,

3. propagatiorof associationgcrosshostboundarieqe.g.,betweenshellandremote
file sener),and

4. interpositionof securityandresourceconstraintenforcementunctionality on stan-
dardsysteminterfaces.

This chapteraysthe foundationfor building statefulsystemmanagemengxtensionghat
requirecoordinatecpolicy applicationat all hostsof a multi-tieredsystem.The proposed
StatefulDistributedInterposition(SDI) approachaddressethefollowing requirements.

KeepState: Provideacustomizabledlistributedstateabstractiorallowing queriesandba-
sic operation®n statevariables.Statevariablesarestoredin a contect object.It can
be usedto storesecurityclassificationmonitoringdescriptorsresourceconstraints,
andthelike.

GenerateContext: Provide amechanisnhatautomateshe generatiorof context, i.e.,a
classificatiorfacility.

PropagateContext: Automatethe propagatiorof context betweencooperatingservices
andacrosssystemabstractionse.g.,messagesoclets,andprocessedf necessary
statevariablesandcontext may needto be alteredduring propagatiorto matchsite-
specificrequirements.

Utilize Context: Usedynamiccontextual informationthatis associateavith systemob-
jectsto trigger interpositionson standardsysteminterfacesor policiesthat restrict
or allow accesgo theinterceptednterface. Statefulinterpositionallows systembe-
havior to be influencedby contet. This is an importantadvancemenfrom prior
interpositionschemeswhich operateonly on fixed systemstate.

This chaptelis organizedasfollows: We defineour systemmodelin Section3.2before
outlining the overall approachand system-leel architectureof SDI in Section3.3. Sec-
tion 3.4 arguesfor the high-level designandconceptf SDI. Importantimplementation
aspectsandpracticaldesignissuesbhasedon experienceof animplementatiorof SDI for
Linux arediscussedn Section3.5. Applicationsof the prototypesystemare presented
in Section3.6. ReadersapproachingSDI from an application-orientechingle may want
to jump to Section3.6 right after readingSections3.2 and 3.3 to obtain a feel for the
useof SDI beforereturningto the theory of operationand designin Section3.4. Sec-
tion 3.7 evaluateshe performancenf our SDI prototype. Section3.8 describesow SDI
generalizeprevious approacheso systemdesignby interpositionandhow it generalizes
previous domain-specifisolutionsthat dependon distributed context. The chapterends
with concludingremarksin Section3.9.
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Figure3.2: SDI provides mechanismgo associateadditionalstatewith incomingmessagesand
propagateg accordingto SDI rulesasrequesprocessingrogresses.

3.2 SystemModel Additions and Additional Terminology

In additionto thesystemmodelintroducedn Chaptedl, SDI assumeatypicallayered
OS design. This assumptiorallows the placementof interceptionpoints for multi-tier
computationstthejunctionsbetweerOSlayers.Thesenterceptiorpointsarecalledtaps
For example,a tap may beinstalledat the transitionfrom network to IP layer processing
or beforeand after specificsystemcalls. Tapsare usedby SDI to police, monitor, and
redirectprocessindo interpositions.

3.3 Architectural Overview

The SDI architectureprovidesa context abstraction that storesname-alue pairsthat
are similar to POSIX environmentvariables. Unlike ervironmentvariables,which are
embeddednsidea processcontet is providedasanindependensystemabstractiorthat
canbe configuredto propagatevith the workloadacrosamultiple tiers. This allows each
contet objectto beassociateavith multiple systemobjectssimultaneously— anecessity
in distributedsystemsvheremultiple processessoclets,andkernelthreadanaywork on
thesamerequesbr requestlasssimultaneouslyTo allow context to be addressabléom
all hostsinsidea sener cluster it isimplementedasa network object.

Sincecontet objectsare separatdrom other systemobjects,it is necessaryo pro-
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Figure3.3: Architecturalovervien of SDI-Linux integration

vide a mechanisnby which systemobjectscanbe boundto a particular(new or existing)
contet object. Theinitial contet for “context-free” messagethatarereceved from the
outsidenetwork is assignedisingclassifies (Figure3.2). Contet classifiergparseancom-
ing communicatiormessageto infer their appropriatecontet binding. This initial clas-
sificationis only preliminary i.e., it canbe modifiedin later stagesf requesiprocessing,
i.e., whenthe actiity interactswith the OS. Classifiersextract as much usefulinforma-
tion from incoming messagessis possibleanduseit in makinga preliminary context
determinationProcessesoclets,andfile descriptorsnayalsobe classifiednanually by
userlevel scripts,or by the applicationghemseles.

The context of a paclet or a processmpactsits processinghroughoutthe OS, at the
systemcall interface,and, if applicationsusecontext attributes,at the applicationlayer
aswell. This is similar to the effect that ervironmentvariableshave on the behaior
of an application. For example,the value of the HOMEernvironmentvariableaffectsan
applications interpretationof relative file names.Similarly, context attributesaffect OS
behaiors at so-calledtap points,which areshown atlayertransitionsfor the Linux OSin
Figure3.3. Thesdayersmaydiffer slightly across0Ss.However, equivalentfeaturescan
beidentifiedin all OSsandwrapperayersmay provide commoninterfaceg54].

Taps interceptthe control flow of the OS, andasis shovn in Figure 3.2, canapply
context-dependentules,or SDIs, to intercepteccomputations.SDIs areinstalledby the
systemadministratoror the applicationsat the tap points. The name“SDI” is usedfor
boththe proposedramevork asa whole andfor theinterposedulessincetheframeawvork
is namedfor its configurablerules.

SDIstackleseveralimportantaspect®f context maintenancéor multi-tieredapplica-
tions, usinga standardizedormat (Figure 3.4). First, they interceptthe flow of a multi-
tieredcomputatiorwith conditionalexpressionshatmayincludeclauseseferringto con-
text. Secondthey provide a mechanisno remapcontext attributes.SDIs canadjustcon-
text attributeswith respecto the interceptedunction andthe context contentsof thein-
terceptedsystemobjects.Thus,a previously-coarseontext attribute,suchasREQ TYPE
= HTTP canbe refinedoncethe applicationis obsenedto executeanotherprogramto
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REQ TYPE = CGlI. It is alsopossibleto bind a systemobjectto analtogethedifferent
context object. This capabilityis usedto propagatecontext. For example,if a process
recevesa messageatthe TCP_ RECEIVEtap, onecan(re)bindthereceving procesdo
therecevedmessage contect, thusimplementingcontext propagation.

Thethird featureof SDIsis to provide ameansof policing interceptednulti-tier com-
putations. Policing is a recurrentthemeacrosssecurity performancananagementand
faultisolationmechanismgor multi-tieredsystems.To this end, SDIs includean action
directive, which may apply a standardoolicy, suchasDENY to aninterceptedccomputa-
tion. In additionto anumberof pre-definedstandardactions,SDIsalsopermittheinvoca-
tion of arbitrarysystemextensionfunctionscalledGuardedContext-DependenEunctions
(GCFs). For example,one could implementencryptionand decryptionGCFsthat are
calledwhenmessagesvhoserespectre contets indicateMSG ENCRYPTED= 0 and
MSG ENCRYPTED= 1 arrive. Thefactthat contet is usedby OS interpositionsthat
aretransparento the applicationsrequirescontext to beimplementecasan OS-level ab-
straction.

Applicationsaccesgontet througha simplelibrary interface(Figure 3.3), which al-
lows themto query and setthe valuesof context attributesin a mannersimilar to the
interactionbetweenapplicationsand their POSIX ernvironmentvariables. However, the
similarities are only limited becauseof POSIX ernvironmentvariablesarelocal. Unlike
contet they arevalid only within a processontext, andthey do notimplementary form
of accesontrol.

Applicationscanrely on OS mechanismgo propagatecontext alongsidetheir com-
municationswith back-endhosts. They no longerneedto implementtheir own context
abstractionswhich areincompatibleacrosdifferentdistributedcomputatiorframenorks
(e.g., CORBA vs. JDK). Distributed computationframenorks may take advantageof
systemlayer contect by implementingtheir internal context abstractioratop SDI. Thus,
applicationswill benefitfrom fastOS-level context transfermechanisms;ontext caching,
andconfigurablecontext translationacrosgiers.

An additionalbenefitof the designof contet asa stand-alon€S serviceasopposed
to anapplication-leel abstractions thatit creategotentialcross-layesynepies. For ex-
ample,anapplicationprotocolthatprocessemulti-mediadatamay not careif thepaclets
thatit sendsarereceved 100% errorfree, sincethe datais not errorfree to begin with.

evaluate ‘ ‘ modify
intercepted —, " —_— >
OS function 1-I_ ? - |
(e.g. fork) | Guard map action

apply policy: deny, error, accept ...

Figure3.4: Thestructureof SDI rules.
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etc.) possiblyon differenthostsvia globalcontext references.

To indicatethis fact, the applicationcould setthe attribute FastPath = 1 in its send-
ing soclet’s context. At the sametime, it would provide an SDI thatinstructsthe SEND
tap to copy the soclet context to every messagehat passeshroughit. If the receving

hosthadan SDI at the TCP_IN tap to instructthe kernelto bypasserror checkingfor

messagesvhosecontet indicatesFastPath = 1, the multimediaapplicationwould

benefitfrom the realizationof context-basedefficienciesat the OS layer and experience
lesslateng. Onecouldnot have achiezedthis objective easilyif theFastPath attribute
wereimplementedat the applicationlevel. The FastPath examplecanbe expandedo

implementActive Message$149].

3.4 Stateful Distrib uted Inter position Concepts

3.4.1 What is Context?

Context is essentiallyan aggreateof attributes,which canbe associatedavith system
objectsto add additionalstate. Context attribute namesand valuesmay be arbitrary bit
strings,which canbe createdn, anddeleteddynamicallyfrom, contect objects.They are
usedby OS extensionsand applicationsto save additionalstate. For example,a system
securityextensionthatfilters network pacletssentby unprivilegeduseranustassociatan
additionalsecurityclearancevith eachprocess.To this end,it associatea context object
with the processwhich specifiegshe appropriatesecurityattribute.

Sincethe benefitof context dependwn beingableto take adwvantageof its contents,
uniform attribute namesareneededFor example,attributessuchasuserlDs andsecurity
clearanceneedwell-definednames. The namingproblemmirrors the attribute naming
problemfor POSIX environmentvariablesandwill mostlikely be resolhed in the same



34

manneri.e., by namingcorventions.For example,every UNIX applicationinterpretsthe
valueof the HOMEenvironmentvariableasthe currentprocesshomedirectory Similarly,
acontet attributewith nameHOMEhouldbeinterpretecconsistentlyacrossapplications.
The namingproblemis really a social problemand, therefore,outsidethe scopeof this
thesis.It couldberesoledby usingthe samenamingcorventionthat SNMP useso name
its monitoringvariables.

As front-endservicesinteractwith back-endservicesthat executewithin a different
protectiondomain,their context mustpropagatgFigure 3.2) acrossprotectiondomains.
Contet propagatiorcrosseswo importantboundariessystemayerandhostboundaries.
A systemlayerboundaryis encounteredfor example,whene&er arequesis passedrom
the soclet layerto the application. The attributesthat may be applicableto the in-kernel
processingactiity with respectto the receved messagemay or may not apply to the
servicethatrecevestherequestThereforejt is necessaryo provide arule frameavork that
allows systemadministrator$o specifyin generictermswhatshouldhapperto context as
anactity crossedayerandhostboundaries.

3.4.2 AddressingContext

In orderto be ableto identify a specificcontet objectin rulesfor context tracking
andattributevaluequeriesijt is importantfor applicationsandOSextensiondo beableto
correctlyidentify which contet they arereferringto. Sincecontet actsasa stateexten-
sionfor existing systemobjects,it is primarily addressedelative to thesystemabstraction
whosestateit extends. For example,during IP processingnerefersto the DEADLINE
attributeof anincomingmessagas[msg DEADLINE]. Suchrelativereferencegivein-
terpositionsandapplicationsamoremanageabl&écal scopeof context information. They
neednot processnumerouskerneltablesand descriptorgo find andstorerelevant state.
Eventually oneinevitably needsto addresscontext objectsby absolute,global context
pointers(Figure3.5):

e To resol\e relative referencego actuallocationsin memory(possiblylocationsat
remotehosts)— requiredinsidethe context managemenrgubsystenitself.

e To groupmultiple systemobjectswithin onesharedcontext — requiredfor manual
assignmenof systemobjectsto specificcontext objects.

e To utilize templatecontexts — theseare abstractcontext objectsthat are not as-
sociatedwith any systemobject,andtherefore,cannotbe addressedisingrelative
addressing.

Templatecontext is importantwhenindividual perrequestontext objectsonly differ
minutely (e.g., by a sequenceaumber). The templatefrom which an individual context
objectis creatednustbeaddressedsingaglobalcontext pointer, sinceit is notassociated
with arny particularsystemobject— it is atemplate.

The global addressingnoderequirementdgor context objectsclearly distinguishSDI
contet from local POSIX ervironments,which can only be evaluatedrelative to the
currentprocess. In contrast,context can be associatedvith communicationmessages
that travel acrossthe network. Therefore,context mustbe implementedas a network-
addressabler distributedobject,to allow thereceving hostto accesshe context thatis
associateavith anincomingmessage.
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Distributedobjectscanbereferredto directly [23,102], via broadcasf31], or by name
via anameservice[100]. Name-basedeferenceprovide the highestdegreeof flexibility
in assigningandmigrating(context) objectsto arbitrarylocationsin a sener farm. How-
ever, this flexibility is achiezed by indirection,which doesnot scaleto providing context
for ervironmentslike HTTP seners, wherecontet objectsmay be createdat a rate of
thousandsf objectspersecondln suchscenariosa nameservicewould quickly become
the systembottleneck.Obviously, broadcast-basetbntet resolutioncausesimilar scal-
ability problems.Therefore directaddressingi.e., host-memorytuple addressingis the
only globalreferencamethodthatscaledo typical multi-tier servicedeployments.

3.4.3 Stateful Distrib uted Inter position

SDIs (Figure3.6) arerulesfor the modificationof contetual statebasedon previous
contectual stateandthe interceptednteractionsof computationsvith andwithin the OS.
First, they provide a generalmechanisnto updatecontext attributesandbindingsbased
on the OS operationghat multi-tiered computationsnvoke andtheir prior context clas-
sifications.Second SDIsallow the invocationof interpositionsdependingon intercepted
contets’ attributes. Thesefeatureswill greatlysimplify theimplementatiorof prior state-
ful distributedmechanismék e Active Message§l149], SPKI1[49], Virtual Service4118],
andfuture systemenhancement®r multi-tier systems.

The intendeduseof SDI for interposition-basegbolicing, monitoring, and manage-
ment of multi-tier servicesdirectly suggestghe guardedclausestructureof SDIs (see
Figure3.6) andleadsto the SDI u-languageof Figure3.7. First,asshavn in Figure3.7,
SDI clausesareapplicableto aspecificsysteminterface,i.e.,atap. Secondjnterpositions
executesequentiallyin rank orderbecausesachinterpositionmay have side-efectsthat
may interferewith, or build on otherinterpositions.Third, specificcontets andattributes
may notbeusableatall hosts andtherefore mustbe mappedo meaningfulvaluesbefore
they areused.Moreover, interceptingspecificactuvities within a previously-inferredcon-
text mayleadto its modificationor replacementvith a different,moreapplicablecontext.
Suchfunctionality is implementedn the mapclauseof an SDI. Finally, onemay specify
policing actiities anduserdefinedinterpositions.

The implied interpositionprogrammingmodelof SDI is similar to the programming
modelsof Erlang[8] andLinda[56]. This similarity is not surprising,sinceSDI, Erlang,
andLinda areall designedo tackle distributed programmingproblemsin an extensible
manner

3.4.4 SDI Elementsin Detail

Tap Points, partof every SDI, specifywherein the kernela rule is applicable. Tap
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Figure3.7: TheSDI grammar:duplicatefirstandlastlettersof a systencall namespecifyintercep-
tion tapsbeforeandafterthe executionof the default systemaction,respectiely. The
word e is theemptyword. A completelyemptyguardalwaysevaluatestrue. Context
holders, e.g.,socket , alwaysreferto the canonicalobjectat the tap. For example,
socket wouldreferto thesendingsocletin a SDI thatis interposedn send .

pointsinterpretthe specifiedhigh-level actions,contet attribute referencesand condi-
tional statementsvith respecto the systenmobjectsfoundatthetappointandtheexecuted
systembehaior. They arepartof an SDI-enabledsystemandneedto be anchoredn the
os.

The high degreeof OS-dependencim eachtap point raisesthe questionof whether
their implementations too difficult, thusrenderingSDI impracticalfor real world OSs.
Fortunately this is not the casebecausall tap-pointimplementationgollow a generic
implementationskeleton. In fact, the only tap point-specificfunctionality is to identify
theinterceptedsystemobjects,whichis a straightforvardexercise,andto interpretaction
codes.Theactualinterpretatiorof SDIstakesplacein thetap pointimplementationshut
it is largely tap-point-independentt is carriedout by genericguardcheclersandgeneric
context mappingoperatorsTap-pointimplementationgaremerelya“glue layer” adapting
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agenericSDI interpretetto the specificsof aninterceptednterface.
Contet-dependenguards determinewhento apply or skip an SDI, thusmakingin-

terpositioncontext-dependent.Guardsare conjunctionsof atomic conditions,which are

evaluatedat tap pointsrelative to the contexts of theinterceptedsystemobjects.The SDI:

SSEND_TCP1 [proc clearance] < 5 : : gcf check send_perm.

is oneof thefirst SDIsto beevaluatedvheneeranapplicationattemptdo sendamessage
througha TCP soclet. More specifically it is executedright beforethe sendfunction-
ality executes(tap SSEND TCP). The example SDI restrictsthe custominterposition
(check send perm)to executeonly if the calling process'securityclearancea runtime-
specifiedattribute, is belonv 5. This selectve rule applicationmechanisndistinguishes
SDI from prior interpositionapproachef?1,58,78], which provide little controloverthe
conditionsunderwhich a specificinterpositionshouldbe invoked.

The secondkey elementof the SDI grammaris attribute value remappingand the
rebindingof context. As mentionedearlier this is necessarypecauseof the potentially
heterogenousnulti-tieredcomputinginfrastructuren which SDI-basedsystemenhance-
mentsmay bedeployed. For example the priority levelsassignedn afront-endmachine
may have to be remappedo differentvalueson the back-endnachineg6]. Anothertyp-
ical examplewould be the remappingof userIDs from a web sener ervironmentto user
IDs known to a back-endBMS, asis donein applicationseners.

Value remappinggermit assignmentandthe +=, -= operators. The reasondor in-
cluding theseoperatordn the grammararethatthey areatomicandthatassignmenand
countersarefrequentlyusedin systemmanagementasks(e.g.,in countingthe numberof
pacletssent,assigninguseriDs, etc.). More genericarithmeticexpressionsvhich could
have subsumedhoseoperationsverenot usedbecauseachatomof a non-atomicarith-
meticexpressiorcouldbe evaluatedat differenttimesdueto thedistributednatureof con-
text. This meanghatsomeatoms’valuescouldchangeduringevaluation thusgenerating
phantomresultsthat do not reflectthe systemstateat any time. Furthermore comple
expressiongouldencourageisersof SDI to specifyexpressionghatlook concisebut are
difficult to evaluate.ShouldsomeSDI-basedsolutionrequirecomplec arithmeticexpres-
sions,they canbeimplementedvithin plug-ingcf actions.

The terminalcomponenbf an SDI is its action Standardactionsthatare part of the
SDI languagearedesignedo simplify the policing of intercepteccomputationsThefour
parametefreeactions,dc, accept , deny, error , areeasilyunderstoodThedc (don't
care)actionsimply stateghatthetapimplementatiorshouldcontinuecheckingotherreg-
isteredguards. An accept policy indicatesthat the tap point implementationshould
terminatefurther guardchecksand continueby executingthe functionality uponwhich
thetapis interposedWhenadeny actionis encounteredthetap point mustinterruptthe
propagationof work immediately For example,if anincomingpaclet triggersa deny
action,thepacletis simply dropped. Amongotherthings,deny canbeusedto implement
load-sheddinginderoverload,to constructsecuritypolicies,andto confineuntrustedap-
plications.Obviously, tappointshave to be craftedcarefullyto interpretdeny in amanner
thatis compatiblewith theinterceptedOS behaior.

The deny actionlacksthe ability to log the actionthat was denied. This featureis
provided by theerror action. In additionto a plaindeny , error alsologstap-specific
informationaboutthe interceptedcomputation,ncluding the interceptedcontet values
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thatwerematchedn theguard,the SDI itself, andpotentiallyinformationabouttheinter-
ceptedsystemobjects.

The parameterizedersionsof deny anderror dealwith the problemthata denied
systemcall cannotsimply die but mustreportto the caller of thefailed call. Sinceappli-
cationsmay only be capableof interpretingcertainerror codes the systemadministrator
may explicitly specifyanerrorthatis understoody theapplicationslIf theerrorcodere-
mainsunspecifiedthedeny anderror actionswill returnagenerafailure(e.g.,EINVAL
on UNIX).

The actioncodesdefinedso far only permit static (admit, dery) systemcontrol poli-
cies. A large classof performance-relategystemmanagemerdapproachessuchasload
control and load sampling,require rate-basegolicies. To this end, we definethe ac-
tionsshape andsmooth . First,theshape actionoscillatesbetweerdc anddeny . The
shape actionwill returndc aslong asit is matchedat a rate below the specifiedupper
bound. If the boundis exceeded,t behaeslike deny, eitherfailing with EINVAL or
a systemadministratorspecifiederror code. Secondthe smooth actiondiffers slightly
from shape in thatit doesnot returnerror whenits ratelimit is exceededbut defersthe
currentinteractionuntil it is eligible to returndc. Eachtap point maylimit the numberof
deferredactions. Oncethis limit is reachedsmooth behaesexactly like shape . Com-
bining guardsandthe accept , deny, shape , andsmooth actionsmakessophisticated,
class-baseadmissioncontrol schemesvithout much programmingeffort possible. For
example,the SDI:

NET_TO_IP 1 [msg svc-cl] = 2, [msg type] = NEW_CONN_REQ : \
shape 2 10000.

would shapencomingconnectiorrequesipacletsof serviceclass2 to arateof 2 per10
milliseconds.

Finally, the gcf action achieves unrestrictedextensibility for the SDI framework.
Wheneer the genericaction codesare not powerful enoughto force multi-tier services
to behae in acertainmanneyrgenericinterpositioncodemaybeinterposedFor example,
if the context of a sendercarriesa signatureflag, its communicationwith otherservices
shouldpassthroughadigital signaturdayer. Sucha complex operationcannotbe accom-
plishedwithout specialinterpositioncode.However, the signingfunctionmay be generic
and applicableat multiple tap points, e.g., network in, pipe write, andfile write. The
directives

HOST_A-> IP_TO_NET 1 [msg sign] =yes : [msg sign] = x, \
[sock sign] = 1 : gcf sign { key x }
HOST_B-> NET_TO_IP 1 [msg sign] = x : : gcf check sig { key x }

maybeusedto checksignature®f pacletsthatareexchangedetweerhosts. Thesample
GCFssign andcheck sig wouldhave accesgo the samesystenobjectsthatareavail-
ableto thetap pointimplementationglP _TO NETandNET _TO IP). Theirreturnvalue
may indicatethat the messageinderconsideratiorshouldbe processedurther or that it
shouldbe discardedmmediately

SinceGCFsmay requiretheir own privatedatafor eachinstantiatione.g.,encryption
requirekey managemernnformation,GCF-specificonfiguratiordata,specifiedbetween



39

the parenthesesf a GCF actionspecifier is passedo GCFsevery time they areinvoked
from anSDI rule.

3.4.5 Initial Context Creationand Association

Onedifficulty within SDI is the creationof context for incomingrequestghatarenot
alreadyassociatedavith a context. As the grammarshaows, the guardsoperateon contex-
tual statethatis associateavith the messagenot on the statecontainednsideof it. Since
requestshatarerecevedfrom clientsin the Internetarenot associatedavith contet, they
cannotbe matchedoy arny guard— exceptthe emptyguard. This meanghatthe classifi-
cationof incomingrequestsvould have to beimplementedvithin GCFsthat executefor
every incomingpaclet. Thisis somavhatclumsyandinefficient. Classifiersvhich oper
ateon interceptechetwork paclet stateandnot contectual statesolve this problemmore
elegantly.

Classifierextractandinterpretinterceptegaclketinformationin accordancevith sys-
temadministratorspecifieccontect bindingandcreationdirectives.For example,asystem
administratomaydirectthatall requestg€omingfrom addresd4.0.*.*.* mustbeassociated
with aduplicateof thetemplatecontext representingntranetclients. Thestatecreatedy a
classifiens alwaysassociatedavith theinterceptedaclket. The createdcontext objectcan,
of course be modifiedandreplacedasthe computationspavnedby anincomingrequest
progresses.

Classifiersaretypically partof thelowestlevelsof the OS’s networking stack,in order
to ensurethatall OSlayers(including SDI) canrely on somepreliminary context being
alreadyassociateavith anincomingmessageA minimal classifierevaluatesanincoming
paclet’'ssourceaddressgestinatioraddressprotocol,anddestinatiorport. Basednthese
it associatetheincomingpaclet with anexisting context or createsa new contect object
for it. More sophisticatedlassifiersmay scanincomingmessagefor moreinformation,
for example for theURL containedn anHTTP GET requestSincethereis noconceptual
limit asto whatinformationclassifiersmay accesdo determineanincoming message
contect, we provide only a schematiggrammarfor classifiersbelon. The detailsdepend
on specificclassifieimplementationge.g.,IP _in , open, exec classifiers).

(CLASSIFIER ::= (matdhes — (map

(matdheg 1= (matd), (matdes
| (matd)

(matd) ::= (padet-property-namég (operator) (value

(map ::= new
| dup (context-ref)
| (contet-ref)
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(opemator) ::= <’

(value ::= (string)
| (integer)
| (regexp)

(padket-property-namé::= source |IP
| source port

| ...
| TCPdata

The“packet-property”in theabove grammaiis usedto captureprotocolattributesthat
are specifiedinside a network paclet, suchas sourceaddress presenceof specificbit
patternsandthelik e. For example,theclassifier
SOURCE= 10.0.1.0/24 — CTXT_SVC CLASS 1
bindsincomingpaclketsfrom 10.0.1.*to a context thatidentifiesserviceclassl. Source would
beconsideredpacketproperty Thepurposeof interceptingpacletpropertieds to recordthe state
thatis expressedn network protocolsandtherefore pnly visible betweerclientandsener, inside
acontet thatwill betrackedasthework spavnedby therequespropagatescrossnultiple tiers.
Regularexpressiormatchingobviously only makessenseén combinatiorwith the“==" operator

Oftentimespnewill forceadefault classificatiorfor anincomingrequessimply to remember
somekey requestttributesor to executeit within an applicabledefault context. Uponreceving
auserlD, a passverd, or otherrequest-specifimarkers,an applicationprocessnay modify this
default context to betterreflecta requests personality For example,assuminghe above example
classificatiorrule is specifiedfor a sener, onemayalsospecifythefollowing SDIs:

ACCEPTT1 : proc := msg : dc.
CCONNECTL [proc svc-cl] =1 : proc = MTIER_OP1; \
msg := MTIER_OP1: dc.

The above SDIs instructthe sener to bind the receving processto the receved message
contet, which is derived by the classificationspecifiedearlierin this section. Furthermore jf
the processconnectdo a backend, it will be labeledasa multi-tier processthusimplementing
multi-stepclassification.

Othertypical classificationoperationscan be insertedat other locationsin the kernel. For
example,it is possibleto associatespecificprocesdDs, binaries,or files with a contet object.
Theseclassificatioroperationsequiresimpleadditionsto thekernel(explicit taggingof processes)
or tablesthat map systemcall attributesto context objectsfor the calling processandthe other
interceptedsystemobjects. For example,a classifierat open is configuredto matcha filename
and possiblythe openmodeto a context referencefor both the returnedfile descriptorandthe
callingprocess.
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3.4.6 Handling Distrib uted Context Efficiently

Sincethe context attributesthat SDIsreferto may belocatedremotely repeatediccesdo the
samecontext canincur high lateng penalties.The standardemedyfor this problemis caching,
whichis alreadyaddressetly arich bodyof work in distributedandmulti-processosharednem-
ories[48,88]. In line with theseearliersolutions— especiallyf23] — distributedaccesso context
attributesproceedshrougha cachingproxy object(seeFigure3.8).

The secondproblemis that it is difficult to determinewhenit is safeto discarda context
object,which affectsmemoryefficiency. Variousgarbagecollectionmechanism$109] have been
introducedo addresshis problemeffectively. In our casethegarbagecollectionproblemreduces
to atwo-level referencecountingscheme First, onemustdeterminewhethera context or a proxy
is still neededocally. Secondfor eachprimarycontext object,i.e., the originally-createccontext
object, one mustcounthow mary proxiesreferto it. Proxiesare removed whenthereare no
local referencedo them. Upon removal of a proxy, the correspondingprimary contect objectis
informed. This simple and frequently-usedeferencecounting-basedarbagecollectionscheme
hasonemajor problem: front-endsenerstypically accesdackendsrepeatedlywithout keeping
backendscompletelybusy Thus,back-endsenerswould frequentlydiscardandreinstateproxies.

To illustratethe cachingproblemcausedy repeatedack-endaccessesupposdhatacertain
percentagef HTTP requestsequireacces$o aback-endlatabaseWheneerthedatabasés idle,
it will expungeall cachedcontext objectproxiesthatit mayhave, thusincurringaremotecontext
accesenaltyfor the next HTTP requesthat requiresthe database.To accountfor this access
behaior, it is necessaryo delayproxy removal by a configurableamountof time.

The third inefficiency is memoryleakagedueto hostfailures. In large multi-tier sener net-
works, it is likely thata hostthatis still holding proxiesto remotecontext fails or is broughtdown
for maintenanceThe problemof a back-endsener becomingunresponsie without releasingts
contet referencess addressetly usingheartbeats, e., eachhostperiodicallyannouncesgs live-
nessto thosehoststhat hold primary context objectsfor its proxies. Communicatiormessages
betweerhostsactasimplicit heartbeatsThis requiresthe primary context objectto recordwhich
remoteproxiesarereferringto it (seeFigure3.5). Upondetectinga failed host,the context man-
agemensubsystemeduceghereferencecountfor eachprimary context accordingly Thereverse
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problem,the failure of the hostthat hostsa primary context, is discussedas a failure modein
Section3.5.6.

Finally, onemustalsoallow for context to be exemptedrom garbagecollection. Otherwisejt
would beimpossibleto setup persistentabstractemplatecontext objects.

3.4.7 Context Security

As in all OSmechanismssecurityis animportantconcern.Context is asharedhetwork object
and may be usedin critical systemmanagementasks,suchas useridentificationand schedul-
ing operations.Up to this point, we have not discussedary mechanisnthat would prevent ap-
plicationsfrom creatingor modifying critical context attributesthat areusedby the OS, e.g.,a
security-clearancattribute. It mayalsobe necessaryo preventa hostthat masqueradeasa pri-
mary context hostfrom delivering boguscontext attributesto back-endseners. The mechanisms
introducedherefocuson controlling context accesson the local hosts while leaving the integrity
of thecommunictionlinks up to link or IP-layersecurityprotocols.

To assurelocal accesdntegrity, attribute accesss controlledon a perattribute basissince
someattributes may containimportantsysteminformation, while othersmay be informational,
userdefinedattributes. Two securityprincipalsaredistinguishedthe kernel,whichis believedto
be uncompromisedand potentially faulty applications. Attribute operationsare controlledwith
respectto “read; “write,” “add,” and“delete’ To prevent faulty applicationsfrom binding to
an existing, potentially more privileged context, context binding is also controlled by binding
permissions Applicationsare prohibitedfrom binding thosecontext objectsthat are specifiedto
beboundonly by thekernelor superuser This securityschemes analogto the UNIX filesystem.
Eachattribute shouldbe consideredhe counterparbf afile in the filesystem.The context object
itself is the counterparbf a directory

Specifyingaccessightsfor eachcontect andattributeis a tedioustask,andsometimesppli-
cationsand systemadministratorsnay forget to specify appropriateaccesgpermissions.There-
fore, the default is to enforcethe mostrestrictve accesolicy for eachcontext and attribute:
application-createdontext and attributescanbe modified by their creatoror the superuserand
kernel-create@ontext attributes,including thosecreatedby classifiersandSDIs, canonly be ac-
cessedy the kernel. An exceptionto this default is madewhenan attribute nameis foundin a
systemlevel attribute-name-to-permission-maphich specifiegshe defaultaccespermissiongor
a specificattribute name.

Theabove mechanisnis secureaslong astheroot, superusermr administratomccountof the
individual hostshave not beencompromised.If the root accounton ary hosthasbeencompro-
mised,thenanintrudermaytamperwith context. The valuesthatthe compromisedostsupplies
to its applicationsor otherhostsareno longertrustable.However, the ability to tamperwith con-
text attributesgivesintruderslittle additionalpowver comparedo a systemwithout the proposed
contet abstractiorasthey canreplaceary serviceonthecompromisedhostwith hackedversions,
andtake overary IP addressn asenercluster thusbringingthe clusterto ahalt. It seemgeason-
ableto expectthatthe hostswithin oneclusteraresecureagainstsuchattacksandthatthe power
of the SDI framework will give anintrudernegligible additionalpower.

Anotherconcernat the hostlevel is theinstallationof SDI rulesinto the kernels.SinceSDIs
modify kernelbehavior, we adoptthe usualsecuritypolicy for makingkernelmodifications.This
meansthat superuserprivilegesare requiredfor the installationof SDIs on ary individual host.
For morecentralizedcontrolonecaneasilybuild adaemorprocesghatcarriesroot 'suserlD and
actsasa proxy for an acceptedemoteadministrator Control over who caninstall SDIsis very
importantbecauseSDIs are essentiallyminiature kernel modules. Like faulty kernel modules,
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faulty SDIscancausea hostto fail andarethereforekeptout of the normalusersreach.

If anattaclergainsaccesso adatacentersnetwork infrastructuretheattaclergainstheability
to fabricatemessageandto snoopon messagexchangesin particular it becomegpossibleto tag
messagewith context referenceghatillegitimately increasea message privileges. Secondthe
attacler candisrupttheexchangeof context informationbetweerhostsby fabricatingfalsereplies
to client queriesandby invoking operationn remotecontext objects.

The threatposedby illegal network accesds potentially large. Insteadof addressinghis
problemby our own securityschemeijt canandshouldbe addressedby usingIPSec[79], which
ensuresietwork authenticityandprivacgy regardlesof themessagéraffic. A systemadministrator
who assumeshat hostsmay illegally connectto a multi-tiered system,shouldnot only be con-
cernedaboutprotectingcontext but alsoaboutall othertraffic betweerapplicationswhich would
be subjectto tampering.

3.4.8 Context at the Application Level

Differentcontext abstractionhiave beeninventedfor distributedapplicationframewvorks,such
as CORBA [102], J2EE[139], and WebSpherd70]. Eachof theseframenorks for distributed
applicationdevelopmentcreatessomeform of contet that canbe passedasan optionalparame-
ter with anRPC.The problemsof their contect notionsarethatthey do not integrateinformation
relevantto otherframavorks or OSs. Sincethey are application-orientedthey hide contextual
statethatcouldbeusefulin theOS.Moreover, thecontect abstraction®f thedifferentframeawvorks
wastecommunicatiorresourcesincecontet is transferredy valuebetweerhosts regardlesof
whetherit is usedor not. System-leel context is exportedto the applicationsfo improve the effi-
ciengy of application-leel context implementationsindto promotetheintegrationof application-
andsystem-leel context to realizesynegiesamongkernelandapplications.

Applicationscanreferto their processestontext in very muchthe sameway asthey referto
ervironmentvariables.f applicationamustaccesshe context objectsassociateavith file descrip-
torsandIPC abstractionsvithin their addresspacethey simply referto the context via a specific
systemobjectkey.

The default propagatiorof a processs contect alongsideits communicationj.e., from a pro-
cessto amessagefrom the messagé¢o a network pacletandback,generates miniatureversion
of a distributed thread,thus satisfyingthe requirementof mary simple sequentiabpplications,
e.g.,the propagatiorof userlDs. More complex applicationghatrequireremappinge.g.,if cer
tain front-endusersare mappedo differentuserson the backend, may instantiateSDI rulesfor
this purposeInsteadof relying on SDI, applicationscouldalsomanuallyremapcontext attributes
beforeinvoking otherservices.

Anotherreasonfor application-leel contet integrationis that one cannotsolve all context
propagationproblemswithout applicationcooperation. For example,if a particularserviceis
implementedusingan event-drivenarchitectureor a userlevel threadlibrary, the OS cannotinfer
theright context-to-process-bindingsutomatically Thesolutionis to allow applicationdo specify
explicitly which context objectis currentlyapplicable.To this end,the systemallows processeto
exportarequestD, which s tracked by SDI like a procesdescriptori.e., it hasits own request
ID-to-context-binding. SDlIs that refer to the context of a processwill retrieve the context of a
requestD if theapplicationexportsit. In orderto avoid memoryleaks,applicationanustaddand
deleterequesiDs explicitly. To guardagainstfaulty applicationsthe kernelshouldonly allow up
to amaximalnumberof requesiDs perprocess.
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Figure3.9: Detailedarchitectureof the Linux-basedorototype

3.5 Implementation

We designedan SDI prototypefor the Linux 2.2.14kernel. A basemoduleprovidescontext
objectsandimplementsContet/IP, whichis thecommunicatiorprotocolfor remotecontext access
(Figure3.9). A secondnoduleprovidesclassifiersandensureshatcontect associationpropagate
acrosshosts. GenericSDI parsing,including guardevaluation,attribute remapping binding and
SDI managementfunctionality, is implementedn a third SDI kernelmodule. This SDI module
is the basisfor SDI administrationand several tap point and GCF implementations.Tap points
andGCFsareusuallyimplementedasindividual kernelmoduleswhich areinterposedat runtime
usingSDI.

When all of the prototypedmodulesare loaded, the kernel grows by a little more than 2
MB, mostof which is allocatedfor the context index table. Eachadditionaltap point, such
asTAP_NET _IP, consumespproximately2-5 KB to implementthe requiredhooksand glue.
GCFswhich build onthetap pointimplementationsequire2-3 KB. Thesizeestimatedor GCFs
areonly roughestimateshasedon our experiencewith performanceananagemerandsomesecu-
rity applications.Sincethereareno restrictionson what canbe donein a tap point, GCFsmay
requirearbitraryamountsof memory

3.5.1 The Context Abstraction

Eachcontet objectcontainsa hashtable of attribute-\alue pairs, a hashtable of remotere-
ferrals, and a referencecount for local references.It canbe usedas both primary and proxy.
Proxy contects mirror primary context objectsandimplementlocation-transparergontext access
for interpositionsthroughits attribute accesgunctions. Usually, the proxy mirrors the attributes
containedn the primary context. To allow the systemto work on smallmemories proxy context
objectsmaybeevictedaccordingo the LRU algorithm.Subsequerdccesset anevicted context
will stalluntil its proxyis reloadedrom theprimary, while possiblyevicting anothercontext in the
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Figure3.10: Contet is maintainedusingpre-definednessagéormats. Themessagéormatsleave
implementorsenoughfreedomto deplgy and experimentwith caching,consisteng
guaranteesandvariousreferencenanagemergtratgies.

processln practice thisfeaturemaybeunnecessargecaus¢oday’s senershave largememories,
andthecontet objectsareonly minor consumersf hostmemory

Operationn proxy contet objectsalwayspropagateo the primary. On receiptof anupdate
messagethe primary simply invalidatesall other proxy objects. The invalidated proxies will
needto fetch the valuesfrom the primary on their next attribute access.Futureimplementations
shouldalsofeatureupdatepropagatiorto improve context accesdatenciesvhenseveralhostsare
simultaneouslyprocessingzachrequest. The invalidation-base@pproachperformsbetterwhen
contet accessearelargely sequential.

We proposeContext/IP for the executionof remotecontext operationsandstatetransferfunc-
tionality. Contet/IP’s datagramformatsare shavn in Figure 3.10. The protocolis purposely
designedn sucha way that differentproxy behaiors (e.g.,updatepropagatiorvs. invalidation)
areleft runtime-configurableThis allows customizatiorof the operationof SDI to the specifics
of a particularinstallation. For the samereasonauthenticationwhich may causesignificantpro-
cessingandcommunicatioroverheadsis madeanoptionalpartof the messagéormat.

Hosts usually answerattribute requestswith reply paclets that containa completecontext
shapshotTherearetwo principalreasondor this designchoice.First, context objectstendto con-
tain only a few attributes,which canbetransferredquickly. Secondjf oneattributeis accessed,
it is likely thatanotherattribute will be accessedoon. However, if a context doesnot fit into a
singlelP datagranor if theattributerequesivasabatchrequestor multiple attributesfrom differ-
entcontexts, dueto the protocolimplementatiors efforts to reducecommunicatioroverheadsthe
replyis sentviaaFYI| paclet. FYI pacletscontainonly therequestedttributes(seeFigure3.10).

Disposalof contet objectsand sendingof heartbeamessagesre controlledby a periodic
kernelthreadwhich deletescontext objectswhosereferencecounthasreached. If thecontext to
beremovedis a proxy context, it notifiesthe primary context objectof thereleaseof the proxy.

In additionto passve attribute manipulationand accessfunctions, we implementcontext-
change triggers. Context-changetriggersactively initiate or wake up computationson context
change.This is a usefulimplementatiorfeaturebecauseét avoids having interpositionspoll for
context changes.For example,if oneimplementsa resourcequotamechanisnusinga context-
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basedcounter onemustprovide a mechanismo wake up computationsvhenexhaustedesource
guotasarereplenished.This is easilydoneusinga contect-changetrigger on the resourceguota
attribute. Without thetrigger, onewould have to poll theresourceguotafrequently

Theattribute valuesprovide only soft-state Eventhoughtransactionasemanticarerelatively
easyto implement[60], they would inevitably increasecontext accesdateng. Stricttransactional
semanticsequiredistributedlocksandmulti-phasecommitprotocols which requiremultiple net-
work roundtrip timesto complete. Any interpositionutilizing consistentstatewould causein-
tercepteccomputationdo slow down significantly A soft-stateapproachgetsaroundthe lateng
problemwithoutsignificantlylimiting context usability Soft-statds notproblematidbecausenost
usesof contect will only propagatettribute valuesalongwith distributedcomputationswith few
or noattribute updatesiuringa contet’slifetime. Thisassumptioris backedby theusagepatterns
of ervironmentvariablesandprior examplesof distributedcontext in theliterature.

Thecontet abstractiomustconsideranimportanttrade-of to allow mary short-lved context
objectsandonesthat are long-lived with numerousattributesto coexist. The ultimategoalis to
provide index structuresvith minimal setupoverheadsindfastattributelookuptimes. Fastlookup
for potentiallylarge context objectsrequiresindex structures However, index structuregypically
requirememoryallocationand substantialnitialization costs(seeSection3.7). In SDI, memory
allocationoverheadsrereducedy usinga LIFO queueof deallocateatontext objects.Insteadof
usingthe OS’'s memorymanagemerfunctions,disposectontext objectsareplacedinto this LIFO
gueuewhich queueseusableontet objectsupto acertainadministratorspecifiednemorylimit.
Most contet objectallocationrequestsan be satisfiedfrom this queuewithout the needto run
thekernels slow genericmemoryallocator LIFO allocationincreasesnemoryreferencdocality,
thusboostingthe hardwarecaches efficiency.

The problemof possibly high initialization costsis addressedby lazy initialization, which
amortizescontext initialization costsover an extendedtime-frame. Lazy initialization works as
follows. Insteadof immediatelyinitializing the hashindicesfor attributesandremotereferralsin
newly-createdcontext objects,only doubly-linked lists of attributesand remotereferralsare set
up. Thenewly-createdcontet objectis marked semi-initializedandqueuedor laterinitialization
by adeferrednitialization kernel-threadln the meantimeattribute accesproceeddy traversing
the linked attribute list. After 1s (our thresholdfor a long-lived context) the context is indexed
by the deferredinitialization threadand marked as completelyinitialized. Successie attribute
accessewill proceedusingthehashindex. Thus,short-livedcontext objectsincur only negligible
setupoverheads.Neverthelessa long-lived context will be indexed eventually thuseliminating
the penaltyof increasedttribute accesoverheaddor long-lived context. The optimizationsfor
dynamiccontet creationincreasetenfold the numberof possiblecontext creationsper second
comparedo eagefinitialization.

Thekernelneedgo be modifiedin numerouplacesto accommodatadditionalstatefor sys-
tem objects. All basicsystemabstractionse.g., sk _buff s, processes|PC messagajueues,
soclets,andthe like, areextendedby avoid * contect pointer Althoughit would have been
possibleto createanindirect, table-base@dssociatiorbetweersystemobjectsandtheir context, it
is moreefficient to useembeddedtontext references.This modificationdoesnot make SDI ary
moreinvasive thanit alreadyis, sinceall systemobjects’destructorswhich are part of the core
kernel,mustalreadybe modifiedto decreas¢he referencecountsof the context objectsto which
they refer FortunatelytherequiredOSchangesresmallandreadilyimplementedy experienced
programmers.
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3.5.2 Dynamic Context Creationand Propagation

The classificatiormodulemanageshe dynamicassociatiorof incoming|IP packetswith con-
text references.The classifierhooksinto Linux’s firewalling layer andinterceptspacletsbefore
they entertheincomingIP stackand,thus,beforeary interpositionexecutes.

The classifiers modeof operationresembles typical firewall [24]. The only differencebe-
tweentheimplementectlassifierandan P firewall is thatthe classifierassociatea context object
with theinterceptedsk buff insteadof policingit.

Classificationrules matchthe protocol ID, sourceaddresssourceport, destinationaddress,
and destinationport of anincoming paclet againstuserspecifiedclassificationrules. For each
match, it is possibleto specifywhetherthe interceptedsk _buff shouldbe associatedvith an
existing context (via a context pointer)or a new context shouldbe createdor it.

The following commandnstallsan exampleclassificatiorrule, which causesa matchingin-
comingpacketfrom 10.0.0.0/255.255.255 destinedfor TCP port 80 to be boundto a duplicate
of context 2 onhost10.0.0.2.

sdi-classifier -p TCP --syn --dp 80 --sa 10.0.0.0 --sam 255.255.255.0 \
--home 10.0.0.2 --id 2 --dup

ThelP-basecalassificatiorshouldnotbe consideredinal, sinceeachclassifiednessagebject
mayhaveits context subsequentlglteredoy numerousSDIs. For example assumeaspeciaHTTP
interceptothadbeenimplementedwhich canbeinterposedat the socket or TCPreceve message
taps. This interceptoris configuredwith a string to be matchedin the incoming requestand a
resultingclassification For example the SDI

TTCP_RECVMSGMSG SVCTYPE] = HTTP-INTRANET :
gcf HTTP_INTCPT { "/research/", 10.0.0.2,  HTTP-RESEARCH}

couldforcethecontext bindingof amessag¢hatwaspreviously boundto a context of servicetype
HTTP-INTRANET by theclassifierto berefinedto context HTTP-RESEARCHf researctdatais
beingaccessed-urthermorecontext-awareuserapplicationgmayinquire of context bindingsand
remapa requests contet or attributeswithin a request context uponverifying an application-
level passvord, secretor thelike.

Contet propagationproceedsasfollows. Wheneveransk _buff  with a contect association
arrives at the outgoingIP layer, the context associatioris written into a new ContextRef IP op-
tion (seeFigure3.11)in thesk buff ’sdataarea.Thus,thereceiing hostcanreconstructhe
associatiorbetweertheincomingpacket andits context.

Wheneer a receier obtainsa context referencewith an objectthatit cannotresole locally,
contet is retrievedremotelyvia Context/IP. Sinceremotecontext accesss arelatively slow oper
ation (100 us for Fast-Ethernet)anincomingpaclet canbe deferredfor sometime beforebeing
processedTo ensurdastprocessingf incomingpaclets,apaclet’s contect is pushedaheadof it,
unlesghesendeknowsthattherecever hasalreadyestablisheé proxy for themessage context
(seeFigure3.11). Thus,incomingdatagram&anbe processedavithout interruptions.

Onemaywonderwhy thistwo-prongedapproactof anadditionallP optionandthe new Con-
text/IP protocolis chosenover an additionalwrapperlayer betweenlP and UDP or TCP. The
disadwantageof introducinga wrapperlayer is that smartnetwork infrastructure suchas load-
balancingswitchesandfirewalls, could no longerbe used. Thesedevices peekdirectly into the
paclet contentbeyond the IP headerto make decisionsaboutpaclet forwarding and policing.
Sincesmartnetwork devicesarebasicbuilding blocks of high-performancenulti-tier sener in-
stallations— with or without the endorsemenif end-to-endargumentadwocates— their smooth
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Figure3.11: Senderanay pushcontet aheadof datapacletsto initialize a proxy beforepaclet
receipt.

operatiorshouldnotbedisturbedoy the propagatiorof context alongsidemessagesTheproposed
combinationof Context/IP andthe ContextRefIP optionis friendly to [TCP,UDPY)/IP andlayer3+
load-balancingwitches.The only potentialproblemwith load-balancingwitchesandContext/IP
is thatthe pushmechanisnwill notwork correctlyunlesstheload-balances firmwareis updated
to sendthe Contet/IP paclet precedinga messagevith acontext referenceo thesamehostasthe
contet-taggedpaclet. Without suchanupdate the backendmay sometimesieedto retrieve the
contet from a front-endsener beforeservicinganincomingrequestthusincurringa 100 - 200
1S context accespenalty(Fast-Ethernet).

The secondadwantageof our two-prongedapproacho contect propagatioris thathostsand
routersthatareunableto participaten the Context/IP protocolarenotdisturbed.Accordingto the
IP specificatior{110], routersandhostssimply ignoreunknawvn [P options.

Marny researchersategorically rejectthe useof IP optionsfor any purposebecausehe pres-
enceof IP optionscausegacletsto be forwardedover the slow pathin today’s standardouters.
While this agumentis valid for today’s routers,it shouldnot preventus from advancingnetwork
infrastructurdor senerfarmenvironmentssinceit is possibleto updaterouterOSsfor senerfarm
deplogymentsto procesqor ignore)the ContextRef IP option on the fastpath. Moreover, sener
areanetworks are often switched,not routed,networks. Therefore the presencef an IP option
will have only nggligible impacton paclet forwardingtimes.

3.5.3 Tapping the OS’s Control Flow

Beforeevaluatingaguardfor aregisteredSDI, thetappointfirst attemptgo resohe thecontext
reference®f theinterceptedbjects(seeFigure3.12).If thisfails, thetaprecordsts currentstate
in a continuationstructuref47], requestshe non-localattributes,anddefersits executionuntil the
attributesarrive from the primary context or the operatiorfails. In thecaseof TAP_NET IP (see
Figure3.12),the continuationstoresthe interceptedsk _buff , the SDI underconsiderationand
theindex of the guardconditionor substitutionat which executionstalled. The tap point returns
control to the standardnetwork interrupthandler indicatingthat it will processhe intercepted
pacletlater Evaluationof the SDI continuesvhentherequestedttributesor contects arrive.

The structureof systemcall interpositionsis much simplerthan that of the depictedinter-
rupt interpositionin TAP_NET IP , sincethey executewithin a full-fledgedthreadabstraction.
Therefore deferralcanbe implementedoy putting the currentthreadto sleepuntil all necessary
attributesfor guardevaluationandattribute valueremappingareavailable.

Typical tap points are placedat layer transitionsin the control flow of multi-tier services.
Tappointsmustinterceptall communicatioractvity (send, recv, read, write ) andthe
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net_bh Synchronous tap Deferred tap deferred
“~~"® invocation
0 via continuation
callin_tap — [}
) —> sync. call
generic_guard_check ( GCAR,
sk_buff,

[ ~™ generic_guard_check (GCAR, <-""""""""""""77
sk_buff, '
if WAIT was returned ! retrieve_ctxt_from_skb);

save_state_and_skb and return defer ~"""" "'

retrieve_ctxt_from_skb);

if WAIT was returned ,

if guard was not applicable save_state_and_skb and return

return N/A

if guard was not applicable
requeue packet for further

generic_map( GCAR, i e

sk buff ! processing
retrie\{e_ctxt_frorr)_skb, ! generic_map( GCAR, ~ <--------=-=---y
associate_ctxt_with_skb) ! sk buff

if WAIT was returned ! retrieve_ctxt_from_skb,

save_state_and_skb and return defer associate_ctxt_with_skb)

if WAIT was returned 1
save_state_and_skb and return

if defer or drop returned if policy(GCAR) = deny
goto next packet [— drop packet; return drop

if policy(GCAR) = deny

ip_rcv if policy(GCAR) = accept drop packet

[— return ACCEPT
if policy(GCAR) = accept

if policy(GCAR) = dc send packet up to IP_recv

[ return SKIP
if policy(GCAR) = dc
requeue packet

Figure3.12:A sketch of the prototypes tap at the in-boundIP interface. The tap links into the
Linux firewall call _ in chain.Most othertapsareof a similar structure.

creationof new systemobjects(fork,  socket, open). Additional tap pointsare optional
but canbevery helpfulin systemmanagementasks.

Figure 3.13 shows an architecturaloverview of typical tap point implementations.The tap
point moduleregistersitself with interceptionhooksinside the kernel, which call the tap point
implementatiorevery time the hookis reachedn the OS’s controlflow. Thetap pointimplemen-
tation thenusesgenericfunctionsto checkthe registeredSDIs (SDI; — SDI,). For eachSDl, it
first evaluatedts guardconditionsin linearordet This checkis doneby genericfunctions. Then
thetap pointimplementatiorappliesthe substitutionr assignmentsf themappingclausein se-
guentialorder Finally, it appliesthe action. The actioninterpretationsareactuallypartof thetap
pointimplementationasis shavn in the tap point datastructureof Figure3.13. If anapplicable
SDI specifiesa GCF thetap pointimplementatiorcallsthe GCFandinterpretsts returnvalueas
anactionspecifier

GCFsareprogrammedeplacementfor standardactions(seegrammaiin Figure3.7). If atap
pointencountere GCFdirective, it transferscontrolto the GCF by calling it directly. Thereturn
codeof a GCFmay specifyanaction,which is theninterpretedoy the calling tap point, or it may
indicatethatthe GCFhastakenchagge of theintercepteccomputation GCFsareinvokedwith the
sameargumentghataresuppliedto thetappointfor whichthey areregisteredandto anadditional
tappointID. Hence,|t is importantto specifyatwhichtappointseachGCF canberegistered.This
is expressedn a GCFdescriptorstructure which is readwhena GCF moduleis insertedinto the
kernel(Figure3.13bottomright).
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Figure3.13: Modularstructureof taps,SDIs,andGCFsin the currentprototype.

3.5.4 The CommandLine Interface

Thecommandine interfaceprovidescommandso creatgctxt _ create ), manipulatect-
xt attr _add, ctxt attr set, ctxt _attr del ), anddeletepersistentontext ob-
jects(ctxt _remove ). The associatiorof context with anincoming messages controlledby
the sdi-classifier commandwhich bindsanincomingpacketto a context objectbasedon
its [TCPRUDP)/IP properties.Contet bindingsarefurther manipulatedoy SDIs. TheseSDIsare
specifiedaccordingto the grammarof Figure 3.7 andpassedo a parser(sdi-config ), which
translateghe expressiongnto datastructuresthat can be checled efficiently by the TAP point
implementations.

As the SDI grammarof Figure 3.7 shovs, GCFsmay acceptarbitrary additionalarguments,
which sdi-config cannotinterpreton its own. To checkthe agumentspassedo a GCF
sdi-config supportsGCF-specifidLL pluginsthatparsethe agumentlist passedo a GCF
andtranslateit into a GCF-specificdatastructure. This plug-in for sdi-config andthe GCF
implementatioritself areto be providedasa unit.

To ensurethat context propagateproperly acrosssystemlayers, applications,and network
connectionsthe systemadministratomustspecifyappropriateéSDIs. SDIsfor specifictap points
canonly besubmittedafterthespecifictappointkernelmoduleis loadedusingLinux’s modprobe .

In orderto feedbackinformationfrom the installed SDIs to the administrator the error
actionis redirectedto the userlevel via the procfile system. A genericfault-handlingdaemon
readserror messagefrom /proc/sdi andinvokeserrorhandlingfunctionsthat catchspecific
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error codes. The error handleris readfrom a DLL, which is specifiedin a specialerror code
to DLL mappindfile, /etc/sdi-error.conf . The DLL’s error handlerrecevesthe entire
error datastructureand may take arbitrary actions. For example,in one casewe designedan
error handlerthat responddo backends’receving packetsfrom untestedront-endservicesby
installingareplicaof theback-endserviceandredirectingto it futurerequestsrom untestedront-
endservicegSection3.6.2).

3.5.5 Application Integration

Applicationstypically communicaténdirectly with the SDI framework usinga function call
API, libcontext  , which interfacesto the native /proc/sdi interface. This interfaceallows
userspaceapplicationsto inquire of their own context bindings, createcontext, read attribute
values,andadjustattribute valuesof userspacenritable attributes.

Userlevel threadsandevent-handlindibrariescantake advantageof SDI by explicitly declar
ing their currentinternalthreador requestiD in a registeredmemorylocation(ctxt  regis-
ter thread _id _location ). RequestDsareaddedandremovedusingthectxt _add -
thread id andctxt remove thread id functions,respectiely. This simplefeature
revealsenoughof theapplications internalstructurefor SDI to policetheapplicationandto auto-
matetheforwardingof its context betweertiers.

3.5.6 Failure Modes

The main causeof faultsis the absencef contet or attributesthat are expectedby SDIs. If
a guardattemptsto matcha non-«isting attribute, its valueis assumedo be NULL If a context
and attribute remappingdirective attemptsto assigna value from a non-&istentattribute to an-
othercontet attribute, only thatsubstitutionclauseis skipped;subsequentlausesareunafected.
Finally, GCFsmay requeshon-&istentcontects or non-eistentcontext attributes,in which case
SDI’s attribute retrieval function would indicatea fault. It is up to the GCF implementationgo
handlesucherrors.

Internally, SDI may suffer from sporadicpaclet losseventhoughthis is rare becauseSANs
arehighly reliable.Our switchedFast-Ethernetestbedwhich featurescommoditylntel andSMC
networking hardware, is found to experienceerror ratesof lessthan1 per 30 million. To mask
occasionapacletloss,SDI retransmitgequestfor which ananswerasnot beenrecevedwithin
a specifiedtimeout(default 10ms). Updateoperationsare acknavledgedperiodically Acknowl-
edgment@arecumulative for all updateoperationghatwereinitiated by a specifichost.

Becausef thelow errorratesof theunderlyingnetwork infrastructure SDI actsoptimistically
with respecto transmissiorfailures,i.e.,thecontrolflow of SDIsor applicationsloesnotwait for
theacknavledgmenbf a context attribute changewhichis possibledueto soft-state This choice
keepdatenciedor updateoperationgow.

To guardagainstmachinefailures,heartbeatsireto be exchangedat a minimal rate,r (r =
1Hz). If somecontet’s homemachinedetectsa silenceof duration3/r, it expungesall remote
referralentriesfrom thefailedremotehost,assumingt hasdied.

In the event of a failure of a machinethat hostsprimary context, the proxiesmustrecover.
Thefailureis detectedvhenaccesdo its primary contet objectstime out (3 unansweredequest
retransmissions)On timeout, a hostis considereddead,and the requestinghostinvalidatesall
referencedo ary context objectthatresideson the failed host. Processessoclets, etc.,thatare
boundto a context of thefailedhostareunboundto referto the NULL context.
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3.6 ThreeExamplesof Using SDI

3.6.1 Simple Context Propagationvia Local IPC

In this examplescenariowe shov how context canbe transferredwithin one applicationor
two applicationghatcommunicatevia local IPC messaggueuesIPC mechanismsareoftenused
to bypassT CP/IPwhentwo communicatindiersareco-located For example messaggueuesre
usedin DB2 to connecthelistenerto the back-endsener process.

As anexampleof SDI over machine-basetPC we demonstratéow the IPC messagejueue,
mechanisnis openedup to SDI.

The two systemcalls usedto sendandreceve messagearemsgsnd andmsgrcv , respec-
tively. The purposeof enablingcontect-transferand SDI at this layer is thatit allows to track a
processingontect ascontrolis passedrom oneprocesgo another Furthermoreby allowing SDI
policiesto besubmittedfor tapsin thecommunicatiorflow betweerapplicationthatarelinkedvia
IPC, onecaneasilyaddsecurity schedulingandredirectionmechanismskor example,a process
couldbedeniedaccesso anIPC messaggueusf it is executingon behalfof aremoteclientwho
is connectedria the Internetwhile beingallowed to accesghe samemessagegueueaslong asit
is working on behalfof alocal client. Suchpoliciescannotbe configuredusing statelessystem
configuratiormechanismshatarecurrentlyat the systemadministrators disposal.

In enablingSDI onthe IPC messagejueueijt is necessaryo dealwith four entities:the mes-
sagethe message@ueue the senderandtherecever. IPC messageueuesarean asynchronous
relayingmechanismsothatoneonly needgo dealwith threeentitiesin thetapsfor msgsnd and
msgrcv .

A default SDI thatonewould like to declares:

iipc_msgsnd 1 [sender priority] = high : msg := sender : dc.

This SDI copiesthe senders context to the messagef the senders priority is high. As the
duplicateinitial letter shows, this commands executedbeforethe messagés actuallyenqueued
in themessagegueue.

Whenthis context-taggedmessagés received,andonewould lik e to copy the messages con-
text to therecever, thenonewould install the following SDI.

ipc_msgrcw 1 : receiver ‘= msg : dc.

In fact,this SDI alwayscopiesthereceved message context to the recever, thusforcing the
receverto processisingthe samecontet attributesasthe senderNote thatary previous context
affiliation of thereceiver  processs discarded/@erwrittenonceit is boundto the new context.
This SDI executesafter the messagdasbeenremoved from the messagejueue.A step-by-step
illustration of thetap pointsbehaior is shovn in Figure3.14.

Implementation Steps

Theimplementatiorstepsrequiredfor SDI to enablethe IPC messagejueueabstractiorare
mostlikely a supersebf thoserequiredfor SDI-enablingof almostall OS abstractions.

First, it is necessaryo adda context referencepointerdatafield to the messagendmessage
gueuedatastructuredo allow recordingof contect referenceor eachsystenobject. It would have
alsobeenpossibleto transparentlkeepthis referencehroughanintermediarymessage-to-conte
mappingtable,but it would have alsoincurredgreateroverheads.
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Figure3.14:This figure shavs the processof contet propagatiorthroughthe SDI-enabledPC
messaggueuemechanism(a) the sendelis associatedvith contet object1 prior to
sendinghe messagethe queuewith context 2, andtherecever with contet 3; (b) the
createdmessagénheritsthe sendess contect bindingthroughthe specifiedSDI rule;
(c) the messagejueues context binding remainsthe same;(d) whenthe messagés
readyfor delivery to the waiting procesgP2), therecvmsg SDI rule instructsthe
frameawork to changahereceving processcontet bindingto contet 1 insteadof its
prior bindingcontext 2.

Thesecondstepis to definetheinterceptionpointsTAP_IIPC ~ MSGSNDTAP_IPC _MSG-
SNDDTAP IIPC MSGRCMNdTAP IPC MSGRCVM hesedefinitions,
amongaccounting-relatetssuesjncludethe implementatiorof a tap-pointhandlerfunctionthat
is insertedasa kernelmoduleif interpositionon the IPC interfaceis needed This interposedap-
pointhandlertakesasits agumentareferencdo boththeinterceptednessagendmessageueue.
The processcontext is implicitly given. The tap-pointhandlerdereferencethe context pointers
that are recordedfor the calling processthe messageandthe messagejueueand passeghose
to the genericSDI matchingmodule,which evaluatesf thereis registeredSDI thatappliesto the
obsenedcall givenits contet attributes.

Oncethe SDI checkreturnsa list of SDIsthat are applicableto the currentinterception the
handlerpasseghroughthe SDIs, applyingtheir attribute mappingand contet binding rulesand
interpretingtheactioncode.

The only stepsthat aretruly specificfor SDI-enablingof the IPC message&ueueinterface
arethe creationof functionsthat bind a messag®r message&jueueto a contect object,andthe
interpretationof SDI's error codes(Figure 3.15), which is a simple operation. For example,the
SDI actioncodeDENYis translatedby erasingthe messagendpretendingt wasdeliveredin the
iipc _msgsnd interposition.In contrast,in thetheinterpositionof ipc ~_msgrcvw the DENY
actioncausesheoffendingmessagéo bediscardecandthe searcHor a deliverablemessagé¢o be
continued.

This skeletonconsistingof a glue layer that ties the tap point to genericcontext processing
functions,allowsthe previously-definedrackingof contet from sendeto recever. Toimplement
more elaboraterewriting or redirectionof IPC messages.g.,to a remotemessagejueueon a



54

static int real msgsnd (int msqid, struct msgbuf *msgp,
size_t msgsz, int msgflg)
{

#if defined (CONFIG_CONTEXT)
msgh->context = NULL;
#endif
err = —-EFAULT;
if (copy_from_user (msgh->msg_spot, msgp->mtext, msgsz)) {
goto uncharge;

}

err = —EIDRM;

if (msgque[id] == IPC_UNUSED || msgque[id] == IPC_NOID
|| msg->msg_perm.seq != (unsigned int) msqgid / MSGMNI) {
goto uncharge;

}
#if defined (CONFIG_CONTEXT)
{
int sdi_res;
if (iipc_sendmsg_intercept)
if ((sdi_res = iipc_sendmsg_intercept (msgh, msq)))
{

if (sdi_res == -1)

/* this message is handled by a gcf */

{
err = 0;
goto message_handoff;

}

/* custom error ? */

else if (sdi_res < 0)

{
/* errors are downshifted */
sdi_res++;
err = sdi_res;
goto uncharge;

#endif
msgh->msg_next = NULL;
msgh->msg_ts = msgsz;

msgh->msg_type = mtype;
msgh->msg_stime = CURRENT_TIME;

Figure3.15: Thisfigureshavs mostof thework thatis requiredinsidethekernelfor theinvocation
of the SDI framework from IPC msgsnd.

differenthost,onewould insertaredirect =~ GCFE An exampleof aredirectionGCFis givenin
Section3.6.2.

3.6.2 Protecting Back-End Selrvice Integrity using Alter native Services

Oneof the concernsvhenco-hostingservicesin a sharedservicesinfrastructureis that new
servicesmay corruptexisting onesor asin thecaseof LVSC (ChapteVl) onemaywantto install
alternatve servicesthatimplementcomparabldunctionality at different QoS levels. Therefore,
sener farm administratorsoften install new serviceson dedicatedhardware running their own
instance®f standardservices.Oncea dedicatedsetuphasbeenchosenadministratorgypically
do not consolidatehe setupbecauseonsolidatiorrequiresreconfiguration.

To simplify the transitionfrom experimentalconfigurationgo consolidatedleployments,we
provide a simplified exampleapplicationthat allows configuringthe experimentalsetupasif it
were configuredfor final deployment. Our extensionreplicatesback-endservicesautomatically
if arequestfrom an untestedront-endserviceis recevved. Subsequentequestdy an untested
front-endserviceareredirectedo thereplica(seeFigure3.16). Oncethe new servicehasproven
reliable, the systemadministratorsimply deletesSDI classificatiorrules,andrequestsubmitted
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Figure3.16: Back-endrequestedirectionbasedon therequestos untestedattribute

by the recently-testederviceare processedy the sharedback-endsetup. Replicasthat are no
longerneededcanbe deleted. This exampleis a variantof Flask’s [130] interferenceavoidance
mechanismFlaskenablegsheadministratoto restrictservicedrom accessingertainsystencalls
andfrom interactingwith otherservices.

Wheneer a new serviceis installedin the system,the administratorbindsits processeso
a contet with untested = 1. This is accomplishedy a simple commandline script that
tells the SDI kernelmoduleto bind eachof the untestedservices processe$o a specificcontext
(sdi-classify-proc <pid> --home <ip> --id <id> ). Back-endservicesarecon-
figuredin thesamemannemwith theonly differencebeingthattheir context'suntested  attribute
is setto zero.Contet propagationis configuredasit wasin the previousexample.

We usethe errordirective to detectwhenanuntestedront endtriesto access specificback-
endservice.For eachback-endservicewe configurethe following rule:

ACCEPTT1 [msg untested] = 1, [proc untested] =0:\
error {ECONNABORTED}.

Theclientandsenerwill haveto recorerfrom anabortedconnection.

The error directive is interpretedby the accepttap, which passesa messageontainingthe
applicableSDI andinformationaboutthe incomingconnection(i.e., destinationport and source
address}o anerrordaemorvia /proc/sdi . This daemorchecksfor eachviolation, if it hasa
rule thatallows it to replicatetheservicelisteningon thedestinatiorport. If it findsaninstallation
script,it createsa servicereplicathatlistenson a differentport andautomaticallyspecifiesa new
SDI of theform

NET-IP-IN 1 [msg untested] =1:
gcf REDIRECT {$ORIGINAL_PORT $REPLICA_PORT}.

toredirectaccessely untestedront-endservicego replicaback-endervicedor experimentation.
The$ORIGINAL PORTand$REPLICA PORTaredeterminedatreplicationtime.

The redirectionGCF is implementedn a 91-line “C” kernelmodule. The daemonplug-in
responsiblefor creatingredirectionsconsistsof an 83-line C program,and an 8-line Perl script
consultsareplicasetupfile (asimpleASCII text file) to automatehereplicationprocess.

3.6.3 Prioritized RequestHandling

The purposeof this exampleis to introducethe problemsencountereavhentrying to assure
prioritizedworkloadprocessingn a multi-tieredsystemjn which front-endsenersactasrequest
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Figure3.17:VS-SDIconsistof ascheduleandaccept extension.Theclassifiedabelsincoming
requestswvith systemadministratorspecifiedpriority attribute mappings,which are
enforcedby the scheduleandtheaccept of pendingconnections.

anorymizers. This exampleis a preliminaryversionof the full-fledgedVirtual Servicemulti-tier
resourcepartitioning approachthat is introducedin ChapterlV. This is why the example SDI
applicationof this chaptelis calledVS-SDI.

The examplesetupconsistsof a 3-tier serviceimplementation.The front endimplementsa
Web interface (Apache),while the middle-tierapplicationsener is simulatedby an FCGI appli-
cation,which occasionallycontactsa back-enddatabas€Postgres}o processupdateandselect
operations. About half of all requestsequireaccesgo the middle-tierservice,and10% of those
requestgequiring accesgo the middle-tier servicealso requirethe database.The Web sener
executeson its own front-endhost, while the FCGI middle-tierandthe back-enddatabasehare
oneback-enchost. Our objective is to prioritize requeshandlingthroughouthe senerfarm,i.e.,
requestgrom high-priority clientsshouldbe expeditedat all tiers of the system.

Prioritized processings impossibleto achieve in the back-endseners,if theirincomingre-
guestsare not taggedwith a priority attribute. As far asthe backendis concernedall requests
originatefrom thefront-endservice.Thus,high-priority clientscanfind themseleswaiting either
in theacceptnetwork, or schedulequeueof a heavily-loadedback-endserviceor senerbecause
of low-priority requests.

The easiespart of the problemis to represenhigh- andlow-priority clientsby two context
objects.Usingthe command-lineénterfaceasroot, we createandinitialize thetwo context objects
asfollows:
ctxt create -p
context home=10.0.0.100 id=1 created
ctxt create -p
context home=10.0.0.100 id=2 created
Thecommands
ctxt set attr 1 PRIO :
ctxt _set attr 2 PRIO :

1 and
2
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/* CONTEXT-AWARE PRIORITY SCHEDULING FOR UNI-PROCESSORS
* Note, declarations are stripped.
*/

s static int

prio_goodness_handler( struct  task_struct * prev,
struct  task_struct * p,
int this_cpu)
10 struct  uci_value_pair *uvp_prio;

/* Does this process have any context at all? */
i f (p—>context)

15 i f (prev_goodness_handler)
r et ur n prev_goodness_handler(prev, p, this_cpu);
el se
return -1000;

}

uvp_prio = get_uvp_local (p—>context, UCI_PRIO);
i f (luvp_prio || 'uvp_prio—>value)

20

i f (original_goodness_handler)

25 r et ur n original_goodness_handler(prev, p, this_cpu);
el se
return -1000; /*this should not happen */
}
30 return (int )(uvp_prio—>value) + 10000;

Figure3.18: Codesnippetof a contet-awarescheduleinterposition

setup the first context to representow-priority work andthe secondto representigh-priority
work. PRIO is anintegerrepresentinghe priority attribute asthe currentprototypeonly supports
nameandvaluebit stringsof length32.

The next importantstepis to bind incoming workload to the contexts. For simplicity, we
prescribea simple binding basedon the incomingIP address.To bind incomingworkloadfrom
clients10.0.1.*  tothelow-priority context andtheworkloadsubmittedby clients10.0.2.*
to the high-priority context, we invoke the following commands:

sdi-classifier --sa 10.0.1.0 --sam 255.255.255.0 --home 10.0.0.100 \
--name 1

and

sdi-classifier --sa 10.0.2.0 --sam 255.255.255.0 --home 10.0.0.100 \
--name 2

Two interpositionsareimplementedo take advantageof the priority attribute: aninterposition
for the schedulefunctionanda selectionfunctionthatchooseshe next pendingsocletto accept.
Their implementatioris generallynot the systemadministrators responsibility They shouldbe
createdoy experiencedsystemprogrammersvho have agoodunderstandingf the kernelandthe
impactthattheir interpositionmay have. Warningsaside asthe codesnippetsn Figures3.18and
3.19shaw, creatingmulti-tier-awareinterpositionds in mary casesstraightforvard.

After installing the interpositionsandthe ACCEPTTand CCONNECTap in the kernelusing
modprobe , we setup thetapsto propoagateontet atall seners.

echo "ACCEPTT 1 : PROC:= MSG : dc." | sdi-config -a
echo "CCONNECT1 : MSG := PROC: dc." | sdi-config -a
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/*

* PRIORITIZED ACCEPT

* Declarations and module maintenance have been removed.
*/

/* compare Linux source (net/ipv4/tcp.c for the original) */

struct  open_request *
prioritized_tcp_find_established ( struct  open_request *req,

10 struct  open_request *prev,
struct  open_request **prevp)

struct  open_request *best_so_far = NULL;

struct  open_request *best_so_far_prev = prev;
15 int best_prio_so_far = 0;

whi | e (req)

if (req—>sk &&
20 ((1 << req->sk->state) & ~(TCPF_SYN_SENT | TCPF_SYN_RECV)))
{
struct  uci_value_pair *uvp_ptr_prio;
uvp_ptr_prio = NULL;

25 i f (req—>context)

uvp_ptr_prio = get_uvp_local (req—>context, UCI_PRIO);
30 i f (((uvp_ptr_prio) && (uvp_ptr—>value > best_prio_so_far))
|| (‘best_so_far))

best_so_far =req;
best_so_far_prev = prev;

35 best_prio_so_far = (uvp_ptr_prio)?uvp_ptr—>value:0;
}
prev = req;
req = req—>dl_next;

40

i f (best_so_far)

*prevp = best_so_far_prev;
5 return best_so_far;

*prevp = prev;
returnreq;

Figure3.19: Codesnippetof our context-aware interpositionfor the selectionof pendingconnec-
tions

After settingup the system we verify thatthis configurationimplementsQoS differentiation
for high-priority requestsTo this end,we runtwo instance®f the SpecV¢b99benchmarkagainst
the sameWebsener. As Figure3.20shaws, high-priority clientssuffer little from anincreasdn
theworkloadof low-priority clientsuntil the systemcapacitylimit is reached.This figure clearly
shows thatwithout prioritization high-priority clientsareaffectedby the low-priority clientseven
beforethe systems$ capacityis reached.The reasonfor the rapid responsdime increasebeyond
the systems capacityis that queueghat build up at the databasesener propagateo the front-
end sener by blocking processes.This effectively reducesfront-end processingcapacity thus
causingthe obsened increasein responsdimesanda 30% drop in total throughput. This and
otherproblemsrelatedto implementingresourcecontrol for multi-tiered senersarediscussedn
ChaptenV.

It is importantto notethatcontext cachingis vital to maintaininggoodservicethroughputwith
SDI. Without context caching,eachnetwork-level messagevould have to be accompaniedy its
contet, which would tax the communicatiorsubsystemthusincreasinglelaysandreducingtotal
throughput.

Incr easingClassification Complexity
Insteadof differentiatingbetweerhigh-andlow-priority clientsattheWebsener, onemaydecide
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Figure3.20: Theperformancef amulti-tier senerfarmservinghigh-andlow-priority clientswith
andwithoutthe SDI-basedriority mechanism

to treatall clientsequallyexceptfor thosehigh-priority clientswhoserequestgequireback-end
databasdransactions.Thoserequestghat requiredatabaseccesseceve a priority boost. This
could be usedto reducethe differencein responseimesfor requestshatrequiredatabaseccess
andthosethatdo not.

This meanghatthe binding betweerhigh-priority clientsandtheir priority classmustbe de-
ferred until they actuallytrigger a databasdransaction. However, this cannotbe controlledby
theHTTP sener sincethe middle-tierFCGI sener, i.e., theapplicationsener, decidesvhetherto
contactheback-enddatabaseUnfortunatelythe middle-tiercannotcorrelatéts requestsvith the
original HTTP requestshataresubmittedby the network clients. SDI solvesthis problem.

This exampleconfigurationrequiresthe creationof 3 context objects($x,3y,$z ) whichare
configuredasfollows:
ctxt _set attr $x PSEUDO-PRIO:
ctxt _set _attr $y PSEUDO-PRIO:
ctxt set attr $z PRIO = 2
The classifiers the acceptdifferentiation,and the scheduleiinterpositionof the previous exam-
ple areinstalled. Note, however, that the context objects$x and$y only carry priority marker
variableghatdo not affect scheduling.

All hostsareconfiguredwith thefollowing SDI:

ACCEPTT1 : PROC:= MSG: dc.

In orderto allow modifiedback-endrequesbindingsto propagatdackfrom the back-endsener
to thefront end,we configurethe SDI

TTCP_SEND1 [PROC PRIO] = 2 : MSG:= PROC: dc.
attheback-endsener. Thefront endis configuredusing
TCP_RECEIVEE1 [MSG PRIO] = 2 : PROC:= MSG: dc.

Finally, one mustconfigurethe backendto boostthe priority of incomingrequestdelongingto
PSEUDO-PRIQO2 asfollows:

NET-IP-IN 1 [MSG PSEUDO-PRIO] = 2 : MSG:= (10.0.0.100 z) : dc.

1
2

The above configurationmapsmessagefrom PSEUDO-PRIO2 to the persistentontet object
residingon host10.0.0.100with ID z, which representsigh-priority clients.
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tionsfor fastcontet creationdescribedn Section3.5

3.7 Evaluation

Theperformancef the SDI prototypefor theLinux OSindicateghatSDI canbeimplemented
efficiently. We presenbothmicro-andmacro-benchmarkieasurementsf our prototypeanddis-
cusstheirimplications. The measurementgndfurthersupportto crucialimplementatiorchoices
thatarelikely to becomamportantin futureinstantiationsof SDI.

3.7.1 Micro-benchmarks

Thefirst setof measurementis taken on a single 450MHz Intel Pentiumll computer The
results,showvn in Figure 3.21, demonstratahe relevanceof the performanceoptimizationsfor
dynamiccontext creation. Using both lazy initialization anda LIFO queuefilled with disposed
contet objects,the minimal costof contect creationand destructionis reducedto 850 Pentium
Il cyclesfrom over 6000cyclesfor a straightforvard implementatiorusingthe kernel's memory
managemendndeageiinitialization.

As expectedjazy initialization increaseshe costof attribute lookup. However, the penaltyis
in thelow hundredcycles,whereaghe numberof cyclessaved by not completelyinitializing the
contet objectis in therangeof 5000cycles.Hence,t will take alarge numberof context accesses
to offsetthe benefitsof lazy initialization. Sincethe contexts of long-lived requestareeventually
indexed,the performanceenaltyfor attribute accessekastsonly for 1s.

Onemay have noticedin Figure3.21aseeminglyodd performanceémpactof usingthe alter
native contet object(de)allocationqueue;attribute lookupsareacceleratedThe reasonfor this
anomalyis thatcontext's memorylocationsaremorelik ely to be cachedf they aretakenfrom the
most-recenthdisposedtontext object. Hence the executiontime of contect operationswill suffer
lessfrom L1 andL2 cachemisses.

We alsomeasured&DI’s network baseperformancen a small clusterof sevenintel Pentium-
Il 550senersconnectedy a 100 Mbps Fast-EthernetSMC Tiger switch. Sincesener clusters
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Figure3.22: Micro-benchmarkesults

are migratingto Gigabit-Ethernetind even fasterseners, the reportedlatenciesarelikely to be
larger thanwhat could be achierzed on the bestavailable hardware platforms. However, the per

formancenumbersndicatethat Context/IP andthe context service,evenin its currentprototype
implementationwill addonly negligible additionallatenciego multi-tier services.

Figurelll.22(a) shaws the delaythat a context-dependentnodule,suchasa GCF may ex-
periencein accessingemotecontext attributes. As expected,delay grows with the numberof
attributesper context, but for mostcontect applicationdt will remainwithin arangebetweenl00
1S (0 attributes)and200us (100attributes). Thisremoteaccessostwill beincurredonly if alocal
context proxy eitherhasout-of-dateinformationor hasnot yet beensetup. Subsequerdttribute
accessethatcanbe senedfrom the contet proxy take only 130Pentiumll cycles.

Sinceattribute accesswill contritute little to applicationlateng, we investigatethe perfor
manceof SDI rule evaluationat the tap points. To assesshe worst possiblelateng effects of
SDls,a UDP-basedenerwassetup to do nothingbut bounceary incomingdatagranbackto its
senderA singleclientwassetup to sendrequest®f 1 KB sizeto the senerandtime how long it
takesfor the pacletto return.Both clientandsener machinesareSDI-enabled.

The measureand-to-enddelayis linearly increasingn numberof context-dependenguards
thatareinterposedseeFigurelll.22(b)). EachadditionalSDI addsapproximately3 us of lateng.
Thesedelaysaretoo smallto causea noticeablancreasen theresponsgimesof comple cluster
services. End-to-endservicedelaysin the Internetare typically abose 50 milliseconds. Nev-
erthelessto supportthousandf simultaneously-installe&Dls, future versionsof SDI should
implementguardchecksin decisiontreesinsteadof the linearlists of guardsthatareregisteredat
tap pointsin the currentprototype.

The performancampactof guardinterpositionat the systemcall layer varies,dependingon
the compleity of the systemcall in relationto SDI evaluationcompleity. This hasbeennotedin
earlierinterposition-basedesearciprojects[58, 118]. Systemcalls’ performanceandeteriorate
asmuchas40% for simple systemcalls like open andaslittle as2% for a complec call like
fork . Fortunatelylow-overheadsystemcalls,for which theimpactof interpositionis the worst,
contribute only little to mostapplications’total processingime [154]. Servicesspendmost of
theirtime executingapplicationcodeandheavy-weightsend , read , recv , andwrite  system
calls.
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Figure3.23: Througputcomparisorbetweena systemwithout SDI (baseline) binding incoming
requestgo existing context andto newly-createdcontext

3.7.2 Macro-benchmarks

To obtaina realisticassessmerdf SDI's impacton true sener performanceSDI’s effect on
aWeb sener executingthe SPECWb99[132] benchmarkis measuredSPECV¢b99generates
mix of dynamicandstaticrequestoads— anapproximatiorof therequestoadfoundonarealistic
sener. Therespons¢imesandthroughpunumbersshowvnin Figurelll.23(b) andFigurelll.23(a),
respectiely, are measuredn a 450 MHz Pentiumll-basedsener with 448 MB RAM. We use
Apachel.3asawebsener. The SPECVWb99-suppliedPerlscriptsareusedto handleall dynamic
workloadexceptadwertisemenservice which is donein a FastCGlsener.

The macro-benchmarksomparethe performanceof Apacheon a sener without ary SDI
supportagainstthe performanceof Apacheon an SDI-enabledsystem. The overheadof SDI is
assessetbr two scenarios.First, in a low-overheadscenariotwo classifiersare setup to bind
incomingrequestgo oneof two persistentontext objects. The commandines,

sdi-classifier -p TCP -y --sa 10.0.1.0 --sam 255.255.255.0 \
--home 10.0.0.1 --name 1
sdi-classifier -p TCP -y --sa 10.0.2.0 --sam 255.255.255.0 \

--home 10.0.0.1  --name 2
implementthis bindingdirective.

In asecondscenariowe attemptto approximatehe maximaloverheadcausedy the associ-
ation of workloadwith context by creatinga new context objectfor eachincomingrequest.Such
a configurationis typical of anervironmentin which eachrequesis managedvith respecto its
own performancesecurity andmonitoringgoals. Thecommandines

sdi-classifier -p TCP -y --sa 10.0.1.0 --sam 255.255.255.0 \
--home 10.0.0.1 --name 1 --dup
sdi-classifier -p TCP -y --sa 10.0.2.0 --sam 255.255.255.0 \

--home 10.0.0.1 --name 2 --dup
configureSDI for the target scenario.The newly-createdcontext automaticallypropagatesip to
theacceptingoclketandlaterto the processethatreadfrom theso-classifiedoclet. Themeasure-
mentsshow thatneitherresponsdime (seeFigurelll.23(b)) nor throughput(seeFigurelll.23(a))
of anHTTP seneris affectedby the presencef SDI. Thelineslabelled“context bind” and“con-
text create”in Figureslil.23(a) andlll.23(b) representhebindingof incomingrequestso existing
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context andthe creationof a new context objectfor eachincomingrequestyespectiely. The dif-
ferencedetweerthedifferentconfigurationsaresominimal thatthey arealmostindistinguishable
from normalmeasurementoise.

3.8 RelatedWork

The proposedSDI mechanisnis thefirst to integrateextensible distributed systemstatewith
interpositioninto a highly extensible distributedsystemmanagemerdandextensibility framework.
While context andits managemen distributedsystemshave appearedn numerousapplications
(e.g.,security resourcananagemeniandmonitoring), eachdomain-specificsolutiononly man-
agesafew concretecontextual attributes,e.g.,securityclassesContext hasnotyetbeenproposed
asaseparatgenericservicefor the designof systemsupportfor distributedsystems.

The LINDA tuple-basedomputationand communicatiormodel [56] sharessomesimilari-
tieswith SDI andotherinterpositionschemesLINDA proposesa computationmodelin which
persistenprocessepostdatatuplesinto a distributedtuple-spaceComputatiorprogresseasex-
ecutionsaretriggeredby conditionalrecevesof thesepostedtuples. Additional contextual state
can simply be integratedinto distributed computationdy extendingthe tuples. Unfortunately
LINDA's distributed stateabstraction tuples,are transient,so that propagatiorof additionalat-
tributesstill requiresprogrammeintervention. In particular computatiorrulesmustpresere the
unusedstateof their input tuplesby addingit to their outputtuples. SDI, like LINDA, achieves
extensiblestateand state-directegbrocessing.In addition, SDI managegercomputationstate,
while preservinghetraditionalinvocation-basegrogrammingmodel,processesxisting service
APIs, andthe communicatiorabstractiongoundin today’s OSs.

3.8.1 Application Frameworks

CORRA [102], J2EE[139], and WebSpherd70] are ervironmentsfor the designof multi-
tiered applications. Eachof theseapplicationenvironmentsprovidesits own notion of context,
primarily for theimplementatiorof accessontrolmechanismsCORBA usescontet primarily in
theimplementatiorof CORBA Security J2EEandWebSphereisecontext to mapthe application
sener'suserlDs to backenduserlDs beforeaccessing backenddatabase.

In CORBA contet is implementedasan optionalparametefor every remotemethodinvoca-
tion. To have ary effect, the CORBA context abstractiormustbe unpacled by the sener object.
Without active intervention by the sener application,context doesnot propagateacrossthetiers
of multi-tiered computations. Sincethe applicationsare responsiblefor configuringand main-
tainingtheir context attributes,onecannotrely on their availability atthe systemlayerandacross
applicationframeavorks. SDI solvesthis problem.Moreover, SDI alsoaddressesumerousneffi-
cienciesof contect abstractiongn applicationframenorks,which resultfrom the factthatcontext
wastypically introducedasanafterthoughto fix certainproblemge.g.,security).In contrastSDI
proposesontext asa primary systemabstraction.

3.8.2 Interposition

Sinceits proposalasa genericsystemextensionmechanisnby Joneg78], interpositionhas
gainedsignificantsupport. The SPIN OS[21, 107] effectively promotesnterpositionasthe stan-
dardway in which systemfunctionality is to be achieved. SLIC [58] pursuessimilar goalsfor
commodityOSs. The basicobjective of interpositioncanbe summarizedascallsto existing sys-
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tem and serviceinterfacesthat are interceptedand redirectedto interposedwrapperlayersthat
improve or augmentheinterceptednterfaces semanticsithout affectingtheinvocationsyntax.

Theaboveapproacheadoptanevent-basedispatcheschemdg107] in placeof thetraditional
functioncall interfacedor OSlayerinteractions SPIN,for example mapsall interactiondetween
systemlayersto eventswhich canbeinterceptedy interpositions.The defaultinterpositionsare
the standardOS handlers. The eventlanguagsds fixed at the time of OS design. Interpositions
cannofcreatetheir own additionalstateandevents.SDI addressethis shortcoming.

The lack of stateintegrationin previous single-hostinterpositionapproachess not an over
sight. Onasinglehost,necessargtateinformationcansimply bepreseredin processr in socket
descriptorr evenreproducesn-demandHence stateis typically implicit in thevariablesof the
OSlayersor interpositions.Thisis why previousapproachewvork well despitetheir disregardfor
state.A solutionfor interpositionin multi-tier systemsannotassumehat stateis alwayslocal; it
mustbe stateful.

3.8.3 Domain-SpecificContext Solutions

Active Message$149] area domain-specifigncarnationof SDI. Active messagepropagate
pointersto the recevers’ packet processingunctionswith every messagehatis exchangedn a
distributed system thus possiblyshort-circuitingunnecessarghecks. Besideshe sharedpaclet
receptionpointers thereis no sharedr extensiblestatethatis transferretetweertiers.

A rich bodyof work in network security[1, 13,49,93,98] includessomeof the basicfeatures
of SDI with respecto securityattribute propagationattribute remappingandpolicing. However,
theseworksfail to abstracfrom concretestatepropagatiorproblems(e.g.,userlD propagation)
to a moreabstractconceptof attribute propagationandfrom the problemof securitypolicy en-
forcemento genericpolicing of distributedcomputationsSDI makestheseabstractionsReaders
familiar with researchn systemsecuritywill quickly realizethe synegiesbetweenSDI andthe
implementation®f network securitymechanisms.

For example,the Domain and Type Enforcement{DTE) architectureg/13] stresseghe need
for flexible securityattribute propagatioralongthe pathof interapplicationcommunication.To
addresghis need,the notedapproachprovides a rich policy framewnork supportingsecurity at-
tribute inheritance remappingat tier-boundariesand propagationin IP datagrams.We believe
thatmuchof DTE’s functionality is not necessarilysecurity-specifidout shouldbe capturedby a
genericservicelike SDI instead. Flask’s policy-controlledintegrity [130] mechanism— featur
ing sendetbasedpaclet redirection— is alsoa highly specializednstanceof statemaintenance,
statepropagatiorandlabel-basednterpositionon systeminterfaces.Similar functionality canbe
implementedusingSDI almosteffortlessly(Section3.6).

The needfor propagatiorof stateinformationhasalsobeennotedin recentwork onresource
managementThe ScoutOS [129] andLazy Recever Processingl14,15] emphasizéhe impor-
tanceof processingncomingworkloadin the right resourcecontext. To this end, they provide
proprietaryresource-bindingnechanisms. Scoutprovides a compile-time processingpath ab-
stractionwhich automaticallypropagatesesourcaesenationsacrosdraditionalOS abstractions.
Differentsubsystemsire arrangednto a call chain,calledpath Eachpathrepresents flow of
requestghatareto be administerecasone administratve entity. Eachpathcanbe controlledby
its own resourcecontrols. Unfortunately it is necessaryo recompilethe kernelfor almostevery
application.LRP is moreflexible in thatit bindsincomingrequestdo ResourceContainergd15]
onthebasisof dynamically-installedconnectiommatchingrules(sourceaddres@ndport, destina-
tion addressandport). Both approachesail to provide properresourcdsolationwhencompeting
processeselaywork to sharedremoteprocessesVirtual Serviceg118] (ChapterV) solwe this
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problemby propagatingxplicit resourcgesenationhandlesalongwith all inter-applicationmes-
sageexchanges. Clusterresenres[10] provide similar functionality at the application-layerby

usingResourceContainersn combinationwith applicationmodificationanda resourcemanage-
mentdaemorapplication.

3.9 Summary and Conclusions

We haveintroducedSDI asa useful low-overheadmprovementof OSsfor multi-tier services.
SDI associatestatewith multi-tier computationgndfacilitate statepropagatiorascomputations
spreadto multiple machinesand sub-servicesvithout mandatingapplicationmodification. SDI
achievesthe sameextensibility and customizabilityfor multi-tier, component-baseslystemghat
hasbeenachiarzedby interpositionfor single-hos0Ss.Thus,componenservicesandOSscanbe
fixedupto performwell in senerfarms,underconstraintshatwerenot anticipatedat thetime of
theirdesign.

Sincecontextualinformationsignificantlysimplifiescoordinationacrosssoftwarelayers,aux-
iliary systemmanagemernandapplicationsupportmechanismshatintegrateacrosssereral soft-
warelayerscanbe built moreeasily Context-basedaccessontrol,for example,canbe enforced
atthe network layerwhile application-layeinformation(e.g.,a userpassvord) may still betaken
into account. Other mechanismghat will benefitfrom SDI include fortification of previously
unsafeserviceprotocols,sener-site monitoring mechanismsintegrity assurancegontext-aware
load-balancingdistributedresourcananagemengndcreationandpropagatiorof transactiorcon-
textsin nestedsener actiities [65].

The currentprototypedemonstrateshat a distributed context propagationand interposition
framewvork canbebuilt in amannetthatis independenof theapplicationswithout excludingthem
from usingandimproving context semanticsin already-hilt exampleapplicationsSDI is shovn
to significantlyreduceimplementatiorcomplexities. We believe that SDI cangenerallysimplify
thedesignof systemsoftwareenhancement®r multi-tieredsystems.

Despitethe prototypes promisingperformancethereis still ampleroomfor future research.
Someobhviousextensionsof SDI, suchashierarchically-nestedontext, have to be evaluatedwith
respecto their additionalexpressve power, performancédenefits andtheir overheads.

A practicalimprovementtargetis the performanceof SDI's guardmatching whichis sequen-
tial in the currentprototype.Therefore yuntimeoverheaddor eachsysteminterfacetaparelinear
in thenumberof registeredSDIs. Insteadof matchingeachguardclauseof SDIsin a static,linear
order aminimizedfinite statemachinechecler representatioshouldbe generatedutomatically
While thiswould notchangdineartime worst-caseompleity, the averagecasecould experience
a significantspeed-upsincecommonguardconditionscould be eliminatedacrossSDIs. Guard
checksshouldalsobe reorderecautomaticallyso asto minimize the averagenumberof compari-
sonoperationsxecutedj.e., checkthe mostselectve guardconditionsfirst. This would allow a
greatemumberof simultaneoushynstalledSDIs.

Finally, it is importantto note that the proposedSDI is not intendedto be a final standard
for distributed context. It shouldratherbe viewed asthe beginning of a standardizatiorprocess
thatwill replaceotherexisting Internetstandardshat provide narraver, application-specificand
lesscustomizablabstraction®f contet (e.g.,identd andCORBA). In orderto provide a new,
genericcontext servicefor IP-basedmulti-tier systemsit is necessaryo addresghe main points
raisedin this chapter






CHAPTER IV

Virtual Sewices

4.1 Intr oduction

Virtual Services(VSs) primarily addresghe control-sideproblemsof managingthe perfor
manceof sharedservicesin a multi-tier deployment. In particular VSs attemptto replicatethe
conceptof resourceallocationthat exists for individual processe®r monolithic single hostser
vicesandapplyit to acompositeservice,jn which differentcomponentsnaybe sharedwith other
compositeservices.In essenceySsextendthe simplified SDI-basedactivity prioritizationexam-
ple of Section3.6.3.

VS is a control framavork that allows systemadministratorsvith an understandingf the
hostedservicesand their interactionswith the OS and eachotherto configureeffective control
policies. The principal mechanismshatareusedto realizeVSs are: classification interposition
policing, andstatepropagation

The problemof policing a multi-servicesystemhasdravn enoughinterestfrom Application
ServiceProvidersandotherservicehostingcompaniessothatresearcherandcommerciacompa-
nieshave startedaddressinghe problemsof sharingonesenerinstallationacrossmultiple clients.
Controlledresourcesharingis typically achievedby thevirtualizationof resourcen off-the-shelf
OSs(e.g., virtual web hostingand virtual serves) [15,27,32,51,52,84,142]. The essencef
theseconceptds thatonephysicalsener is split into severalvirtual hosts(VHSs). Ideally, neither
the client nor the sener applicationis awareof the factthatit is executingon a VH andnotona
realhost. Initial implementation®f this ideawerecontent-basedypplication-l&el VHs. Here,a
servicewould sene differentcontentsdependingnthelP addresshatwasusedto contactt, e.qg.,
Apaches VirtualHost directive [84]. VMware[147] perfectghis approactby creatinganum-
berof virtual hostsinsidea hostOS. Unfortunately the numberof co-hostedvHs is limited and
the performancenterferencahat occursbetweenco-locatedvHs is not considered.To solve the
secondproblem,resourcebindingsfor VHs wereintroduced[15,27,51,141,142]. With resource
bindings,demandsuigeson one VH will no longerimpactthe performanceof other co-hosted
VHs. A servicethatis executedon oneVH behaesasif it were executedon its own physical
sener. Thisstill doesnot addresghe performancénterferencebetweerservicegshatmayresult
from a singleback-endservicebetweendifferentapplicationsandcustomergFigure4.1).

Whenback-endservicesaaresharecamongdifferentclientsin a multi-tieredsystem VH-based
insulationapproache$ail (seeFigure4.1). Sharedservicedike DNS, proxy cacheservicestime
services,paymentprocessingseners, distributed file systems,and shareddatabasesare worth
consolidating. However, when servicesare sharedbetweenmultiple front-endVHs, an obvious
questionarisesasto which VH shouldhostthe sharedback-endservices. Sincetheseservices

67
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work on behalfof multiple front-endservices their resourcebindingsshouldbe dynamicto re-

flectwho requested particularservice(i.e., the works-forrelation). The problemof determining
the works-for relationon-the-flycould be avoidedentirely by replicatingsharedserviceson each
VH. However, in this casethe consisteng of individual sharedservicesbecomes major concern
if they mustsharedata,aswell as software licensing, the resourceinefficiency of hostingtwo

identical servicesto maximizeperformanceansulation,andthe overall inefficiency of hardware
virtualization.

To eliminatethe performanceénterferencecausedy sharedservicesthe Virtual Service(VS)
conceptis introduced. VSs link the tracking of activities to a resourceresenation enforcement
framework. The statetracked alongsidemulti-tieredactivities is aresourcepartitionidentifierthat
is translatedo aresourceartitionhandleat every host. The VS framework dynamicallybindsOS
abstractionge.g.,processedp resourcepartitionsin a mannetthatis transparento applications.
Thegoalof dynamicallybinding OS abstraction$o resourcepartitions,is to improve controlover
actiities thatpropagatehroughouta multi-tieredinfrastructure.

Eachapplications interactionwith the OSis assumedo be an expressionof a certainpro-
cessingmodel (Chapterll), which, in turn, canbe usedto infer on whosebehalfa specificOS
abstractior(e.g.,a process)s beingused.In this chapterit is assumedhatthe processingnodel
of differentapplicationds known in advance to allow systemadministratordo setup appropriate
actiity-tracking, andmessage-taggingiles. For example, administratorsmay specifyruleslik e:
“If procesd; accept saservicerequestrom VS,, theresultingP; activity shouldbe chaged
toVS,."” If thisbehaior is notknown in advance the Performancépasintroducedn Chaptervy
uncoverthe mechanismshatareusedto relay work betweerserviceinstances.

Eachmessagandprocesss taggedwith a VS identifier (VSID) to indicatethe resourcepar
tition to which it shouldbe chaged. The VSID doesnot represeneachindividual activity but
a classor type of actiity (e.g., high-priority work). This is a reasonabl@pproachbecauset is
difficult to administerresourceconstraintdor individual activities. Oncesomeactiity thatuses
the OSis classifiedasbelongingto someVS, this VS associatioris maintainedyegardlessof the
processcontet in which the activity continues.This meanghatthe resourcebindingsfor back-
endservicesaredelayeduntil it is known whothey work for. This automaticanddelayedresource
binding enablesnsulationbetweerservicesjn spite of sharedack-endservices.This capability
alsodistinguished/Ssfrom othersystempartitioningapproaches.

In the VS architecture the dynamichbinding of actuities to VSs s inferred by intercepting
systemcallswithin the OS usingclassificationgatesandanalyzingthe informationthatis passed
to the function call (seeFigure 4.2). Gatesinterceptand track work that propagatesrom one
serviceto anotherandareconfiguredoy the systemadministratowia simplerules. They automate
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Figure4.2: Virtual Servicearchitecture

the binding of resourcege.g., newly-createdprocessesndsoclets)to VSs' resourcepartitions,
andkeeptrackof any work doneon behalfof aVS.

Obviousproblemsoccurwhenapplicationautilize speciakhreadingandcommunicatiommiddle-
warethatmultiplexesOS abstraction@mongmultiple actiities. This chapterdoesnot explicitly
addres$ow to modify suchmiddlenvareor runtimeto allow VS-basegerformanceontrol. How-
ever, theextensionof the OS-level trackingmechanismso arbitrarycommunicatiorandthreading
middlewareis straightforvard. The OS modificationsof this chaptershouldbe viewedasanin-
stanceof providing performanceontrolby modifying a general-purposeuntimesystem.

Otherapproacheshat permit changingthe resourcebindingsof processesnd othersystem
abstractiong15,27] do not considerthe problemof sharedback-endservicesthat do not read-
justresourcebindingson their own. As Figure4.2 shaws, the transparenV/'S architecturebrings
resourcananagemenb suchapplications.

Summarizedelow arethekey featuref the VS architecture:

e Dynamicresourcebindingsfor sharedserviceshasedon high-level modelof works-for re-
lation

¢ Separateapplicationlogic (what needsto be done)from resourcemanagementhow to
chagethework thatneeddo bedone)

e ApplicationsmayuseseveralOS mechanismso relaywork to eachother
¢ Minimal interferencebetweercompetingvVSs

e Modularimplementatiorpermitstrade-of betweenthe quality of insulationandthe over
headincurredby the VS abstraction

Section4.2 summarizeperformance-management-relateork. Section4.3introducessome
additionaldesignconstraintsandterminology Section4.4 detailsthe statethatis maintainedor
eachVS. Section4.5 describeghe classificatiorof actiities in a VS-enabledsystem.Section4.6
describeghe dynamictracingrulesthat areto be instantiatedo track actiities asthey utilize
resourcest multiple hosts. Section4.7 detailsthe resourceallocationenforcemenbasedon the
dynamicmappingof systemobjectto VS resourcepartitions.Sectiond4.8 describes Linux-based
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Table4.1: Resourceandservice-orientedener managemergolutions

prototypeimplementation Section4.9 present&xperimentakesultsandquantitatvely shovsthat
the VS abstractiorsolvesthe problemsfacedby applicationandInternetserviceproviders (SPs)
thatco-hostservices.Section4.10describedimitations of the proposedapproaches a heavily-
loaded,multi-tier network deploymentand proposesanimportantfront-endtraffic control exten-
sionfor VSsto enforceresourcepartitionseven during prolongeddemandspikes. Section4.11
demonstratethe efficacy of the proposedoad-sheddingipproach.Section4.12 summarize®ur
findings,commentson possiblefuture extensions and statesthe relevanceof VS with respecto
thisthesis.

4.2 RelatedResourceControl Approaches

There are two approachego sener managementiresouce-orientedand service-oriented
Resource-orientedpproachegk e ResourceContainerg15], Eclipse[26,27], CapacityReseres
[94], andHierarchicalSchedulef59] provide necessaryow-level supportfor the partitioning of
resourcesFurthermorethey supportrelatively staticbindingsof resourceconsumerso thesepar
titions. VS andWorkloadManagerfor MVS [6] areservice-orientedThey chage servicesand
clientclassedor theirresourceisagensteadof creatingstaticresourcepartitionbindingsfor enti-
tieslike processeqjsersor soclets. Table4.1 characterizethe propertieof relatedapproaches.
Thisfigurealsohighlightsthe novel featuresof VS.
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Resource&ContainergdRCs)separatéraditionalOSabstractionfrom the OS'sresourcecontrol
functionality Eachapplicationmustidentify the context of an RC to which its currentresource
consumptiorshouldbe chaged. The RC may containbasicCPU andnetwork sharesandvarious
countlimits on the numberof resourceconsumerghat canbe boundto it. To control applica-
tion performanceprocessesustexplicitly bind to an RC. Subsequenactiities are chagedto
theassociatedRC, andresourcdimits specifiedthereinareenforced.Unlike VS, the RC abstrac-
tion doesnot automatethe binding of resourceconsumergo RC'’s. Thus,the authors[15] have
provided a novel abstractiorwithout addressindghe problemof binding processeandsocletsto
this resourceabstractionin a dynamicmannerthat avoids extensive reimplementatiorof service
applicationandmaodificationsof interfaceshetweerpeerapplications.

The SolarisResourceManager[141] is basedon a resourceresenation concept(called |-
nodes ) which is equivalentto RC. In additionto the resource-reseation abstractionJnodes
aretaggedwith Unix usergroupaffiliations sothatthe resourcecontext canbe inferredfrom the
usergroupsettingof currentapplicationactivity. This mechanisnreduceghe needfor manual
resourcebindings. Theideais to give eachuserID its own machine.Unfortunately this concept
fails if sharedservicesdo not changetheir userlD whenthey work on behalfof differentusers.
For example,the systems DNS sener doesnot changdts userID to thatof the procesgequest-
ing addresgesolution. Furthermorethis approacifails to take proactive stepsto avoid resource
depletionwhencritical sectionsareinvoked— thatis the Priority InversionProblem[82].

In the context of Eclipses hierarchicalresenationdomaing[27], Bruno et al. discussn [26]
how Eclipsetacklesthe problemof sharingspecificOS entitiessuchassocketsamongconcurrent
applications.Interferencecanbe reducedby taggingeachrequesthatutilizes a sharedresource
with the appropriateresenation domain, thus delaying the resourcebinding of the sharedOS
abstraction.Requestaggingis alsousedby VS. Unlike VS, Eclipsedoesnot infer the tag for a
requestin the absencef applicationsupportanddoesnot exploit thesefor the schedulingof an
applicationthat picks up a taggedrequest.Precursor®f this work arethe HierarchicalScheduler
(HS) [59] with configurableCPUschedulingpoliciesandthe Nemesi<OS[64]. Nemesigrovides
comprehensie inter-applicationisolation for memoryand file system. Both HS and Nemesis
requireapplicationgo explicitly manageheirown resourcebindings.Like RCs,theseapproaches
only createaresourcepartitionabstraction.

Workload Managers (WLM' s) [6] notion of a serviceclassis similar to the notionof a VS.
SinceWLM managesequestseparatelyaccordingo their serviceclass servicesharingdoesnot
necessarily}causeinterference.Neverthelessclassifyingrequestsnto serviceclassess the hard
part. For this purpose|BM modifiedOS/3905 servicedo classifyall requestsnto serviceclasses.
This approactdoesnot work for the multi-tieredscenaridhatwasintroducedin Chapterl since
it is not desirableto modify hostedapplications.Therefore VSs mustprovide atransparentvork
classificatiormechanism.

Scout[129] takes an approachthat differs from all previously-discusse@pproachesinceit
is primarily designedo be usedin embeddednultimediasener designs. Scouts pathabstrac-
tion tracksthe flow of work acrossdifferent OS layers. Resourcesre resered on a perpath
basis. Sincepathabstractiongrecompiledinto the kernel,resourceconsumptiorscenariocan-
not changedynamically For every new resourceconsumptiorscenaridi.e., new applicationsthe
Scoutkernelmustberecompiled.In contrastVSs canbe configureddynamicallyto handlenew
scenario®f resourceconsumptiorandserviceinteraction.

Sun’s Dynamic Enterprise1l000[142], SolarisResourceManager{141], Ensim’s recentVH

productSenerXchangd51], andVMWare[147] arenotevorthy commerciaVH implementations
resemblingeclipse.Otherpopularcommerciakolutions suchasCiscos LocalDirector[32], Hy-
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draWeb [69], and F5’s BigIP [52] are gearedtowardsincreasingthe capacityavailableto ASPs
throughload-sharingn sener clusters. Thesesolutionsalsoprovide somecoarseinsulationbe-
tweenco-hostedservicesby shapingrequestlows. Thesemechanismgail to fully utilize sener
resourcedbecauseahey enforceonly statictraffic-shapingrules. Hence insulationfails whenthe
workload createdby individual requestdiffers significantly amongco-hostedsites. Moreover,

theinsulationprovided by suchapproachess coarseat bestbecausehe amountof work required
to servicea requestis not always obvious from the requestitself. This is especiallytrue when
requestsnayaccesdack-endservices.

4.3 Additional DesignConstraints and Assumptions

The VS approaclhtagsOS entities,suchasprocessessoclets,|PC sharednemorysegments,
etc.,with aVSidentifier In anSDI-enabledystemtheVSID would beimplementedhsa straight-
forward context attribute. However, in systemghat do not supportSDI but still wish to support
VSs, it is necessaryo tag actualsystemobjects which requiresa simplekernelextension.

4.4 The Virtual Sewvice Abstraction

The VS abstractioris the statethatwe would like to associatevith systemobjectsto ensure
thattheir processinggcommunicationandpossiblyl/O requirementaremappedo theappropriate
resourcepartition.

The VS abstractiortreatsmulti-tier servicesasif they werea singleapplicationexecutingon
its own dedicatedsener. To createthisillusion, aVS is associatedvith a basicresourcecontext
(Figure4.3). Theresourcecontext summarizeshe resourcdimits andstatisticsfor activities that
executeon behalfof the VS.

EachVSis uniquelyidentifiedby its descriptoi(Figure4.4). To allow thesystemadministrator
to manage/Ss,eachVS hasanintegervirtual serviceidentifier (VSID). TheVSID is guaranteed
to be uniqueon eachmachine.For VSsthatuseresource®n multiple machinesit is up to user
spacesoftwareto guaranteehe uniquenessf identifiers.Whensettingup the distributedservice,
externaladministratiorsoftwarecanforceaspecificVSID ontothenewly-createdvS. Suchglobal
VSIDs aretakenfrom their own numberrangeandwill neverconflictwith local VSIDs.

Like RCs[15] VSs proposehierarchically-nestedesourcecontexts. Hierarchyis necessary
becaus&Pss clientsshouldbe ableto decidethemseleswhetherthey wantall of their servicego
shareresource®r they wantto insulatethemfrom eachothet
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Figure4.4: TheVS descriptor

Theparenffield of theVS structurepointsto theparentVS. OftentimesparentvVSswill beused
toimplementabstrac/Ss,i.e., placeholdeservicego whichall serviceof anSPsbusinesslient
belong. The highest-leel VS is theroot _vs with VSID 0, which accountdor all unclassified
work.

Hierarchyis againreflectedin VS attributes such as resourceusagestatisticsand resource
limits. By default, newly-createdVSs sharethe attributes, i.e., resourcecontrol settingsand
statistics(CPU time used, paclets sent, etc.) of their parents. This meansthat the fields in
the child refer to its parents pendantgFigure 4.4). To managethe child servicedirectly, at-
tributesof interestneedto be detachedrom the parent. For example,to control the numberof
processesor a baclendservice,one detacheghe backendservices processcountlimit via the
vsct(DETACH PROCESSLIMIT, VSID) call.

To instantiatea clusterwide VS, the administratiorsoftware mustcreateVS descriptorawith
oneglobal VSID on all clusternodes. On eachof thosenodes,local resourcesnay be resened
usingtheVS descriptorsresourceontext. Beforereservingv'S resourcesgheadministratiorsoft-
warewill monitorthe VS'’s resourceconsumptiorvia the statisticalVS attributesor Performance
Maps(ChapterV). Onceenoughstatisticsareavailable,resourcaesenationswill be calculated
to stabilizeVS performance.

Most of the VS statediscussedofar couldpotentiallyberealizedusingRC’'s[15] or Resera-
tion Domains[27]. However, they do not provide configurableclassificatiorrules. Classification
rules indicate how VS-membershigs to be updatedwhen certain systemcalls are invoked by
specificVSs. As wasexplainedin Chapteil eachcomputatioimplementsa serviceandcommu-
nicationmodelandits interactionwith the OS andmiddlewvareis anindicatorof theimplemented
model. For instancejf a procesamemberof the VS in Figure4.4 callsfork , the OSknows ex-
actly thatthisis away of relayingwork andthatthe createdorocesshouldinherittheparents VS
affiliation. Theimplementedservicemodeldirectly impactsthe way in which the membersf a
VS areto betracked.

4.5 Determining Virtual Sewvice Membership: Classification

Therearetwo waysof assigningnembergo a VS: eitherthey areannouncear the OSinfers
who they are. For VSs membershigs mostly tracked by the OS without requiring continuous
applicationor administratorintervention (rule-basedclassification). Neverthelessgspeciallyat
servicestartuptime it can be efficient to createsomeassociationdetweenVSs and other OS
entitiesexplicitly (manualclassification). For example,if one knows that one specifickind of
servicereques(identifiedby its own VS) alwaysenterghe systemhroughonespecificprocessor
soclet, a manualclassificationof theseprocessesr soclketsasmembersf a specificVS should
beused.Thisavoidshaving the OSinfer VS bindingsrepeatedlythusreducingoverall overheads.
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Incoming, unclassifiedpaclets are classifiedusing paclket matchingrules that resemblefir-
wall directives. Theonly differencebetweena firewall classifierandpaclet classificatiorfor VSs
is that the policy part of the firewall rule is replacedwith a VSID mapping. For example,the
rule source=10.10.0.* — VSID; would mapall packetscommingfrom source10.10.0.*to
VSID; (seeSection3.4).

As a VS bgjins to respondto requestsnew soclets, processesand IPC resourcesnay be
created Eachof themmustbe associateavith a VS becausehey incur systemloadandareused
to relaywork. Usuallythesenew membersannotbe addedexplicitly sincetheadministratodoes
not evenknow of their existenceandthe applicationdoesnot cooperatewith the VS abstraction.
Therefore membershigor thesenew entitiesis implicitly determinedy the classificatiorrules.

Notonly donew entitiesneedto beassociateevith aVS, but VS-membershipnayalsochange
overtime. For instancejf someprocesss obsenedto be operatingon a particulardatasetthatis
characteristiof someseparately-manageds, the procesds addedto thatVS andremovedfrom
its currentVsS.

Classificationi.e.,associating@nOSentitywith aVS, takesplacewhentheOScaninfer some-
thing aboutthe application,i.e., at systemcall time at tap points. Onecanlimit VS-membership
inferenceto thosetimesbecauseve assumedn Chapterll andSection4.3thatVSsinteractwith
eachotherover a limited setof OS mechanisms.This meansthat the works-for relationcannot
changeunlessa systemcall is invoked. Therefore thereis no needto updateVS-membershigt
ary othertime.

The classificationrules thatthe OS examinesat systemcall interceptionconsistof a condi-
tional clause which definesvhentheclassificatiorruleis applicable anda classificatiordirective.
Thisis formalizedas:

(syscall ,S1,....,8n, Pi,....,P,)— (S}, ..., S.,)

whereS; representshe VS of thei-th affectedentity. For example,the only affectedentity in the
exec call would bethecalling process.The calling processs VS is alwaysidentifiedby S;. P;
representshe j-th interceptedoroperty for example,the programnamepassedo exec or the
incoming IP addressof anaccept edconnection.Propertiesarenot necessarilyOS entities. A
classificatiorrule alsospecifiesS;: theresultingVs classificatiorof thei-th affectedentity. This
classificationis appliedonly if the conditional(left-handsideof therule) matchesheintercepted
systencall. S; andP; maybewildcards. TheprototypeimplementatiorrequiresS; to bespecific.
The systemcall is alwaysspecific,sincethe dimensionalityof the conditiontupledepend®niit.

Thekey systemfunctionalitiesthatneedto be interceptedo correctlyclassifysystemobjects
arethenetwork communicatior— to classifyincomingpaclets— andstatetransformatiorsystem
callsthatrevealdetailedinformationaboutthe workloadthatis currentlyexecuting.

Wheneer the kernelinterceptsa characteristicagumentto a systemcall, it is possibleto
classify the caller and other affected entitiesmore accurately For instance the programname
in the exec -call allows a more accurateVsS classificationof the active processif the program
is typical of a specificVS. Otherfrequently-usedystemcalls that affect VS classificationsare
setgid , setpgrp ,andsetuid
Conflicting rules: Rulematchingcanleadto ambiguity Multiple conditiontuplesmaymatchthe
currentsystemcall interception.To solve this problem,VSsareranked. Therule thatmatcheghe
highest-priorityVS explicitly is usedto determinethe resultingclassification.Shouldtherebe a
tie betweenrseveralrules,the mostspecificrule is applied. If this doesnot resolve ambiguity the
resultis unspecified.
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Category System call Proposed classification mechanism Proposed VS error Used by
fork [Classify new process based on forker's VS EAGAIN, block Multi-threaded services
. . . . . i FCGI
. open Tag created file descriptors with a service affiliation based User services, C.G
creation socket . block All network services
- on creator's VS
Ppe User services, FCGI
shmctl |Tag new shared memory segment based on creator's VS EINVAL, block
Classify caller based on its VS, the VS of the incoming EWOULDBLOCK, .
accept . . . User services, FCGI
connection and incoming source address block
connect Classify caller and connecting socket based on the EINPROGRESS, Frontend services, HTTPD
destination IP + port block with distributed FCGI
send Classify caller and sending socket based on destination IP
sendmsg Frontend
communication | sendto | P ort EWOULDBLOCK,
rreeccvvfmrso?n Classilfy caller and receiving socket based on incoming block NFS, DNS, RPC, Multimedia
packet's VS and IP + port
recv
shmat [Classify caller based on shared memory's VS EACCESS, block Apache (thread synch)
msgsnd [Tag message based on caller's VS block Prori .
- - - roprietary services
msgrecv [Classify caller based on the incoming message's VS ENOMSG, block
synchronization semop [Classify caller based on the semaphore's VS block Proprietary services
exec  |Classify caller based on the executed program's name HTTP-CGI, Inetd, rexec, rsh
transformation | listen |Classify caller based on its and socket's VS block cr+ Umx. Domain socket
based services (Fast CGI)
bind [Classify caller and socket based on the IP + port pair Standard services
- ) Tag the message based on caller's VS or inherit file
communication, | write deseribtor VS
o escriptor .
synchromzat.lon, Classify caller based on read message's VS or inherit file EAGAIN, block All services
transformation read .
descriptor VS

Table4.2: Systemcallsthataffect VS-membership

4.6 Tracking Virtual Serwvice Membership

Oncethe correctVSID for a procesr soclket hasbeendeterminedjt becomesiecessaryo
track the VSID alongwith the propagatiorof the activity thatis associateavith thatVSID. The
systemcallsandfunctionsthatarerelevantwith respecto thetrackingof actiity propagatiorfall
into threemajor catayories: creationof systemobjects,communicationandsynchronizatior(see
Table4.2).

Creation: If anentity, A, createsinotheilOSentity, B, B’sfutureVS affiliation dependsolelyon
A’'s VS affiliation. Examplesarethe creationof soclets,|PC sharednemorysegmentsmessage
gueuespipes,andthelike. Thecanonicadefaultruleis for thecreatedentity to inheritits creators
VS affiliation by copying the VSID from the creators context into the createdbject’s context.
Communication: Communicatioris usedto relaywork within andbeyond machineboundaries.
Therefore interceptingintra-VS communications essentiato VS maintenanceén sener farms.
If it is possibleto determinegthe VS affiliation of eachrequesthatis picked up by a service the
resultingactiity canbe chagedto the correctVS. This doesnot dependon whetherthe request
originatedlocally or remotely

Communicatioraffectsatleastthreeentities:senderreceiverandthemessgeitself. To make
inter-processcommunicatiormore efficient, most OSsimplementasynchronougsommunication
asopposedo therendezvousoncept.This addssoclets,pipes,andthelik e to the setof affected
entities,eachof which maybereclassifieduponsystemcall interception.

Dueto the temporalseparatiorbetweensendingandreceving of a messagereclassification
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of the affectedentitiesis difficult. Therefore,communication-base¥sS trackingis donein two
stagesFirst,whenamessagéeavesthe sendeit is taggedwith aVS affiliation, muchlike whatis
donein the caseof creation-typecalls. This canbe skippedif the communicatioris a one-to-one
connectionln this casethe connectioritself is labeledat setuptime with a VS affiliation thatim-
plicitly appliesto eachmessagé¢hatpasseshroughit. The secondstageis messageonsumption.
At thistime, therecever's VS affiliation may changebasedon its previous VS affiliation andthe
recevedmessaga' VS affiliation.

Synchronization: Thesetof affectedentitiesin synchronizationncludesthe executingprocesses
andall processem thewait queugfor thesynchronizatiomprimitive. Activities thatareperformed
underthe protectionof a synchronizatiorprimitive may be associatedvith its VS.

Synchronizatiorcanalsobe usedto infer collaborationamonga setof processesPreviously-
unclassifiedprocessesnay inherit the VS affiliation of the synchronizatiorprimitive. Thisis an
effective tool sincemary multi-threadedsener applicationsexposetheir processsetswhenthey
synchronizedor threadcontrol purposes.

Theprocess(eghatexecuteunderthe protectionof the synchronizatiorprimitive mustnot be
allowedto stall processef the wait queuethathave unusedresourceallowancesbecausether
wise, priority inversion[82] will result. This is alsoa problemwhena single-threadedbaclend
serviceis sharedamongseveral VSs. Thiswill bediscussedurtherin Section4.8 (accept ).

4.7 Enforcing Per-Virtual Sewice Resource Quotas

4.7.1 SystemCall Gates

Whenever a VS receves a new membereither becauseof classificationor as the result of
activity propagationits resourcdimits couldpotentiallybeviolated. Thismeandhatclassification
andresourcdimit enforcemenareinseparableTo this end,this thesisintroducescontrolgates a
combinationof systemcall filtering and VS classification.Eachsystemcall thatis usedto track
VS-membershifs controlledby a gate.

If the gatesfiltering codeindicatesa resourcdimit violation asa resultof the new classifica-
tion, thesystemcall will eitherfail with anadministratoispecifiederrno code,block, or execute
in best-efort mode.Otherwise VS-membershifis updatedasspecifiedn the classificatiorrules.
Figure4.5depictsthe basicanatomyof a gate:
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1. The prefilter checksif the calleris (a) classifiedand (b) if its VS affiliation permitsthe
executionof the gatedcall.

2. The classifierappliesa matchingclassificatiorrule. To executethe classifierfor creation-
typecallsit executesafterthe new resourcehasbeencreated.

3. Finally, the postfilter checkswhetherthe resultingclassificationviolatesarny VS resource
limits. The resourcelimits that are consideredare: countlimits on the numberof pro-
cessesndsoclets. Otherresourcdimits, suchasCPUandnetwork bandwidthareenforced
silently by the pacletandCPUschedulerandneedbechecledby the gatemechanismlf a
resourcdimit is violated,the systemcall fails or retriesasis describedn the next section.

4.7.2 Failing SystemCalls

Gatesmaydetectresourcdimit violations.For example,duringthe executionof fork it may
becomeapparenthatsuccessfutall completionwould resultin aviolationtheVS’s processount
limit. Theappropriataemedyis application-dependen®nemay decideto:

1. Wait until VS resourcedecomeavailable.
2. Returnanerrorto the callerindicatingresourcesxhaustion.

3. Not applytheclassificatiorthatled to theresourcdimit violation andsilently reclassifythe
callerasbest-efort. If the best-efort VS hasexhaustedts resourceshare thereis no other
optionbut to fail the systemcall.

In the first case the OSwill addthe callerto a FIFO wait queuefor the requestedesource.For
example,in the caseof fork this meansthat the forker will sleepuntil the VS'’s processcount
dropshbelow its processcountlimit. The resultingdelay may not be acceptableo the calling
application.

Applicationsthat cannotbe delayed,shouldreceie an error uponresourceexhaustion. Un-
fortunately existing applicationanay not be ableto handlearbitraryerrors. Therefore|t is up to
theadministratotto configurethe errorthatwill beraisedif a VS-level resourcdimit violation is
obsened at a particulargate. In this way, only errorsthat the applicationis ableto handlewill
be raised. For example,the administratormay chooseto raisethe EAGAIN error for someVS
that exceedsits processcountlimit uponfork . This behaior is specifiedat the time of gate
configuratione.g.,vscti(SET _ FORK POLICY, VSID,, ..., EAGAIN, ..) ]. Most
sener applicationsare capableof handlingerrorsthatresultfrom resourceexhaustiongracefully
They simply recordthe errorin a senerlog-file to supportsystemtuning. If neitherblockingnor
returninganerroris acceptabléo the hostedservice the executionshouldcontinuein best-efort
mode(VSID 0).

4.8 Implementation

The VS abstractioris implementedn loadablemodulesfor the 2.0.36versionof the Linux
kernel.Figure4.6shovsdependencieamongtheVS modules.Toimplementhegatespnly afew
linesof call-backcodeneedto beaddedo theinterceptedsystencallsto triggerVS classification.
The VS structureitself (Figure 4.8) containsthe previously-describednembershignformation,
statisticsandresourcdimits. The VS structure VS hierarchymanagemenandmostof the gates
shouldberelatively easyto portto otherOSs sincethey only minimally dependnLinux internals.
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The placemenbf the call-backcodein the original systemcallsis Linux-specificandneedgo be
revisited for every target OS/middle-vare-systentdespitethe factthatthe requiredmodifications
would bevery similar.

VS-level fair-shares[77,94] for CPUandnetwork areimplementedo provide strict VS-level
resourcgguaranteesVSsthatareneitherdirectly norindirectly (via a parentVS) associatedvith
asharearescheduledn abest-efort basis.Best-efort VSsuseall unreseredresourceslots. Any
excesscapacityis sharedbetweerlVSsthatown resourcesharesn around-robinfashion(seealso
firm CapacityResenres[101]). Theimplementatiorof VS resourceshareds not portableacross
platforms. Neverthelessnumerousmplementationsf capacityresenes and fair-sharesexist.
ThereforerequiringVS-level fair-sharesioesnotlimit theapplicability of the VS approach.

VS statisticsarecumulatve aggreyatesof the VS’s members'statistics.The attributesinclude
awiderangeof statisticghatLinux keepgor processeandsoclets,suchaspagefaultsandvirtual
time elapsed.

To setup the VS hierarchyandadjustCPU limits, VS membershippolicies, attribute inheri-
tance resourcdimits, andqueryVS attributes,the OS offersa new systemcall (vsctl ). It takes
acommandthesizeof theagumentandanargumentstructureasparameters.

Gatesareimplementedasloadablemodules. Currently supportedarefork , exit , exec,
open, accept ,andsocket gates.Uponinsertionof agatemodule,thecall-backstubsthatare
placedin their correspondingystemcalls are activatedso that the gates prefilter, postfilter, and
classifierareexecutedeachtime the control-flov of a sener applicationpasseshroughtheinter
ceptedsystemcalls. Eachgatealsoregistersits own vsctl  -handlerto enablegateconfiguration.

Theadwantageof a modulargatedesignis thatoneonly needgo addthosegateso the kernel
that are absolutelynecessaryo classify VS membershipandinsulateservices. This is very im-
portantbecausé¢heinsertionof eachgateinto a runningkernelincreasesystemoverheadslightly
(seeSectiond4.9for moredetail). Theremaindeof this sectiondescribesheimplementedyates.
Fork: Upon interceptionof fork the createdprocessis classifiedas a new memberof some
VS. To determinethe resultingVs affiliation, onemustcheckthefork  policy objectof the
creators§VS. Themap_to attributeof thefork _policy specifiegheaffiliation of thecreated
process.If theVS specifiedoy map to hasreachedts processcountlimit (setvia thevsctl
call), the failure behavior thatwas configuredfor that VS is invoked (Section4.7.2). Figure4.7
showns ahigh-level control-flov graphfor this gatedsystemcall.

Exit: If aprocessxits — including ungracefulSIGSEGVand otheruncaughtsignalexits — it
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Figure4.7: Control-flav of thefork gate

mustberemovedfrom the VS with whichit is associatedT his gateis not configurable.

Exec: Upon calling one of the exec -family systemcalls, the caller canbereclassifiecbasedon
the nameof the programthatwasinvoked. The gatecodechecksthe nameof the programagainst
ahashednappingtable,i.e.,theexec _policy fieldin Figure4.8.

Open: Theopen gateactsliketheexec gate.Theonly differenceis thatthefile descriptomay
be taggedwith a VS affiliation at the sametime. Moreover, the open gateusesa prefix-treeto
matchthefile names.Thus,whole directories— identifiedby a sharedorefix — canmapto one
VS. This is importantbecausdarge numbersof datafiles residingin onedirectory subtreemay
yield identical VS classifications.

Soclet: Thesocletgateresembleshefork gate.Thesocket _policy of aVS specifieghe
future VS affiliation of the createdsoclet. Oncemessagearerelayedvia sucha classifiedsoclet,
they aretaggedwith the VS affiliation of the socletin their IP Type-of-Servicdield (TOS), thus
allowing VS informationto propagatehroughthe network. Sincethe TOS field may be usedby
DiffServto provide differentialQoSin aWAN, thisfield canonly beusedinsidesener clusters.If
the TOSfield cannotbe usedor oneneedanorethan256VSIDs (the TOSis eightbits wide), one
may introducea new IP-option[110] to hold the VSID. In fact, our mostrecentadaptatiorof the
code,overcomeghe limitations of this first prototype,by utilizing a 32-bit-wideVSID IP option
to mark network paclets. If the prototypeimplementationwasdirectly layeredatop SDI thena
32-bitwide VSID would have beenthe default.

Close: Closedfile descriptorsandsoclets’ VS affiliation mustberemoved.

Accept: Theaccept gateis quitecomple. It first determineshehighest-priorityVS amongthe
caller, listeningsoclet, andincomingconnectionseeFigure4.4). Thenthewinning VS structure
is checledfor aVS mappingbasedntheincominglP addresandthe VS affiliation of thelisten-
soclet, processandincomingconnection.The VS affiliation of theincomingconnectiorcanonly
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struct service_struct {
int sid;
struct service_struct *parent;
char name[ MAX_SERVI CE_NAME_LEN ;
int precedence;
Il int_or_ptr is either a value or a
/1l pointer to the parent’s int_or_ptr
int_or_ptr process_count;
int_or_ptr socket_count;
int_or_ptr byte_count;
int_or_ptr vtine;
int_or_ptr majflt;
int_or_ptr minflt;
menber _struct *processes;
menber _struct *sockets;
menber _struct *services;
fork_policy_struct fork_policy;
exec_policy_struct exec_policy; ... nore ...
cpu_policy_struct cpu_policy;
comm pol i cy_struct comm policy;

Figure4.8: The VS struct

bedeterminedf it wasinitiatedby anothersenerwith VS supportandits VSID is from theglobal
VSID range.TheVSID is storedin theincomingSYN paclet’s IP TOS bits. For local accept s,
the VS of the incoming connectionis the connectingsoclet’s VS affiliation. Both soclet and
recever maybereclassified.

Thedifficulty with accept is thatit shouldnotblockif thefirst pendingconnectioronthelis-
tenqueudeadsto aviolation of resourcdimits. Theremaybeaconnectiorthatcanbeaccept ed
withoutviolating ary VS resourcdimits. Thereforetheimplementatiorscanghelistenqueuefor
theincomingconnectionvhoseVsS hasutilized its resourceesenationtheleast.

Concurrent Gate Versions: A powerful implementationfeatureis to allow multiple versions
of a gateto be loadedat the sametime. Hence,VS rules may specify which gateversionthey
wantto usewhentheir procesamembersnvoke the correspondingyatedsystemcall. This way
it is possibleto eliminate unnecessarghecksfor specificVSs. For example, if fork ed-of
processeshould always inherit their parents’VS affiliation, it is unnecessaryo checkfor a
(fork , VSID,) — VSID, mappingasis requiredfor generalVS classification.Onecanimple-
mentonefork gateversionthatalwaysappliesthe parents VS affiliation to the fork edchild.
Anotherexampleis the accept gate,which is quite comple in its generalform (find a VSID
mappingfor incominglP-header)In asenerfarmsetupit is likely thatincomingservicerequests
arealreadyclassifiedby the front endsandthatthe applicationghat procesgequestsn the back
endsonly needto inherit theseclassifications Sincethe frontends’classificationsare propagated
with every communicatiorpacket, thebackends’accept gatesonly needto applytheincoming
connections VSID to theacceptingprocess Suchanoptimizedversionof theacceptgateis used
in the experimentakvaluationof VSs. In theexperimentsjncomingrequestareclassifiedasthey
arepickedup by the HTTP sener. Wheneerthe HTTP sener relayswork to a sharedback-end
Fast-CGI(FCGI) service,the back-endFCGI inherits the classificationof the requestingHTTP
senerprocess.

Classifying Incoming Traffic: Traffic thatentersa senerfrom theoutsideis typically not classi-
fied, sinceclient machinesarenot VS-aware. To allow chaging network stackprocessingo the
applicableresourcequotaor to allow sophisticateatlassificatiorrulesattheaccept andrecv
gatesthattake a message VS classificatiorinto accountjt is necessaryo provide a simpletag-
ging facility. To this end,the kernelprovidesa simplefirewall extensionthatis configuredin the
mannerof ipchains . Eachrule consistsof anIP + TCP{UDP paclet propertymatchingclause
anda mappingto a VSID. Whene&er anincomingpaclet thatmatchesa specificrule is found, its
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sk buff datastructureis markedasa memberof theidentifiedVS.
If multiple rules matcha paclet, thenthe onethat wasinstalledfirst will be appliedto the
incomingpacket. An examplerule could be specifiedasfollows:

vsfilter -p TCP -y --sa 10.0.0.0 --sam 255.255.255.0 --da 10.1.1.1 \
--dam 255.255.255.255 --vsid 10

Thisrule specifiegshatTCP SYN pacletsfrom subnetl0.0.0.*destinedor sener10.1.1.1should
be mappedo VSID 10. Thesemarkingsdo notinterferewith classicafirewall operationbecause
ipchains  allows a chainof firewalls to beregistered.The classificatiormodulesimply returns
FW _SKIP to indicatethatit did not decideto dropthe incomingpacket but thatotherfirewalling
modulesshouldcontinuecheckingthe paclet.

4.9 Evaluation

Theperformancef the VS architecturas measurean a smallWeb sener runningon a Dell
450 MHz Intel Pentiumll PCwith 448 MB RAM andoneUDMA HDD. Theclients,three300
MHz Pentiumll machineswith 128 MB RAM each,are connectedhrough100MbpsEthernet.
The measurementarewith respecto Apachel.3.6(HTTP 1.1) ontheLinux 2.0.36kernel. The
workloadis generatedy the commercialSpecV¢b99benchmar132]. SpecV¢b99attemptsto
modelarealisticworkloadincluding30%dynamicrequestsThesizeof thefile setsgrowslinearly
with thenumberof simultaneougsonnection®fferedto the Website. Thereforejt generallydoes
not completelyfit into the sener’s file cache. Dynamicrequestsandthe useof Apacheexplain
thelow HTTP throughputf thesener (ca.2200ps/s).Sincethe VS abstractioris anapplication-
transparentechanismneitherapplicationsorlibrarieshadto bemodifiedfor theseexperiments.
Themanagementf theVS hierarchyandgateconfigurationis donefrom thecommandine using
utilities thatfeedtheir agumentsnto the appropriatevsctl  call.

4.9.1 BaselinePerformance

Basicperformanceneasurementhow thatthedynamicVs classificatiolayerdegradesover-
all systemperformanceonly minimally. If oneinterceptsa complec systemcall like fork , the
overheadof classifyingthe new processs small — only 1.3% — (seeFigure 4.9(b), classify).
Neverthelesstheraw performancef interceptedsystemcalls candecreassignificantlyif thein-
terceptedcall is very simplelike open. A 30% costincreasdor the open/close pair canbe
obsenredif theVS affiliation changesvith every executionof theloop (reclassifyin Figure4.9(a)).
Justfinding a classificatiorrule (match)or not finding one (mismatch)without reclassifications
muchcheaper The high relative overheador simplecalls resultsfrom the almostconstantlas-
sificationand VS binding overheads.An importantpoint shavn in Figure4.9(a)is that binding
processed VSsfrom userspacegexplicit classificationperformsmuchworsethankernel-based
classificationbecausef the systemcall overhead. Explicit classificationrequiresthe executing
procesgo classifyitself andthe resourceghatit usesandcreatedy calling thevsctl  system
call.

The measurementsomparethe performanceof a sampleprogramusing (implicit) classifica-
tion rulesagainsta modifiedversionof the programthat explicitly updatests own VS bindings.
The performancenumbersstrongly supportthe useof kernel-basedimplicit) classification.For
thesalke of completeness;igure4.9(c)summarizeshe costof queryingVs attributesandadmin-
isteringthe VS hierarchy
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Figure4.9: Performancef interceptecandnew systemcalls

To estimatethe overall performancempactof the kernelmodificationsincluding scheduler
changesresourcdimit enforcementandthe costof systemcall interception Figure4.10showvs
how theperformancef the ApacheHTTP sener[84] is affectedby the OSchangesAccordingto
thesemeasurementshe VS abstractioraffectsthe system$ HTTP performancenly up to 2.5%,
dependingon the numberof simultaneouslient connections.The bi-modalshapeof the perfor
mancelossgraphin Figure4.10canbeexplainedasfollows. Apachekeepssomespareprocesses
alive to sene incomingconnectiongaster Oncethe numberof simultaneougonnection®ffered
to Apacheincreaseso an extentthattherearenot alwaysenoughof thesesparesApachebegins
to fork moreconnection-handlingrocessesn-demandwhich explainsthe increasen overhead
up to 80 simultaneousonnections Beyondthis point, the file systemcachehit ratio goesdown
so that the low performanceof the file systembegins to dominateoverall systemperformance,
resultingin requesgueueoverrunsthatdecreas¢herelative impactof the previously outlinedOS
changes.The problemof requestor incoming paclet queueoverrunsis addressedeparatelyin
Sectior4.10.

4.9.2 Implementing VHs usingVSs

Anotherserieof experimentn Apacheshavsthatthe VS abstractiormaybeusedto insulate
VHs. Unlike otherapplications,Apacheitself provides somebasicresourcecontrols (process
countlimits) to insulateVHs. Commoninsulationtechniquegor collocatedservicesarecompared
to the capabilitiesof VSs. The goalis to divide the previously-measuredener into two VHs of
egualcapacityin bothcases.

In the experimentstwo copiesof Apacheare executedon the samehost, eachlisteningon
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its own IP addresausingIP aliasingfor the Ethernetinterface. Runningtwo copiesof Apache,
eachinstancecanbe controlledby adjustingthe MaxClients  directive, which limits thenumber
of concurrentsessiondor eachsite. This is an effective meansof performanceansulationif the
averagework perHTTP operationis known for eachsite. Sinceboth siteshave their own copy of
similar contentsettingthe MaxClient  directive for the Apachesenersto the samevalueyields
acceptablénsulation.

To testVS-basednsulation the Apachesenersarelaunchedsif they wereexecutingontheir
own physicalhosts(usingvery large procesdimits). Two VSs, wwwlandwww?2areinstantiated
with thefollowing fork classificatiorrules.

(fork ,www[1]|2] ) — (www[1|2] )

Eachsite’sinitial httpd processs explicitly addedo its correspondiny/S viaasimplecommand
line utility:

$> vsaddprocess <VSID> <PID>

Eachsiteis givena50% CPUshare.
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In the measurementthatarediscussedere,Site A is offereda constanioad of 40 simulta-
neousconnectionswhile Site B is offered between10 and 60 simultaneousonnections.These
parameterarechoserto causeeventualsener saturatiorat about80 simultaneougonnections.

Withoutinsulationbetweerthe sites,A's performancealegradessignificantlyoncetheseneris
offeredatotal of 70 simultaneougsonnectiongA=40, B=30) [seeFigure4.11(a)].Fromthis point
on, B beginsto “steal” resourcefrom A, thuscontaminatinghefile cacheo A’'sdisadwantage The
lack of insulationcanbe fixedin Apacheitself by restrictingthe maximalnumberof concurrent
processesThis comesat the expenseof someloss of aggreyatedperformanceunderpeakload
[Figure 4.11(b)]. This lossis dueto the fact thatincoming requestamustbe rejectedwhenthe
procesdimit is reached. This queuingphenomenon— for M/M/m/c systemsdescribedby the
Erlang-lossformulas[153] — is especiallyevident when looking at the smaller processcount
limit (20:20).VS CPUsharesliminatethis problem.

Apachesprocesdimits alsofail whenbackgroundactivities competdor CPUtime, e.g.,mon-
itoring. To simulatethe effectsof backgroundoad,ten backgroundoad generatorareinvoked.
As expected aggreyatedperformanceindA’s performancelrop significantlyif Apaches process
limits are usedfor site insulation. In contrastthe VS abstractiorkeepsA's performancestable
sinceonly non-dedicatedesourceslots (beyond A’'s and B’s resourcdimits) are usedto process
backgroundoad. Therefore VS-basedesourcansulationoutperformscorventionalVH “insula-
tion tricks”

Onemay amguethata modified, CPU-share-a@are Apachecould achiese the samequality of
insulation. However, VSs obviate the needfor modifying applicationsto get a betterhandleon
performancenanagement.

Sincethis experimentdid not involve accesgo ary sharedservicesandwork is relayedonly
from a parentprocesdo its child, Eclipseor RC’s could probablybetunedto performjust aswell
asVSs. Beyondestablishinghe competitvenesof the VS approachthe next setof experiments
focusesonits novel contrikution.

4.9.3 Insulation DespiteShared Backends

Insteadof letting the sitesA and B executeCGl scriptsto sene the adwertisemenbanners
(partof thebenchmark)asharedsingle-threade&ast-CGlsener (FCGI)is used.Queuingtheory
suggestshatthe impactof this shared=CGl will bethe worstwhen(a) it exhibits highly variant
executiontimesand (b) a high percentag®f requestsare forwardedto it. Thereforethe FCGI
seneris modifiedto executea busywait cycle randomlychoserbetweerD and10 ms(uniformly
distributed), beforeservingincomingrequestgor adwertisement.Furthermorethe percentag®f
adwertisemenbannersequestss raisedfrom 13%to 30%oneachsite. Otherdynamicrequestsire
eliminatedfrom the benchmarls workload. The Apachesites(A andB) useda TCP connection
to retrieve adwertisemenfrom the shared=CGl service. The load offeredto Site A is keptat 30
simultaneougonnectionsvhile the load offeredto Site B increasedrom 10 to 60 simultaneous
connections— with the changeddynamicmix, the sener saturatest a total of 60 simultaneous
connection®f offeredload.

As in the experimentsof the last section,two VSs (wwwlandwww3 arecreatedandeachis
assignedalf of the sener’s capacity The first experiment(Apacheinsulationonly) executeshe
FCGloutsidethe VS context of eithersite sothatit couldutilize all unusedsener capacity

In the secondround (dynamic FCGI-to-VS binding) the additionalaccept and socket
gatesareloadedinto the kernelto police accesgo the FCGI, which recevesits requestvia TCP
Thefollowing classificatiorrulesareinstantiated:
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(accept ,www[1|2] ,req=www[2|1] ) — (Wwww[2|1] )

Theaccept rulescausethe FCGIto changeits resourcebindingif it is executingin theVS
context of wwwl(www3g andrecevesarequesfrom www2(www] to www2(wwwJ. Moreover,
accept reordersrequestdn the order of their VS's remainingresourceshareas explainedin
Section4.8. Thedefaultsocket rule associatea new socketwith its creators VS. This ensures
thatrequestsentto the shared=CGlwill have appropriateTOSmarkings.To establishabaseline
for optimal insulation,the FCGI scriptis replicatedin eachVS context (replicatedFCGI). This
cannotbe donein real setupsbecausesomeapplicationsare not designedo be replicated,and
othersaretoo heavy-weightedto replicate.

As Figure4.12 shows, sharingthe FCGIl without the accept gatebreaksthe insulationbe-
tweensitesA andB (Apacheinsulationonly); the performancef Site A decreasegpidly asthe
loadon SiteB increasesThis effectcanbetracedbackto thecontentiorfor theshared=-CGl. With
theaccept gate(dynamicFCGI-to-VSbhinding),the performancef Site A dropsmuchslower,
nearlyat the pacefor replicatedFCGI. The benefitof usingthe accept gateis a performance
improvementfor the well-beharedsite (“well-behared” meanghatits clientsdo not overloadthe
site) of approximately60% undermaximalload. Furtherexperimentsshow thattheaccept gate
for dynamicVS bindingsperformsalmostaswell asif thesharedservicewerereplicatedfor each
VS (replicated=CGl). Theill-behaved Site B suffersfrom overloadingits CPUshare Thisresults
in a 10% lossof aggreyatedperformancecomparedo the ideal caseof a replicatedFCGI under
peakload. Thereasorfor thisis thattheill-behavedsiteusesdts resourcesnainly on servingstatic
HTTPrequestsOnly whenthenumberof queued-ug-CGlrequestss largewill its FCGlrequests
be processedDuring thosetimes Site B operatesnostly sequentiallyandsomerequestsarelost
becausell sener processearein waiting state.

Without changingApachethis problemcould not have beensolved usingRC’s or ary other
approachpresentedn Section4.2, becauséhe resourcebinding for the FCGI mustbe dynamic,
assumingt cannotbereplicated.

4.10 Limitation of Virtual Sewice-BasedResouice Control: PersistentOverload

Sofar, VSsseemedo be a straightforvard applicationof the SDI principle to resourceman-
agement.Activities are classifiedand mappedto VSIDs. Individual processesind othersytem
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Figure4.13:Whenrequestexhaustone of the sener’s buffer limits, new arrivalswill eventually
be droppedndiscriminately This leadsto failure of resource-sharenforcement.

objectsare labelledto reflectthe VSID of the activity to which they belong. Resourcequotas
aretracked andenforcedby the OSin VS gates,i.e., statefulinterpositionsfor resourcecontrol.
Unfortunately it is not enoughto simply track and chage resourceusageto the right resource
budgetateachlocal host. To achiese thedivision of resourcespecifiedn perVS resourceguotas,
clusterwide feedbackandtraffic controlmaybecomenecessary

4.10.1 The Problem

VSsareaneffective meandor insulatingdifferentcustometypes,front-endservicesandoth-
erwiseidentifiableworkloadfrom eachotherdespitesharetack-endservices— unlessoverload
conditionspersist. The previous evaluationdid not stresghe systemto the point wherethe sener
becomegpersistentlyoverloadedi.e.,it beginsto dropincomingtraffic.

Network senersarenotusuallypersistentlyoverloadeecausaystemadministratorattempt
to carefully project capacityneedsand size their systems’capacityto matchworkload require-
ments.Temporaryoverloadsituationsthataredueto the bursty, randomnatureof requestrrivals
at network senerscanbe absorbedy the sener’s internalbuffers; VS-basedesourcensulation
workswell in this scenario.However, whenthe systemexperiencesa prolongedoverloadcondi-
tion (morethanseveralseconds¥enerswill notbeableto bufferincomingrequestsFor example,
theterroristactsof Septembef 1, 2001 causedan extremedemandspike for web siteswith news
content. The best-knavn Internetnews siteswere unavailable mostof that day dueto excessve
demandlt is thiskind of ascenaridhatcaused/S-basedesourcansulationto fail.

To betterunderstandhe problemthat persistenbverloadcausedor VSsoneshouldview the
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multi-tiered systemas a queuingnetwork with queuelimits andblocking (Figure4.13). Sucha
systemis operationalaslong asits utilization, p, is lessthanl. If p ~ 1 thenthe dependent
sener'squeuedill upuntil finally thefront-endseners’ queuesverrun,thusdiscardingncoming
workloadindiscriminately This conjecturds anobviousinferencefrom Little’s law [153].

Thereare two principal solution approachegor the problemof queueoverruns. First, one
couldremove the queuinglimit of theapplicationsor the network stacksby insertinganinterme-
diary buffer for network traffic beforeit reacheshe network stackprocessingunctions.Unfortu-
nately this approactonly worksif the overloaddoesnot lastvery long becauseventuallysener
memorywill be completelyusedup by storednetwork paclets. The secondapproachwhich is
theapproachchosenin this thesis,is to shedtraffic proactiely, i.e., beforequeuesoverrun. This
shapingmechanisnmustbecoordinatedvith theresourceguotaallotmentdor VSsbecauséraffic
shapingaffectswhich VSswill receive requestandwhich oneswill not.

4.10.2 Adaptive Traffic Shaping

The rationalefor shapingincomingtraffic is thatthe majority of work in network senersis
causedby requestgeceied over the network. Although any computersystemexecutessome
backgroundor scheduledvork, mostof its processinghappensn responsdo its input. Since
the primary input device for a network sener is its network interface,shapingnetwork requests
directly reducessenerload,thuspreventingthefailure of VS-basedsener partitioninggoals.

In droppingincoming traffic to combatoverloadoneis facedwith threedifficult problems:
whento restrictincomingtraffic, what traffic typesto restrict, and by how mud the incoming
traffic shouldbe reduced?Thereare no simple answergo theseproblemsbecauseahe answers
heaily dependontheworkload,the specificsetup,andcapacityconstraintof the sener deploy-
ment. Therefore this thesisproposesnadaptve traffic shapingmechanisnthattakesits cuesfor
traffic-shapingfrom the differenceof effectively achiesed resourceallocationsandthe resource
partitioningconfiguredfor differentVSs.

Identifying resource share enforcementproblems: Section4.9 shavs thatthe VS approach
is capableof differentiatingbetweencompetingcustomersbut eventhe well-behaed customers
experiencedsomeperformancealegradationasthe sener’s overall requestoad increases While
partof thisdegradatioris inevitabledueto cachepollutionandmemoryexhaustioreffects,theroot
causeof the problemis thatthe sener acceptsnorework for the co-hostedsite B thanit should.
Thechallengds to effectively detectandpreventthis conditionwithout humanintervention.

A naive approachto recognizinga resourceshareenforcementproblemwould be to seta
thresholdfor CPU utilization anddeclaresenersoverloadedvhentheir CPU utilization exceeds
the threshold. A trivial examplemay show that this approachis incorrect. Assumetwo sitesA
andB are co-hostedon the samesener. Sener B receivesno requestbut site A recevesmore
requestshanthe sener canhandle.Usinga simplethresholdapproachanalarmwould beraised.
However, thealarmis unnecessarif the only objectveis to insulatesite B from site A. Insulation
is trivially achieveddespitehigh senerloadbecauseite B experiencesio demand.Hence there
is no needto shedary traffic in this scenario. Furthermorejn somecasesa sener may reach
its processingcapacitywithout any resourcebeingexhausted.This canhapperwhenthe sener
softwareutilizestimersor waitsfor externalservicese.g.,awebservice.ln suchacaseathreshold
schemewould not work correctlyeither The resourceshareproblemsidentifiedby the proposed
traffic-shapingadd-onfor VSsis definedasfollows.

Definition 1 (Failur e of VS Insulation:) A failure of VSinsulationmedanismds saidto occur
whentwo VSscompetefor resoucesand there are requestof VS X that are not serveddespite
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Figure4.14: Therequesthapingrulesareupdateddynamicallyby overloadnotificationsandag-
ing. Excesstraffic is bufferedtemporarily This Figure only depictsoneindividual
shaping-rule. A front-endsener would usually be configuredwith mary different
rules,eachwith its own independentateadaptationoop, tamgetVSs,etc.

thefactthat VS X still hasnotexhaustediny of its resoucequotas.Moreover, at the sametime at
leastoneotherVSconsumesnore thanits fair share of resoucesof someresouce

This definition caneasilybe rewordedinto a simpletestprocedure The necessarycondition
for afailure of VS’s resourcansulationfor VS X is the discardingof requestghat would have
beenprocessedh the context of VS X. The sufficient condition is thatVS X’ hasnot reached
ary of its resourcdimits andthat othercompetingVSs have consumedsomeresourcesat, or in
excessof, their resourceconsumptiorimit.

Determiningif ary resourcesharesare exhausteds not a difficult problembecausdghe VS
abstractiorprovidesVS-specificresourceconsumptiorstatistics. The problemthat hasnot been
addressegetis to identify which VSsarebeingstaned,i.e., their requestarebeingdropped.

Ideally, onewould keepallist thattracksthoseVSswhoserequestarebeingshedanda com-
petition matrix thatidentifieswhich VSs shareprocessessoclkets,andothersystemabstractions.
If boththelist andthe matrix were availableone could quickly identify thoseVSsthatarebeing
staned.

The matrix of competingVSs s relatively easyto maintain. The VS extensiononly needs
to registerwhenit changeghe VS-affiliation from oneVS to anotherand make the appropriate
entryin the (symmetric)VS competitionmatrix. In fact,it is evenvery feasibleto maintainsuch
acompetitionmatrix, M, with respecto anindividual TCP or UDP portp. Givensucha matrix,
M,, for portp, thesetof all competingvSswith respecto aspecificportis obtainedoy summing
up My, M2, M3.

To determinethat requestsare possiblybeing shed,it is necessaryo identify at the TCP or
UDP layersthat paclkets destinedfor a specificport are beingdropped. Unfortunately it is not
obviousto which VS theresultingwork would eventuallybe chaged.

The VS of the receving servicethreadis a function of its previous VS affiliation, the VS
affiliation of the incoming paclet, andthe VS affiliation of the communicatiorabstraction(e.g.,
soclet) throughwhich arequespacletis receved by anapplication(seepage80). This mapping
is determinedy the VS classificatiorrulesthatareinstalledat a specificsener, andthereforethe
setof possiblystanedVSsfor a particularshedpacket canbe determinedf oneknows,theVS of
the discardedpaclet, its IP attributes,the receving communicatiorabstractionspastVsS affilia-
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tions,andthe VS affiliations of the processethathave recevved pacletsusingthe communication
abstractiorunderconsiderationlf the classificatiormehanisnrecordsfor every communication
port, which VSs have beenreceving packetsthroughit, thendetectionof interferenceds straight-
forward. For example, assumehatHTTP traffic from subnetl0.0.1.0/255.255.255i8 mappedo
VSID 1andall traffic from 10.0.2.0/255.255.255t0 VSID 2. If theHTTP porthasbeenobsened
to drop pacletsdueto buffer exhaustiorthenoneonly needgo know which VSIDs areappliedto
the HTTP threadseceving requestsin this examplebothVSID 1 andVSID 2 couldbereported
asconflicting VSIDs for the HTTP sener. An examinationof their resourcestatisticswill reveal
which VS, if ary, is stanedandwhich oneis over-utilized.

If stanationof a VS is detecteda signalis sentto oneor morefront-endhoststhatareable
to police traffic thatentersthe sener farm. The remainingquestionis how to divide and police
traffic.

Policing traffic: Sinceincomingtraffic atthe front-endhostsmay not be associatedvith any
particularVSs a secondclassificationmechanisnfor early paclet classificationbecomeseces-
sary Without sucha mechanismit would beimpossibleto discardpacletsthatare destinedor
certainVSsbeforethey areprocessedyy thelP layerfunctions.Theclassificatiorrules(referredto
as“rules” seeFigure4.14)maybeimplementedn amannetthatis completelyorthogonalto VSs-
basedraffic classification However, to avoid confusiononemayoptto usethe sameclassification
rulesasdescribecn page80 with anexpandedstateasshavn in Figures4.16and4.14.

Overloadcontrolrules,asintroducedin this thesis,identify traffic classesusinglP attributes,
suchasthoseusedby firewalls, andassociateachso-identifiedraffic classwith anumberof VSs
thatmayreceverequestvia IP traffic thatmatchegherule. In generait is possibleo utilize more
additionalinformationby parsingdeepetlinto the paclet, e.g.,for certainURLs andcookies,but
thisis notimplementedn thecurrentprototype.By defaultthe VS classificationgor theaccept
andrecv gatescould be usedasrules. However, administratorgnaywantto usedifferent(finer
or coarsefgrained)traffic classegor overloadcontrol.

When a front-endhostthat is configuredwith overloadcontrol rulesreceves notice that a
specificVS is competingwith and starvingotherVSs, the front endwill enforcerate limits for
traffic matchingthoserulesthatwerelabeledasmatchingtraffic for the “over-consuming’Vvs.

Theimportantquestiorfor afront-endhostis by how muchshouldincomingtraffic bereduced
oncethefront-endhostis notifiedof a VS resourcensulationfailurein someback-enchost. Since
this questionrdepend®nthedynamicsof requesprocessingthethrottling mechanisnis designed
in anadaptve manner

Priming the load-sheddingmechanism: Assumingthata specificrule hasneverbeenrate-limit-
ed, the front-endsener hasno indication asto what the averagetraffic rateis for traffic
matchingtherule. Therearetwo viable optionsto determinethe initial ratelimit. First, a
front-endsener couldenforceadefaultratelimit for therule (configurableor eachinstalled
rule). The secondoptionis to learnthe traffic rateby first installing the rule with a traffic
counterto measuragheincomingpacletrate. Thentheinitial ratelimit canbebasednthe
obsenedtraffic rate.

Throttling: Oncetherulesareprimedwith aninitial ratelimit, thefront-endserer mayreceve
additionaloverloadindicationsfor a specificVS. The front-endsener will thenbe forced
to reducetheratelimits for thoserulesthat may causethe overload. It is importantto note
thatonly thoserulesthatactuallyregistereda pacletflow canpossiblycausehebackend's
overload.Hence only thoserules’ ratelimits will bereduced.

Theratelimit reductionproblemis very similar to the congestiorproblemthatis addressed
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by TCP’s congestiorcontrol algorithm[135], sincebothinvolve unknavn sener capacity
(a.k.a. link bandwidth)and an unknovn numberof flows that contritute to congestion.
Sincethe TCPcongestiorcontrolalgorithm(exponentialdecreasdijnearincreasehasbeen
shown stablefor network flow control[127], this thesissuggestéts adaptatiorto alleviate
back-endsenercongestionTheadaptedrersionof theexponentialdecreasdinearincrease
modelworksasfollows.

On receving a notificationregardingthe factthat VS X starnesothercompetingVSs, the
front-end sener cutsthe rate limit for all traffic classeghat contrilbute to load for X in
half. Contrituting to overloadmeanghatthetraffic classregisteredat leastoneadditional
paclet sinceit waslast checled. To allow the new ratelimits to take effect, the front-end
sener shouldignore additionaloverloadnotificationfor a configurabletime period. This
time periodshouldcoincidewith the averagerequestprocessinglurationfor requestghat
aresubmittedvia the policedtraffic class. SNMP, Performancévlaps(ChapterV) or other
measuremennechanism§ol,108] may be usedto measuret. Implementatiorexperience
showvs thatreasonableverestimatior(e.g.,a default of 500ms)of this time perioddoesnot
measurablympactperformancef the shaping-basethechanisniperformancealifferences
arewithin measurememoise).

Everytime aratelimit is reducedby cuttingit in half), thefront-endsener registerswhich
back-endsenerreportedheoverloadconditionandrecordghenew ratelimit asahysteresis
value. If the overloadsituationcompletelysubsidese.g.,dueto gapsin the clientsarrival
processandreappearsit somelater time, thenthe hysteresis/alueis a goodstartingpoint
for shapingncomingtraffic. Thereasorwhy a hysteresiwvalueis storedfor eachindividual
sener is that differentback-endseners’ congestiorrequiredifferentthrottling at the front
ends. For example,an overloadedback-endsener that seneslong-lived requestsnay re-
quire moreaggressie front endload-shapinghana congestedack-endsener that senes
short-livedrequests.

Aging: As long asthereare no overloadindications,the front-endsener linearly increaseghe
ratelimit for all rulesthatare shapedo aratelimit (aging). If theratelimit significantly
exceedgheofferedrateoveraconfigurablgime periodandthereareno overloadindications
affectingtheratelimit, thentheruleis flaggedasinactive andwill nolongerbe enforcedto
reducepacletinspectionoverheads.

Hysteresis: Thevaluerecordedor hysteresiss usedto quickly reducetraffic ratesto arateclose
to thelowestratelimit thatwaseverin effect dueto overloadnotificationsfrom a specific
back-endhost. To allow for long-termchangesn the systems capacityand processing
requirementsthe recordedhysteresissaluesalsoage. The initial designof the overload-
sheddingfacility for VSsdid not allow for the suggestedhysteresisnechanismTheresult
wasthatratelimits for differenttraffic classe®scillatedwildly in thetransitionfrom heavy
load to overload. Moreover, the traffic shapingmechanismdid not effectively solve the
stanationproblemwithout hysteresisThe questioris why TCPworksrelatively well with-
out hysteresiandwhy one needshysteresisn enforcingrate control for a sener system.
Themainreasorfor having a hysteresivalueis thatthe sener’'swork is muchlongerlived
than paclet transmissionsi.e., sener bottlenecksdo not disappeaquickly while network
backlogsclearup almostinstantaneouslyTherefore incomingwork mustbe reducedag-
gressvely for anetwork senerto allow pendingwork to finish processing— ary additional
traffic will have long-lastingoverloadeffectsanddistortfuture overloadindications.Thisis
notsoimportantin congestecdhetworksbecausdottleneckslearup quickly.
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Figure4.15: Integrationof load shapingandVSs

While the TCP-derved algorithmeffectively reduceghe stanation problem.,it is only oneof
mary possiblealgorithms. The importantcontribution of this extensionis thatthe failure of VS
resourcensulationunderpersistenpverloadmustbe addresseénd that feedback-drren traffic
shapingat front-endsenersis a robust solutionto the problem. This thesisdoesnot focus on
the cornvergencepropertiesof differentrate control algorithmssincethis work hasalreadybeen
done[116,117].

4.10.3 Implementation

TheimplementatiorextendsVSsfor theLinux kernel. The VS traffic filtering moduleitself is
implementedasakernelmodule which registersitself asa firewall with thekernel.So, it receves
all incomingpacletsfor inspection.

The implementationalso includesan overloaddetectioninstrumentatiorof TCP and UDP,
which reportsits findings (lost paclkets for specificports) via a file entry inside the proc file
system.Wheneer areceved pacletis to be discardedthe kernelsimply logs the port for which
the paclet was destined. Moreover, the kernelalso keepstrack of which VSs have beenseen
sendingrequestdo a particularsoclet, the soclet’s differentVS affiliation, andthe VS affiliation
of thereceviing processesThe VS setsandlists of exhaustedyaclet buffersfor individual ports
arereseteverytimethe statisticalfile entryis read.

The firewall module also exports a separatgroc entry that allows it to receve overload
indicationsof theform:

VSID OVERLOAD-SEVERITYRESOURCEREPORTING HOST ID [TCP|UDP] PORTID.

The reasorwhy the kernel’s overloadidentificationextensionis separatdérom the traffic-shaping
firewalling plug-in is that the front end’s firewall plugin shouldalso be able to receve remote
overloadnotificationsfrom remoteback-endhosts—notust from the local host. The prototype
implementsforwarding of overloadsignalsin a userspacedaemonprocess(Figure 4.15) that
communicatedack-endoverloadreportsto front-endcollectors. The collectors,in turn, report
ary recevved overloadreportdirectly to the traffic-shapingmodule,which appliesthe previously-
describedverloadcontrolmechanism.

The implementationalsoincludesan active componenthat executesthe aging of both hys-
teresisandrate limits and a secondactive componenthat dequeuedack-loggedpaclets. The
needfor the backlogwasnot discussedn the conceptuatiiscussiorof packet shapingbecausét
is not neededo reduceoverload. However, having a backlogimprovesthe systems performance
becauseate adaptatiorby usingonly packet shapingcanbe very coarse.The reasonfor this is
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struct  VSFilter
{ /* mapping part */

/* global filter list */ struct  {
5 struct  VSFilter *next; u32vs;
struct  VSFilter *prev; 60 int policy;
} map;
/* list of draining filters */
struct  VSFilter *nextd; /* a null terminated of rates */
10 struct  VSFilter *prevd; int *acceptance_rate_hysteresis;
65 /* the matching null terminated list of host_ids */
/* list of retired filters */ u32 *arh_host_ids;
struct  VSFilter *nextr;
struct  VSFilter *prevr; int tokens;
15 int refresh_rate;
/* list of filters in a VS—based filter set */ 70
struct  VSFilter *nextfs; I*
struct  VSFilter *prevfs; */stats
*
20 /* inactive, active */
VSFState state; 75 int total_accepts;
int total_rejects;
/* matching part */
struct  { /* remember old stats ( scratch pad ) */
25 int last_accepts;
int proto; 80 int last_rejects;

struct  timeval last_refresh;
* source */

u32 saddr; int max_backlog;
30 u32 saddr_mask; int backlog_cnt;
85
u32 sport; I*
u32 sport_max; * This is an index into a possibly graduated
VSFCompare sport_op; * back-off table (50% by default)
35 */
/* destination */ %0 int stepsize;
u32 daddr;
u32 daddr_mask;
int short_run_rate;
10 u32 dport; int long_run_rate;
u32 dport_max; 95
VSFCompare dport_op; I*
enum {VSF_SYN_DC =0, * backlog of out-of-spec packets
VSF_SYN_SET, */
45 VSF_SYN_CLEAR} syn;

100 struct  sk_buff_head packet_backlog;
unsigned int saddr_accept_cnt;
unsigned int saddr_reject_cnt; }

unsigned int daddr_accept_cnt;
unsigned int daddr_reject_cnt;

} match;

Figure4.16: Thefiltering rule datastructure

that TCP[135] is very sensitve to paclet lossandreducests own paclet rate (too) aggressiely
everytime apacletis shedfor ratecontrolpurposesThe problemis evenworsewith SYN paclets
becauseheir retransmissioris very slow (several seconds).Fortunately if the sener dealswith
very mary simultaneougonnectionsthe effectsof TCP’s own adaptatiorcycle are diluted and
do not affect averageperformance.However, sincesomeservicessene only few simultaneous
connectionsthe backlogis instrumentalin providing gracefuldegradatiorfor thoseservices.The
backlogis mostimportantfor shapingUDP traffic becauséJDP doesnot implementautomatic
retransmissiomndapplicationghatrely on UDP often suffer severe performancedegradationin
thepresencef pacletloss(e.g.,NFS).

Eachrule datastructure(Figure4.16andFigure4.14)containsa FIFO backlogqueueto store
pacletsthatarrived“prematurely’ Thosepacletsaredequeuedby the periodicbacklogdequeuing
thread. Ruleswith backlogsare storedin a list of “clogged” rules. Eachindividual rule may be
referencedy arbitraryVSIDs, eachof which may be the target of traffic thatpasseshroughthe
referencedule.

Thedistribution of overloadsignalsis currentlyimplementedn userspacebecausét is much
morecorvenientto usethe userlevel communicatioribrariesthanusingsocletsatthe OSlayer;
thereis no conceptualeasonfor this choice. The overloadsignalis generatean the senersby
scanningfor the occurrenceof paclket-shapingon a specificport and computingthe setof VSs
thatmay be affectedby it. The monitoringdaemoncheckswhethertherearearny VSsfor which
thereis somerequestiemandout thatconsumeessthantheirallocatedesourceartition(useshe



93

. R, 1200 ——V/SF heavy load biased (gold)
o RG 1100 1 —m— VSF heavy load biased (basic)
g’ ‘ 1000 | =d&=VS only (gold)
@ 120 4 ) .
= E g0 VS only (basic) =~
g ® =k =baseline (no insulation)
2101 E 800
5 =
2 g 700
g 80 g
£ 2 600
60 e
500
40 400
0 20 40 60 80 100 120 140 ‘
Competition from low-priority clients (#parallel connectionss) 300°%
0 20 40 60 80 100 120 140
[= = Degradation no protection ==4=**Degradation VS only === Degradation with VSF (neavy overload bias) | simultaneous basic connections
(a) Degradation gold customer (short listen (b) Degradationof clientresponseimes
gueue)while increasingcompetitionfrom basic
client

Figure4.17: Performancelegradationexperiencedindersustainedi.e., very heary, overload

vsstat systemcall). It thenidentifiesothercompetingvVSsthatutilize morethantheir allowed
resourceshareon the sameresourcelf bothconditionsaremet,anoverloadsignalis generated.

Theoverloadsignalis deliveredvia TCP connectiorto a numberof front-endoverloadsignal
collectors(Figure4.15) sincedifferentfront-endsenersmay be feedinginto the sameback-end
sener. Thefront-endoverloadcollectionmechanisnis only a simpleskeletonthatcommunicates
the overloadindicationdirectly to the firewalling extensioninside the kernelvia the previously-
mentionedproc entry.

The kernel extensiondeterminesvhich rulesareto be enforcedin responseo the overload
reportandadijuststheir ratelimits asis describedn the generaldescriptionof traffic shaping.

4.11 Evaluating VS under Heavy Load

Theefficacy of the proposedoad-sheddingnechanismunderpersistenbverloadis evaluated
for atestbedconfigurationconsistingof a HTTP front-endsener, FastCGImiddle tier, andPost-
gresdatabaséack-endsener. The Postgresenerwasconfiguredasthe systembottleneck As in
thepreviousexample theclientsexecutethe SpecV¢b99benchmarlkagainsthis senersetup.Un-
like the previousexample theclientsareconfiguredo requesfar moresimultaneougonnections
thanthesenercanhandle.Thesimultaneousequestérom oneclienthost(gold) areheldconstant
while the simultaneougonnectiongequestedy competinghosts(basic)areincreasedThe per
formancemeasurementshow the performancaelegradationexperiencedy the gold clientsthatis
dueto its competitionfor servicewith basicclients. This evaluationrefersto thefiltering extension
of VS (includingfiltering rules,overloaddetection andthrottling) asVSF (VS Filtering).

Figure4.17shavsthatVS-basedesourcansulationworkswell until the senerbecomegper
manentlyoverloadedat about85 additionalbasicconnectionsasis shovnin Figure4.17[b]. The
reasorwhy VS-basedlifferentiationworkswell up to athresholds thatthe systemoscillatesbe-
tweenbeinglightly-loadedandvery shortburstsof loadedintervals. The sener with enabledvS
processesequestdn accordanceavith VS resourcdimits whenit is heavily-loaded,and always
manageso processgncomingpacletswithout exhaustingthe OS’s queuelimits. However, asthe
lightly-loadedtime intervals shrink with increasingoad, packet queuednsidethe OS grow until
incomingpacketsmustbe dropped.At this point (85+ connectionshll clientssuffer equally re-
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gardles=of their VS affiliation. However, whenthe implementedraffic-sheddingfeedbackoop

is enabled(VSF heary-load-biased), the sener continuesto sene the gold clients much faster
andwith muchlessthroughputdegradation(Figure 4.17[a]) thanwithout the mechanism.Some
throughputegradations inevitabledueto thesystemgperformancdossdueto highertaskswitch-

ing andotheroverheadshatarepointedoutin theprecedingevaluationof thebasicVS mechanism
(Section4.9).

The experimentsconfirm that a comprehensie mechanisnfor sener overloadcontrol must
not exclusively rely on techniquedor schedulingand dequeuingvorkload (VS) but it mustalso
featureintelligent enqueuingmechanismst the front-end senersto prevent buffer exhaustion
(VSF). Without sucha mechanismyVSs that have only small incoming requestflows could be
easilystanedby competingvVSswith muchheavier traffic volumes.Voigt etal. [148] suggesthat
the buffer exhaustionproblemshouldbe addressedby giving eachVsS its own queueof pending
connectionsHowever, suchasolutiondoesnottake into accounthefactthatthe VS affiliation (or
serviceclass)may dependon the identity of the taskthatdequeues request.Moreover, separate
gueuegdo notaccountfor the factthatthe overloadmay occurin the back-endiers. Thus,front-
endworkerswould actively processadditional(basic)requestswhich maytie up processesn a
back-endservicethatshouldreally bewaiting for goldrequestgseeFigure4.13). Voigt's solution,
unfortunately doesnot scaleto multi-tiered sener architecturesln contrast,VS in combination
with VSF does.

Figure4.18 shows thatthe resourcepartitioning (50% gold vs. 50% basic)is approximated.
The relatively higherthroughputfor gold customerss explainedby the factthatgold customers
seldomlyexhausttheir resourcebudget,andtherefore their traffic is not policedmostof thetime.
However, basiccustomersendmorerequestshanallowedby theirresourceshare thustriggering
traffic shaping.Traffic shapingnaturallyincurssomethroughputoss. Fortunatelyonly thoseVSs
whoserequestateexceedgheir resourceguotasuffer noticeableperformancealegradation.

Packetfiltering is not free of cost. The overall performancdossdueto filtering pacletsat the
front endwheneeranoverloadconditionis encountereds small. Figure4.19[b] shavs thatfilter-
ing reducesoverall throughputby at most10%for a high load biasedfilter. The moreaggressie
VSF settingsreducethroughputy too muchandarethereforeconsideredinacceptableThe per

A heary loadbiasmeanghatthe paclet-sheddingnechanisnwill notbeactivatedunlessoverloadsurpasseavery
hightime threshold.



95

w
a
S

N w
a S
S 5]
>

throughput (req / s)

150 /
100( 0 50 100 150

N
=1
5]

throughput / (req/s)

40 60 80 100 120 140 total # of connections requested
requested simultaneous connections —— Performance VS-Enabled Kernel == Performance w/o policing
=& =VS filter aggressive X == VS filter moderate
‘-O-VSF enabled kernel == Without VSF ‘ ==VS filter high load bias
(a) Impactof filter moduleon aggregyatethroughput (b) Impactof filter moduleon aggregyatethroughput
(filter inactive, no back-endaccess) (filter active)

Figure4.19: Total throughputdegradationdueto overloadavoidancemechanism

formancdossis only incurredduringa smallloadwindow, in which thesystemoscillatesbetween
overloadedandpartially-loaded Differentload biaseqtime thresholddor actingon overloadsig-

nals)affect throughputossbecausenoreaggressie filtering resultsin morerequestdeingshed
atthefront end. SinceVSsarecapableof controllingshortoverloadbursts,it is bestto configure
thefilters usinga heary-load-bias.

Someperformancdossis dueto the overheadf addinganotheffiltering layerto paclet pro-
cessingasis shavn in Figure4.19[a]. Sincetraffic-sheddings not enforced(filter inactive), this
graphshows the performancdossthatis dueto the interpositionof additionalfiltering codeat
the network layer. The measuremeris taken usingthe sameSpecVe¢b99setup however, without
accesgo theback-enddatabaséo increaseotal throughputandtherebyamplifying theimpactof
VSfiltering. Theperformancéossdueto thefiltering interpositionatthenetwork layeris lessthan
3%. While this numberis not negligible, it is acceptabldor a prototypeimplementation Most of
the additionaloverheads dueto one additionalfunction call thatis executedfor every receved
network paclet.

4.12 Summary and Conclusions

This chapterdemonstrateshat VSs are an effective, application-transparemesourceman-
agemenabstractionvhenback-endservicesandresourcesre sharedn a multi-tier setup. Fur
thermore the implementatiorshowns that VSs canbe integratedinto an off-the-shelfOS without
incurring the overhead®f traditionalvirtual host-stylevirtualization(50-75%][147]). To manage
VSs, a limited understandingf the managedpplicationsjn line with the modelsof application
behaior introducedin Chapterll, suffices. On the basisof a well-understoodnodelof service
interaction the VS architecturecanbe configuredto transparentianddynamicallyupdatethe re-
lationshipbetweerclassicalOS abstractionsndthe resourcepartitionsthatareassociateavith a
VSID.

VSsareshavnto beableto emulategheVH abstractionFurthermoreit is shavn thatVSspro-
vide soundinsulationbetweencompetingservicesn spiteof sharedback-endservices.SPswho
multiplex hardware and software resourcesamongtheir “busines<lients’ could benefitgreatly
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from the proposedsolution. Giventhe greatinterestin applicationoutsourcingandthe trendto-
wardsmulti-tieredapplications future versionsof commercialresourcananagemenapproaches
will alsoneedto considerthe interferencecausedy sharedack-endservices.They mayuseVS
trackingto minimizethisinterferencethusimproving resourcananagemerfor multi-tier services
significantly

Thelimitations of a pureVS-basedsolutionwith respecto persistenbverloadconditionsare
alsoexaminedandtraffic shapings proposedandshowvn to beaneffective remedyfor dealingwith
persistenbverloadconditions. While traffic shapingalonecannotcreatethe illusion of a virtual
sener, it doesallow VSsto differentiatedifferentworkloadseffectively evenwhentheofferedload
by far exceedssener capacity

The proposedVS-basedresourcecontrol architecturefor multi-tiered systemswith shared
back-endservicessolve a new andimportantproblem,which hasnot beenaddressetly ary other
application-independemneésourcenanagemergolution. The VS approachs uniquein thatit uses
the applicationgnteractionwith the OS asanindicatorfor adjustingthe binding betweensystem
abstractiongndresourcepartitions. Previous provisioning approachebave alwaysrelied on the
applicationgo explicitly manageheir own resourcequotas.This application-basedpproactbe-
comesincreasinglycomplex asapplicationsrom differentvendorsareintegratedinto multi-tiered
applications.However, asshown in this chaptey thereare fundamentaimechanismshat canbe
implementedn anapplication-neutralayer, suchasthe OS, thatallow administeringhe perfor
manceof sener applicationsat the systemlayer.

TheVS approaclalsovalidateghedesignof the SDI abstractiorfor multi-tieredernvironments.
Theresourcepartition abstraction(VSID) is essentiallya context attribute in the SDI framevork
andall classificatiorandactiity trackingcanbe accomplishedisingSDI trackingrules. Further
more, the VS-gatesvalidatethe integration of genericinterpositionfunctionsinto SDI, because
gateseedo interprettheVSID context attributein amannethatcannoteachieredusinggeneric
SDI policiesat mary differentsystemcalls.

This chapterexpandsresourcemanagemento multi-tiered deploymentsand considersboth
temporaryand persistenioverloadconditions. While the currentVS prototypeimplementation
considergesourcdansulationwith respecto CPU, residentprogrammemory andnetwork band-
width, it doesnot addres$ow to controlvariousOS cacheghat benefitthe applicationssuchas
thefile cache.For example,to improve insulation,eachdisk-boundVvS shouldbe equippedwith
its own file cachg30]. To accomplishthis goal,theinodes in thefile cachemustbetaggedwith
their VS affiliation. Furthermorepnemustlimit thetotal numberof inodes in thefile cachefor
eachVS. If aninode is sharedoy two or moreVSsit shouldretainthetagof the highestpriority
VS thatis usingit. Otherwise,priority inversionwould result. Contentsenerswith very large
inode working setsmightbenefitfrom suchinsulation.Furthermorethe currentimplementation
of VSs useskernel-lesel threadsasthe primary processingabstraction.Demonstratinghatit is
possibleto instrumenta userlevel threadlibrary (e.g.,pthread)in a mannerthatis similar to the
instrumentatiorof the OS’s processand schedulingsubsystenis a straightforvard, nonetheless,
laborintensie exercisehatmustbe completedeforethe proposed/S-approacttanbedeployed.



CHAPTER V

Performance Maps

5.1 Intr oduction

It is very difficult to determinethe service,interference or communicatiorpatternbetween
servicesthat causeda performanceproblem. The lack of understandingf a multi-tiered sys-
tem’s interdependencieslso complicateghe configurationof VSs. This calls for a monitoring
mechanisnthat allows serviceproviders (SPs)to correlateobsened performancewith the peer
relationshipsaamongall serviceswithout requiringfull a priori understandingf the services'im-
plementations.

Sincetraditional network, OS, and application-le#el monitoring solutions[67,131,138] are
only gearedtoward optimizing the performanceof a host,a network, hardwareresourcesor one
specificapplication,they are only of limited diagnosticand analyticalusein multi-tiered ervi-
ronments,n which the boundariedbetweenhostsand applicationsare blurred. Interactionsand
dependenciebetweencoupledapplicationsgenerallygo undetectedy corventionalmonitoring
tools. This meanghattraditionaltoolsareof little aid in configuringaframework like SDI or VSs
in amulti-serviceervironment.

A VS (ChapterlV) encompassea serviceclass,suchasa hostedWeb service— including
requiredback-endservices— for whichit providesresourcegguaranteedJnfortunatelyleveraging
VSsrequiresknowledgeaboutthe workload-propagatingpehavior of, anddependencieamong
serviceswhich may be difficult to obtainif proprietaryapplicationsare part of the multi-tiered
setup. Furthermore,one must carefully assesshich serviceclassesneedto be managedand
which onesareperformingwell, sincemicro-managemerntf (well-performing)applicationsvaste
resourcesPerformancéMaps(PMaps)aredesignedo infer therequireddependenginformation
from arunningsystenthroughobsenation.

PMapsaredesignedo improve troubleshootingandperformancenanagemenfor servicein-
frastructureshatconsistof hundredof externally-derelopedmulti-tier applications Themostim-
portantcontritution of our PMapsolutionis its model-base@pproacho systemmonitoring,i.e.,
partialeventtracesareinterceptecandchecledagainsthe servicebehaior modelsof Chapted|
to infer applicationexecutioncharacteristicand assesskey performancemetrics. This chapter
describeshe PMapapproactandvalidatest usingaLinux prototypein a multi-tier scenariawith
respecto thefollowing objectives:

e Generateadependengmap,suchasFigure5.1,automatically
e Shouldnotrequiremodificationof applications

e Recognizepeerrelationshipdetweerservicesvenif they involve severaltiers
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Figure5.1: PMapsmapdependenciewithin a multi-tier setup.

¢ Quantifytheinteractionbetweertierswith respecto serviceclasses
e Providetroubleshootingupport
e Capturethetemporalstructureof serviceinteractions

o Keeptheinvasivenesof monitoringlow.

Theremaindeof this chaptelis organizedasfollows. An overview of thearchitecturds given
in Section5.2. Section5.3 briefly statessomeadditionalassumptionsSection5.4 describeshe
statethatis attachedandtracked alongsidemulti-tieredactiities to build PMaps.Section5.5 out-
linestheclassificatiorof actiities thataresubjectto monitoring. Section5.6 describeshetracing
of actwities. Section5.7 describeghe procesof inferring the causaldependenciebetweertiers
from actvity traces.Theseinterdependenciegrequantifiedusingtemporalinformationaboutthe
interactionof servicesn Section5.8. To reducetheamouniof overheadcausedy PMapinference
back-tracings introducedasa part of the PMapgeneratiomprocessn Section5.9. Section5.10
detailsa PMapprototypeimplementatiorfor theLinux OS.Section5.11evaluatests performance
andefficacy. Relatedapproachearecomparedo PMapsin Section5.12. Concludingremarksare
statedn Section5.13.

5.2 Overview

Figure5.2 outlinesPMaps’approachowardsonline analysisof multi-tieredservices.Kernel
(andpossiblyDLL) instrumentatiorgeneratesvents,which arecollectedocally andperiodically
forwardedto a centralanalysisstation. The centralanalysisstationinfersthe causalandtemporal
order of eventsand interpretsthemwith respectto the servicemodelsof Chapterll. Oncethe
systemhasdeterminedhe applicablemodel,statisticsareextractedandaggreyatedin a statistical
graphrepresentatiosimilar to the oneshown in Figure5.1. Thekey hurdlein creatingthis rep-
resentatioris to infer causalityamongobsenedeventsbecauseheinferenceof causalitydepends
ontheimplementedservicemodelandthe completenessf thetrace.At the sametime theservice
modeldetectionprocesglependon the obsenationof causally-orderedvents.

5.3 Additional Terminology and Assumptions

Eventsareconcisedigestsof whathappensnsidea computersystemat a particulartime (see
Figure5.3). They containsufiicientinformationto generatestatisticsof interest(e.g.,processing
time snapshotshut discardall informationthatis consideredrrelevant(e.g.,the statusof subsys-
temsthatareunafectedby the event)to avoid overwhelmingthe systemwith monitoringdata.
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Onemay amguethatthe estimationof performanceandinterdependencief®r applicationson
the basisof OS-andmiddle-ware-generatedventsis impossiblein the generalcasebecauséhis
wouldrequireanalgorithmthatcanidentify request@&ndcorrespondingepliesfor all applications.
The impossibility agumentagainstthe existenceof suchan algorithmis called the end-to-end
argumen{124]. In spiteof this agumentwe presenta model-basedpproacto event-tracanter
pretationthat capitalizeson the obsenationthat serviceandapplicationprogrammersmplement
their applicationsusingonly a few standarddesignpatternghat canbeidentifiedby an obsener
externalto the coreapplicationlogic.
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Figure5.3: PMaps instrumentatiorpointsgenerateventrecords
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5.4 AssociatingStatewith Activities

To trackanactivity acrossall tiersfrom thetimeit is recevedatafront-endsener, it is neces-
saryto identify eachactivity with auniquetransactiondentifier[65] andto log its interactionwith
all servicesFromthe exampleof VSsit is obvioushow onecouldconstrucsuchanidentifierand
trackit asanactivity propagateacrosghetiersof amulti-tieredsystem.Thistrackingmechanism
generates skeletonview of atrackedactiity.

With respectto mappingthe serviceinterdependenciesne also needsto track the services
themselesandmatchsystenobjects(processesoclets,etc.)to theserviceto whichthey belong.
Someor all of the processesports, and soclkets that facilitate the activity may no longer exist
assoonasthe actvity completes. Thus, carefultrackingis necessary This tracking featureis
orthogonalto the tracking of an actiity that startsat a front-endservice. This informationis
tracked in the form of an applicationidentifier thatis recordednside the systemobjectscontext
andrecordedvhenereraneventis generatedor anactivity.

Unlike in previous tracking examples,in which the amountof interpositionon the pathof a
multi-tieredactivity wasfairly limited, monitoringthe progressof anactiity potentiallyrequires
avery large numberof tapsto recordevents. Sinceeachtappinginto the control-flov of a multi-
tiered activity incurswith overheadqSection3.7), it shouldbe possibleto control the amount
of monitoring information that is generatedor a specificactivity. Thus, eachactvity is also
associatedavith a so-calledmonitoringdescriptorthat specifieswhich eventsareto be generated
alongthe pathof this specificactivity.

5.5 Classificationof Activities

Theinitial classificationof actuities is similar to thatof VSs. Traffic thatis submittedto the
multi-tiered systemfrom remoteclientsis labeledbasedon paclet-matchingrules. The differ-
encebetweenthe classificationfor PMap generatiorandfor VSsis thatanincomingactiity is
not mappedto a staticlabel,i.e., a VSID, but to a dynamicsequenceaumberanda monitoring
descriptompair.

In additionto thetaggingof actiities, we alsoapplyandtrackanapplicationidentifierapplied
to individual processeslt is inheritedby every systemobjectthatis createcdby alabeledprocess.
Thus, a procesdorked from anotherprocesswith applicationID, X, will alsobe labeledwith
applicationlD, X . As statedearlier theinclusionof anapplicationidentifiergreatlysimplifiesthe
procesf folding multiple distinctactivity tracesinto a singlesetof servicestatistics.

5.6 Tracking Activities

The essentiatrackingmechanisnis the sameasin the VS example. However, the tracking
rulesareno longerflexible. In the exampleof VSsit wasup to the systemadministratorto spec-
ify how the VSID would be inheritedand propagatedcrossdifferent systemcalls and network
communication.This flexibility doesnot applyto PMapsbecausd®Mapsdo not enforceflexible
policiesandpolicy-basedaccountingor competingactivities. Eachtracegeneratednustdescribe
anactivity asaccuratelyaspossible.

Thetrackingpoliciesusedfor the generatiorof anactiity traceare:

1. Eachmessagsentby alabeledprocessnheritsits sendersabel.

2. If two messagehunksare combinedinto one messagehunk,thenthe chunkobtainsthe
label of oneof the messages.
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If aprocessreatesanothemprocessthe child inheritsits parentdabel.

If aprocesgeadsamessagé inheritsthemessageslabel.

If aprocessacceptanincomingconnectionijt inheritstheincomingconnectionslabel.
Eachsocletis labeledin the sameway asthelastmessag¢hatis writtento it.

Eachsocletis labeledin the sameway asthelastmessageeadfrom it.

© N o 0o ~ »w

Messagesentbetweentwo remotehoststhat originatein the communicatiorprotocoland
not within the applicationarelabeledin the sameway asthe lastapplication-initiatednes-
sagethatwassentthroughthem.

9. Eachfile descriptorrecevesthe sameabelasthe procesghatlastreadfromit.
10. Eachfile descriptorecevesthesamdabelastheprocesghatlastwroteto it.

The above label-trackingrules accuratelyconstructa skeletonof potentialdependenciebe-
tweenan activity, soclkets,andprocessesThis skeleton,however, is over-determinate.The fact
that a processs associatedvith a specificactvity sequencenumberlabel doesnot necessarily
meanthat a certainsystemcall thatis loggedundera specificactivity ID wastruly triggeredby
thatactiity ID. Theoperatiorcouldsimply beoverheadr couldbelongto thenext activity, whose
actiity ID hasnot yet propagatedo the process.Thus,thereare subtleaccountingnaccuracies
thatcannotbe overcomewith our simpleapproactto activity association.

Another problemwith the above activity-label tracking systemis thata multiplexed process
or connectiorwill incorrectlybe associatedavith oneactivity. Moreover, the multiplexed service
will producediscontinuougracesbecause multiplexed processwill continuouslychangets ac-
tivity ID. This greatlycomplicateghe analysisof generatedraces.Notethatunlike in the Virtual
Servicesapplication,we mustbe preparedo intercepttracesof actiities passinghroughservice
implementationghat may not fit into the processingnodelsthat are easilytraceable.Knowing
abouta servicethat multiplexesits processeamongcompetingactiities (e.g., pre-200versions
of MS-SQL) allows the systemadministratorto avoid installingineffective VS controlsfor those
servicesandenforceresourceconstraintsn otherwaysor at otherlocations.

This leadsto asmallmodificationof theactvity ID concept.Sinceactiities canbediscontin-
uousatintermediarytiersdueto themultiplexing behavior of oneor moreserviceor, for example,
multiplexed soclets,we generatsew activity IDs ateverytier. Thus,it is possibleto obsenein-
dependentragmentsof multi-tieredactiities thatare obfuscatedy eitherconnectiornor process
multiplexing. This practicalconsideratioronly minimally affectsthelabelingoperationdescribed
above,but it greatlyenhancesherobustnes®f traceanalysis.

5.7 Inferring Sewice Dependenciedrom Activity Traces

5.7.1 BasicApproach

Themodel-basedpproactattemptgo “understand’requessubmissioro correlateront- and
back-endcomputationsFor this correlation,it is necessaryo first generatea “complete’; causal
traceof all events(network and processinggenerateddy actiities. If activities are tracedby
anactvity 1D, thenall causally-relate@ventsare labeledwith the sameactivity ID. The events
of eachspecificlocal hostare orderedconsistentlywith that hostslocal timestamp. The events
betweerhosts,i.e.,communicatiormessagareorderedby precedencd,e., a messageannotbe
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Figure5.4: An exampledependencmap

consumedeforeit is receved. This orderingcanbe achievedin two possiblemannersFirst, it is
possibleto associateachmessagavith a sequenc&umber or secondlyif oneknows the clock
drift betweerthelocal hosts thenit is possibleto orderall eventswith respecto aglobalclock.

Thequalitative analysisof the dependencieletweerservicesmeedso moreadditionalinfor-
mationthanthe collectedperactvity ID trace. By abstractingrom individual procesdDs and
communicatiorchannellDs it becomegossibleto compilea dependeng mapasshown in Fig-
ure5.4. As is shown in Figure5.4, a dependeng map containsmuch usefulinformation about
the performanceof a multi-tiered service. However, by basingthe correlationof eventsthatare
generatedat multiple tiers solely on the propagatiorof the activity ID, we have produceda frag-
ile monitoringtool thatwill possiblygeneratemary phantomdependenciedueto the fact that
the activity 1D is not simply purged acrossall hostswhen an actiity is over. Doing so would
requirelarge unnecessargverheadslin orderto eliminatephantomdependenciesye reconstruct
theongoingactiity in accordancevith the obsenedmodelandinsertmissingevents,suchasthe
disassociatiomf a processwith anactivity basedon the model-basednterpretatiorof the trace.
For example whena procesghatis partof athreadpool beginswork afteranidle periodandsub-
sequentlypicks up a requestbelongingto a differentactiity ID, it shouldbe disassociateftom
its prior activity context andtheresumptiorof processinghouldbe chagedto the new incoming
activity. Thisfix-up of eventtraceds theessencef model-basedhterpretatiorof traces.

5.7.2 Enhancingthe Robustnessof Tracing: Model-Basedinter pretation

While model-basedhterpretatioryieldslittle benefitin a purely qualitative dependenganal-
ysisit is greatly beneficialto quantitative analysis. Only model-basednterpretationof certain
eventtracesmalkesit possibleto chage processindo the correctactiity. Theability to recognize
a modelalsoallows tracesto remainidentifiableeven when certaineventsare missingfrom the
trace.Thisability allowsreducingtheamountof monitoringoverheadcausedy PMapgeneration.

Themodelsconsideredy PMapsarethesameasthoseintroducedn Chaptelil. Thefollowing
list briefly summarizesheir characteristics.

Singleiterative worker: A processacceptsanincomingrequesthandlesandfinishesit. Upon
finishingtherequestthe singleworker callsaccept orselect again.

Forkedworker thread: A mastemprocessacceptanincomingrequestndforksaworkerthread
to handleit (e.g.,inetd) andcallsaccept orselect again.

Dispatcher: A masterprocessaccepts or selects anincomingrequesianddispatchesan-
otherprocesgo serviceit (Apache, Sewlets, Sybase, Weblogic). The dispatchedhread
eitheraccepts orread sfrom theincomingconnection.
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Helper threads: A main threadcreateshelperthreadsto handledifferentaspectof a request,
suchasdatabasegueriesandclient communicatior{login sewices,CGl). In contrasto the
dispatchemodelthe mainthreadwill notaccepta new incomingsessiorbeforethe helper
hasfinished.Thework of boththemainandhelperthreadss fully chagedto the actity.

Stagedworker: Work is passedetweerprocessethatimplementdifferentpartsof requespro-
cessing.Thelaststagefinishesthereques{DVM [128]tcp wrapper, Oracle). Thechar
acteristicof this modelis that the previous stageacceptsnen work beforethe dispatched
worker completests work. This is therecursve extensionof the dispatchemodel.

Nestedworker: Processin@lsopasseshroughseveralstagessin thepreviousmodel.However,
upon completingeachstage,the previous stageresumesprocessing(DB2, WebSphee,
FastCGl). Thisis therecursve extensionof the helperthreadmodel.

Combinations: Servicegnayutilize all or asubsebf theabovetechniquesn servicingincoming
requestseitherby composinghe above methodsor by implementingthemasalternatves.
Thisrequireghemonitoringtool to beableto identify behaioral componentasthey unfold
in aneventtrace.

A moresuccinctsummanyof thesamodelss givenin Table5.1. AppendixB detailstheautomation
of checkingfor the presencef eachspecificmodel.

It is importantfor PMapsto recognizethe above implementatiormodelsbecausehey lead
to very differentinterpretationsof resourceconsumptionby a multi-tiered actvity. For exam-
ple, withoutanunderstandingf servicemodels,a monitor cannotdistinguishbetweerthe forked
workerandthehelperthreadmodels but accountingor the parents processinglependsntheim-
plementedservicemodel. If thea newly-createdthreadis a helperthread,jts parentsvork should
still be chagedto the sameactivity. However, in the caseof a forked worker, the parentshould
bedisassociatettom the activity assoonastheworker takesover. Thus,incorrectunderstanding
of theservicemodelleadsto inaccurateaccountingwhich, in turn, hampergroblem-trackingand
leadsto misconfiguratiorof VSs. How to setresourcdimits andtrackingrulesfor aVS would not
beclear

Since we assumethat tracking may potentially be incompleteand potentially obscuredby
somenon-instrumentethtermediaryhosts we proposeo identify eachsessiorbetweerntwo pro-
cessesvith auniquesessiorD. Thislabelingmethodis aspowerful astheactiity ID propagation
modelbecausdy correlatinga processijts incomingsessioridentity, andthe identity of anout-
goingsessiorallows regeneratinghe notionof a system-wideactivity ID. Moreover, theability to
recreateactiities beyond serviceghatarenot traceablemakesthis approactmoreappealingor
realsystemdeployments.

Theremainderof this sectionexplainshow eventsarecorrelatecnline.

To obtaina goodapproximatiorof causally-ordere@venthistoriesfor actwities, this chapter
proposesa methodthat sortseventsinto (possiblymultiple) eventchaing eachof which is built
usinginferred causality[126]. Similar approximationsof causalityhave beenusedin building
fault-tolerantsystems5, 115,125}*. The approximationof causalorder basedon the proposed
methodis still overdeterminantomparedo true causality Neverthelessit is justafractionof the
total eventsthataregeneratedby the system.

!By ensuringhatmessagearedeliveredin causabrderto all hostsincludingbackuphosts,onecanensurethatthe
backups statewould have beenpossiblefor the crashedprimary.
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| Model | Obsewable features | Accounting
Singleworker - Worker acceptexternalclient connection Obvious
- Original worker closesthe connectiorafter
processingequest
- Closeleadsto sessiorend
Forkedworker - Listeneracceptexternalclient connection - Listenerwork betweeracceptandits next acceptor
- Listenerforks worker process suspensioicountedtoward activity
- Listenerclosessoclet “before” worker
(a) Worker writesresultto soclet - Worker completelycountedtoward activity
(a) Worker closessoclet - Recursie countingfor multiple fork operations
(a) Worker closeleadsto sessiorend
(b) Workerreadsfrom soclet
(b) Worker hands-of soclket (dispatch/fork)
- Worker exits
Dispatchedvorker | - Listeneracceptslientconnection - Listenerpartof activity until suspenar next accept
- Listenerwaitsfor next externalconnection - dispatchedvorker countedtowardsactivity from resumeor
- Connectioris usedby worker (reador write) semoppreceedingts first socletuse
- Workeris notforkedby listener - Worker starttime canbe approximatedy first read
(a) Connectioris closedby worker (a) Worker counteduntil it tearsdown incomingsession
(a) Worker’s closeinitiatessessiorteardavn (b) worker counteduntil suspendeforenext usein adifferent
(b) Worker hands-of soclet (dispatch/fork) activity or usein differentactivity
- Worker doesnot exit
Forkedhelper - Like forkedworker but parents close seeforkedworker
terminatesncomingsession
Dispatchedhelper | - Likedispatchedvorker but parents close seedispatchedvorker
terminatesncomingsession
Stagedworker - Recursie dispatchemodel(submodeb) seedispatchedvorker
NestedWorker - Like helpermodelbut parentwaits for child seeforkedworker
Peerrelationship | - Listeneror workeracceptsanincomingsession| - Begin nev modelon listenerside
- Incomingsessions initiated by tracked process| - back-endstatisticscountedowardsactivity

Table5.1: Summaryof differentprocessingnodelsfor mostcommonfeatures.Realimplementationsnustconsidervariants,e.g.,dispatchetuses
, worker issuesaccept

select
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Figure5.5: Distilling aneventchainfrom interleared eventstreamghataregeneratedby thesener
farm’s hosts:(a) activity boundarydetermination(b) model-basedefinement.

Thefirst approximatiorof anactiity’ stracearethoseeventsthataredelimitedby the startand
endtimesof theactivity, computedasthedifferencebetweerthe startof thefront-endsessiorthat
triggersthe activity andthe closureof thatsessior(Figure5.5[a]).

To betterapproximate“true” causality the temporally-orderedevent historiesare checled
againstthe known processingnodelsonline. As certainbehaior modelsbecomeincompatible
with an obsened trace,the obsener expungesunrelatedand irrelevant eventsfrom eachevent
chain,thuscondensingnactiity’ straceto thoseeventsthatarenecessaryo describets progress.
Furthermoreadditionaleventsmay be insertedto indicate,for example,the switch of a process
from oneactity to the next.

In therefinemenprocesf checkingtheincomingeventsagainstprocessingnodelswe sim-
plify the searchfor relatedeventsby introducinga condensedvent recordthat containsonly
informationthat is relevant for determiningthe causalrelationshipbetweenevents,theseevent
recordsarecalledabridgedevents

Definition 2 (Abridged Events) Anabridgedeventis a distillation of aninstrumentation-gnem-
ted eventof the following format: type x thread, x SID x thread,x timestamp.Valuesthat are
not applicablefor a specificeventtypeare setto e. Whencomparingtwo abridged events,e is
automaticallyskipped.If onewantsto matd an undefinedttribute of the abridged event,it must
bematdedexplicitly usingNULL Anabridgedeventmaycontaintwo threadlDs to captutedirect
communicatiorbetweerthreads e.g., signals.SID (SessionD) is usedto identifycommunication
channels.For anyinteractionbetweera processanda communicatiorchannel the SID is always
specified SIDsare uniquewithin the entire servercluster

The definition of abridged eventsis usedto describethe event-to-e&/entchainassociatioral-
gorithm. Assume?H is a temporally-orderedistory of eventsey thrue,_;. £ is the setof all
eventchainsHy, H1, . .., Hn, (currentapproximation®f concurrentctivity traces).Theoperator
H; ~ H; evaluatedrue (“matches”)if the abridgedeventpatternsof #; and?,; match.Tasksin
thesystem(i.e., processeandthreadsyreuniquelyidentifiedby TaskIDs (TIDs).

for (:=0;4 <n;i++) do
if e; ~ (*, NULL, $SID, $TID, *) then
if =35 € {0,1,...,i -1} : e; ~ (*,$SID, *, *) then
createnew eventchainE

E:=F-¢;
E=EUEFE
continue

elseif is session termination (e;) then
forall E € {X € £:3z € X s.t. z ~ (*, NULL, $SID,*, *) } do
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Figure5.6: Model-basedventchaininferencen anutshell.

E=F. €;
if check if event chain complete (E)then
harvest (E)
E=EUEFE
endif
endfor
continue
end if {End of specialfront-endsessiorcase$
endif
strong _assoc _found :=0
forall E € {X € £:3z € X st.e; ~ (zg,21,Z2,%,%) V e; ~ (To,Z1,%,T3,%) V e ~
(zo, %, T2, T3,%)} dO
if fits __model (£, ¢;) then
E=F. €;
update models (E)
strong _assoc found :=1
endif
endfor
if = strong _assoc _found then
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{order of if-clausesmattess}
ifis send type _evt( e;) Vis _proc _evt( e;) then
if fits _model (E,y T [$TID], €;) then
5byTID [$T|D] = gbyTID [$T|D] €4
update _models (Euyrin[$TID])
endif
elseifis _recv type evt( ¢;) Vis comm evt( ¢;) then
if fits _model (&,ysip[$SID], €;) then
Epysip[$SID] 1= Ebysip[$SID] ¢
update _models (Epysip[$SID])
endif
end if
endif
endfor

Thealgorithm’s separatiomf theeventstreams visualizedin Figure5.6. Thealgorithmsloop
constructis not necessaryhenthis algorithmis implementedasan online algorithmbecausehe
loop’s body will executeimplicitly eachtime a new eventarrives. The functionsfits ~ model
andupdate _models tie theonlinemodelevaluationprocessnto the causalityinferencestep.

Without agoodfits __model implementatiorthe algorithmwill generateeventchainsthat
arelargerthanneeded For example,if the serviceimplementsa stagedvorker model(e.g.,Ora-
cle's dispatcher)numerousactiities by the low-numberedstagesvould be associatedavith every
long-lived actiity that utilizes the same(dispatcher)processes.To avoid unnecessargssocia-
tionsit is necessaryo identify the processingnodelearly. For example,stagedworker behavior
become®bviouswhena dispatchethreadacceptanotheliincomingsessiorthatbelongso a dif-
ferentactivity thanthe onethatit is alreadyassociatedvith. However, it would be dangerougo
committo a processingnodeltoo early, especiallywhen several processingnodelscanexplain
the occurrenceof an event. This is why the modelidentificationprocedureis consenative, i.e.,
processingnodelsareonly eliminatedif they areincompatiblewith obseredevents.

The interpretationof eventtraceswith respectto known processingnodelsconsistsof two
componentsFirst, for every chain, PMapsidentify thoseprocessingnodelsthat are compatible
with theeventchain(update _models in theabovealgorithm).Secondprior to theadditionof
anew eventoneassertghatthereis atleastoneprocessingnodel,which explainsthe new event
(fits _model). Figure5.5[b] shavs thattheinterpretingapproacto eventchainaugmentation
furtherreduceghesizeof eventchains.

The procedureoutlinedin the proposedalgorithmis essentiallya patternmatchingalgorithm
thatoperate®on a streamof eventsanddividesit into peractivity sub-streamgFig. 5.6). Further
more, specificpatternscausea rewriting of the eventstream eitherby removing an unnecessary
event,e.g.,adjacentcommunicatiormessagethataresentwithout any intermediaryactionby the
sendingprocessor by addingnew events e.g.,to indicatethe switchof aprocesgrom oneactiity
to another

Onceaneventchainis complete(i.e., the front-endsessioris closed),the eventchainandits
entriesin the correlationtablesare removed from the tracking process.The eventchainis then
post-processelly a statisticalaggreyation process.This procesdirst generateshe dependeng
map skeleton(Figure 5.4) and thenderives statisticsfor the individual processingnodels. The
proces®f servicestatisticccompilationis accomplishedby buildingaGANTT chartof theactiity
representetdy a specificeventchain(Figure5.7).

To compilethe eventchaininto a dependeng map (seeFigure 5.4), oneabstractdrom pro-
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cessesand threads,becausehey are only a low-level mechanismto implementa service. A
GANTT is usedto consolidateall threadprocessingFigure5.7). All processingf threadsthat
belongto the sameservice(identicalAID) is combinednto a singleperserviceprocessindine.

The informationextractedfrom a GANTT chartfor eachindividual serviceis representeds
anodein a dependeng map. The nodesare labeledwith statistics,suchasthe numberof pro-
cesseshatareassumedo beworking on behalfof a particularfront-endsessiontheir aggreyated
lifetime, andthe CPUtime spenton servicingtheinterceptedequests.

Communicatiorbetweerprocessesgsrecordedy theeventchainsjs reducedo simpleedges
connectingthe servicesto which the communicatingporocesse®elong. The edgedatastructures
areannotatedvith thetotal numberof bytesandpacketsexchangedconnectiorestablishmende-
lays (if applicable)andhow mary of the sendsandreceiveson the connectionvereblockingand
non-blocking. The annotationalsoincludesthe numberof timesthe initiator of the communica-
tion channebwitchedfrom sendingo receving (reversalsyaswell asthetotal numberof timesthe
communicatiorchannebetweerthe two communicatingservicesvasestablishedluringtheana-
lyzed activity. Therepresentationf interdependencieaslongwith its relatedstatisticalmeasures
is definedasa dependencynap(Figure5.8, left).

Figure5.8 shaws thatthe dependeng mapis rootedin a serviceclassnodesinceperservice
classstatisticsareof interest.The othernodesof thegrapharethe servicetierswith anodes depth
being equalto its tier number The edgesbetweennodesrepresenpeerrelationshipsbetween
services.

It is unfortunatelynot possibleto build all statisticsthatareof interestwithout someconsider
ationfor globaltime consisteny.

5.8 Using Temporal Information to Build a Performance Map

Withoutaccurateandconsistentimestampshedependengmaprepresentationannotcapture
someimportantfeaturef theinteractionbetweerprocesses:
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¢ Delaysfrom messagesendto receve cannotbe measuredccurately

e Overlappedprocessingacrosstiers cannotbe identified properly For example,a service
thatforks ahelperthreadto maskthelateng of a slow back-endserviceaccessnayonly be
minimally affectedby the performanceof thatback-endservice.ldentifying suchbehavior
is especiallyimportantif onewantsto assesshe expectedbenefitof improving back-end
responsegimeswith respecto front-endclient’s responséime.

e It is not clearhow to translatethe startand endtimes of an actiity to local timesat the
back-endhoststhatareutilized duringthe activity. This maycauseprocessingctionatthe
backendto bechagedto anactiity despitethefactthattheactuity is alreadyover.

e Therelationof the messagdransmissiortimesto processingactivity is not clearwithout
accuratdime-stamping.Onecannotdecidewhetherimpraving the delayof a network link
will have anoticeableeffect on the performancef a multi-tieredservice.

For this reasorit is bestif thetimestamp®f theindividual hostsareadjustedo a“correct” global
clock. Thus,the GANTT chartof Figure 5.8 will include accurateinformation regardingthe
orderingof serviceactivations,the relative processingprogressn multiple parallelservicesand
thedelaysincurredby thenetwork. Theimplementatioralsoshovedthatbeingableto temporally
restrictthesearcHor eventsthatarepossiblycausally-relatedreatlyimprovesthe performancef
thedependenginferenceengineevenin the eventthatthe activity-1D-basedtrackingalonecannot
capturean entire activity, possiblydueto a hiddencommunicationchannelsuchasIPC shared
memory

In additionto timestampaccurag, time is importantto achieve a secondobjective. The de-
pendeng maprepresentatiois very conciseif comparedo thefull eventstreamgeneratedyy an
instrumentedsener (e.g.,a Plll 550generatesip to 5 Mbps of events). In contrastdependeng
mapstypically only consumeconsumea few KBs of memory This reductionobviously implies
someinformationloss. In particular whatis not capturedn a purely statisticaldependeng map
is thetemporalorderin which afront-endserviceaccessels supportingoack-endservices Edge
statisticscontainno informationabouttiming. For example,looking at the left sideof Figure5.8
it is impossibleto tell whetherS; contactsS, or S3 first or concurrently

It canbe helpful for asystemadministratotto view thetemporalbehaior of aserviceor even
betterall differentaccespatterngo a back-endservice.For example,aweb sener mayaccessa
back-endWebSpheresener or a back-endWeblogicsener but never both during the processing
of onerequest.The dependeng mapdoesnot corvey this information. It will simply show that
thefront-endwebsener depend®n both,the WebSpherandthe Weblogicseners. To solve this
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problem,one shouldrecordsometiming informationwith eachdependeng map. In particular
it may be usefulto retainsome(shortenedkvent chainsrepresentingeal activities. A GANTT
chartof anexecution(Figure5.7)is usedto infer serviceactivationanddeactvationevents.Those
eventsarerecordedn temporalordes e.g.,5;5251515251. Suchan ON/OFFsequencés called
anactivationsequence

Definition 3 (Structural equivalence) TwoactivationsequenceX; and X, are saidto bestruc-
turally-equivalentif they are equalexceptfor differencein their timestamps.

Usingthe definition of structuralequivalenceonemay chooseto recordonly thoseactivation
sequenceshat are not structurallyequialentto ary alreadyretainedones. The setof all struc-
turally differentactivation sequencess called the activation map for a particularserviceclass
(Figure 5.8, right). The combinationof both dependeng and activation mapis called a Perfor-
manceMap (PMap). A PMapincludesboth statisticaldependeng informationandinformation
aboutdifferentexecutionpatterngall of Figure5.8). Of course this informationis only a model
of the real system. However, it providesvaluableinsight thatis not obtainableby any existing
approach.

Unfortunatelytheremaybetoo mary structurally-diferentactivationsequencefor eachser
vice classsincetwo activation sequenceghat only differ in their lengthwould alreadybe con-
sideredstructurallydifferent. Sincethe analysisstationmustretainall informationin memory—
loggingto, andsearchinglisk storagewvould be too slov—a mechanisnmaybe neededo reduce
thenumberof activationsequencew becollected.

One of the following two options may be appropriateto reducethe memoryrequirements
for storingactivation maps. First, one could simply enforcea limit on the numberof activation
sequencestoredperactivationmap;thisis by far the easiestimplementatiorchoice. The problem
with it is thatonemay misssomerare, yet critical, interactionshetweenfront-endandback-end
seners. To avoid suchomissions,one may storea new activation sequencesnly if it utilizes
at leastone service S, thatis not mentionedin ary of the already-storedictivation sequences.
This typically leadsto very compactactivation mapsof 2-3 activation sequencesor a 3-tiered
service(onewith andonewithout back-endutilization) becausaelifferentinterleavings of parallel
actiities no longergenerateseparateactivation map entries. The dravback of this approachis
that the so-reducedactivation mapis obviously an incompleteaccountof services'interactions,
sinceit assumeshatthefirst utilization of a particularserviceexhibits the typical accespattern.
While this maybetruein mostcasesit maybeinaccuratén others.To bereasonablertainthat
theactivationmapreflectsthetrue back-endaccespatternfor a specificserviceclass the system
administratorshouldresetthe activation mapsafterreadingit andregeneratet to be surethatthe
reportedactivationmapdoesnot change.

5.9 Focusingthe Monitor’ s Operation Using Classificationand Back-Tracing

The monitoring systemdescribedthus far generate®?Mapsrepresentinglifferent types of
actiities by interpretingthe eventstreamgeneratedy theinstrumentedkernelsof severalhosts.
Theproposedxtractionof aPMapfrom arunningmulti-tier systenobviously requiressignificant
processingat the analysisstationand imposesinstrumentatiorand event-forwarding overheads
at all tiers of a multi-tier activity. Therefore,it is prudentto generatePMapsonly on-demand,
i.e., whenperformancdailuresareobsered. Ideally, PMapswould imposeadditionaloverheads
only for thoseservices serviceclassespr hostswhoseperformancds alreadyfailing, or those
that directly contritute to performancdailure. This objective canbe achieved by the following
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Figure5.9: Forward-tracingdeterminesstatistical propertiesof serviceinteraction. Backward-
tracingis usedto determinea back-endservices fan-in.

diagnosticprocedurewhich shouldbe automatedf PMap-like mechanismsvereto be deployed
commercially

Using conventionalmonitoringtechniquessuchasSNMP, serviceprobing, Tivoli, Windmill,
or simply customerfeedback the systemadministratoridentifies serviceclassesvhoseperfor
manceis unacceptableClassificatiorrulesaretheninstalledat the front-endservicedor eachof
thefailing serviceclassesFor example to identify afailing HTTP-basedntranetapplication the
systemadministratomay specifya classificatiorrule as:
src = 10.0.0.1 Adpt = 80 — monitoring = yes, service class = intra-
net .

This instructsthe systemto generateeventsthatare necessaryor the creationof a PMap of ser
viceclassintranet . ThecurrentPMapprototypeacceptserviceclassspecificationsn asimilar
firewall-inspiredformat.

Theimplementatiorensureshateventsareautomaticallygeneratedor all processesoclets,
connectionspetwork communicationand possiblyl/O requestghat are part of a monitoredac-
tivity. Eachmonitoredprocessor socket mustkeepgeneratingeventsaslong asit maintainsary
network connectionthatis labeledasbeing monitored. Furthermore gvery network connection
it originateswhile beingmonitored,mustalsobe subjectto monitoring. Given this description,
one candisablemonitoring for a processonly if it hasno openconnectionghat are subjectto
monitoring.

The prototype,which partially implementsthe above-outlinedmonitoringbehavior still gen-
eratesalarge numberof eventsthatwill eventuallybe discardedIn particular the prototypeonly
resetghe monitoringdescriptorfor a processvhenthe processhasclosedall of its openconnec-
tions. A bettermethodto reducethe numberof eventsgeneratednside the kernelmay become
necessaryshouldthe instrumentatioroverheadgrow too large. Currently the monitoredseners
experiencdessthan1% overheadnstrumentatiorandeventcollection.

Sincethe standard®PMap generatiorprocesgracesmulti-tier servicesfrom their origin (i.e.,
from the receiptof arequestat a front-endservice),it is calledforward tracing. Forwardtracing
canrevealslow back-endservicesping-pongcommunicatiorpatterndetweertiers,andthelike.
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Figure5.10: Overview of the prototypes implementation.

However, it cannotdentify interference-relateproblems;j.e., performancéailuresthatarecaused
by other serviceclasses’competitionfor the sameback-endservice. Neverthelessjdentifying
interferencamustbe partof a diagnosticsupportsystemfor multi-tieredsystems.

To enablesystemadministratorgo identify interferenceasthe root causeof a serviceclass’
performancdailure, atrace-ba& mechanisnis introduced.A trace-baclof serviceS or hostH
determineghe setof servicesthatdependon S or H, i.e., the backends fan-in. To this end,
PMap-complianinstrumentationrmustallow placingatrace-bag trigger onservicesandhosts.A
trace-back-labeleservicewill applyatrace-backabelto eachreplypaclet(i.e.,apaclketsentover
a connectiorthatthe back-tracedostor servicedid notinitiate or any UDP messageby placing
amarker in its IP header The client-sideinstrumentationmresponddo the trace-backmarker by
generatinga trace-backevent, identifying itself and the back-endservicethat appliedthe trace-
backlabel. Thus,it is possibleto recursiely determineghefan-inof a particularback-endservice
or hostwithout exhaustiely tracingall front-endservicesn the entiresystem.Onceall front-end
serviceghatfeedinto a problematicback-endserviceor hostareidentified,onecanforward-trace
themindividually to obtainthe statisticsneededo analyzeand quantify interference.Backward
tracingis to be deployed whenever systemadministratorsare unableto identify any problems
within the PMapof a serviceclass.

5.10 Prototype Implementation

The PMapprototypetool consistf a userlevel analysiscomponenandkernelinstrumenta-
tion andsupportfunctionalityfor Linux 2.2.14(Figure5.10). The userlevel components imple-
mentedin C++ usingCORRBA for communicatiorbetweerthe centralevent-analysistationand
thelocal event-collectiordaemonsswell asa permanenT CP connectiorfor eventstreaming.

The kernel-level instrumentatioritself canbe divided into serviceclassclassification inside
the networking stack, tracing, throughoutthe kernel, and eventgeneition, inside the network,
processandIPC subsystems.

Classification: Whetherthe actiities spavnedby a requestbelongingto a specificservice
classaresubjectto tracingor notis determinedy firewall-stylerulesof theform:
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(src net, netmsk, dst net, netmsk, dst port ) — ( svcclass,MD), which areinstalledat the
front-endseners. Theserulesareinterpretedoy afirewall plug-in.

TheserviceclassID determinediow the collectedmeasurementareto beaggreyated.ln SQL
databasesnewould usethe serviceclassasa GROUPBY attribute. The monitoring descriptor
(MD), abit vectorspecifyingenablednonitoringevents is assigneatthesameime astheservice
class. Instrumentatiorcan accesghis classificationstateby accessinghe appropriatesxtension
fieldsin processdescriptorsmessagduffers, and soclets,in which both MD andserviceclass
arerecorded.For example,the monitoringdescriptoriMD PMAP _EVENTSenablesPMap’s core
events(theonly suchdescriptovaluesupportedy the currentprototype).

To establishcausalitybetweermrmessagsendandreceie events,communicatiormessageare
taggedwith auniqueactiity ID, a.k.a. sessionD (SID) of theform: HOST ID : SESSION -
NO with configurabldengthof thehostID. A sessiorthatis identifiedby a SID is oneinstance
of anend-to-enccommunicatiorchannel.A SID, however, is only assignedn two cases:either
anincomingconnectiorhasbeenclassifiedasbeingsubjectto monitoringor a monitoredprocess
initiatesit.

Additional Kernel State: To beableto represenservicesy AIDs, a new serviceabstraction
is createdat the systemlevel. EachAID is representedby a servicestructureto accommodate
multiple trace-backriggers.A processs associatedvith aspecificAID by settingthe AID pointer
insideitstask _ struct  to thecorrespondin@dID structure.Whenever the procesdorks child
processeghe childreninherit the parents AID asthey presumablybelongto the sameservice.
Windows alreadyfeaturesa service/applicatiombstractionbut the prototypes AID abstractions
moreflexible. The AID of PMapsallows arbitrary processeandthreadso be groupedtogether
underoneAID. For example,onemay chooseto aggrejatea Web sener andthe FCGI sener it
utilizesunderoneAlD.

In additionto the AID, the processsoclet andmessagetructuresare extendedto storeSID,
MD, andtrace-backlagwhereapplicable.

Instrumentation: Theinstrumentatiorof thekernelrequiresonly afew new linesof codefor
eachinstrumentedunctioncall. Thecodechecksf theinstrumentatioratthis specificinterception
pointis enabledoy evaluatingthe MD thatis storedin theinterceptecprocessmessagéuffer, or
soclet. If it is, the instrumentatiorwill recorda timestampa function ID, the serviceclassof
the interceptedsystemobject,a SID for communication-relategvents,andan AID andPID for
processingventsplussomeadditionalproces®r communicatiorthannebtatisticSor thepurpose
of troubleshootindTable5.2), which arenotedin the nodeandedgeannotation®f a PMap.

On acceptinga tracedsession,a processgenerates@n acceptevent, recordingthe SID, the
sessiors serviceclass,its own PID, andthe AID of the serviceto which it belongs.Furthermore,
theproceswill copy theserviceclassandMD of theincomingsessiorinto its procesglescriptor
Fromthis time andon, a processwill generatgrocessingandcommunication-relateevents,as
specifiedin the MD, until it hasno moreopensessionsin which casethe processs tracingbit is
reset.As long asa procesamaintainsopenconnectionsall received MDs are OR’edtogetheyto
ensurethat all necessargventsaregenerated.Table5.2 lists the minimal event setrequiredfor
thegeneratiorof PMaps.This eventsetis enabledoy settingthe PMapmonitoringbit in the MD.

Propagation: SIDs, serviceclassIDs, and MDs mustpropagatdrom client to sener across
hostboundariego allow tracingmulti-tieredactiities, adjusttracingpreferencesn aperhostba-
sis,anddecidewhich eventsshouldbe generatedThe propagatederviceclassID allows remap-
pingtheMD atindividualtiers,i.e., thesystemadministratomaydirectdifferenthoststo generate
moreor lesseventsfor a specificserviceclass’actiities. This flexibility allows monitoringdif-
ferenthostsat different granularityand may reducethe numberof eventsto be generatecand
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| Category | Event | Description | Recordedinformation | Linux calls mappedto this event
processing CREATE createaworkerthread parent& child PID fork,  clone
EXIT exit aworkerthread PID, vtime exit
SES CREATE createa session PID & SID connect, accept,
sendto, sendmsg,
recvmsg
SES INDICATE | signalasessiorrequest SID network stack internal event

at SYN_RECEIVED and at
SYN_SENT

SES ACTIVATE | acceptasession SID & PID, vtime accept, recv(udp)

SES DONE closeasession SID & PID, vtime close

SUSPEND processinguspended SID & PID, vtime sleep, select,

RESUME processingesumed SID & PID, vtime internalto scheduler

communication | SEND sendanetwork message | SID, PID, bytes send, sendmsg

RECV recevve anetwork message SID, PID, bytes,block(?) read, recv, recvfrom,
recvmsg

SIG wake worker(s) PID(sender)PID(recever) signal

IPC_SEND sendan|PC message PID(sender)FD, res id write  (to pipe), ms-
gsend

IPC_RECV receveanlPCmessage | PID(recever),FD,res id, blocking(?)) | read (from pipe), ms-

grecv

| synchronization | SYNC

| synchronize _

PID,SYNC_ID

semop, semctl, ipc |

Table5.2: List of eventsrequiredfor PMap generation.The fifth column castsLinux OS functionality into event cateyories. Vtime andbytes
are place-holderdor a variety of processand connectionstatistics,respectrely. The level of detail recordedn individual eventsis an
implementatiorchoice.
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Figure5.11: An exampletraceof anactvity.
SVCCLASS MD
PMaplen | flags SID : X
optional optional

SVCCS present?
IPOPT MD present?

PMap 8 tgfci remote AID
Figure5.12: Formatof thetracinglP options.
analyzed.

Both internalmessageabstractionsndactualnetwork pacletsaretaggedwith SIDs, service
classID, andMDs. To permit the deployment of PMap-unavare senersin a sener farm, the
propagatiorof SID, serviceclass,andMD inside network packetsmusthappenin a mannerthat
is compatiblewith theunderlyingcommunicatiorprotocols.

Compatibility is achieved by exploiting extensibility in the lower-layer communicationpro-
tocols; IP optionsof IPv4 andoption headersof IPv6. IPv4 optionsmay containup to 20 bytes
of information — enoughspacefor 8 - 16 bytesof tracing information (seeFigure 5.12). To
utilize this spacejt is necessaryo modify the kernels IP option processingunctions. Whenan
sk buff withavalid SID, serviceclassandMD is aboutto besent thisinformationis translated
into amonitoringIP option. Whenan IP packetwith the monitoringIP option setis receved, the
SID, serviceclass,andMD areextractedfrom the IP optionsfield in the P frameandstoredin the
receving sk _buff . Dependingonthe MD, certainkernelfunctionsmay begin logging events
whenhandlingtherecevedbuffer (e.g.,SYN_RCVD or SYN_SENT).Figure5.11illustratesthe
entireprocesof eventgeneratiorfor, andtrackingof, anexamplemulti-tier activity.

Integration with existing monitoring tools: Integrationof existing monitoringtools(e.g.,L-
TT [155,156]) and PMapscan be achiered usingthe MD. For example,LTT can be modified
to generatean event whenever it interceptsan I/O systemcall from a processwhoseMD has
the “monitor 1/O flag” set. Sincethe MD also propagatesvith every communicationrmessage,
it is alsoaccessibleo existing network monitoringtools, suchastcpdump , Pandora[108], and
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Windmill [91], which may capturemore specificinformationaboutpacket timings. Thosetools,
however, needto be modifiedto interpretSIDs,MDs, andserviceclassIDs asthey arepropagated
in network paclets.

Event Collection: Eachsener of a multi-tier systemrunsa real-timeevent-retrizzal daemon,
which extractstheeventscollectednsidethekernelandforwardsthemto a centralanalysisstation.
The daemonis scheduledasa real-timeprocessbecausets responsienessnustbe guaranteed,
especiallyunderheary systemloads,which typically generatdarger event volumes. The local
event collector forwardsan event block whenever a configurablenumberof eventsis available
but at leastafter a configurabletimeout(currently 1 s) if thereare eventsthat have not yet been
forwarded.

Clock Synchronization: It is assumedhat clocksareloosely-synchronizethsidethe sener
farm[43,97]. Loosesynchronizatiomivescertaintyaboutwhenit is safeto assumehatall events
belongingto an actvity have beenreceved by the analysisstation(gap detection[12]). More-
over, it providesa reasonabléoundon clock skew, simplifying the designof more preciseskew
correctionfor individual timestamps.

NTP [97] is usedto achiese coarse-grainedynchronization Although NTP’s clock synchro-
nizationis fairly tight on lightly-utilized networks (within 200 us), experimentatiorwith the pro-
totypeshavedthatit is nottight enoughto orderthe communicatiorandprocessingventswithin
one actity properly Heary network loadsaggraate the problem, creatingskews aslarge as
20 ms. Moreover, NTP correctsclock skews only gradually which is necessaryo guarantee
locally-consistentimestampsbut prolongsclock corvergence. Unfortunately other clock syn-
chronizationmechanismg80,159] do not provide better clock-synchronizatiorfwithin tensof
us) withoutincurringexcessve overheadswhichis neededor PMaps.To this end,the prototype
implementsanadditionallayerfor eventtimestampcorrection.

To fix the timestampsbhetweentwo peerseners, the following sequencef eventswith an
identical SID is matchedrepeatedly: SYN SYN RCVD SYN ACK SYN ACK RCVD ACK
ACK RCVDi.e., athree-vay handshak betweerhostsA andB. If this sequencés found, one
canobtainafine-grainedclock skew estimatebetweenA andB by estimatingthe round-triptime
(rtt ) andskew betweerhostsA andB as

tt
T(SYN_SENT) + rT ~ T(SYN_RCVD) + skew

(5.1)
rtt
T(SYNiACKisENT) + skew + T I~ T(SYNiACKiRCVD)

whereT(z) denoteghetimestampof eventz. The eventsequencactuallyyieldstwo rtt  esti-
matesandtwo skew estimateswhich areaveragedn the currentprototype.The skew estimatds
alsoaveragedvertime (amoving average).

To guaranteeonsistenskew adjustmentsicrossall sessionsit is necessaryo applythesame
clock skew fix-up to all eventsof a hostthat are waiting to be interpreted. This is necessaryo
avoid aliasing,i.e., two actionsbecomeindistinguishablesincetheir eventsblendtogetherdueto
inconsistentimestampcorrections. In fact, one musteven guaranteehat the transitive hull of
clock skew adjustmentgrepeatedsquaringof the clock skew adjustmentmatrix) doesnot con-
tain inconsistenciesInconsistentlock adjustments— even over severaltiers — area frequent
causefor incorrectservice-modeinference(in the caseof imperfecttraces)andplaguedthe im-
plementatiorandexperimentatiorprocessConsistenskew adjustmentsareenforcedoy updating
the analysisstations clock skew estimatematrix periodically using an independentlock skew
estimatorthread.



117

Sjuswainseawsbpalonesiunwiwoddend :€'salqeL

“JUNOOISSAS BYIURY1PaNaal JIa\Ias eleysisanbal joiaquinuay) jeelewsseieindoealow e
sanfiaquinu siyisisanbai sjdinjnwpuas 01paj2/0al SUOISSaS BUSYAA "1UBI198Y1 Ag Woljpealpue
01 uanLMBUIBQI2aMIBgPaY1IMSI0ISSS B SN Joiaquinuay) ' fsfeslanal mogbessaw [e1o)

q
‘abpa AqpalIuUBPBUOISSES BIAJUBID AQIUBSSYUNYD [e10L OSMNNHD
"Jousesauoabirefonewsjqoidarexunyaiad
palajsuensalAg josiaquinu jjews Afensn azis yoo|quonedlddepue N1 \U8amIaQydIeWSIW
“B-d'swa|qoiduoneiuswajdwijeassiueduoiieuwiouiyunyd-uonealddeayl Aq lunesejuasale
Teyisyoo|gerepuasaldaisyunyd abpa AgpaynuspsuoISSas BIAJUBID Agpanadaisyunyd [elol WeyNAHD
Javesayl Agqsanadal elol | <IND AD3Y
Jualjoay Agsanaoalelol | ,IND AD3H
1avas ay) Agqsanadal bupoolg 00719
Jualjo3y) Agsanaoal bupoolg oA0071d
‘abpa AqpalluspsuoISSas BIAJUBIID AQIUBSSaIAQ [e10L mogr
"obpa AqpaunuapsuoISSas BIAUSID AQPanadalsalAg [e1ol urer
‘peo|Jauas ybiy Joj02030.4d Jauas B uwisiueyIaWl UADPINYS pame|juealesipul
Aeuuaquinuabirejfjlensnun Uy apISaUO UOPaSO|oUdagsey 1Ialepasold Ajnjag oLoRIaUU0
e lojsayel 1 buo| mogainseaw 11 abpa Agpaiiuspsuoissas JoAe|ap Jabulpleleibby 7
‘pPeoRINIaS
JOBNIeDIpUI SBINSEaW SIYFSaop 1l jisuondsuuodbuipuacbbeuew 01SO oYl UOSal|al Iavasay)
Jaylaymsmoys siyl 1auasayl Aqdnpaxoid si 31 [nunapis Janas syl 1epajeubisbulaguonosuuod
‘I9a/M1aq awnay) siAejapuonenloeay | abpa AqpaljnuapsuoissasAejapuonenloealeeibby Vv
Aejap ylowausjenbafjarewixoidde 1-abpa Agpalnuapsuoissas joAejapuonedipuiefeibby I
‘UOISSaSPUS-IUO.}
B Jouoljelnpayl sl Huaym ,Spajage) si 1'abpa AqpaiiiuapsuoIssas jouoiieinparefeibby S
pauasgouaagseLsiulodpualonedunwiwod OMLISaMISO0ISSaS BSaWI] JoJaquinN 1NNOD
uonuyag alnsea|\

sonsire1safipa uonesunwwo)




118

Sewice node statistics
Sumof all processtimesduringwhich a servicehasat leastonerunnableprocess
processingvork in the contet of a givendependencmap(Section5.11).

=

w Responséme contritution of servicethatis not masled by the concurrent
executionof ary lower-tier services.This allows usto identify whethera back-end
servicecontritutesa significantamountof lateny to anaveragerequestA delay
reductionprocessnuststartaddressinghe lateny issuesf the highest-numbered
tier with W > 0 (Section5.11,lack of pipelining).

C CPUtime consumedy aservice.

FORK | Totalforkedprocesses.

EXIT Total exit count. FORKandEXIT canbeusedto infer whethera serviceis
pre-forking,forking on-demandor handlingprocessesmdependenof therequest
stream.This knowledgecanbeusedto infer the servicemodel.

FAN;, Describeghe setof servicegshatdependon a specificservice.TheFAN;, is only
determinedvhenatrace-backriggeris placedon a particularservice.

Table5.4: PMapperservicemeasurements

Eventhoughthefix-up procedurecannottheoreticallyguarante¢hataneventchainis tempo-
rarily-ordered,experimentsshow thatthe subsequenparsingandanalysisprocesshardly rejects
ary actiity’s event chain (lessthan %). Without it, however, a large number(approx. %) of
eventscouldnotbeinterpretedcorrectly

Model Infer ence:Oncetimestamp$ave beenadjustedihe eventstreamis fed into a pattern
matchingmodule whichtracksincompleteactiities, processsoclet,andsession-to-actity bind-
ings. Thereasonwhy this parseroperatesn a streamedpnline fashionis thatit is necessaryo
weedoutirrelevanteventsasearlyaspossibleto limit theamountof memoryconsumedy events
waiting for analysis.

The inferenceprocesdependon a few importanttables,suchas mappingsof procesdDs,
soclet IDs, andsessionDs to unfinishedevent chains. Theseallow new eventsto be routedto
exactlythoseeventchainswith whichthey maybecausally-relatedEacheventchainthatreceves
new eventsis scheduledo be handledby theanalysisthreadfor furthermodelinterpretation.

Theanalysighreadchecksacheventchainthatrecevednew events,andattemptgo fit events
into themin a mannerthatis compatiblewith the applicableprocessingnodelsasexplainedin
Section5.7.

The currentprototypeimplementatiorfollows the specifiedalgorithmbut it is implemented
in an object-orientednanner The prototypeprovidesseparateventhandlersin the eventchain
object,onefor eacheventtype (e.g.,SENDandSES ACCEPT).Eachhandlerinterpretsthe in-
comingeventwith respecto othereventsthatarealreadyrecordedwithin the eventchain. Events
within the eventchainobjectareindexed for fastretrieval. Eventsare consolidatechsthey are
addedto an eventchain,for example,by combiningadjacenttommunicatiorevents. Moreovet,
eventsthat— in thelight of theapplicableprocessindehaior for the eventchain— areinconse-
guentialfor the eventchainarediscarded.The main benefitof this procedurés thatit weedsout
irrelevanteventsasearly aspossible thusconservingnemory Note thatmemorywould quickly
becomesxhaustedinceeventscanbe streamingnto the analysisstationat ratesof severalMbps.

Oncean event chainis complete,typically indicatedby the closing of the sessiorwith the
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Figure5.13: Computing’ andW usinga GANTT chart.

front-endsener that causedhe creationof the event chain, the event chainis marked asready
for harnestby a statisticalanalysisthreadwithin a configurabledelay Thereasonwhy a delayis
introduceds thatsomepartsof theactivity maystill beexecutingasynchronouslgndsomeevents
may be forwardedaftera slightdelay

Statistical Measures: Whenerer an actiity is completelyparsedthefinalizedeventchainis
hanestedfor statisticalanalysis. Harvestingincludesthe canonizatiorof the event chain (Sec-
tion 5.8) followed by measuremergxtraction(Table5.3 and5.4). Most performancemetricscan
beobtainedeasilybecaus¢heeventchainis alreadybrokenup by sessionsprocessesoclets,and
servicesduring online modelevaluation. Most metricscanbe extractedfrom the eventchainby
countingor measuringlurationsbetweerevents.Only the measuremerdf overlappedrocessing
betweentiers andthe computatiorof the activation sequenceequiresmoresophisticateénalysis
onthe GANTT chartof theeventchain.

The GANTT chart(Figure5.13)allows usto determinethe amountof processingime thata
particulartier contrikutesto the total processingf anactivity. Thisis calledthe processingime
contribution of a service,o, its blocking contribution, W,, (seeTable5.3 and5.4). W, considers
only thoseintervals during which no lowernumberedier servicethanos hasary runnablepro-
cesses.Figure 5.13 depictsthe computationof, and the differencebetween, W and W, i.e., a
servicedotal processingime. Obviously, aratio % closeto 1 indicatesthatthe front endsblock
ono, whereasaratio closeto zeroshavs the opposite.

The computationof W usesaninterval treedatastructureto determinentersectingON-time
intenalsandto correctlyinfer thelowestnumberedier thatis active.

Upon extractingthe above measurementisom the eventchainand GANTT chart,the depen-
deny mapandactivationsequencaregeneratedSessionsiretranslatednto edgedatastructures,
with multiple sessiondetweerthe sametwo servicesbeingfoldedinto the samedatastructure—
multiplicity is accountedor in edgestatistics(COUNTY. The compileddependeng mapfor one
particulareventchainis passedo thePMapdatabase/agggationmodule. Thedatabasassociates
the generatediependeng mapwith the serviceclassof the actiity thatcausedhe eventchainto
be recordedand updateshe existing dependeng mapfor that serviceclass. If no dependeng
map exists for the consideredserviceclass,thenthe newly-generatediependeng mapbecomes
thedependengmapof thatserviceclass.Theactivationmapis storedif nostructurallyequivalent
chainhasbeenrecordedor the serviceclassunderconsiderationFigure5.16shavs anabridged
dependengoutputof the PMapprototype(textual nodeandedgeannotationgreomittedfor read-
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ability purposes).Thetool's outputis formattedusinggraphviz  [55]. The PMapdatabasean
be queriedvia a simple CORBA-basedAPI or viewed astextual output.

5.11 Evaluation and Application of Performance Maps

Thetestbedusedto studyPMapsconsistf two senersandthreeclient machineconnected
by an SMC Tiger FastEtherneswitch.

A simpleUDP-basednda TCP-basedingle-tierserviceareusedon kernelswith andwithout
PMapsto estimatean upperboundfor PMapsimpacton sener applications. The sener replies
to a client by bouncingbackthe 1KB messagé receves. The barchartsof FigureV.15(a)shav
increasedateny whenPMapmonitoringis enabled Sincethe serviceitself incursonly negligible
processingoverheadsthe reported6% (UDP) and 8% (TCP) penaltiesare morethanwhat one
would obsenein arealsenerthatrequiresa significantamountof processing.

To validatethe the small performanceoverheadof PMapsfor a morerealistic serviceSpec-
Web99performancewith andwithout PMapsarereportedin FigureV.15(b). The dottedvertical
line indicatesthe sener’s reportedSpecWhb99-Mark It is shovn thatPMap's presencénaslittle
impacton the performancef aWebSerer.

The testsfor the PMap prototypeare executedin an examplemulti-tier setup,integratinga
front-endHTTP sener, a FastCGImiddle-tiersener, anda back-endPostgresiatabaséo mimic
asimpleE-Commercesite (Figure5.14). SpecV¢b995 dynamicrequestarehandledby an FCGI
middle-tiersener, whichmaytriggera SELECToperationin the back-enddatabasélist shopping
cartcontentsr an UPDATEoperationsimulatinga quantitychangewith configurableprobabili-
tiesp; andp,.

In the first measuremenderiesPMaps’ outputis comparedagainstthe actualserviceconfig-
uration, and performancenumbersmeasurednside the middle-tier FCGI sener. PMapsarein
all casesa reasonablyaccuratedescriptionof systemperformance.First, Figure5.16 shavs that
PMapsaccuratelycapturethe dependencielsetweerservices. Secondthe PMapreportedrelative
requestratios— ps + p, andthe percentagef requestusingthe FCGI sener— which arere-
portedasedgeweightsfor the dependeng map, differ only minimally from thoseconfiguredin
thesetup(lessthan1% error).

Theservicetime estimatesrealsovery closeto whatis obtainedby instrumentinghe FCGI
middle-tieritself (PMapsoverestimatdy lessthan3%). PMapswerenot expectedto measurex-
actlythesamevaluesasserviceinstrumentatiobecauséhey obsenetheservicefrom theoutside.
PMaps'relative measuremerdrrordecreaseasservicetimesincrease.

SpecWeb99
client

Fcal DB Server
SpecWeb99 Apache >< Postgres 1GB RAM
client pseudo 3 SCSI RAIDO
AppServer SMC PIIl 550

Web Server ___ Server 1 FastEthernet Server 2

switch
640 MB RAM
SpecWeb99 1I1DE

client PIl 450

Figure5.14: Setupof our pseuddE-Commercesite.
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5.11.1 Performanceof the Analysis Station

The analysisstationis a PentiumlV-basedcomputemwith a 1.7Ghzprocessoand512MB of
PC800RAMBUS memory

The analysisstations softwareis implementedn C++, compiledwith GNU’s C++ compiler
and not optimizedfor performancebeyond choosingappropriatedatastructuresandalgorithms.
For this reasonit is not soimportantto look at the absoluteresourceconsumptiorof PMapsbut
thegrowth trendwith increasingeventload.

The performanceof a single analysishostis sufficient for the analysisof small to medium-
sizedsener setups.Figure5.17 shavs thatits CPU consumptiorgrows linearly with increasing
requestoadonthe seners,andreachespproximate\21%whenmappinga front-endsener that
senesat arateof 21 million daily hits. For the sameeventload, the analysisstationconsumes
approximately53 MB of RAM for its internaldatastructuresjndices,andbuffers, and possibly
still undetectednemoryleaks. The factthat CPU load and memoryconsumptiorgrow linearly
with increasingload at the analysisstationimplies that PMap generationis not only possible
but alsopractical. Sincethe analysisstationsare very simple,requiringsomememory network
connectvity, anda moderatelypowerful CPU, andrequirealmostno configurationthey canbe
built from inexpensve commodity PCsand fully benefitfrom rapid increasesn processomlnd
memorytechnology

5.11.2 Pinpointing PerformanceProblemswith Performance Maps

To studyPMaps’troubleshootingapabilities the behavior of the middle-tierserviceandthe
workload are modified. Differentperformanceproblemsaretriggeredby changingp,,, ps, com-
municationbandwidth,CPU consumptiorby the servicesanincreasdan the numberof requests

Host 352324106 Host 67152064

unknown client ———( App 80 App 999 )-——=( App 1000

Figure5.16: Automatically-generateBMapfor oneserviceclassusingthe setupof Figure5.14.
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Figure5.17:Processingverheadsncurredby executingPMaponthesenersandfor thededicated
analysisstation.

to thedatabassener, aswell asarelocationof the middle-tierfrom onesenerto another

To demonstrat¢he expressvenesof PMaps.a numberof diagnostigperformancenetricsare
computedbn the basisof PMapsbasicmeasurement@able5.3and5.4). The metricsthemseles
arenot partof the PMaptool but aredirectly calculatedusingits dependeng maps.PMapusers
may createtheir own equivalentmetrics. The main criterionin definingperformancemetricsfor
this evaluationis a strong,reproduciblecorrelationwith specificperformanceroblems.

Overload: CPU-relatedbverloaddetectionfor a specificserviceclassis relatively straightfor
ward. Withoutlossof generalityfrom now andonwe will assumehatall PMapmeasurementsre
0 attimety andthatall measuresaretake aftersometime At. Serviceclassj’'s CPUcontritution,
CC;, to thetotal lateng of j's requestss definedas

Cj

(5.2)
(seeTable5.3and5.4for definitionsof the basemeasuresollectedoy PMaps).

Thenetwork’s contritution to requestateng betweertwo servicesp andg, in the context of

serviceclassj, is definedas | _ I, @) R; (p, )
Q; (p,q) : COUNT. (1) S* 1 o (5.3)

Vi b, Q)S]
This metricexpressesommunicatiordelaysrelative to thetotal servicetime of arequestflagging
only significantdelays. The combinationof €2, CPU contritution, andthe dependeng map for
serviceclassj shavs whether;’s performancas network- or CPU-bound. Futureversionswill
alsotrack the contrikbution of local I/O, thus providing a more accuratebreakdovn of response
times.

Figures5.18and5.19 demonstratéhe usefulnes®f the measureslefinedabore. The x-axis
in Figure5.18shavs anincreasdn the percentag®ef requestghatreachthe middle-tierandalso
requireaccesdo the back-enddatabase The responsdime increasecoincideswith anincrease
in the CPU contribution of the back-endjatabasé,thusindicatingthatthe back-enddatabasés
becominga CPU bottleneck. The network metric indicatesno anomaly(the value of {2 remains
below 1%).

2Notethatall reportedresponseimesaremeasuredt the front-endHTTP sener. Client-perceied responséimes
arenotunderthe controlof asener farmoperator
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Thesecondneasuremergeriefocuseson network congestionWe createanartificial network
bottleneckbetweenthe front-endHTTP andmiddle-tier FCGI sener by limiting the full-duplex
bandwidthbetweerthe two servicesusingLinux’s traffic shapingfeature.Figure5.19shaws the
positive correlationbetweenhigh responsdime and the newly-defined2 metric. As the slow
network alsoeffectively disablesavailableprocessingapacityby tying up processewith sending
andreceving messagefongerthanthey shouldbe, the CPU contritution of the individual tiers
actuallydecreases.

Thesemeasurementshown that PMapshelp pinpointthe performanceroblemscausedy in-
sufficientnetwork or CPUbandwidthatarbitrarytiers. Of course PMaps’service-centristatistics
shouldbe viewedin conjunctionwith component-leel resourcestatisticsto put the metrics’into
perspectie. Thefactthatthe CPU contrikution at a specifictier is greatis not necessarilya prob-
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Figure5.19:Reducinglink speedbetweenthe HTTP front endandthe FCGI middle-tier affects
front endresponséime andmiddle-tier(2.
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Figure5.20: Ping-pongbetweermiddle-tieranddatabase.

lem if thetotal resourcecontentionat thathostis low. This is the reasorwhy traditional SNMP
or host-basedneasurementi.g.,vmstat ) arestill importantin determiningthe right courseof
actionwith respecto anobsenedperformanceanomaly However, the following paragraphsvill
introducea performanceroblemthatis entirelyunrelatedo the metricsof traditionalmonitoring
approachesping-pongcommunication.

Ping-Pong Communication: frequentblocking,back-and-fortitommunicatiorbetweerpeer
servicess referredto asping-pongcommunication(P-P).P-Pis a serviceimplementatioror lo-
cation problem. Unlike in the bandwidth-constrainegroblem, ping-pongdoesnot overutilize
network or CPUresourceslt simply causesietwork lateng to becomethe dominantcomponent
of overall responsdime. The P-P metric betweentwo services; (client) andj (sener), in the
context of executingin serviceclasss.

(5.4)

PP, (i, j) ::max{ BLOCKS (i, /) BLOCKS (i, /) }Rsu,y)fs(z,g)

RECV_CNT<(i,j)’ RECV_CNT:(i,5) J COUNT,(i,)S*

To studythe ping-pongproblem,the numberof simple SQL statementshat are sequentially
sentto the back-enddatabasdor every middle-tierrequesthat requireaccesdo the databasés
graduallyincreasedThe network bandwidthto the back-ends limited to 128KBps(full-duplex),
which is only minimally morethanthe applications throughputrequirementsUnderthis restric-
tion, the sumof delaysdueto the applications ping-pongbehaior resultsin poorresponseime
— adelayis insertedfor every requesthataccessethe back-end.Note, thatresultsaresentin a
burstymanner

Only a smallfraction of all requestgp,, = 0.05andp, = 0.1) accesghe databaseTheir cor
respondingSQL codeis free of SQL aggreyationstatementso ensurethatdatabasg@rocessings
notthesystembottleneck. Only onemiddle-tierto-databaseonnectioris establishegberactiity.
Despitelow processingandnetwork requirementsheresponséime grows steadilyasthe average
delaybetweerthe databas@ndthe middle-tierincreases.

Figure5.20clearly shows a significantincreasean responseime asthe numberof SQL state-
mentsperrequesincreasesSinceneitherthe CPU contrikbution metric, definedin Equation(2),
nor the network (ntop ) indicatesarny overload,Figure 5.20's P-P metric pointsto a ping-pong
problembetweerthe middle-tierandthe database.
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Theping-pongproblemcanbe alleviatedby co-locatingthe middle-tierandthe back-endser
vice — thusreducingpropagatiordelays— or by requestinghe responsiblggrogrammeto im-
prove theimplementatiors efficiency.

Parallelism: In additionto the ping-pongproblem,servicesoften suffer from too little paral-
lelism or too muchthereof. The responsdime curve of Figure5.21 shows that both the excess
andthe lack of parallelismdegradeperformance.Most servicedeave it up to the administrator
to determinghe degreeof parallelism.A servicethatexhibits toolittle parallelismmay block on
someslow resourceandwastetime waiting without makingprogreson ary request.This effec-
tively reducessener capacitywithout usingany resourcesOn the otherhand,excessparallelism
wastesesource®n schedulingandthreadcoordinationoverheadsWhile excessparallelismhas
lessdramaticeffectsthana lack thereof,it canreducesener performance.

How doesa systemadministratoestimatehedegreeof parallelismto allow for a network ser
vice? Seda[152] presentsn interestingstudyabouta self-calibratingdava framework to, among
otherthings,addresghis particularproblem.However, mostapplicationsarenot self-scalingand
therefore committednot to changeapplicationspnemustprovide ameandor systemadministra-
torsto accuratelyassessherequireddegreeof parallelism.

This leadsto the GAP metric, which identifiesthe lack of parallelismbut canalsobe used
in reducingexcessparallelism. The GAP metric takes advantageof the generatedlependeng
map of services,and comparesa services concurrentincoming sessionsgainstoutgoingones
— the differenceis the GAP. To determinethe GAP one examinesthe numberof processeshat
areblockedin tier n (waiting for servicesn tier n + 1). If this numberis muchsmallerthanthe
fractionof tier n — 1 requestdor tier n serviceghatwill eventuallypropagateo tier n + 1, we
saythata parallelismGAP exists. The assumptioris the tier n serviceis not dequeuingenough
requestdo matchtheincomingdegreeof parallelism.Thisis notalwaysa problem.For example,
if thesener, onwhichthetier n serviceis hostedjs fully-loaded,thenaddingparallelismwill not
reapary benefits.

To computethe GAP metricaccuratelyonemustconsiderthatonly a fraction of therequests
recevedattier n will causeoneor moresessiongo beinitiated with servicesof tiern + 1. This
consideratiorleadsto thefollowing definition.

Let FAN;, (o) andFAN,,;(c) bethe setsof all servicesin servicecs’s fan-in andfan-out,re-
spectvely. ThevalueAt is thetime elapsedsincePMapsstatisticswerereset.Note thatthe GAP
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measurds written without a serviceclassindex j. To computeGAP with respecto j one sim-
ply needsto addthe subinde j to fan-in/outandevery collectedmeasurementThe subinde is
omittedto simplify the equation.

GAP(o) :=
Y WL, ¥ COWL, Y S Y WL, Y S.,
max 4 0 Y EFANut () YEFAN;n (o) YEFANin(0)  YEFANous (o) YEFANout (o) (5.5)
' > COUNT,,, At At At At ’ '
'Yemin(a)

GAP is aunit-freeestimatederivedfrom Little’s law [153] sinceit usesthe arrival ratemeasure-
mentandwaiting time estimateto computequeuelengthestimatesThe GAP metric essentially
compareshequeuecompositionat thefront endwith thatatthebackendandcomputeghediffer-
encebetweenhe measuredjueuelengthwith whatonewould expectif theintermediaryservice
hadunlimitedparallelism(e.g.,fork-on demand).

This metric is evaluatedby increasingthe numberof processeswvailablein the middle-tier
from 3to 15, knowing that3 processewould probablybetoolittle parallelismand15toomuchto
handlethe givenworkload. Figure5.21 provesthis point. Noneof the previously-definedmetrics
reactgo thisnew problem.However, the GAP metricclearlyindicateghelack of parallelismuntil
the optimal degreeof parallelismis reachedat 10. Beyondthis point, GAP goesto 0. Moreover,
the GAP metric almostexactly identifiesthe numberof processethatmustbe addedif a service
lacksparallelism;at 3 worker processeS§SAP measured, indicatingthat 10 processesould have
been‘optimal.”

Fromthis andotherexperimentswith simplemulti-threadedvorkloadgeneratorspnecanes-
tablishthe following engineeringule-of-thumbfor determiningthe “optimal” degreeof service
parallelism:adjustserviceparallelismsothatthe GAP metriclies betweerD and1. Therationale
behindthis rule is that if onelackslessthanone processone canbe surethat thereis enough
parallelismin the consideredserviceto dealwith the numberof simultaneously-readincoming
connections.Note, however, that serviceparallelismshouldonly be increasedf real systemre-
sourcesarenot overloadedusevmstat , ntop , or equivalent).

Computingthe GAP metricanddetermininghe optimaldegreeof parallelismalwaysrequires
completeknowledgeof a services fan-in andfan-out,which would be difficult or impossibleto
obtainwithout PMaps.

AsynchronousCommunication: Multi-tier serviceprogrammersftenuseasynchronousom-
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municationto improve theirimplementationslatengy andthroughput. Asynchronousommuni-
cationallows the middle-tierto do someusefulwork while waiting for areply from the backend.

Corventionalmonitoringtoolsdo not revealif two tiersareproceedingvith theirwork onthe
samerequestoncurrently So,how canoneidentify serviceghatcouldbenefitirom asynchronous
communicationor shouldbe co-locatedto hide the lack of asynchronousommunication?The
answetto this questionrequirestwo measure$? andW thatareintroducedn Table5.4.

In the context of oneactivity, the measuréV,, for services is definedasthe sumof all times
atwhich atleastoneof o’s processethatareassociateavith the actiity is runnable Figure5.22,
for example,shovs how Wrcar andWpp respondo anincreasedamountof concurrentwork in
themiddle-tierFCGl sener.

ComparingW’ and W, it is possibleto identify whethera multi-tier servicecould benefit
from asynchronousommunication.If W andW areclosetogetherfor back-endserviceos, the
servicesin FAN;y(o) could potentially benefitfrom addingasynchronousommunicatioror one
couldreassignr to a hostcloserto servicesn FAN;, (o), in orderto hide the lack of overlapped
processing.

Seuwice Interfer ence: Serviceinterferenceat a particularback-endservices is assessebly
tracingbackaccesse® o. To determinavhethersomeserviceclass: interfereswith theexecution
of anotherserviceclass; at serviceo, it is necessaryo determinehow much processingand
communicationserviceclassi imposesat o in relationto serviceclass;. Theinterferenceof i
with j atservices is definedas

, . > Bin(7,03) + Boui (7, 03)
Wg WOZ. 'YEFANin(U'i)

2—5‘;‘( Wg Z Bin(')’, Uj) + Bout (’77 Uj)
YEFAN;, (0;)

IF@O’Z',J' = (5.6)

Theabove metricappearsnorecomplicatedhanit is. It capturesherelative ratiosof process-
ing work and network traffic imposedby two competingserviceclasses.As Figure5.23shaws,
this metric revealsthat interferenceat the databaseener becomessignificantasthe numberof
competingrequestdrom serviceclass?2 increaseavhile the requestrate for serviceclass1 re-
mainsconstant.Both requestlassesaccesshe samemiddle-tierandback-enddatabase¢hrough
two differentfront-endHTTP sites.



128

Theconclusionthatinterferences a problemwould be very difficult to drawv withouta PMap-
like mechanismbecausét is impossibleto determinethe fan-in of a servicewith respecto com-
petingserviceclasseasthemiddle-tierwould normallyobscureary service-class-to-requesiap-
ping atthedatabassener.

5.12 Comparing Performance Maps to Alter native Approaches

Currentmeasuremertbolsfor networks, clusters andnetwork servicesdo not collectthein-
formationneededo diagnosemulti-tier performanceproblemsthat arerelatedto the interaction
betweerpeerservices.This is dueto thefactthatcurrentmonitoringtools assumehatthe mon-
itored systemis a well-understoodubjectthey only quantify carefully definedandinstrumented
interactions. In contrast,PMaps’ novel approachcapturesthe dynamicsof the systemwithout
prior knowledgeof its componentsinteractions.Neverthelessthereare someprofiling-oriented
researctprototypedor distributedapplicationdesignthatalsoinfer the dynamicrelationshipse-
tweensoftwarecomponents.

Parallel anddistributed applicationoptimizationtools, suchasFalcon[62], Jevel [83], Para-
dyn[96], andAIMS [158] instrumentapplicationssourcecodeso make themaccessibléo online
profiling which,in turn, steersself-adaptatiomechanismisidetheapplications Thesesolutions
assumeheavailability of applicationsourcecodes.Thisassumptioris usuallynotsatisfied More-
over, the above profiling tools are speciallydesignedo supportself-adaptingcode,so that their
outputis of little usefor generakystemadministration.They aregearedowardstuningexecution
pathsinside onemonolithic distributedapplicationthatconformsto onespecificbehavior or de-
sign modelasopposedo inferring the interactionpatternsbetweencompeting,Joosely-coupled,
multi-tier applications.

Non-invasive network servicemonitoringsolutionsimplementvarioussingle-tierservicemon-
itoring approachedyut not multi-tier servicemonitoringsincethatwould requirecorrelatingpro-
cessingwith network events. For example, the researchprototypesPandora[108] and Wind-
mill [91] interceptin- and out-boundtraffic of a sener farm, parseserviceprotocols,andinfer
appropriateperformancemetrics. Besidesthe fact that thesesolutionsonly apply to single-tier
systemsthey exhibit two additionaldisadwantagesFirst, they requireprotocolspecializatiorfor
every possiblefront-endservice.Secondthey only let anadministratokknow thata performance
failure occurredwithout pinpointingcomple interactionghatcausedhefailure.

Commercial products: Tivoli's [138] performancaneasuremergolutionsandOpenVew’s [67]
areableto provide accuratestatisticsand diagnosticswith respectto anindividual service. This
is achiezed by instrumentingindividual applicationsusing Tivoli’s and OpenMew’s linked-inin-
strumentatiorframeavorks. The basicideais that applicationsneedto signalthe begin andend
of anapplication-l@el transactiorto the monitoringagent.In Tivoli, for examplethis meanghat
serviceimplementorsnustembedservicecodebetweerthemeasuremerPl calls,arm _start
andarm _stop . Themonitoringsubsystenmeasuresransactiortimesandaggreatesheminto
auserfriendly consolewindow. Thisapproacttanmeasureesponsd¢imeswell, but failsto aidin
problemcausédentificationif thetransactioris carriedoutwith thehelpof auxiliary processedhe
monitoringmiddlewvareis unavareof their existence Moreover, if atransactiorinvolvessubordi-
natetransactionshis basicapproactdoesnotidentify whetherary of the subordinatéransactions
arethe bottlenecksTo accountor thelatter problem,Tivoli providesa correlationmechanism.

Tivoli's ARM framework [73] providesa “correlator object” to correlatedependentransac-
tions acrossmultiple tiers. To correlatetwo transactionsthe front-end servicemust requesta
correlatorobjectfrom the ARM framavork—usinga specialAPI call—afterbeginningeachnew
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transactionandpassthe correlatorto every back-endservicethatit invokeson behalfof the on-
going transaction.Whenthe back-endservicesreceve the correlatorobject, they implicitly log
therecevedcorrelatorobjectidentifierwhencallingarm _start andarm _stop with thecor
relators ID asafunction call argument. The main criticism of this approactis basedon the fact
thatheavy sourcecodetransformatiorof the applicationsandcommunicatiorinterfacesbetween
multi-tier servicedbecomesecessaryTheresultof this transformatiordepend®n the skill of the
programmersvho addtheinstrumentatiorandthereis absolutelyno guaranteehatTivoli will be
ableto correctlyaccounfor resourceconsumptiorfor ary servicebehaiors otherthanthatof the
singleworker. Moreover, Tivoli cannotgive ary informationregardingtheimpactthatnetworking
communicatiorhason the hostedsener applications.It will be difficult to integrateary legag
softwareinto OpenMew, Tivoli, andsimilar monitoringapproaches.

Thereareareasn which PMapsoverlapwith othertools. Neverthelessthe PMapsapproach
to monitoring,a modelunderstandingf eventtraces setsit apartfrom therest.

5.13 Summary and Conclusions

Consideringheincreasingpopularityof multi-tier architecturesn moderninternetsener de-
signsandthe proliferationof differentapplicationserviceframeavorks, model-baseanonitoring
solutions,suchas PMaps,will beindispensablen future multi-tie-aware UNIXes. Window's
WMI [95] alsoneedsto be updatedfor .NET with PMap-like monitoring support. Without ab-
stractmonitoringsupportfor multi-tier servicesjt will becomemoremanageabléo pinpointbot-
tlenecksandconfigurationproblemsin large, outsourcednulti-tier systems.Serviceinteractions
aretoo short-lived to be recognizedy ary simple statusmonitoradd-on(e.g., SNMP, Tivoli, or
HP OpenView). Moreover, suchlarge systemschangeconstantlyso that systemadministrators
may not be ableto understandhe dynamicsof the systemwithout a tool like PMaps.

PMapsimplementfine-grainedmonitoringfor multi-tier servicesandshow, underreasonable
assumptionghat

¢ they represenservicebehaviors accurately(albeitata high level of abstraction),

e serviceclassperformanc@roblemsarediagnosectffectively evenin the presencef shared
backendservices,

e modificationof coreservicecodeis not necessarnand

e monitoringoverheadsaresmallandonly incurredon-demand.

Onedranvbackis that PMapscan only monitor servicesthat are implementedaccordingto one
of its known serviceimplementatiormodels.Fortunately mostserviceimplementationgollow a
few standardmplementatiorpatternsthusallowing PMapsto beusedin alargenumberof system
scenariosMoreover, thereis no conceptuatestrictionon addingmoreservicemodels,f needed.

The mostsignificantcontritution of PMapsis that servicesharingand systemconsolidation
problemscanbereliably diagnosedor mary typical serviceimplementatiorarchitecturesvithout
requiringarny changego the componenservices internallogic. Only whenservicesmplement
their own alternatve threadand communicatiorhandlinglibrariesis it necessaryo accessghird
party code.

PMapshave shavn thepossibility of trackingresourcausageacrossnultiple tiers,thusprovid-
ing informationthatis crucialfor the configurationof proposedlistributedresourcananagement
stratgies, suchasthe propagation-baserkesourcecontrolsof Virtual Services(ChapterlV and
[118]) or ClusterReseres[10] without requiringapplicationmodification.
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The collectedmeasurementimdicatethat the generationof PMapsaffectsthe performance
of complex servicesonly minimally andtemporarily Moreover, the collectedmeasurementare
goodapproximationf true, application-leel performance.ConsequentlyPMapsthat are con-
structedwithout directapplicationsupportarea viable alternatve to today's andfuture distributed
applicationinstrumentatiorapproaches.



CHAPTER VI

Lazy Virtual Serwvice Calibration: Designand Limitations of Online
Resouice Allocation Adaptation in Multi-T iered Systems

6.1 Intr oduction

ChapterslV andV introducedthe basiccomponentdor online resourceallocationadapta-
tion [2]: resourceprovisioningandperformanceanonitoring. The purposeof onlineresourceallo-
cationadaptatioris to maximizeor minimize an externalobjectie function (e.g., utility or delay
cost)by changingheresourcallocationfor competingworkloadclassesOnlineresourcealloca-
tion attemptgo addresshe problemof how onewould determineresourcequotasfor competing
VSs.

If serviceproviders(SPs)committo application-leel performancecontractsor their clients,
thenit is often possibleto derive animplicit or explicit penaltyof failureto achieve performance
objectives (responsdime andthroughput). Alternatively, one may derive a utility function that
specifiesthe utility derived for eachcompletedsessiorand level of QoS receved by the client.
The penaltycostcould eitherbe a directcost,suchasa discountgrantedto an outsourcingclient
commensurataith the performancalegradationexperiencedr anindirectcost,suchastheloss
of future outsourcingcontractsin the context of this chapterthe procesdy which anappropriate
costor utility is determineds not considered.Instead,it is assumedhat the economiccost of
servicedegradationhasbeendeterminedor eachVS in the system.The questionaddressetiere
is how to adaptresourceallocationsin a multi-tieredsystemthatcanbe controlledusingVSsand
monitoredusingPMapssubjectto anexternalobjective function.

Theproposedsolutionis anincrementatesourceallocationcalibrationmechanisn{Lazy Vir-
tual ServiceCalibrationor LVSC) thatis designedo reduceboth computationabverheadsand
resourceallocationoverheadswhile minimizing delay costor maximizing utility. This chapter
addressesvo key questions:

¢ Whattypeof onlineresourcellocationadaptatiorscalesvell to multi-tiered,multi-resource,
andmulti-workload-classystems?

e Whatarethelimitationsof resourcellocationadaptatiorin a multi-tieredsystem?

The reasonwhy thesequestionsare of greatinterestis that, aswasshown in the preceding
chaptersresourceallocation(VSs) is associateavith delays(1.9-6 us per call) plusalossin to-
tal throughput. Moreover, the collection of performancestatistics(PMaps)are associatedvith
overheadg1.5% overheador monitoring). This impliesthatcontinuousoptimizationmay waste
preciouscomputingresourcedy reallocatingresourcesndassessinghe currentstateof the sys-
tem. Moreover, theinherentdelaysof online resourceallocationcausethe resourceallocationto
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significantlylag the systemstateif workloadturnsover within ashorttime. This lag is amplified
whenresourceallocationsmustbe changedemotelyat alarge numberof loosely-coupledhosts.

To addresshe questionasto whattype of resourceadaptatiorwould be practicablen a multi-
tier sener system,we differentiatebetweerlightly-loaded,loaded,andoverloadedsystems.Ob-
viously, adaptatiorstratgjiesare of little valuein lightly-loadedsystemsbecausehe systemhas
ampleresourcedo achieve all performancearmets. Systemsthat oscillate betweenheary and
light load (includingmostWeb-drivensener systemg44]) maybenefitmostfrom onlineresource
allocationadaptation.

LVSC minimizesthe costof performancdailure (or maximizesthe utility of the system)by
calibratingor tuning existing resourceallocations. Other competingapproachesypically com-
pletelyreallocateresourceso maximizeor minimize the externalobjective functionat every opti-
mizationstep.By onlinetuningallocationsthe LVSC approactbecomegesssensitve to possible
resourceallocationandmonitoringdelays.Moreover, thetuning approachrequiresresourceallo-
cationsto changeonly in smallincrementsSuchincrementatesourcellocationchangesreeasy
to accuratelytrackin the OSregardlessf theresourceallocationmechanismmplementedn the
OsS.

Two LVSCapproacheareintroducedpnefor short-livedworkload,suchastheWeb-drivenre-
guestioadof the experimentsn theearlierchaptersandthe otherfor adaptingong-livedsession-
basedvorkloadsuchasthe streamingsession®f a multi-mediasener. Thesetwo modelspresent
differentchallengesand adaptatiomopportunities. In the short-lved workload scenario,suchas
quick stockquotequerieghatrequireatmostafew millisecondsservicetime, ary request-specific
adaptatioris boundto generatea relatively high overhead.Thus, it is mostefficient to adaptthe
resourcequotafor all request®f a specificVS asahomogeneouslass.Whenindividual requests
arerelatively long-lived,e.g.,avideostreamingsessionthenit makessensdo handleeachsession
individually to maximizeoverall utility. If a sessioris long-lived, it is possibleto adaptthe QoS
of theindividual sessiorby changingfor example,the encodingof the transmittedsignal[114].
Lazy calibrationapproacheareproposedor bothlong-livedandshort-lvedworkloadscenarios.

Thereareseveraldifferencedbetweertheapproactpresentedh this chaptemandotheradaptve
QoSapproacheskor example,RealAudio [114] adaptsesourceallocationsonly with respecto
resourceavailability, anddoesnot optimizeresourcausagewith respecto ary objective function.

Adaptwae [4] optimizesresourceallocationswith respectto an external utility function by
dynamicallyassigningdifferentQoSlevelsto differentrequestdn the contet of a singleresource
sener. Rajkumar[85,86,112,113] extendsthis approacho multi-dimensionakesourcescenar
ios. Both approachepursuethe sameglobal optimizationstratgy: maximizeaggreate utility
recevedfrom all simultaneousessiondy usinga theoretically-optimatesourceallocationalgo-
rithm (knapsack).The primary objective of this approachs to shav thatresourceallocationcan
be driven by externaloptimizationobjective functionsandthatutility derivedfrom sucha system
improves. Adaptwareis a feasibility studyof online adaptatiorshaving somepotentialbenefits.
Rajkumars work addresseshe compleity of the online allocationalgorithm by proposingan
approximatesolutionto the knapsackproblemto scalethe algorithmto multiple resources.The
problemthathasnot beenaddressetb dateis the factthatthe systemstatemaynot be known in-
stantaneouslgndthatresourcallocationscannotbeenforcednstantaneouslyFurthermorethese
approachedo not considerthatchangingresourcellocationsn itself incurssystemoverheads.

This chaptershows thataggressie optimizationof utility or delaycostby changingresource
allocationgequiregheresourcescheduleto enforcealarge numberof resourceallocationchange
operationsithoutproviding ary (in theworstcaseandonly little (bestcase)ostor utility benefit
overLVSC. Thisobsenationchallengegxisting onlineresourcellocationadaptatiorapproaches
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Figure6.1: Delaycostprofile for eachrequesof aVs

thatprimarily focuson globalutility maximizationor costminimization. Furthermorethis chapter
shavs thatsignificantresourceallocationdelays,asencounteredh a distributedsystemwith are-
motemonitoringandadministratiorconsole areunlikely candidate$or request-by-requesinline
resourceallocationadaptation.

Section6.2 modelsthe allocationoptimizationproblemfor short-lived requestsuchasthose
studiedin the precedingchaptersfollowed by a resourceallocationadaptationalgorithmand a
comparatie simulationstudyin Section6.3. The resourceallocationproblemis updatedn Sec-
tion 6.4 to fit online resourceadaptatiorstratgiesfor the long-lived requestof a multi-media
sener. Section6.5 presentshe LVSC algorithmfor long-livedsession-basedorkloadanda sim-
ulationstudyof its performanceharacteristicsSection6.7 compareshe LVSC approactio other
proposedesourceallocationadaptatiorschemesA few detailsregardingthe implementatiorof
LVSC arediscussedn Section6.6. This chapterendswith conclusionsn Section6.8.

6.2 BasicSystemModel for Short-Lived Workload

The basicassumptionsboutthe systemandserviceimplementatiomrmirror thoseof the pre-
cedingchapters.This chaptermakes an additionalassumptiorthat servinga requestwith delay
incursa quantifiablecost. This costis incurredasfollows. Up to a certainthresholdof response
time degradatiortheremoteclientremainsndifferentanddoesnotincuracost. Oncethethreshold
is crossedcostincreasedinearly up to amaximalcost.

Thethresholdfor requesprocessingimeis associateavith eachVS andcalledthetargetpro-
cessingime (TPT). Similarly, amaximalcostis alsoassociateavith eachVS. The maximalcost
is incurredaftertheresponseime increasedeyonda cut-off time (alsoVS-specific). Therequest
is presumedo have failed or is abortedby the client oncethe requesis delayedoy morethanthe
cut-off time. Suchcut-offs canbe client-imposedapplication-specificpr sener-sidepolicies. For
example,it is arule-of-thumbthatwebuserswill mostlikely terminateweb pagedownloadsthat
take longerthan8 secondsandmary applicationsabortafter a certaintime interval. Figure6.1
depictstheassumedielaycostfunction.

PMapscanbe usedto determinethe hoststhat areinvolved in processinghe requestof a
VS. Moreover, snapshotgeneratecby PMapscanbe usedto determinethe numberof pending
requestsandtheir arrival times. In reality, thesesnapshotsireonly an approximationof the true
systemstatebecauseeachsnapshobf in-progresswork is delayed(the currentPMap prototype
reportssnapshotsvith a delayof ~ 1s). However, to establishboundson the best-possiblef the
introducedonline algorithmswe will assumehatsnapshotsanbetakenwith arbitrarydelays—
includinga zerodelay

The work associatedvith eachrequestis scheduledas part of a specificVSs workload. In
particular all network packets and processingvorkload within one VS is treatedequallyin a
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round-robinfashion.BetweenVSsresourcajuotasareenforced Excesgesourcesi,e., unutilized
VS allocationsharesare allocatedto best-efort workload. Resourcesharesthat are left from
best-efort processin@reusedin aroundrobin mannetby all processei thesystem— including
processethatexecutewithin aVS. Thisis exactlytheimplemented/S resourceschedulingolicy.

6.3 Adapting ResourceAllocations for Short-Lived RequestWorkload

Our analysisusesthe following notation: request$elongingto VS; aresubmittecto a sener
andbegin incurringa costassoonastheir sojourntime exceedgheir target processindime, TPT;.
Furthermore no additionalcostis incurredif a request sojourntime exceedsits cut-off time,
CUT;. Costincreasedinearly up to a maximumtotal cost,C0ST;, for eachVS;.

The objectve of resource-allocatioadaptatioris to assignresourcevectorsto VSsthatmin-
imizesthe costincurredby delayedrequestqthe dual approachof utility maximizationwill be
consideredn the context of long-lived workloadin Section6.4). Five algorithmsare presented
assolutionsfor the onlineallocation-adaptatioproblem:static(no adaptation)pptimistic,amor
tized, bulk, andLVSC. The executionskeletonfor the threedynamic,non-LVSC algorithms(op-
timistic, amortized,andbulk) is almostidentical. All dynamicalgorithmsexceptLVSC dedicate
someresourceo the VS which, if delayedon the consideredesourceaddsthe greatestostes-
timate. This estimatechangesas new requestsarrive, asrequestsare finished, and as requests
areforwardedfrom onesener/service/resourde another The maindifferencebetweerthethree
dynamicschedulingalgorithmsis in their costestimationrmethod.

Optimization skeleton: On arrival of a new requestbr departureof arequestat resource/service
r do:

for all vs; do
if costEstimate(s;, r) > hi_cost_estthen
hi_cost est:= costEstimates;, I)
hi_cost vs:=i;
endif
endfor
for all vs; do
if i ==hi_cost vsthen
allocate1l00%of r to vs;
else
allocate0% of r to vs;
endif
endfor

The computationof costEstimate  for the dynamicresourceallocation-adaptatioalgorithms
is describedelow.

6.3.1 Static Allocation

The static allocation algorithm doesnot reallocateresourcedasedon currentresourcede-
mands.Insteadthe systemadministratomallocatesesourcesn accordancevith averageresource
needdor differentVSs. While this algorithmdoesnot dynamicallyoptimizecost,it still manages
to capturesomecostsavingscomparedo a systenwithoutresourcellocationbecauséhigh-cost
workload”is effectively insulatedrom low-costworkloadby VSs. Thisapproaclessentiallytakes
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the statisticsobtainedby PMapsandtranslateghoseinto VS resourceallocations. This process
is a pureone-shotesourceallocation,which is usedasthe baselinefor the following simulation
study

6.3.2 Optimistic-Cost Resouice Allocation: Highest Real Cost Rate First

The optimistic-costresource-allocatiomlgorithmonly incurscostfor a requestr; whenthe
currentdelayé(r;) > TPT,q(,,). SO,thoseVSsthatarealreadyviolating target processingimes
will beassociatedvith a non-zerocostestimate.lf no VS is violating its TPT, thenresourcesre
allocatedn abest-efort manner Thisusuallymeanghatfront-endsenersarescheduledn abest-
effort mannerandback-endsenersarescheduledn accordancevith the specifiedcostfunctionif
thesystemis overloaded.

The benefitof this algorithmis thatit will changeresourceallocationsinfrequentlyif TPT is
violatedinfrequently This leadsto a relatively stableresource-allocatioalgorithm. The disad-
vantageof this algorithmis thatonly thoseVSsthatarealreadyincurring costwill be expedited,
while VSsthatareonly likely to incur a cost,arenot. Furthermorethis algorithmeffectively puts
theburdenof QoSdifferentiationon the laterrequesiprocessingtages.

6.3.3 Bulk-Cost ResourceAllocation: Highest Potential Cost First

Thebulk costestimatiormethods thepessimisticounterparof theoptimistic-cosestimation
method. Insteadof waiting to incur the costuntil requestgruly violate the TPT, the bulk-cost
estimationalgorithmassumesor every pendingrequesthatit will incurits maximalcost. Thus,
for the schedulingof individual resourcesthe algorithmwill dedicatethe resourceto thoseVSs
thathave the greatespossiblecostpenaltyif all of its requestshatneeda particularresourceail.

At every resourcehis schemdeadsto a modifiedweightedroundrobin schemein which the
weightsaredeterminedy thearrival rateanddelaycostof the VSs. Theadvantageof thisscheme
is thatit balancegost-in-queuateveryresourceThedisadwantageof this schemas thatit cannot
accounfor thefactthatrequest®f differentVSsmayhave differentprocessingr communication
requirements.This meansthat requestawith large TPTs are essentiallypromotedbecausét is
assumedhattheir penaltywill beincurredalthoughtheir TPT is unlikely to bereached.

Thebenefitof this algorithmis thatit is statelessie., it doesnotrequirearny additionaltiming
informationfor requests$o determinghecostestimate For thisreasonthis costestimatiormethod
is very scalablefor multi-tier deployment.

6.3.4 Amortized CostResource Allocation: Highest CostRate First

Theamortizedcostresourcellocationdividesthecostof VS;, COST;, overtheentirelifetime
of arequesti.e.,fromits arrival at¢ andits failureat¢ 4 CUT;. This methodassumesthatafraction
of the costis alwaysincurred, but the fractional cost dependson the tightnessof the absolute
deadlinecuT;. This estimatefavors VSswith relatively high valueof CC%ST? .

This estimationimproveson both optimistic and bulk-costestimation. It is intuitively supe-
rior to the optimistic-costestimationmethodbecausét considerghe factthat costis potentially
incurredbeforeexceedingthe TPT. The algorithmimproveson bulk-costestimationbecausdhe
costmaynotbeincurred,dependingn thetightnessof the TPT.

Themainproblemwith thisalgorithmis thatamortizingthe costover requestifetimesmaybe
meaningles# servicetime distributionsarehighly variant(e.g.,a serviceeitherincursno costor
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theentirecost). This varianceproblemis alsopresenin dynamicreal-timeschedulingalgorithms
for real-timesystemg81] andhasnot beensolvedto date.

6.3.5 LVSC

Insteadof attemptingto preciselytrack the differentsystemcostestimatesasis donein the
previously-introducedadaptatiorstrateyies,we proposd.azy Virtual ServiceCalibration(LVSC).
The proposedalgorithmis “lazy,” becausét ignoresa numberof systemchangesuntil it reeval-
uatesresourceallocations. The algorithm assumeghat it is not possibleto preciselytrack the
systems costmetric,andthereforechangesallocationancrementallythusattemptingo calibrate
resourceallocationsin orderto balancethe rateat which delay costis incurredby all concurrent
VSs(necessargonditionfor costminimum).

Thecostrateestimatas computedoerVs (z) andresourced;) by multiplying theaveragecost
ratefor VS;, §%, andthe numberof requestsn VS; thatarewaiting for resourcej. This product
is referredto asCOST; ; (equivalentto amortizedcost estimate). This costrate estimateapplies
to the systemif resourcej is not allocatedto VS;. ThealgorithmalsoassumeshatVs; will not
incur delaycostif it recevesa 100%resourceshare. Therationaleof this choiceis thatonecould
not expeditethis VS any more. This assumptiorcould be improved by computingthe amountto
which a resourceis over-subscribed.For example,if eachrequesttakes 1s of servicetime, the
TPTis 10, andthereare 40 requestutstandingpone may assume— at somerandomsnapshot
time — that the best-caseostis 30, if requestsare scheduled=1FO. Unfortunately computing
this improved estimatewould requireconsideratiorof schedulingpolicies,andis, therefore not
applicableto heterogeneoumulti-tier sener systems,and mostlikely too fine-grainedfor the
purpose®f LVSC.

LVSC usesthecostrateestimateC0ST; (1 — v; ;) for VS; atresourcej, wherev; ; denoteshe
resourceallocationfor VS; atresourcej. Giventhis estimate]l VSC chooses; ; for all VSsi at
eachresourceg to satisfythe expression

Vk,lwithk # 1 CUSTk,j(l - ’Uk,j) = CUSTl’j(l - ’Ul,j) V COST,; = 0V COST; ; =0 (6.1)

Thecostratebalancingcomputatiorcreatesa new proposedesourcallocation,¢;, for eachVs;.
This allocationis not directly enforced.It is weightedagainstthe old resourceallocationfor VS;
with afactorw (0 < w < 1) to computethe new allocation,v; for VS; as:

Ug =wv; + (1 — w)¢; (6.2)

Theperformancef LVSCis affectedby w andthe numberof clientrequestshatareaccepted
in betweerupdatingresourcellocationaccordingo theabove procedurdOptCycleinterval). The
following sub-sectiorstudiesgheimpactof theseparameters.

Theperformancef differentresource-allocatioadaptatioralgorithmss comparedy looking
atthe costincurredfor schedulinganidenticalrandomworkloadfor eachalgorithm. This costis
computedasfollows. The workloadconsistsof requestsrg,ri,...,r~y. The delayexperienced
by eachrequesty;, is 6(r;) andits VS is vs(r;). As wasmentionedearliet eachVS, V S;, is
associatedvith its own TPT; andCUT;. Thus,thetotal costof analgorithm, A, with respecto a
givenworkloadis computeds:

COSTJ@ =
a(r COSTVs CUTvs
)" max { 0, min { COST (), (rn) Un) COSTye(rny (1 (rn) (6.3)
CUTvs(rn) — TPTos(rn) CUTVS(T") — TPTos(rn)

n=0
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The optimizationof this cost metric could be doneoff-line if one knew the exact resource
requirement®f every requestandall releasetimes. This cost-minimizationschedulingproblem
is equivalentto distributedresourceschedulingproblemsn real-timesystemg81] and,therefore,
alsoNP complete.For this reasontheoretically-optimabnline costoptimizationis not feasible.
Instead pnemustprovide areasonabl@nline heuristicfor minimizing the costmetric.

While the most obvious comparisoncriterion betweenLVSC and other algorithmsis cost
minimization, anothermetric regardingthe algorithm’s overheadsshould be considered. The
main problemof optimalresource-allocationtrateyiesobsenedin simulationstudiess thatopti-
mal schedulesequirechangingresourceallocations frequentlychanges.n particular real-time
schedulingypically ensurethatthe mosturgentor earliestdeadlinetasksor requestseceve ser
vice andresourcedeforeothers. This leadsto frequentanddrasticresourceallocationchanges.
Clearly, a greaternumberof resource-allocatiomhangeer unit of time is a sign of an algo-
rithm thatwill performpoorlyin anetwork of loosely-coupledenersbecauseesource-allocation
changewvill lagthesystemsdynamicgSection6.3.6supportghisintuition). Moreover, it maybe
entirelyimpracticalto implementanalgorithmthatrequiresfrequentresource-allocationhanges.
To accounfor theamountof resource-allocatiomodificationrequiredby analgorithmthe ADAPT
metricis introduced.

The ADAPTmetricsumsup the absoluteesource-allocatiomectorchangesluringthe execu-
tion of a specificworkloadbecausehe requiredamountof resource-allocatiomodificationover
time indicatesthe difficulty of trackingaresource-allocatioachedule For example,analgorithm
thatmakesno changego resourceallocationsis very easyto implement(ADAPT = 0) whereas
an algorithm that changeghe entire resourceallocationwithin 10msis difficult to implement.
Assumetheresource-allocatiomectory; for VS; changeso v} dueto the executionof aresource-
allocation-adaptatiostep,thenthe absolutedifferencebetweerthesetwo vectorsis computedas

R
lvi —vill = X2 |vi;j — vi ;. Here R is thenumberof all resourcesn the system.
j=1

For eachresource-allocatiomdaptationalgorithm A, one recordsthe sequencef resource

alIocationvectors,vfl),vl@, . ,UEN"), for all VS; resultingfrom schedulinghe workload
r1,T9,...,7y. The ADAPTy metricfor algorithm.A anda givenworkloadis computedas
ADAPT4 = Y S ol — oY, (6.4)

=1 j=2

whereV representshetotal numberof VSswhoseresourceallocationis subjectto adaptation.

The problemcapturedby ADAPTIs in fact a problemwith all distributed online real-time
schedulingalgorithms,a fact which hasthus far beencloaked by assumingperfectknowledge
abouttheresourceequirement®f eachrequestaindthe currentsystemstateat all processingand
communicatiomodes. Moreover, previous researcton resource-allocatioadaptatiorgenerally
neglectsthe factthatresourceallocationchangesareenforcedwith somedelayunlessthe adapta-
tion algorithmpreemptsall workloadprocessing.

6.3.6 LVSC Simulation

The simulationstudiesa 3-tier scenario(client, front end,backend). In this sener scenario,
clients’requestdelongto oneof threedifferentrequestlasseggold, silver, bronze).As described
in the systemmodelfor short-livedrequestseachVs is characterizedby its own delay-cosfunc-
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Figure6.2: Comparinghedifferentalgorithmsin termsof cost

tion, its arrival rateanddifferentprocessingequirementattheseners.Arrival ratesaregenerated
atthreeloadlevels:

light: approximately20% averageutilization
medium: approximatelyb5% averageutilization
heavy: approximately90% averageutilization

To assesshe contritution of the delay-cosfunctionsrelatve magnitudesye studya scenario
in which thedelaycostsare20, 10, and5 for gold, silver, bronze respectiely (low costscenario)
and anotherscenario(high cost), in which the delay costsare 400, 40, and 4 for gold, silver,
and bronze,respectiely. This differencebetweendelay costsobviously affects the benefitsof
onlineresourcallocationadaptationWhetherdelaycostsaresimilar or vastlydifferentfor in real
systemss outsidethe scopeof thisthesis;bothcasesareconsidered.

The performance of the differ ent algorithms according to the COSTmetric

Figure 6.2 shaws, thereis still a noticeableperformancedifferenceamongthe differental-
gorithms(30% at high load) evenif the delay-costdifferenceshetweendifferentrequestclasses
(VSs)aresmall. Overall, LVSC performsbest. However, in the worstcase whenLVSC param-
etersare badly chosenthe LVSC algorithm performspoorly; this can be easily avoided. One
surprisingresultcapturedin the graphsshawn is that the optimistic algorithm performswell in
Figure6.2(a). Thereasorfor this outcomeis primarily thatthe servicetime andinter-arrival time
distributionsin the experimentareexponential i.e., memorylesswhich favors optimistic-costop-
timization becausehe likelihood of missingTPT increasenly slowly astime progresses.in
contrast,moretail-heary distributionswould have a suddenlyincreasingikelihoodof TPT miss
astime progresses.

Theimpactof differentinter-arrival andservicetime distributionsis shavn in Figures6.3-6.6.
As thesegraphsshawv, LVSC outperformsthe otheralgorithmswith a greatermagin whenthe
distribution hasa greatervariance. The distributions of Figures6.3(b) and 6.4(b) have unstable
means. An unstablemeanfollows an independentandomwalk process. Every 1000 arrivals,
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Figure6.3: Comparingthe different algorithmsat high cost, high load with respectto different
inter-arrival andservicetime distributions

a randomvariable decideswhetherthe meanwill move up or down by a small amount. This
movementis boundedwithin a fixed bandaroundthe mean. This behaior essentiallyincreases
thevarianceof the underlyingdistribution in aneffort to mimic time-of-dayloadfluctuations.

Another seriesof simulationexperimentsanalyzeshe benefitof optimizing utility continu-
ously, i.e.,whene&erthe costestimateshange This moreaggressie optimizationbehaior would
bebeneficiafor theoptimisticalgorithmbecausd@s costestimatds basednactualcostthatis be-
ing incurred.Figure6.7 shavs thatthe costsavingsareonly minimal whenreallocatingresources
every time a requestmissesa TPT or exceedsthe cut-off time. This minimal benefitsuggests
thataggressie optimizationshouldnot be of primary concernin the designof resource-allocation
adaptatioralgorithmfor short-lvedworkload.

Figure 6.8 shows the sensitvity of the LVSC algorithmto changesn its two main parame-
ters. As expected,asthe OptCycleinterval (arrivals betweenresource-allocatiomptimizations)
increasescostgrowns. Moreover, while anincreasan the weightof the old allocation(w) makes
lessimpactontotal costthanincreasinghe OptCycleinterval, its impactincreasesvith increasing
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Figure6.4: Comparingthe different algorithmsat high cost, high load with respectto different
interarrival andservicetime distributions
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Figure6.8: Impactof differentLVSC parametechoices

OptCyclevalues.The mostimportantfinding from this graphis thataninstantaneouseactionto
currentdemandwvithout hysteresi®r long-runaveraging(expressedy theweightof the previous
allocation)doesnot yield much additionalbenefitover lower overheadparameterchoices. The
LVSC-parametecostgraphslook similar acrossall testedinter-arrival andservicetime distribu-
tions andload conditions. Figure 6.8 was chosenfrom the simulationresultsbecausét clearly
shawvs all of thefeaturesof therelationshipbetweercostandLVSC's configurationparameters.

Comparing the algorithms with respectto ADAPT

Figures6.9(a)and (b) shav that LVSC and the optimistic algorithm always outperformthe
bulk andamortizedcostestimate-basedostminimizationalgorithmsin termsof the ADAPTmet-
ric. Of thetwo low-overheadalgorithms,LVSC requireslessresource-allocationhangethanthe

Adaptation overhead for different cost estimation methods (high

Adaptation overhead for different cost estimation methods cost, medium load, yperexp)

(high cost, medium load, bimodal)
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tion distribution with unstablemeans

Figure6.9: Comparingthe different algorithmsat high cost, high load with respectto different
interarrival andservicetime distributionsin termsof the ADAPT metric



142

high cost, unstable hyperexp

weight of old
allocation

Figure6.10: Impactof differentLVSC parametechoiceson ADAPT

optimistic algorithm. If one combinesthis insight with the obsenation that the optimistic algo-

rithm, overall, performsworstin termsof costminimization,onemay concludethatLVSC clearly

outperformdts competitionif oneconsiderdothCOSTandADAPTmetrics. Figure6.3.6shavs

thatLVSC'srequiredadaptatioroperationquickly decreaseasthe weightof the perviousalloca-
tion andthe OptCycleinterval increase ComparingrFigure6.3.6with Figure6.8, oneclearly sees
thetradeof betweerhigh adaptatioroverheadglarge ADAPTvalues)andgoodcostoptimization
performance.The optimal parameterss system-dependerind cannotbe exactly inferredby a

theoreticalmeans. However, choosing0.4 asthe weight of the old allocationand an OptCycle
valueof approximately30 appeargo be a goodstartingvaluefor experimentation.Thesevalues
incur only minimally morecostthanthe minimal costincurredfor all parametechoices Also, the

ADAPT metricfor thesevaluesis only minimally higherthanthe absoluteminimum for ADAPT
onthegivenworkload.

Comparing the Algorithms’ Sensitvities to Action Lag

Insteadof assumingnstantaneousesourcaeallocationwe alsoexaminethe behavior of dif-
ferentresourceallocationstratgiesin the presencef anactionlag betweertaking a snapshobf
the systems state,computingresourceallocationsandthe enforcemenof updatedesourceallo-
cations.Herewe do not differentiatebetweerthe“amortized”and“bulk” costestimatealgorithms
becausé¢heir performances very similar. This studymakesseveralimportantpointsasfollows.

1. Onlineresource-allocatioadaptatioronly makessensavhenactionlagsarerelatively short.

2. Asthelag betweermakingaresourcellocationdecisionandits enforcemenincreasesthe
costincurredby the systemincreasesThe costincreasegollow a saturatiorfunctionwhich
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increaseslowly atfirst, rapidly for a “short” rangeof lag values,andthenslowly for very
large actionlags.

. LVSC outperformsall other proposedalgorithmsconsistentlyfor long actionlags. The
magin of performancemprovementby LVSC s greaterfor workloadwith greatewvariance
of theirinter-arrival andservicetime distributions.

The optimistic algorithm performssurprisingly well for small action lags underlow-to-
mediumload. Underhigh load conditionsLVSC performsbest.

. If theactionlag is too large, the algorithms’performancewill corverge eventually(satura-
tion).

Figures6.11and6.12shav that LVSC performscomparatiely well over the entirerangeof
actionlags (from 5msto 16s). However, asFigure 6.12 shows its relative performances better
when the interarrival time and servicetime distributions are more variant (hyperexponential).
For this reasonLVSC shouldbe favoredfor systemsjn which the delayfor resource-allocation
enforcements unknown.

Figures6.13and6.14 shav thattherelative performancef the differentalgorithmsfor short
action lags is surprisingly different from the previously-discussedverall performance. What
makesthis finding even moreinterestingis thatit is only this shortactionlag rangethatis really
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relevantbecausdeyondthe cut-off line (static allocation performancé, a staticresourcealloca-
tion basedn long-runaverageresourceequirementperformsbetter Underhighload conditions
LVSC consistentlyoutperformsall other dynamicresourcereallocationalternatves. However,

undermediumandlight loadsandin caseof bimodalinterarrival and servicetime distribution
(Figures6.13(a)and (b)), costminimizationbasedon the optimistic-costestimationmethodper

forms surprisinglywell. The reasonfor this is that the workload doesnot exhaustthe systems
resourcesThis meanghattheoptimistic-cosestimatiormethodwill notinterferewith best-efort

processingf the workload. Best-efort is a goodpolicy if overloadconditionsarevery transient
andthe actionlag for resourceallocationenforcements large. However, if workload exhibits

morevariability, load burstsduringwhich significantworkloadqueuesuild becomemorelikely,

makingthe optimistic-costminimizationmethoddisadwantageousgFigure6.14).

The negative impactof the reactiontime lag on optimality is more pronouncedvhenthein-
terarrival and servicetime distributions exhibit greatervariances. This meansthat the different
algorithmstrackeachothermorecloselyperformance-wise-or example,in the caseof abimodal
interarrival andservice-timedistribution, LVSC outperformsstatic allocationby a factorof 4 for
shortactionlags. However, if servicetimesandinterarrival timesfollow hypereponentialdis-
tributions, thenthe performancemprovementis reducedo only 30%. Therelative performance
amongthe dynamicresourceallocationalgorithmsremainsrelatively unchangedinderhigh load.
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LVSC providesa 15-20%improvementover the next bestalgorithm(“bulk” and“amortized”).

Final Assessmenof Dynamic-ResouceAllocation Adaptation for Short-Li ved RequestWork-
load

This study shaved that the performanceof the proposedcost-optimizingalgorithmsare not
asdrasticas one may expect—diferencesare largely within the sameorder of magnitude. All
cost-optimizingalgorithmsclearly outperformstaticresourceallocationwhenactionlagsareneg-
ligible. Underhigh load, LVSC performs30% betterthan the competingalgorithmspresented
in this chapter However, the dynamicresource-allocatioadaptatioralgorithms(optimistic, bulk,
amortizedyequireamulti-tier systemn whichresourcesanberapidly (re)allocatedThis conjec-
tureis supportedy their performancen termsof the ADAPTmetricaswell astheir performance
in the presenc®f actionlags.

If allocationchoicesare madelocally, thenactionlagsare likely within rangesthat leadto
good performanceof online resource-allocatiomlgorithms. However, if resourceallocationis
adaptedvia a remoteresourceallocationand monitoringstation,thenactionlagsarelikely to be
large, thuscompletelyoffsettingthe benefitof online resource-allocatioadaptation.This affects
especiallyary solutionto theresource-allocatioadaptatiorproblemthatrelieson globalschedule
optimization.

It was shavn that monitoring the progressof computationswvithout applicationcooperation
(PMaps)consumesignificantresourcest the analysisstation. If eachsener wasmonitoringits
applications’stateswithout their cooperationtheneachsener’s capacitywould be reducedsig-
nificantly. Thereforewe concludehatthefeasibility of resourcellocationadaptatiordepend®n
whetherthe applicationscooperatavith a decentralizedesource-allocatioadaptatioralgorithms
or not. This cooperatiorwould entailannouncingo thelocal resource-allocatioagenthow mary
request®f aparticularVs arein progressandwhenthey werereceved.

Accountingfor differentpossiblearrival andservicetime distributions,LVSC permitsa good
tradeof betweenminimizing costwhen enforcementdelaysare low, and provides competitive
costoptimizationwith increasinglelays.Whenresource-allocatiodelaysareassumedo bevery
large (> 1s), LVSCis nolongeranappealingesource-allocatioadaptatiorchoicebecausetatic
resourcellocationperformsbetter

6.4 Sewice Model for Long-Lived Sessions

The systemmodel needsto be updatedfor long-lived sessionworkload since a long-lived
sessiommay consistof mary dependentequestor simply be streamingjuasi-continuousedia.
Especiallyin multimediastreamingtype workloadit is not obvious how onewould associate
delay costwith individual video or audio frames. The perrequestdelay costmodelintroduced
earlieris too fine-grainedor this type of workload. In thelong-livedworkloadscenaridt is more
naturalto assumehataclient percevesa certain(continuoustility while theserviceis delivered
at a specificQoSlevel. If the sener implementsthe sameserviceat multiple levels of QoS,
thenthe sener canadaptto changesn demandandresourceavailability by switchingthe QoS-
level for active client session$2]. If onesimply changedesourcequotaswithoutary application
coordinationthe servicecould easilyfail.

The sener’s ability to maintaina given QoS level for anindividual sessiondependson the
availability of necessaryesourcesndthe availability of animplementatior(e.g.,a CODEC)that
implementghe desiredQoS.The concepif servicemodesi.e., theaggreationof machinecode
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thatneeddo be executedo achiese a certainlevel of QoSalongwith theamountof resourceshat
arerequiredto executethe code, will beusedto abstracfrom serviceimplementatiordetails.

Every adaptableservicemustsupportmultiple servicemodesandthe client mustbe ableto
decodehedifferentservicemodes.This requirements alreadyimplementedn variousadaptable
multimediaseners,e.g.,RealandWindows Media Playersprovide client softwarethatcandigest
mediastreamawith varyingbit-ratesandsometimeglifferent CODECSs.

Definition 4 (Service Mode) For a servicethat supportsb servicemodes,ead servicemode
sm; € {0,1,...,b— 1} containsinformationaboutwhich code/ppcesgo executeat thefrontand
the bad ends. Furthermoe, the servicemodespecifieghe correspondingesouce-consumption
vector (obtainedusingPMaps). In caseof k resoucesandb servicemodesthe functionrescon
is definedas {0,1,...,b — 1} — [0, 1]¥, with rescon(i) = (z1,zo,...,z), Wwher rescon(i)
representghe (distributed)resoucevectorthat mustbeallocatedto onesessiorto deliverservice
to a clientin servicemodesi.

Notethatthe definition of a servicemodealonedoesnotimply anything aboutthe userperceved
QoS,whichcanbeachiezedin mary differentways. For example to transmitavideo,onemayuse
more CPU cyclesto procesge.g.,compresodr smooth)the video signal,thusreducingnetwork-
bandwidthrequirementsopr uselessCPU cycles,thusrequiringmorecommunicatiorbandwidth.
This conceptuallycomplicateghe dynamicresourceadaptatiorproblembecauseghe sameutility

couldbeachievedin differentways.

6.5 Reward Model for Long-Lived Workload

In thelong-livedworkloadscenariog.g.,video-on-demandessionghebasicmodelof reward
andpenaltyof Section6.2is modified. As before,eachclient sessioris viewedaspartof oneVs,
which is associateavith its own utility function. However, sincethe sessioris long-lived utility
is accruedthroughoutthe lifetime of the session.Responséime is not of interest,but the level
of servicereceved duringthe sessionj.e., the codecandbit-rate. For example,a network client
may evaluatethe quality of anaudioon-demandener asafunctionof whatpercentagef time he
receveda high-fidelity signal.

Theclient-perceredutility modelassociatea client-perceiredutility with eachservicemode.
Sincethe customeris likely paying for a service,it is possibleto infer a utility function from
his willingnessto pay andhis sensitvity to changegdegradationsjn servicemode(i.e., service-
quality). The objective is to introducea resourceallocationalgorithmfor on-demandstreaming
senersthattake into accountclient-percered utility to determinea utility-maximizing resource
allocationfor the senersandVSsinvolvedin servingthe streamingequests.

EachVS; is characterizethy a maximalutility ; (analogougo the maximalcostin theshort-
livedworkloadcase)typically equalto its subscriptiorprice,andarelative sensitvity functions;
with Image(s;) C [0,1] andthe domainof all possibleservicemodes(e.g.,different CODECS
andbit-rates).The sensitvity functioncapturesa client’s reactionto servicemodechangesThus,
onecandefinetheabsoluteutility functionfor VS;, U; (Fig. 6.15)asthe productof @; ands;. The
reasorwhy this collapsedepresentatiowasnotintroducedight awayis thatthetwo components,
sensitvity and maximal utility are independent.For example,two VSs that identify different
client classesnay have the sameutility, but their sensitvity to reducedQoSmay be different. To
maintaina configurablemodel,we keepu; ands; separate.
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Figure6.15: Subscriptiorclassandabsoluteutility.

Example: A SP(serviceprovider) may decideto offer serviceto threedifferentclient classes,
eachof which is identified by its own VSs: CD quality, FM quality, opportunisticFM which
upgradego CD whenever possible. Eachof thesewill be priced differently Assumethe SP
chages $50 per monthfor CD quality, $20 per month for FM quality and $40 per month for
the opportunisticVS. This definesthe u;’s for the sener setup. Basedon userfeedbackand/or
obsenationandtestingthe SPmay definea sensitvity functionfor eachVsS (Fig. 6.15(a)). Note
that the sensitvity function was chosento boosteachclient’s absoluteutility beyond the actual
subscriptionprice to indicatethata client may still perceve additionalbenefitevenif he hasnot
paidfor it.

Definition 5 (VS Utility) Supposehere are n active clients and the serverfarm offers £ VSs,
vs;,1 € {0,...,k — 1}, andead clientsessiory, j € {0,1,...,t — 1} isassociatedvith exactly
oneVS,vs(j). Each VS is characterizedby its maximalutility @ () andits correspondingsensi-
tivity functions;. Thissensitivityfunctionis definedfor all possibleservicemodeshatthe server
canprovide

6.5.1 Online Adaptation of Resouice Allocations for Long-Lived Sessions

An allocationis amappingof active sessions$o servicemodeswhich mustsatisfythefollow-
ing two conditions:

AC1: Eachclientrecevesservicein exactly oneservicemodeatatime. No client (active front-
endsession}hat hasalreadybeenadmittedto the systemis dropped. The function mode
mapsa client to a servicemode and takes the client's ID as a parameter This implies
that online adaptatiorof streamingsessionss relevantwhenerer thereis a changein the
numberof active sessionsThisfactdistinguishedt from short-lvedworkload.In thecaseof
short-livedworkload,resourcellocationswveresubjecto changevheneerarequesmoved
from oneserviceto the next, whena new requestrrived, whena requesiasfinished,and
possiblywhenrequestsnissedheirtarget TPT. Thisfine graindoesnot applyto long-lived
sessionsywhich consumeesourceperiodically
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AC2: In caseof ¢ clients,thefollowing resourceconstrainimustbe satisfied:

> rescon(mode(i)) < (r1,72,...,7%)"
1€{0,1,....t—1}

where< is avectorcomparisorin which theleft-handsideis lessthanor equalto theright-
handsidein every componenandthevectorr representtheresourcesectorthatis allocated
for useby multi-tier servicesln a dedicatedsystenthevectorr wouldequal(1,1,...,1).

Theabove conditionsensurehat(i) anallocationspecifiesa servicemodefor every clientand(ii)
resourcesvill notbeoverbooked.

Thefollowing discussiorof themappingalgorithmfocusesnainly on QoSadaptatiorio client
arrivalsanddepartureshut themodelis generakenoughto accommodatethersourcef change,
suchasanincreasdan the numberof competingserviceson the samehostor resourcdailure. In
caseof aresourcdailure, AC2 may be violatedandonline adaptatiorhasto guaranteg¢hat AC2
will bemetassoonaspossible upondetectiorof thefailure. Thesamewould happerif theservice
providerreducedheresourcesharethatis availableto all active servicesge.g.,by reducingthesize
of aresourcepartition.

Theresource-allocatioproblemis to maximizeaggreateutility over all client sessionsub-
jectto AC1 andAC2. This problemis in factonly a slight modificationof the well-known knap-
sadk optimizationproblem[92]. Sincethe generaknapsackproblemis NP-completeit is impor-
tantto carefully examinethe optimizationproblemto provide a solutionthat closely tracksthe
performanceof the knapsaclkalgorithmwithout its overheads.It is impracticalto solve a multi-
dimensionaknapsackproblemeverytime a client entersor leavesthe system.

Formally, the optimizationproblemfor ¢ clientsis statedas

max Usj(mode(3))- (6.5)
mode 0 T t—1

The maximizationof utility is subjectto AC1 andAC2.

If dynamicprogrammings used thetime compleity is typically in O(SIZE x M) where M
is the numberof itemsfrom which to chooseand SIZE is the size of the knapsack.Theitemsin
theknapsackproblemcorrespondo the servicemodesandtheir sizecorrespondso theirrequired
resourcesectors.Theobjective functionis theaggreateof all clients’ percevedabsoluteutilities.
An additionalconstraintis addedto the knapsackproblemin thateachclient mustbe assignedo
exactly oneservicemode.

Thesizeof the knapsacks obviousin the singleresourcecase.If theresourcds allocatedat
thegranularityof 1/z (z > 1) relative to thetotalamountof aresourcevailable,onecandedicate
theresourceo eachclient at x differentconsumptiorievels. The size of the knapsackwvould be
X, whichis usuallynotvery large (< 10000),but asadditionalresourcesireaddedthesizeof the
knapsaclgrows multiplicatively. Assumingadditionof oneresourcepnemustmultiply therecip-
rocal of the granularityof thefirst resourceby thatof the newly-addedresourcdo getthe sizeof
theknapsacKor thetwo-resourcgproblem.Thisimpliesanexponentialgronth of the problemin
the numberof resource®r senersconsideredThe exponentialgrowth in the optimizationspace,
astheresource-allocatiogranularitybecomediner, makesthe problemintractablefor online use
in amulti-tieredsener farm.
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A Heuristic Approachto Solvingthe Allocation Problem

In the one-resourcease the proposed-VSC solutionis the basedon the traditionaldynamic
programmingknapsacksolution[87]. In the caseof multi-dimensionalresourcevectorsLVSC
focuseson optimizingthe utility with respecto the bottleneckresource The bottleneckresource
canbedeterminedisingPMaps.However, while packingtheknapsaclat the bottleneckesource,
the algorithmmustensurethatthe chosemmappingof sessiongo servicemodesdoesnot violate
resourceconstraintsat the non-bottleneckesources.This heuristicworks quite well if thereare
no resource-substitutes,g., processingat one hostversusprocessingat another;a comparison
of the optimal knapsackalgorithm and the heuristicversionshavs lessthan 1% differencein
long-runaggreyateutility for randomclient populations.Eventhe naive methodof choosingan
arbitraryresourcdor which theresourceallocationis to be optimizedworksrelatively well under
theassumptiorof utility beingmonotonicallyincreasingasresource&eonsumptionncrease ary
resourcevectorcomponent.

Sincethe problemis primarily dueto the (theoretical)possibility of resourcerade-ofs, one
may wonderhow one could reducethe compleity thatresourcetrade-ofs addto the allocation
problem.Onesolutionis to considerresourceshatareperfectsubstitutessa unit. For example,if
processin@thostsA andB areperfectsubstitutesthenonemayjustconsidemllocatingresources
as a percentagef the combinedvirtual resource(processingat A + processingat B). This is
essentiallywhatloadbalancingdevicesdo (Chaptenl).

Comple resourcerade-ofs betweenfor example,networking and processingaregenerally
absentfrom multi-tier servicesbecausesenersarefine-tunedto deliver the bestpossibleperfor
mancefor theserviceghey host. Changingherelative consumptiorof resourcesor ary particular
servicewill mostlikely leadto performancealeteriorationbecausehe sener would no longerbe
fine-tunedfor its changedworkload. Therefore,it is reasonableéo assumehatin a multi-tiered
sener scenarioresourcetrade-ofs are either betweensubstitutesor resourcetrade-ofs are not
feasiblefor a carefully-tunedsystem.Theseconsiderationinspirethefollowing algorithm:
LVSC Long-Lived Workload OptCycle Algorithm (OptCycle):

1. Pick the bottleneck resource for which the allocation will be optimized.

2. Pack the resource optimally for the first client under all levels of resource availability.
Make sure that AC2 holds for every solution computed. Remember the maximum
utility achieved for each allocation level of the resource considered.

3. Add next (n-th) client to the allocation, and try to serve him in a manner that maxi-
mizes the sum of utilities obtained by the n-th client and the n — 1 clients, who can
only utilize the resources left over by the n-th client. Determine the “optimal” allo-
cation for all levels of resource availability. The utility achieved and service mode
choice for each level of resource availability is recorded in a table (Figure 6.16). The
utility for a service mode choice is computed by examining how much utility n — 1
clients were able to gain from utilizing the resource share left over after allocating
the n-th client at a specific service mode.

4. If there are more clients then go to Step 3 else output the allocation.

Stepl of the OptCyclealgorithmis nottrivial but aspointedout earlier, this problemis solved
by PMaps.
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Figure6.16: Computatiorof optimalresourcellocationusingdynamicprogramming.

Despitethe significantcomplexity reductionfrom a problemthatwasoriginally exponentially
comple in the numberof resourcesto onethatis linearin the numberof clients,onemay still
guestionwhetherthis corealgorithmwill operateefficiently if executedfor every changein the
systems client make-up. Thereare someshortcutsthat can be taken when implementingthis
algorithm. For example,the systems aggreyateutility canonly changeif the client undercon-
siderationin the innerloop of the above algorithmcanbe movedto a higherservicemodeor the
utility changedor the previousclientswhile allowing the currentclientto be allocatedat its low-
estservicemode. This shortcutminimizesthe squareof the tablethat needto be computed(in
Figure6.16thereductionis from 80to 25). Neverthelessthealgorithmstill hasproblems.First, it
is still fairly complex. Secondjt mayrequirelarge changesn resourceallocationsin reactionto
only minimal changén systenstate.To obtainamorepracticalsolution,it is necessaryo deviate
evenfurtherfrom the optimalmulti-dimensionaknapsacloptimizationalgorithm.

6.5.2 A FeasibleOnline Solutionto the Session-Base&esouice-Allocation Adaptation Prob-
lem

Thefirst hurdleto overcomein adjustingthe above algorithmfor actualsystemdeployment
is that the resource-allocatioalgorithmitself takestime to execute. Shoulda client sessiorbe
delayedwhile the resource-allocatioadaptationexecutes? The answeris to introducea short-
termrepository(STR), from which new clientsdrav someresourcesntil the algorithmassigns
the new incomingsessiorto a servicemode—possiblyipdatingothersessiongn the processThe
resourcesieededor the STRareresenedin advanceandsubtractedrom theresourcdimit. The
STRfor long-lived sessionss proposedor two reasons.First, it allows the resourceallocation
to take time without delayingthe client request.Second someclient sessiongnay be too short-
lived to justify optimizationandreallocation. This is especiallytrue when sessionlifetimes are
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bimodallydistributed.

The secondproblemis thatfrequentresource-allocatioohangegake a toll on optimality (as
shawvn for short-lived work) andintroducesignificantoverheads.The short-lved workload ver
sionof LVSC alreadysolvedthis problemby deriving updatedresourceallocationfrom previous
allocations.In the contet of short-lved workload, this rationalewascapturedn computingthe
new configuratiommsaweightedaveragebetweertheold configuratiorandanew proposedlloca-
tion. This fractional,averagingallocationis possiblein the short-lived requestscenaricdbecause
resource-allocatioohangesionottriggerservicemodechangestheapplicationglonothave strict
resourcaequirementsTheonly adaptatiorcriterionwasdelay andall performanceequirements
weresoft. Thisis nottruein the caseof streamingsessiongor which delaybetweensubsequent
framesmayrenderthe serviceuselessFor session-basedorkload,evena minimal changeto the
resourcdevel of one ongoingsessionmay requireend-to-endservicemodechanges.This is a
possiblyexpensve operationthat shouldbe avoided. Therefore we derive a new allocationfrom
existing allocationsby introducingplaceholdersessionsn placeof sessionghat have just been
terminatedFree-List[FL]). EachVS maintainsa FL of recently-closedessionsResourcesied
up by theseplaceholdersessiongsemainunuseduntil a new sessiorof the VS arrivesor until a
time expires.Upontimer expiration,theresourcesonsumedby a placeholdesessiorarereturned
to theglobalresourcepool.

Eachnew sessiorarrival cannow be satisfiedby allowing it to take the placeof aclient of the
sameserviceclasswhohasjustleft. Thisavoidstriggeringatime-consumingptimizationprocess
or changego theexisting resourceallocation.

Wheneer a new sessionarrives, the most corvenientway to admit it is to take resources
from its VS’s FL. So, checkingthe FL is thefirst stepin the admissionalgorithm. If this stepis
successfulthe algorithmtakestheresource$rom theFL, allocategshemto the new client session
and,andexits without updatingary othersessiongonfiguration.

If theadmissioralgorithmfailsto allocatethenew clientby usingtheFL, it allocategesources
from the STRto it, which will suffice to immediatelystartservingthe client at the lowest-quality
servicemode. Whatfollows is a local optimization. Active client sessionsre degradedfor the
new clientuntil thereareno clientswho, if degraded]oselessutility thanis gainedby upgrading
the new client to the next higherserviceclassandalsofree sufficient resourcedor the upgrade.
This local upgradeanddegradeoperationquickly getsstabilizedandrequiresonly a few resource
allocationchangeglessthanthe numberof servicemodes).This behavior resembleshe cost-rate
balancingacrossvSsof the LVSC versionfor short-livedworkload.

Thelocal optimizationstrateyy may obviously leadto inconsistencieandsub-optimalitybe-
causethe underlyingoptimizationproblemis discreteandrequiresglobal optimization. For this
reason,t is importantto resetthe resourceallocationfrom time to time to an allocationthatis
closeto optimal. For this reasonponemustperiodically (every OptCyclearrivals) checkwhether
the allocationis still closeto optimal. This meansexecutionof the LVSC long-lived workload
versionof the OptCyclealgorithm. This resembleshe approachtaken by LVSC for short-lived
requestsin this scenariofoo, the performancef theresource-allocatioalgorithmdid not suffer
muchby adaptingresourceallocationsevery OptCycle-tharrival. However, runningthe OptCycle
algorithmtoo infrequentlydegradeautility.

Wheneerthe OptCyclealgorithmis run, all resourceshataretied up on FLs arereleasednd
OptCycleis executedto reseedhe allocationto onethatis closeto optimal. The period of this
checkis animportantdesignparameterandis definedin termsof how mary adaptatioroperations
thegreedyoptimizationstratgly may performbeforeOptCyclemustberun again.
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sewv. modelD | res.cons.vector
1 (0.00781250.003906250.00390625)
2 (0.0156250.00781250.0078125)
3 (0.02343750.0156250.015625)
4 (0.03125,0.019531250.01953125)

Table6.1: Servicemodedescription

6.5.3 Simulation Resultsfor Long-Lived Session-Base#Vorkload

Variousdesignaspectarestudiedin anevent-drivensimulationof the the systemmodelrun-
ning the LVSC algorithm.Eachsimulationdatapointis derived from the simulationof oneday of
sener actity.

Simulation Parameters

To give aroughestimateof the performancef theproposedalgorithmin realisticsettingsthe
modeledsener approximatesa RealSysten®.0[114], Real Network’s audio-on-demandener.
Thiswidely-usedsystemsupportfour servicemodes:14.4,28.8,ISDN, andDual ISDN. Accord-
ing to RealNetworks, it is possibleto supportmorethanl,000sessionpersener PCat14.4kbps
whenbroadcastindive contents.With individual streamghe performancas significantlylower.
Dueto theunavailability of any moreaccuraténformationaboutthenumberof streamsupported,
thesenerwasassumedo supportupto 128sessionsit 14.4kbpseach.Thisrequiresabandwidth
of 230KB/s, which is manageabléy a singleworkstationsener andcoincideswith the capacity
of singlesenerwhenrunningthe WebSpec9%enchmark.Table6.1 shovs the modelingparam-
eters.Only onebottleneckresourcds consideredsincethe bottleneck-determinatioproblemis
tackledin the previous chapter Furthermorethe time granularityfor the simulationis fixed at 2
ms.

To get a handleon client interarrival times and sessiondurations,the simulationassumes
thatthey are exponentially-distriluted. This assumptions consistenwith mostqueuingmodels
of interactize applications. The exponentialparameterfor sessiondurationsis the samefor all
subscriptiorclassesn all simulations:6 x 10~7 (ameanof 45 min). The performancef LVSC
is testedunderhigh, low, andvery light loads. The corresponding/S simulationparametersire
givenin Table6.2.

The sener resourcesonsideredn the simulationare CPU, hard disk, and communication
(in that order of appearancén the resourcevector). The CPU was consideredhe bottleneck
resourcebecauset is involved in datacopying, dataretrieval, and protocol processing. Note
thatthe bottleneckresourcedependsn the sener setup. This simulationdid not add distributed
resourcedpecausdt would have only increasedhe dimensionalityof the resourcevectorwithout
addingary additionalinsight.

Thelowestquality is nearAM radiowith a 14.4kbpsconnection.At 28.8kbpsonereceves
quality betweemAM andFM radio. Finally, ISDN facilitatestrue FM quality. Usingbothchannels
of ISDN guaranteesearCD quality. Eachof theseQoSlevelsis representetby a servicemode.
Clientsareassumedo be capableof receving serviceatall of theseevels.

Themodeledsener offersthreedifferentVSs. Thelowestquality might be of interestto those
who wantto accessvoice transmissionssuchasradio learningat 14.4 kbpsfor $15. The price
is usedto generatea canonicalutility function underthe assumptiorthat all clientsare equally
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VSID | $ | Timeout/min | utility vector
1 15 45 (0.95,0.98,0.99,1.0)
2 30 45 (0.3,0.6,0.98,1.0)
3 50 45 (0.1,0.6,0.8,1.0)

Table6.2: VS description

Load VS1/s| VS2/s | VS3/s
light 0.005 | 0.02 0.01
low 0.02 | 0.07 0.03
high 0.035 | 0.1225| 0.0525
heary 0.05 |0.2 0.1
(overload)

Table6.3: Arrival ratesfor differentVSsat differentloadlevels.

sensitie to quality changeshowever, placingadifferentvalueon quality. Thesecondsubscription
classtamgetsatthosewhowantto listento musicat FM quality, ideally receving serviceat64 kbps.
Thecostis $30. Thelastandmostexpensve classis for CD quality, andsenedbestat 128 kbps;
it costs$50. SeeTable2 for the exactutilities usedin thesimulation. Thegeneratedonditionsfor
the simulationweremainly modeledafterthe motivatingexamplein Section6.5.

LVSC EnhancesSelvice Availability

The LVSC modelis comparedagainsttoday’s commonpracticein sessiormanagementor
senersthat admit clients as long as there are sufficient resourcedo setup sessiongor them.
The sener doesnot distinguishbetweerclients,andsimply triesto sene eachclient asbestasit
can. Furthermorethereis no conceptof adaptation Becauseof this model’s simplicity it will be
referredto asthe Null model.

Intuitively, LVSC will outperformthe Null modelin termsof availability becausét hasthe
option of degradingclients’ QoS,whichis not supportedy the Null model. Table6.4 shows that
Null doesnot scalewell to high-loadenvironmentswheread VSC does.Thelack of adaptability
to load variationsis handledby excessve over-designin currentmultimediasystemghatarenot
adaptve. By contrast,flexible QoS allows the serviceprovidersto tailor their systemamoreto
theirrealneedsthusdrasticallydecreasinghe costof the sener andeventuallytheclients’ cost.

Moreover, LVSC is foundto be ableto sene 30% moreclientsunderlow load thanthe Null
model (40 as opposedo 30). Under high load this gapwidenseven moreto 233% (70 versus
30). On approachinghe overloadregion, the two policiesdrift aparteven farther The number
of clientssenedin the LVSC modelis sensitie to the removal of the short-termrepository Its

Load | LVSC | Null
low 0.00 | 0.12
high | 0.00 | 0.27

Table6.4: Averagerejectionrates:LVSC versusNull
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Figure6.17: Tradeof betweenoptimality, OptCycleintenal, and FLs (counterparbf shortterm
averagingfactorw)

removal decreasethe averagenumberof clientssenedby 10%andresultsin anon-zerarejection
rate. This negative impactis amplified asload increases.Clearly, adaptatiorandthe ability to
admitclientson aconditionalbasisimprove theseneravailability significantly Notethatthe STR
was not requiredin short-lived requestworkload becausehe algorithm only adaptedresource
quotasfor VSsandhadno impacton the schedulingof individual sessions.

Allocation Impr ovements

SinceLVSCis utility-based|t is importantto analyzehow theaggreyatedutility of allocations
improvesthroughthe useof LVSC. LVSC is comparechgainstNull andtheimpactsof its design
parameterarestudied.

As expected,LVSC outperformsthe Null model (Figure V1.17(a)) by 15-25%,depending
onthechoiceof systemdesignparametersThereis a clearanti-proportionatelationbetweerthe
inter-OptCycleinterval andtheachievedaggreyatedutility. Thisis becaus¢helocal strateyy might
getstuckat local extremaif the solutionis not optimizedfrom time to time by a global strateyy.
The declinein the aggreyatedutility is larger underhigherload, to an extentthat eventhe Null
modelachievesgreateraggreyatedutility if OptCycleis notrunfrequentlyenough.

As expected,FLs have a neggative impacton the achiezable aggreyatedutility, asthey were
notintroducedto increaseutility but to decreas@verhead.The aggregatedutility with FLs ranks
approximately20% lower thanwithout them (Figure VI.17(b)). This is significantwith respect
to the utility gain achieved so far, so one mustfind a compellingreasonfor using FLs. The
immediatedeclineof utility in the presencef FLs is dueto the high arrival ratesconsideredn
the experiments.The lower the arrival ratethe flatter will be the slopeof the declinein utility in
FigureVI1.17(b).

Trading Allocation Optimality for LessOverhead

Decreasingverheadeffectively meansmproving the aggreyatedutility, sincethe resources
saved on adaptatioroperationanbe usedto admitmoreclientsto the sener, which would then
increasethe aggrayatedutility. The overheadper sessionadaptationis not negligible, sinceit
requiresto changeboththeresourcaesenrationandthe QoSlevel of senerthreadspotentiallyat



155

OptCycle interval - Adaptations with 4 min free-list holding time Free-List holding time - Operatins with OptCycle int. = 5000, high load

16

heavy load -+ holding time eval. ——
high load ——
low load &~ 14
very light load -

12

0.8

0.6

long-run av. operations / 2ms
long-run av. operations / 2ms

0.4

0.2

0 « " . . « . . . . . . . .
0 10000 20000 30000 40000 50000 60000 70000 80000 90000 100000 0 5 10 15 20 25 30 35
time between OptCycle runs / operations free list holding time / min

(a) 4 min free-list (b) OptCycleinterval = 5000,high load

Figure6.18: Tradeof betweemumberof adaptatioroperationsQptCycleinterval, andFLs

multiple hosts. Moreover, the factthatresource-allocatioadaptationsvill be implementedwith
somedelayresultsin alossof adaptatiorbenefit.

Knowing that aggreyatedutility decreasetinearly with the time betweenOptCycleruns, it
wouldbedesirableo confirmthatthe numberof adaptatioroperationgiecreasefasterthanutility
sothatonecaneffectively tradeoptimality for overheadeduction.

The decreasén the numberof adaptatioroperationswith the increaseof inter-OptCyclein-
tenals resembles decayfunction, meaningthatits declinewill be largerthana linear function
at zeroandlessasxz — oc. If oneincreaseghetime betweenOptCyclerunsfrom 0 to 15,000
adaptatioroperationsthereis a 10-fold differencein the numberof adaptatioroperationgFig-
ureVI.18(a)). The aggreyatedutility for the samedifferenceonly changedy lessthan10%,thus
confirmingtherationaleof tradingoptimality for areductionin adaptatioroverhead.

As mentionedibove, theexistenceof FLsnegatively affectsutility (seeFigureV1.17(b)). How-
ever, this effect is compensatedby the fact that, while achievable aggreyatedutility decreases
by 20% with FLs, the numberof adaptationoperationss reducedoy approximately87% (Fig-
ureVI1.18(b)). Every time a clientis admittedthroughFL, adaptatiorcanbe skipped. Extending
thetimeto keepresourcesntheFL doesnotdecreaséhenumberof operationsry furtherbeyond
theoptimalpoint.

Assessmenbf Resouice-Allocation Adaptation for Long-Lived Workload

Theconclusiorof the LVSC designfor long-livedworkloadis thatnearoptimalresourceallo-
cationscanbe achiezedevenif oneaimsto minimize the numberof resource-allocationhanges.
The principlesusedto arrive at suchan algorithmicdesignarethe sameasthoseusedfor the de-
signof LVSC for short-lvedrequest-reply-typorkload: retaininga history of previousresource
allocationsandoccasionabptimizationasopposedo continuousptimization.Furthermorelong-
livedworkloadintroducedheneedfor thedroplist (DL) of connectionshathave overstayedThe
problemwith long-livedworkloadis thatanunfortunatdifetime distribution of active sessiongan
affect the utility derived from a sener for a possiblyvery long time. Thus,the impactof “run-
away” sessiongs muchlargerthanin short-lvedworkload. Experimentsvith a DL in LVSC for
short-livedrequestshavedalmostno costsavingsovertheversionof LVSC withouta DL.

We also obsene that the utility increasefor the simulatedscenariodue to online resource-
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Figure6.19: Simpleresponséime andthroughputmonitoring

allocationadaptationis approximately20% over best-efort resourceallocation. While a 20%

benefitmay be considerablén somedeploymentsituations,it is questionabléf LVSC for long-

lived workloadwould be implementedn a real systemsolely becauseof its utility benefit. The

truebenefitof LVSCis thatit adaptgracefullyto anoverloadsituationby readjusting/S resource
guotagto bettermatchincomingworkloadcharacteristics.

6.6 Implementation

6.6.1 External Adaptation — for Short-Lived Requests

Since PMapswere not completelyimplementedwhen the LVSC prototypewas built, it re-
lied on applicationsupportfor responsdime measurement.To this end, a simple transaction
monitoring library (xactmon ) similar to Tivoli's ARM [138] was implementedatop the VS-
enabledLinux implementation.An applicationfirst callsinit _ xactmon to beattachedo the
monitoring memorysegment. Wheneer an application-leel transactiorbegins, the application
callsxactmon start  transaction andit callsxactmon end transaction when-
everthetransactioris completed.

The monitoringframework alsorecordsimplicit information, suchasthe VS with which the
calling threadis associatedin orderto compile the information requiredfor the execution of
LVSC (pendingrequestsindtheir arrival times). As shovn in Figure6.19,transactiorinformation
is recordednsidea sharednemorysegment,whichis evaluatedoy anexternalsenerthread.The
senerthreadcompilesstatisticsfor eachapplicationandVS, which arealsoexportedvia a shared
memorysegment.

The systemadministratorspecifiesthe TPT and cutoff times and maximal costvaluesin a
configurationfile anda simpledaemornprogramkeepstrack of the currentclient setandresource
situationatthe senerandreadjusts/S CPU quotasassuggestedby the LVSC algorithm.

The classificationof requestds achieved by the previously-described/S workload classifi-
cationand classification-propagatiomechanisms.The implementatiorof LVSC for short-lived
workloadis relatively simplebecausét doesnot proposea new performanceametric or designap-
proach.In contrastLVSC for long-lived, session-basedorkloaddoesintroduceservicemodes,
which requirea moresophisticatedmplementatiorapproach.
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adaptive struct timeval *getNextSampleTime(void)

{

BODY_1
}
{

BODY_2
}

Figure6.20: Writing alternatve functionbodiesfor servicemodeconstruction

6.6.2 LVSC Sewice Builder Toolkit for Long-Lived, Session-BasetdlVorkload

The core pieceof the LVSC implementatiorfor session-basedorkloadis a threadlibrary,
whichimplementsschedulingj.e., automatedervice-modenanagement.

Servicemodeswereintroducedin the context of online adaptatiorto provide alternatve ser
vice implementationsvith differentresourceequirementsThus,adaptingheresourceeonsump-
tion of a sessiortranslatego adaptingits servicemode. To allow for continuousservice-mode
adaptationapplicationsmust supportthe notion of a servicemodeand export it to an external
adaptatiorthreadthat switchesthe servicemodesof differentthreadso adapttheir resourcecon-
sumption(seeFigure6.21).

To simplify thedesignof adaptve servicesa C/C++languagextensionwasimplementedhat
allows for “moded” executionof code.By placingthe additionalmodifieradaptive  in front of
a C function, the programmemay defineany numberof function bodies,in increasingorder of
QoS-levels(Figure6.20). Dependingonthecurrentservicemodeof theexecutingthread different
versionsof thefunctionimplementatiorwill be called.

Thecurrentprototypeof theintermediary.VSC servicemodecompilercreate@mode-enabled
C++programwhich bindsto coreLVSC threadlibrary. Thecorelibrary ensureshateverythread
thatis createdwithin the C programwill be associatedvith a servicemodein a mannerthatis
transparento theapplicationlogic. A separatservicemodemanagemerthreadadjusttheservice
modesof concurrenthreadsTheadaptie programwill executedifferentfunctionsdependingon

negotiate aggregate
resource requests
coordination across
applications
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/~ LVSC control * ~\
thread Delegate resources
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{758
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Figure6.21: LVSC's MaterSlave ThreadModel
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its executionmode. The executionmodeof an executingmode-enablethreadis controlledby an
outsidemode-managemasterthread(seeFigure6.21). The prototypeassumeshatit is possible
to changethe servicemodeof anapplicationat ary time. This requiresthe applicationprogram-
mer to be especiallycarefulwith respecto the equivalenceof differentfunction bodiesthatare
implementechsalternatves.

A separateonfiguratiorfile for aprogram(associateavith theprogramby its executionpath),
describeshenumberof servicemodesandtheresourcaequirementsf eachservicemode.More-
over, eachVS mayspecifya utility functionandsessiorifetime for eachapplication.If no utility
functionis defined,it is assumedhatthis VS will executea specificservicein best-efort mode,
i.e.,withoutary resourceguarantees.

LVSC's service-modeadaptatiormanagementhreadis startedwith the relevant parameters,
i.e., OptCycleandFL holdingtime. Currently the applicationmustpasstheseparameterso the
managementhread. In future implementationghe control threadwill retrieve thosevaluesalso
from the configuratiorfile. The STRis currentlynotimplementedecauseainclassifiedvorkload
is directly mappedo the systems best-efort workloadclass,i.e., workloadwithout VS classifica-
tion.

The classificatiorof incomingsessionss notimplementedn the service-modeadaptatiori-
brary, butit is directlybasedntheVS framavork. Whichever classificatiorasessiorassumedia
theVS classificatiormechanisnis assumedo be applicablefor the purpose®f onlineadaptation.
Of coursetheapplicationcanalsooverridethis classification.

6.6.3 Alternative QoSMode Adaptation Strategies

Applicationsthataredevelopedin a mannetthatis not service-mode‘a@arecannotbe adapted
continuously Neverthelesssometimeghe systemmay implementtwo alternatve versionsof
the sameservicein separateerviceapplicationsWhile their network protocolsmaybeidentical,
theirinternalimplementatiorandsourcedatarepositorymaydiffer. For example,onemayruntwo
HTTP seners,one configuredto sene high-resolutiongraphicsandthe otherto sene text-only
web pageg2]. Thesetwo implementationsffectively implementtwo servicemodes,however,
not inside a single serviceinstance.If the OS reroutedincoming sessiorrequestgo alternatve
serviceinstancedasedon theincomingsessionsVS classificationgseeFigure6.22),onecould
easilyimplementa one-shotadaptationversionof LVSC. The adaptationwould be to reconfigure
the VS-to-serviceinstancerouting function, dependingon the resourcesituation at the sener.
Suchanexternalmechanisnfor alternatve serviceimplementationss describecasanexamplein
Chapterll.

6.7 RelatedWork on QoS Adaptation

LVSCis oneof severalapproachethatlook at the resource-allocatioproblemfrom the per
spectve of costminimization or utility maximization. Waldspuger [151] et al. introduceda
resource-sharenforcemenschemeahatdirectly usesahigh-level economianodel(lottery tickets)
to drive resourceallocation. In the proposedapproachgevery processs allocatedlottery tickets
for eachresourcetime-slot. Thesetickets allow the procesgo participatein a resourceottery,
which replacedraditionalschedulingorocedureslf a certainprocess’lot is drawn, it is granted
accesdo the resourcefor onetime-slice. This basicmechanismis usedto allow distributedre-
sourceallocationbasedon barteringbetweerprocesses Spavn [150]. In Spawvn, eachprocess
participatesn avirtual bartermarket, in whichit “sells” ticketsfor resourceshatit doesnotneed,
and“buys” ticketsfor neededesourcesThemainproblemis thatapplicationsnustcollaboraten
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tradingresourcdokensacrosshosts.Furthermorethe approactof barteringfor time-sliceswhen
workloadchangegyuickly is notfeasiblebecauséhe negotiationbetweerprocesselhasquadratic
messag@verheadgevery processnay have to negotiatewith every otherprocess).Finally, the

author[150] failedto provide a corvincing agumentbasedn costandbenefitsfor their complex

resource-barteringlgorithm. After someinitial interestin this solutionapproachwithin the OS

community this approachasfalleninto oblivion.

Abdelzaherand Shin [2—4] introducedtwo relateddynamicresource-adaptatiosolutionsin
Adaptware, CLIPS, a single-hostresource-managemelibbrary similar to WebQoS(introduced
in the next paragraphpnd RTPOOL, a distributedresource-allocatioadaptatiorscheme.In the
context of thischapterRTPOOL is themorerelevantapproachRTPOOL wasfirst to suggesthat
a distributed real-time applicationmay potentially adaptto fluctuationsin resourceavailability,
e.g.,in responsdo componenfailures. RTPOOL is concernedvith schedulingasksof a single
application,in which individual applicationtasksare mappedo differentQoSmodesdepending
onresourcevailability (similarto the QoSmodesintroducedn this chapter).The papermpresents
a pseuddlight controlapplicationthatis implementedvith the helpof RTPOOL. Unfortunately
the Adaptware approachdoesnot seemto be applicableto genericmulti-tier services,because
it assumes periodicalreal-timeworkload, suchasthe workload generatedy sensorsampling.
In contrast,multi-tier sener ervironmentsfacea workload that is non-deterministicddue to the
randomnatureof requestsand their arrivals. The fact that units of work arrive randomlyin a
multi-tiered sener systemrequiresresource-allocatioalgorithmsto be run morefrequently i.e.,
everytime the systemstatechangesThis factplacesagreateremphasi®n finding feasibleonline
solutiongto theresource-allocatioaptimizationproblemasopposedo applyingdirecttranslations
of knapsackpackingalgorithms.

Spavn andRTPOOLsaretheonly two approachethatattemptdistributedresource-allocation
adaptation. Unfortunately both of themfail to go beyond demonstratinghe possibility of on-
line resourceadaptation. This chapteraddsto this prior researchby investigatingthe inherent
overheadsf resource-allocatiomdaptatiorandits valuein the context of a multi-tiered sener
scenario.Both Spavn andRTPOOL considemredictablevorkloadscenarioghatarevery differ-
entfrom the workloadsexperienceddy Internet-drven seners. Whenworkloadis unpredictable,
bothapproachewiill suffer from the problemthatit takestime to optimizeallocations additional
time for resourcaallocationgo take effect, andfinally thatit takesnon-zeraime to obtaina snap-
shotof the systems state. Moreover, both approachesequireheavy applicationchangesLVSC
for short-lvedworkloadscanoperatewithout applicationmodifications.
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HP’s WebQoS[66] takes a more practical approachtowardsresource-allocatiomdaptation
thatdoesnot requirechangego existing applications.WebQoSrecognizegequestsn a middle-
waresocletlibrary interpositionjin which it measureshroughputandchangeshe orderin which
incoming sessionsare forwardedto the managedapplication(s). Incoming sessiorrequestsare
classified by sourceP andtargetport) into serviceclassegequivalentto VSs). Eachserviceclass
maybe associateavith absolutgreqs/s)or relatve throughputargets. This approachs similar to
the adaptve traffic-shapingextensionfor VSsthatwasintroducedin Section4.10. The WebQoS
approackcannotcontrolresponsdimesandevenits ability to achieve throughputtargetsheavily
dependson the arrival process. Furthermore WebQoSdoesnot optimize an external objective
function, it simply attemptgo enforcea givenresourceallocation.

Steereetal. [133] presentstudyof onlineresource-allocatioadaptatiorandstabilizationfor
interactie applicationsat the OS-layer Their OS-layeradaptatiorprovides muchfirmer perfor
mancecontrolsthananything thathasbeendiscussedofar, becausall applicationsaresubjectto
the QoSadaptatiormndmanagemerdtratayy regardlesof whetherthey bind to any specificsup-
portlibrariesor not. Secondlyin theoryit would be possibleto make their approachapplication-
transparent.The key ideain [133] is to useapplicationqueuelengthas a feedbackfor resource
allocations.The objective is to allocateresourcesn sucha way thatapplicationwork queuesio
not fluctuateor grow. Theauthorscontendthatthis will leadto lessbursty best-efort processing.
This conjecture however, is questionabldecausehey do not considerhow queuesare affected
by theworkloadarrival process While the approactimprovesthe predictabilityof best-efort ex-
ecutiontimesof straightline codeandsimpleservicesthefeedback-drenscheduleis unableto
optimizean externalobjective function that differentiatesvorkload by value. Moreover, Steeres
approachis not applicableto multi-tieredsystems.

While the practical approachegpresentedhus far fail to reducethe compleity of multi-
resourceor multi-sener adaptationthereis sometheoreticalwork on multiple-resourceQoS
adaptatiorproblemsby Rajkumaret al., attemptingto addresghe compleity of solving multi-
dimensionabptimizationproblemsonline[85,86,112,113]. However, thework doesnot provide
ary concreteimplementationmodelnor takesinto accountthe computersystemsor which the
algorithmsare proposed. The proposedalgorithmsare essentiallyapproximatesolutionsof the
knapsackproblem, which could be usedas a drop-in replacemenfor the OptCycle algorithm
proposedn the context of long-lived session-basedorkload. In particular the Rajkumaret al.
do not considerthe costsof changingresourceallocationsandacquiringsystemsnapshotsThis
chaptershaws thatthe resource-allocatioadaptatioralgorithmfor a multi-tier systemshouldbe
carefully engineeredo damperthe oscillationsof resourceallocations.A straightforvard appli-
cationof theoreticalalgorithmsthat performnearoptimally with respecto costminimizationor
utility maximizationfail to accountfor technicallimitations, suchasthe costof acquiringsystem
snapshotsindthedelaysassociateavith changinga resourceallocation.

6.8 Summary and Conclusions

Building ontheability to assigrresourceguotago actitiesin amulti-tieredsystem(VS) and
theability to obtainsnapshotsef theloadstatein amulti-tieredsystem(PMaps) this chapteshavs
that, with respecto dynamicresource-allocatioadaptatiorschemesl VSC offers a definitead-
vantageover otherconcevableschemesslowly-changingresourceallocationswithout sacrificing
muchutility or incurringextra costs.This wasvalidatedin the context of short-livedrequest-reply
type client-serer workloadandlong-lived session-basedorkload. This chapteralsoshowns how
theadaptatiormodelsfor short-andlong-livedworkloadsdiffer.
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Unfortunately short-lvedandlong-lived sessionsretoo differentto be managedy thesame
algorithm. Short-lved requestsare treatedas continuousflows, whereadong-lived requestsare
treatedas discreteresourceconsumers. Therefore,it was not possibleto proposeLVSC as a
single resourcemanagemenalgorithmfor all possibleworkloadsaswas expectedat the outset
of this researchlnstead two differentLVSC versionsthatarebasedon the sameprincipleswere
introduced.This meanghatrequestsvould have to be classifiedinto short-andlong-lived ones.

Flexible resourceallocationmay offer a greatadvantagein building commercialsener sys-
temsthat are exposedto demandfluctuationsand that can associatea real economiccost with
requestprocessing.This conclusionis not specificto LVSC but sharedby all resource-allocation
adaptationapproachesLVSC's specificcontribution is thatit makes online resource-allocation
adaptatiorfeasiblefor distributed sener scenariody greatly reducingthe absolutenumberand
amountsf resource-allocationhanges.

Thehigh serviceavailability for high costor importantclientsof LVSC-administeredervices,
allows serviceprovidersto hosttheir serviceon systemawith lessover-designedapacitybecause
thesystemadaptgracefullyto overloadevenif it operatesiearits capacitylimit. UsingVVSsalone,
it would only be possibleto confinethe impactof an overloadsituationto the VS thatis causing
it. VSsdo not take into accountthe currentdemandsituationat the sener and cannotachieve
utility-maximizing or cost-minimizingresourceallocations.

Even thoughLVSC is a much more applicableapproachfor multi-tier resource-allocation
adaptatiorthanpreviously-proposedolutionsfor onlineresource-allocatioadaptationthis chap-
teralsopresentghallengesn onlineresource-allocatioadaptationFirst, thedifferencedetween
handlingshort-lived request-replyorkloadandlong-lived session-basedorkloadsleadto com-
plex system-managemeintfrastructureghatarelik ely to be misconfiguredy typical systemad-
ministrators.Secondthis chapterintroduceda realisticconstraintinto the discussiorof resource-
allocationadaptationactionlags.

Pastresearchwas usually basedon the assumptiorthat resource-allocatiomhangescan be
implementednstantaneouslyEspeciallyin large multi-tiered systemsthis assumptiordoesnot
hold, so one mustconsiderthe impactof non-zeroresource-allocatioenforcementlelays. This
chaptershovsthatnon-zeraresource-allocatiodelaysarea seriouschallengeo the usefulnessf
dynamicresource-allocatioadaptationgspeciallyif adaptatioris aggressie,

Anotherproblemaffectingonlineadaptatiorof long-lived,session-baseslorkloadusingLVSC
is that the specificationand implementatiorof distinct servicemodesor QoS levels within one
applicationis bothlaboriousanderrorprone.Hence the costof softwaredevelopmentvould in-
creasdrastically If oneconsiderghe decreasingroductiity of programmersasthe sizeof an
applicationgrows, this challengemay becomeinsurmountable Without an automatedapproach
for generatinglifferentservicemodes onlineadaptatiorfor long-lived sessions— otherthanbit-
ratechanges— is unlikely to beimplemented.Moreover, the difficulty in identifying exact cost
benefitsof differentlevels of resourceallocationmay leadto malformedutility function descrip-
tions,whichis anadditionalobstaclefor the adoptionof onlineresource-allocatioadaptation.






CHAPTER VII

Conclusionsand Futur e Dir ections

7.1 Conclusions

This thesishasshowvn thatresource-managemetwnceptshathave beensuccessfullyapplied
in single-tieredOS (resourcepartitioningandservicemonitoring) canbe extendedio multi-tiered
systemsthusimplementingbasicOS functionality for a network of loosely-coupledeners. The
approachtaken here differs significantly from previous approacheso distributed systemman-
agementwhich have largely focusedon creatinga single systemimageabstraction.This thesis
completelyabandonghe single-systenobjective and focusesinsteadon creatinga configurable
infrastructure(SDI) that allows limited coordinationof OS functionality acrossloosely-coupled
tiers.

Thefirst contribution of this thesisis the analysisof typical client-sener computingmodels
asthey areimplementedn today’s multi-tieredsystems.Fromthis designanalysisit is possible
to derive a few basicmodelsof client-sener interaction,sener-side processingandinteractions
betweertiers. The othercontritutionsarebasedn the servicemodelsthatwerederivedfrom this
research.

The secondcontritution is to showv the feasibility of policing sener actiities even if they
propagatacrosdifferentcomponenservicessystemabstractionge.g.,processesgndmachine
boundaries.This objective canbe achievedif oneinstalls an appropriateworkload-tracingand
policing subsystemnin the OS. The coupling betweendifferent machineds reducedto a simple
Virtual ServicelD (VSID) andlow-level monitoringfunctionalitythatensureshatresourcearti-
tionsarebeingenforcedasconfigured.The completesystem consistingof resourcepartitioning,
workloadtracking,andoverloadsheddingjs ableto provide goodinsulationbetweerncompeting
applicationghatshareservices.

Thethird contributionis to show thatit is possibleto learntheworkload-propagatingehavior
andtier-relationshipsof multi-tiered serviceswithout requiringtheir cooperation.This ability to
learnhow the componentf a systeminteractand possiblyhow they interferewith eachother
will allow systemadministratorg¢o diagnoseproblems,plan systemcapacity and help with the
configurationof VSs. PMapsstrengtherthe VS solutionbecausehey allow VSsto be appliedto
black-boxserviceghatfit theintroducedserviceandcommunicatiormodels.

The fourth contrikution is to show the limits of monitoring and resourcecontrol in a multi-
tieredsystem By examiningthe performancesf onlineresource-allocatioadaptatioralgorithms,
it is shovn thatlagsin the enforcemenf resourceallocationsand lagsin the recognitionof
the systems stateadwerselyaffect the performanceof online resourceallocation optimization.
Furthermoreit is alsoshowvn thatalgorithmsthatseemasif they would trackresource-allocation
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optimality well, do not, or only maginally, outperformcalibration-basedesourceallocationthat
changesesourcallocationsminimally asload conditionson the sener change.

Thefifth andmostimportantcontrikution is to identify the fundamentaprinciplesthatapply
to a large classof OS extensionsfor multi-tiered systemsandthat are not yet addressedby ary
existing OS abstraction StatefulDistributed Interposition(SDI) is the embodimenof theseprin-
ciples. Its designassertghat statepropagationand state-dependeritterpositionare crucial for
the integration of loosely-coupledsenersif one pursuesa system-widemanagemenobjectie.
Chapterll alsoshavs how SDI canbe implementedn today’s OSs. SinceSDI is a catalystfor
systemextensionsit effectively turnsthisthesisresearchinto anopen-endeghallengefor system
designersaandresearcherso utilize SDI or a similar mechanisnto port otherfunctionality, e.g.,
securitymechanismghatarewell-establishedn single-tieredsystemsto multi-tieredsystems.

The proposedsolutions,models,analysis,andconclusionsf this thesisarebuilt on the basic
assumptiorof loosely-coupledndpotentiallyheterogeneousulti-tieredsener ervironmentsas
they exist today Therefore,our resultsof are highly applicableto currentsener OSsbecause
this thesisdoesnot proposeary radicallynew OS paradigmsmachinedefinitions,or application
designs. This thesisalso assumeshat a multi-tieredinfrastructureis utilized by multiple appli-
cationsandclient classesA changeof this assumptior(singleclient classandsingleapplication
ervironmentswill rendemary of the conclusionsrrelevant. However, a consideratiorof today's
multi-tiered deploymentssuggestghat the assumption®f this thesisare likely to hold for the
foreseeabléuture.

7.2 Future Work

Therearestill severalopenresearctyuestiongelatingto the automatiddentificationof work-
load classesi.e., VSs. A VS partitioning of the systemis not alwaysclearfrom the application
domain.Therearemary system-managemeabjectivesthatcoulduseautomated/S generation.
For example,one may wantto automaticallydifferentiatebetweenclientswho enterthe system
via differentfront-endservices.Furthermorepne may wantto distinguishbetweerclientsbased
on the typesof back-endservicesthey utilize. It shouldbecomepossibleto generatesuchrules
automaticallyby usingthe outputof PMaps.

Both PMapsand VSs will needto be appliedto various runtime systems,e.g., Java and
pthreads . This porting effort will shown thatthe corelogic of PMapsis not only designedo
be independentf a runtime system,but alsoto validateit againexperimentally Having Java
andpthread instrumentationgor PMapswould alsoenhancehereal-world applicability of the
implementedprototype.

SDI providesopportunitiedor numerousOS extensiondor multi-tier systems.The mostap-
pealingfuture directionfor SDI is the designof securecomputinginfrastructuressincetoday's
multi-tieredsystemsaregenerallyunsafe.The mainweaknes®f today's sener designds thatan
attacler typically only needso breakoneserviceor sener in orderto corruptthe entire system.
This is dueto the factthat systemsaregenerallyfortified only againstoutsideattacks not against
attacksfrom theinside. So, oncean attacler hasintrudedinto a sener network, thereis oftenno
further obstaclefor him to compromisethe entire system. SDI could be usedto propagateém-
mutablesourcelDs with all actvitiesin orderto indicatewhich IP addressausedarequestgven
if theattaclertriesto hidehis tracksby logginginto intermediarysystems.

TheSDI y-languagemay needto be extendedby addinga “set of context objects’abstraction,
select(d) andasser(V) operatorsThus,thelogic expressvenesf SDI guardswvould fall in line
with first-orderlogic andpotentiallyallow new kindsof applications.Theimpactof wideningthe
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expressvenes®f the SDI y-languagen this way is notyetunderstood.

The parsingof the SDI u-languages alsothe subjectof futurework. Currently SDI policies
are evaluatedin linear order To speedup their evaluation,it would be advantageougo keep
statisticsregardingthe likelihood of differentguardclausedgo betrue,andto build anoptimized
decisiontreeinsteadof usinglinear evaluationorder This extensionwould enableSDI to allow
possiblythousandsf simultaneously-installegolicies. As a result, it would becomefeasible
to install dynamicrules,for example,policiesthat will apply only to one actve communication
sessionA simpleexampleuseof sucha capabilitywould beto useSDI asa drop-inreplacement
for network addresdranslationcode.

A good future applicationof SDI that fits well with the objectives of this thesisis to use
it to resolve namespaceollution in sharedservices. For example, a servicemay be usedby
two independentpplicationswhose namespacesverlap, suchas, two file sener clients with
directoriesnamed/usr . This problemis currentlyresohed by not sharingthe service,but one
couldinsteaduseSDI to build athin interpositionlayerthatis transparento thesharedapplication
andtherebyresol\e possiblenamespaceonflicts,for example by prefixingnameswith theclient’'s
VSID on-the-fly

Finally, aninterestingquestionis whetherit is possibleto integratePMapsandVS for offline
system-capacityplanninginsteadof online resource-allocatioadaptation. Despitethe fact that
the prospectgor onlineresource-allocatioadaptatiorusingVSsandPMapsarenot promising,it
may still be possibleto usethe outputof PMapsto optimizesystemallocationson a coarsetime-
grain. OnecouldusePMapsto build a simulationmodelof the multi-tieredsystem.Then,system
administratorsvould be free to install VS-basedand system-basegerformancecontrolsin the
simulatedsystem,add extra capacity andaccuratelyassesshe impactof the proposedchanges.
In thisway, systemadministratorsvould beableto make moreinformedsystem-managemeand
upgradeadecisions.
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APPENDIX A

Survey of Sewice Implementations

A.1 Client-to-Server Communication

Request-permessage: The only request-pemessagerotocolsthat are directly or indirectly
usedby multi-tier applicationsare DNS, NFS, DCOM, and somecustomapplicationsthat rely
ondatagram-basedPC.

DNS messagesitilize a client-generated 6-bit messagedentifier to correlaterequestand
reply packages.Thus, it is possibleto uniquelyidentify requestsandreplieswithout modifying
theapplicationssimply by matchingthefirst two bytesof DNS requesbr reply paclket[135].

Similar to the DNS protocol, RPCmessagealsocarry client-generatetransactioriD to cor-
relaterequestandreply packets(thefirst 4 bytesof a UDP datagram]135]. Dueto problemswith
RPCsrecovery from messagéossandits poorperformancen slow networks, mostapplications
usethe equivalentTCP transporimethod(request-peconnection) Only older NFS versionstend
to rely onRPCover UDP. Both block requestandrepliesaresentassingleUDP datagrams.

Microsoft's DCOM protocolis a separatdayer of indirectionlayeredatopthe OSFRPCpro-
tocol [61]. It explicitly usesUDP-based®RPC.

Request-perconnection: RPCis not only an examplefor a request-pemessagerotocol but

alsofor the request-peconnectionmodel [135]. When RPCis usedwith TCP asits transport
layer, then eachrequestis submittedto the sener usinga separatel CP connection. While this

proceduréncursgreaterdelaysdueto connection-establishmetiies,the TCPversionof RPCis

morerobustin the presencef paclketlossandslow networks. Moreover, TCPis the only choice
for non-idempotenRPCsbecaus@JDP doesnot guaranteelatagrandelivery.

The mostpopularrequest-peconnectionprotocolis HTTP 1.0 without the HTTP keepalve
option [20]. Here,too, requestand reply are sentand receved via the sameconnection. The
connectioris closedby thesenerassoonasit hassentits reply.

Connectionrecycling: HTTP implementsa keep-alie feature[20] to avoid the overheadf con-

nectionestablishmentor every HTTP GET request.This is usefulsincesomesomeweb pages
requiretensof requestgo be sentto the sener. This featurecanbe usedto interleare multiple

requestandrepliesoverthe sameconnection Oneimportantdravbackof this protocolis thatthe

seneris only requiredto handleoneoutstandingequestatatime. Similarly, to ensureproperpro-

cessingf therepliestheclientwill only accepbnereply atatime. Thisleadsto a ping-pong-like

communicatiorpatternbetweerclientandsener.

This back-and-forthcommunicatiorpatterncanalsobe found in low-enddatabaselient-to-
senercommunicationf the databaseloesnot properlyframerequestge.g.,PostgresSQL [34]
providesno requestframing), the client needsto wait for its query’s resultbeforesubmittingthe
next query One benefitof this behavior is that the numberof requestssentover a connection
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is proportionalto the numberof timesthe client switchesbetweensendingandreceving on that
connection.This obsenationis usefulin policing andmonitoringmulti-tieredapplications.

This ping-pongbehaior alsoresultsnaturally whenthe client softwareis programmedn a
sequentiamanneyi.e., withoutthe useof asynchronouO. Dueto the programmers experience
usingmulti-threadingandasynchronoufO on variousplatforms,custom-designedodeis likely
to beimplementedn a sequentiamanney thusexhibiting the ping-pongcommunicatiorpattern
thatis typical of connectiorregycling evenif the protocolpermitspipelining.

Requestpipelining: To avoid the addedlateng of having to hold back additionalpendingre-
questsuntil the sener replies,mary client/sener protocols— mostimportantly IOP [102] and
RMI [140] — allow requespipelining. Pipeliningis madepossibleby framing eachrequestand
reply package.Therearein facttwo sub-catgoriesof pipelinedprotocols:thosethat allow out-
of-orderprocessindi.e., allowing arequestB thatwassubmittedafter requestA to finish before
A) andthosethatdon't (e.g.,HTTP 1.1).

In HTTP 1.1[53] the client sendsa numberof independentequesimessage€GET or POST)
towardsthe sener without waiting for any answergo arrive in between.To the outsideobsener
of this client-to-serer communicatiorschemdt seemsasif the client were submittingonevery
large request.The sener, respondgo the client requestdy sendingits reply messageéproperly
framed)overtheback-channebf the sameconnection SinceHTTP 1.1doesnotincludearequest
ID for eachrequesimessagethe sener mustreply to the client by sendingall repliesin the same
orderastherequestsveresent.

Suns Java RMI protocolalsoallows clientsto sendmultiple consecutie requestgo a sener.
Similarto HTTP 1.1, it requiresrepliesto be sentin the sameorderasrequestya.k.a.,remote
methodinvocations)becausealls andargumentsaretransmittedoback-to-backwithout any addi-
tional wrappingin Sun's RMI protocol. RMI usesTCP becausdét mustsupportall methodopera-
tions,includingnon-idempotenvnes withoutforcing programmerso changeheir programming-
styledueto the network natureof RMI.

IIOP hasbecomehedefactostandardor client/sernercommunicatiorin modernmulti-tiered
applicationsecausé providesapowerful system-independesbmmunicatiorframevork which
allows for object-orientation.n fact, even Sun’s own Java distribution includesCorbabindings,
which canbe usedinsteadof RMI. IIOP is a very sophisticategrotocol, allowing evenfor dis-
connecteaperation.However, all commerciaimplementationsisethebi-directionalconnection-
basedObject RequestBroker (ORB) architecture:a full-duplex TCP connectionis established
betweerclientandsener. Clientsinitiate a connectiorwith the sener's ORB. Oncethe connec-
tion is establishedhe client my sendvariousrequestypesto the remoteORB. Eachrequestis
identifiedby a uniquerequestD to allow the clientto demultiplex repliesthatit will receve over
its reply channel.CORBA allows out-of-orderprocessingandrequestancellation.However, the
default behaior of mostORB implementationss FIFO requesiprocessingn a perclient basis.
The ORB doesnot guaranteary specificexecutionorder Consisteng mustbe enforcedby the
applications.

FTP: The traditionalactive FTP communicatiormodel[111] doesnot fit any of the communi-
cationmodelsintroducedin this sectionbecauset createsa separateonnectiorfrom the sener
to the client for eachreply, i.e., file transfer The reasonfor the peculiarFTP protocolscheme
is that repliesare very long-lived, implying that the sener would be non-responsie to control
commandsubmittedby the client during an already-initiatecupload. From a modelingperspec-
tive it is unfortunatethat FTP is implementedusing connection-pairs.For modeling purposes
onewould aggreyatethesetwo TCP/IP sessionsnto onelogical, application-leel session.This
application-leel sessionwould thenfit the pipelinedmodelwith connectiorregycling. Another
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positive obsenationis thatFTPis almostnever usedwithin multi-tier serviceimplementations.

A.2 Selwvice ProcessingAr chitectures

Apachel.x: Versionl.3 of the popularApacheweb sener [33] is the mostwidely-usedHTTP
senerin theentirelnternet.lts processingnodelis designedo work well for senersof different
sizesandis compatiblewith avarietyof OSs.Apachemayfollow eithertheforkedworker model
(O spareprocessesdr the procesgpool model(MaxClientsequalto spareprocesses)intermedi-
ary modesare possible. The best-performingconfigurationis the procesgpool modelbecauset
avoids process-creationverheads.Apachefeaturesone listenerthreadthat waits for incoming
connectionrequestsand dispatchegshem—viaa sharedmemoryareacalled scoreboaid—to an
idle worker thread or if noneis availableandthe sener still haslessworkersthanMaxClients,it
will dynamicallyfork anew worker processCGI programsareexecutednsidea separat@rocess
thatis forked on-demand.

Apache2.x: Apache2.x[35] is anupdatedsersionof Apachethat,insteadof relying on processes
for its concurreny, utilizesthreadqpthreads) Threadcreationrequiredessoverheadhanprocess
creationand mostimportantly switching betweenthreadsof a sharedmemory spacedoesnot
requireexpensve cacheflushandtranslationlook-asidebuffer flushesn the CPU,thusimproving
overall applicationthroughput. Exceptfor the changefrom processeso threadsthe processing
modelremainsthe sameasits previousversion.

IIS: Microsoft's IS [42] is a popularHTTP sener alternative for Windows-basedeners. Over-
all, thedesignof IIS andApache2.x workloadmanagemendrequite similar. Thekey difference
betweenthetwo is thatllS usesan1/O completionport (a Windows requesiqueuingabstraction)
to communicateequestgrom thelistenerto theworkers. Besideghis technicaldetail, [IS imple-
mentsa threadpool processingnodellike Apache.

FastCGl: FastCGI[103] is an extensionfor HTTP senersto improve throughputfor dynamic
content. Traditionally, CGI scriptswere usedto generatedynamic Web pages. However, this
methodcauseprocessreationoverheador every CGl requestinsteadof creatinga new process
for eachrequestthe FastCGImodel externalizesthe binary inside its own separatgthird tier)
sener application,to which the HTTP worker threadconnectseither by usinga UNIX domain
soclet (UNIX), 1/0 Completionport (Windows), or a TCP/IPconnectionin generakystemsvhen
the FastCGlsener programexecuteson a differentsener thanthe Web sener. FastCGlprovides
a simple plugin for a web sener, which is invoked by the worker threadwhenever the URI of a
FastCGlscriptis encounteredThe FastCGlscriptitself is very similar to a standardCGl scriptto
easedhetransitionfrom CGl to FastCGl.

The FastCGlsener hasa configurablenumberof threadswaiting for incoming connections
from the Web sener, thusimplementinga threadpool model. Moreover, eachremoteFastCGl
requestrom theWebseneris submittedvia its own separateonnectionrequest-peconnection).
FastCGlis far moreefficient thantraditional CGI scriptinvocation.

Sewlets: Servlets[68,134] arethe Java equivalentof FastCGI.The Jakarta/dmcatWeb sener
pluginsareusedin mostHTTP senersthatprovide servlets.

Therearethreereasondor usingservlets.First, invoking CGI scriptscausesigh overheads.
Secondthoseoverheadsireevengreatemwhenthe CGl scriptrequiregheinstantiatiorandinitial-
izationof a JVM. To allow customizingWeb siteswith dynamicJava-basegrogramstheserviet
mechanisnprovidesa persistent’VM inside the HTTP sener (i.e., within the Jakartamodule).
Third, web pagescanusethe Java Sener Pages(JSP)languageo referto include dynamiccalls
to servletroutines,to generatgartof a web page thusproviding aneasy-to-usevay to combine
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staticand dynamiccontentin a web page. Requestdor servlets,dynamicobjectsare commu-
nicatedto the persistentlVM, which translateghe requesto the appropriatemethodinvocation
usingeitherRMI or IIOP. Theobject’s outputis thenrelayedto the Webclientin thesamemanner
in which a FastCGlscript's outputis relayedto the web clients. Thereis typically a one-to-one
correspondencketweenthe Web-serersworker threadthatis waiting for the completionof the
servletcall andthe JavaThreadwithin the JVM thatexecuteghe servilets code.

The servletmechanisnis the basisof increasinglypopularapplicationsener solutions,such
asBEA WeblogicandIBM WebSphere.
ProFTP: ThepopularProFTP[39] senerfor Unix-baseddSsoperates forked-worker model. A
mainthreadacceptincomingconnectionsAs long asthe FTP sener’'s maximalconnectiodimit
is not reachedijt forks a worker procesgo servicethe individual FTP session.Oncethe remote
clientdisconnectérom the FTPsener, theworker processxits. The overheadf forking aworker
processs nggligible for an FTP sener sinceits connectionarerelatively long-lived.
WUFTP: Wu-FTP [40], anotherpopular FTP sener, implementsthe samesener behaior as
ProFTRi.e.,aforkedworker. However, this senerdoesnotimplementa maximalremoteconnec-
tion limit, which malesit slightly morevulnerableto overload.
OpenSSH:OpenSSH38] is anopensourceimplementatiorof the secureremotelogin erviron-
mentcalled SecureShell (SSH).The operationof this login commandesembleshatof all other
remoteaccesgprogramse.g.,FTP andRlogin. Sincesessionarelong-lived, the perconnection
setupoverheadendsto be nggligible. So, until the sener hasreachedts connectionimit each
incomingconnectionin SSHgenerates new connectiorhandlingprocessusingfork. Theforked
worker processhandlesauthenticatiorof the client (e.g., public key challengeor passverd) and
forks anothemworker processwhich will take overthe processingf the connectiorwithin a sep-
arateuserprivilege procesontect. The authenticatiorprocesxits. This processingnodelwas
referredto asthe stagedworker model,which is implementedusingthe the basicforked worker
mechanism.The forked worker finally executesa shell program(a forked helperthread)whose
outputit relaysto theremoteclient.
Linux mount.d: Linux’s implementationof the mount.dservice—insideghe kernelfollows the
singleworker schemdusingonly onewaiting thread)[36], whichis alsoreferredto astheiterative
senermodel.
PostgreSQL: The PostgresDBMS [34] implementsthe fork-on-demandnodel. A dispatcher
forks a new worker procesdor eachincomingconnectioruntil a maximalnumberof processess
reached.
Sybase: Sybasdantroducesan additionallayer of indirectionin its serviceimplementationvhen
comparedo otherdatabasémplementation$143]. Sybases Adaptive Sener EnterpriseDB has
a dispatcherwhich waits for incoming connections.The dispatcherdoesnot readfrom the in-
comingconnection.nsteadit handstheincomingconnectiorover to oneof a numberof listener
threadgthatresidein athreadpool. Listenersaredispatchedn round-robinorder For eachnew
incomingconnectiorthe listenerscreatea new light-weightthreadthathandlesall aspectof the
communicatiorwith the client. Eachconnection-handlinghreadmay createadditionalthreadgo
handlecertainaspect®f clientqueriesn parallel. Thelight-weightthreadlibrary is a proprietary
Sybase-specifithreadindibrary. Thereasorwhy Sybasedoesnot usestandardhreadibrariesis
mostlikely dueto the factthatthe legagy of the currentdatabaseersionpredateghe availability
of threadpackagesor differentcomputingplatforms.
DB2: DB2 [71] supportdwo differentaccessnodes:onefor local clientsandanotherfor remote
clients.

Local clientsconnecto the DB2 databaseia a specialvirtual memory-basedommunication
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library. Thiscommunicatioribrary essentiallyprovidesa sharednemory-baseéull-duplex mes-
sagequeue.Theclient appendsts messaget thetail of its outgoingqueueandthe sener reads
from the head.Repliesareenqueuedy the senerin a secondFIFO queue.The communication
modeis transparenfrom the perspectie of the API usedby DB2-dependenapplications.Each
new sharednemoryqueuess handledik e anaccepted CP connectioniit is recognizedy a dis-
patcher(for localrequests)which activatesanagentfor everyincomingin-memoryrequestjueue.
If thereareno morefreeagentsthedispatchewill wait for oneto becomeavailable. Althoughthe
DB2 documentatiomoesnot explicitly describehe mechanismusedfor communicatiorbetween
thedispatchelandthe agentswhich executequeriesandcommunicateadirectly with the clients, it
is likely thatthis communicatioris basedon the samecommunicatiorabstractiorthatis usedin
thecommunicatiorwith local clients,i.e., a sharednemory-base&IFO queue.

Remoteclientsconnecto a dispatchewria awell-known TCP port. The dispatchemlsotakes
the incoming TCP connectionand passedhe connectiono an agentprocesswhich handlesthe
requestsentby theremoteclient.

DB2 usesactualprocesse$o implementits worker processesa.k.a. agents).The reasorfor
thisdesignchoiceis thatit increaseshedatabasesmbustnesgvenif thedatabaséself encounters
an unexpectedcondition— only one worker processwill die insteadof taking down the entire
DBMS. Sincequeryprocessings naturallya high overheadoperation the additionalcostof dis-
joint addresspacedetweeragent,dispatchersandclientsdoesnot have muchimpacton DB2's
overall performance.

Like all otherdatabased)B2 hasnumeroushackgroundorocesseso reoiganizedatabases,
reclaimbuffer spacemanagdock contentionandthelike. Theseprocessearenot synchronized
with the processin@f theactualclient-inducedvorkload.

MS-SQL: Microsoft's SQL sener implementsa somavhat peculiarprocessingnodel [19,45].
Incomingconnectionsireforwardedvia anlOCompletionPorto afreeworker from athreadpool.
If thereareno free workersleft, the incomingconnectionis forwardedto a worker threadthatis
alreadyservinganotherconnectionThisthreadwill bemultiplexedbetweertwo concurrentlient
connectionsTherecommendedonfigurations to setthe numberof simultaneouglient sessions
equalto the numberof workersto avoid threadmultiplexing. Neverthelessthe systemdegrades
more gracefully when connectionpooling is enabledfor worker threads(incoming connections
will notbedenied).This modelwaschosenin previousversionsof the SQL sener becauseach
processonsumes fixedamountof memoryandthereis only afixednumberof threadghateach
Windows kernelinstancecan manage. 11S’s threadmultiplexing is a complex implementation
(servicebecomes large statemachine)only to hide someof olderWindows versions limitations.

The morerecentMS-SQL 2000versionsupportsfibers,a Windows versionof LWPs (light-
weightprocesses)yhich canbeallocatedfreely—oneperincomingconnectiorbecauseachfiber
only consumesninimalresourceskFibersalsoexhibit lowertaskswitchingoverheadsindenabling
fiber supportfor SQL 2000is stronglyrecommendedin this case||IS’s actualprocessingnodel
would be that of a threador fiber pool (in Microsoft terminology). MS-SQL sener’s designis
graduallymoving towardstheprocessingnodelsemployedby otherDBMS systemswith alonger
history. In its currentstageit mostresemblesSybase which utilizes application-l@el threads.
Both OracleandDB2 heavily utilize OSprocessemsteadof applicationlevel threads.

Oracle: Client connectiondo the Oracle[29,104] databasesener arerecognizedoy a listener
processwhich acceptghe connectiorandeitherpasseshe socletdirectly to adispatcheprocess
or redirectgheclientto directly connecto adispatcheataspecifiecport. Thereasorfor thisredi-
rectionschemds thatit simplifiesbuilding a clustereddatabaseener. Eachdispatchethandles
anumberof clientconnectiongn parallel. For eachincomingconnectiorthe dispatchecreatesa
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so-called“Virtual Circuit,” which it usesto communicatehe requestgeneratedy its clientsto
a threadpool of worker threads. Wheneer a worker threadreadsfrom a particularVirtual Cir-
cuit, it will executean SQL statementindsendits resultsthroughthe sameVirtual Circuit. The
dispatchereformatsthe resultfor transmissiorover the network and pushest out to the client.
OracleusesLWP and processesis supportedoy the underlyingkernel. Unlike MS-SQL sener,
Oracleavoids a state-machindik e approachby introducingVirtual Circuits, which are easierto
monitoranddehug.

Weblogic: Weblogic[17,18] is anapplicationsener. An applicationsener is essentiallya col-
lection of library routinesthat simplify building customWeb sitesthatintegratea variety of data
sourcessuchasthefile systemanddatabasesApplication senerstypically provide scheduling,
requestjueuingauthenticationandpersistenbbjectsupport.Typical applicationseners,suchas
Weblogic, eitherintegratean HTTP sener to allow network clientsto connector they hook into
anexistingHTTP sener.

Weblogicincludesits own Java-based TTP sener, thruwhich clientsconnecto remoteJava
object. Clientsmay alsoaccesghe Java objectsdirectly usingJava’s RMI or IIOP. Thefront end
(proxy) maintainsa Java threadfor every incomingclient connection.Client requestgor specific
Java back-endobjectsare submittedvia a specialrequestgueue(a simple Java objectsimilar to
Oracles Virtual Circuits) andcommunicatedo the back-endJava objectvia one pre-established
network connection. The benefitof this implementationdetail is that it eliminatesconnection-
establishmentlelaysand that it reducesthe numberof connectiongequiredto allow network
clientsto accesdack-endJava objects;for ¢ clientsandn objectsthe numberof simultaneous
connectionsequiredfor atraditionalconnection-perequestmodelwould bein theorderof nc as
opposedo n with Weblogic’s connection-penbjectmodel.

The communicatiormodelbetweenfront-endand back-endseners, althoughTCP-basedis
of therequest-pemessagéind. Thefront-endsener employs atypical requespool with upto a
maximalnumberof threadsservingclientconnectionsTheback-endmplementationaretheoret-
ically freeto choosearbitrarythreadingmodels.However, if the back-endsrealsoimplemented
in the Weblogicprocessingnodel,they areimplementedvith a threadperobject. Eachback-end
objecthasa listenerthreadthatwaits for incomingconnection®n a specificport andserviceghe
incomingrequests.

WebSphee: TheWebSpher¢70,72] applicationseneris equivalentto the Weblogicapplication
sener. It alsoattemptgo createa homogeneouprogrammingervironmentfor Web-enableder
vicesthatrequireaccesso persistentlataandtransactionasemanticsThe designsof WebSphere
andWeblogicarevery similar. The front endof WebSpherés a derivative versionof the Apache
HTTP sener usingthe Jakartaservletengineto drive WebSphere As in Weblogic, WebSphere
accesseemoteobjectsto satisfycertainservletrequests.

WebSphereloesnotinventany novel communicatiormechanismslt relieson CORBA 11OP
andRMI. Incomingconnectionghatareacceptedy the HTTP senerarehandledby the Jakarta
servletengineif they requireaccesdo a Java object. If the Java objectis externalto the Jakarta
senerthenthefront endplacesherequesinto anapplication-leel requesgueue.Therequesis
thenpicked up by a threadfrom a pool of worker threadswhich carry out the remoteinvocation
usingeitherllOP or RMI. Theworkerthreadblockswaitingfor its peerto reply. The objectof this
intermediatestepis to limit parallelismin the senerfarmto preventoverload.

The back-endsenersof WebSpherarestandardlVMs thathostobjectsandprovide no con-
curreng control;they simply operateon aworker threadperconnectiorbasis.

SAP R/3: SAP R/3[28] is essentiallya mediatorbetweenclient-sideapplications,e.g., client
masks(terminal or Web-basedhnd back-enddatabasesystems. Eachincoming connectionis
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acceptedy alistener/dispatchgprocesswhich handsthe connectiorto a worker threadresiding
in athreadpool. If noworkeris available,theconnectioris enqueuedh a connectiorgueue from
which the next available worker threadwill dequeusdt. Internally the worker summarizesand
consolidateshe client’s transactiorrequestandforks a specialhelperthread(a LWP calledtask
handler)to executeback-enddatabasdransactionsvhene/er databasdransactionsare readyto
be executed.Thus,the worker remainsresponsie to the client. Whenthe client disconnectsthe
worker waitsfor all outstandinglatabaséransactionso completeandreturnsitself to the thread
pool.

Orbix: While CORBA’s1IOP protocol[102] hasbecomehedefactostandardor communication
betweerobjectsin amulti-tieredsener setup standalon€€ORBA architecturefiave notachieved
thesamdevel of successNeverthelessnative CORBA applicationgxist. Of thosenative CORBA
applicationsmostuselONA's ORBIX [75, 76] implementatiorof CORBA.

The ObjectRequesBroker (ORB) is the key componenbf a CORBA implementation.The
ORB is responsibldor unmarshalinghe requestseceved from a client (e.g.,a servletengine)
andactivatingtheappropriatanethodon thetargetobject. Thecommunicatiorbetweerclientand
sener is governedby the Inte-rORB protocol (usually IIOP). This protocolallows for pipelined
requestor simpleconnectiorregycling. Sincemostclient applicationsnvoke remoteobjectsin
the sameway they would invoke local objects(locationtransparent)the accesso remoteobjects
is typically sequentiahndthe connectioris only regycled (without pipelining).

IONA's ORBIX ORB implementsthe objectsener using the dispatchemodel. First, every
objectsener containsonelistenerthread,which listensfor incomingrequestgo the objectsthat
residein its addresspace Eachrequesteceivedby thethelisteneris translatednto arequestiata
structureandenqueuedn athread-safeueueobjectthat operatesasa buffer betweenincoming
requestandaworker threadpool. Threaddrom thethreadpool dequeueequestsrom thethread
poolandinvoke therequesteanethodonthetametobject. If thetargetobjectitselfisimplemented
asa single-threadedabiject, the worker from the threadpool actively carriesout the requestby
invoking the requestednethod. If the tarmget objectis implementedas a multi-threadedobject,
thenthethreadfrom thethreadpool enqueuesherequesin anobject-specificequesgueuefrom
which it is retrieved by the objectimplementatiors mainthread. This latter modelrequiresmore
comple objectimplementationsywhich arenot only functionalbut alsocontrol their own request
scheduling.Theimplementatioris bestdescribedasa stagedvorker model,in which theclient’s
requests partially processedn seseralstageauntil it is finally finishedby the target object. The
stagesarethreadpoolsthat areconnectedy thread-safeequesigueueghat areprovided by the
ORBIX middleware.

OmniORB: OMniORB[37,89]is ahigh-performanc€ ORBA implementationSurprisingly the
threadpoolsof the ORBIX CORBA implementatiorareabsenfrom OmniORB.It implementsa
simplethread-peiconnectiormodelinstead More specifically incomingconnectionsireaccepted
by alistenerwhich createsaworkerthreadfor eachincomingconnectionThus,OmniORBimple-
mentsa simpleforked worker model. DespiteOmniORBS simple processingnodelit hasbeen
shown to outperformcompetingORB implementationg46]. This obsenation suggestghat the
overheadf settingup aworker for eachincomingconnectioris only asmallfractionof CORBA's
overall perrequesbverhead.






APPENDIX B

Detailed Trace Characteristics of SelectedService Implementations

In discussingheidentificationof differentprocessingnodels,t is assumedhatevery needed
systemeventcanbe generatecindtimestampedvith a consistenglobal timestamp.As will be
explainedlaterin Section5.10,the mechanicf achieving theseprerequisitesrenot trivial and
requiresignificantimplementatioreffort (seeSection5.10).

B.0.1 SingleWorker

Thesingleworker modelis the simplestworkloadhandlingbehavior thatcanbeimplemented
for aservice.Theservicemayconsistof asinglethreadthatsimply acceptoneincomingconnec-
tion at atime andfinishesit completelybeforemoving on to the next requestor connection.Al-
ternatvely, thesingleworker servicemay consistof a (fixed or dynamically-sizedpool of threads
which await incomingconnectionsusingaccept . The OSassignsachincomingconnectiorto
athread,which handlesall of the work requestedy the client via the acceptecdtonnection.This
modelis recognizedby observingthat a threadthat accepteda connectionwill alsoreadit and
write to it without forking or dispatchingary intermediaryhelperprocess.Due to its poor per
formanceandlacking scalability[136] this modelis not usedin commerciaproductsandonly in
early stageopensourceprojects.

B.0.2 ForkedWorker Thread

The forked worker threadmodel consistsof a delegating parent and a connection-handling
child. We generallyassumehat the parents resourceconsumptionbetweenits resumptionof
processingreturnfrom select ) to its returnto select or accept shouldbechagedto the
actiity thatcausedhe forking behavior. Any processinghat occursbetweenthe parents entry
to select andits successfuteturnfrom select shouldnot be chagedto any activity but be
countedasbackgroungrocessingverheads.

As Figure B.1 shaws, thereare essentiallytwo distinct forking behaviors for network pro-
cessesThefirst modelappliesto bothTCP-andUDP-basedeners,whereaghesecondnodelis
only implementedn TCP-basedeners,which constitutehevastmajority of all network services
usedin multi-tier systems.The first modelcalls select  (or poll ) to wait for a new connec-
tion. In the secondmodelthe parentcallsaccept directly relying onthe OSto wake it up. The
select-approacls often chosenwhenthe sener threadhasother maintenanceesponsibilitiesor
whenthesenerwaitsfor dataon a UDP soclet. The obsenationof the underlinedeventsreliably
identifiesthe forkedworker model.
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FigureB.1: Theforkedworker processingnodel
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To identify a forked worker, it is necessaryhatall featuresof the modelarerecognizedij.e.,
the waiting parent,accept , the returnof the parentto a waiting systemcall, and the child’s
terminationwhich concludegheincomingsessionlf ary of thetracefeatureghatareunderlined
in FigureB.1 aremissing,the traceis simply identifiedasunrecognizedeachfailure is logged).
The reasorfor this rigid interpretationis thatthe modelswill begin to becomeindistinguishable
if oneallows for guessingerrors. Comparedo otherrecognitionproblemsknown from Artificial
Intelligence(Al) researchsuchasimagerecognitionthe behaior recognitionproblemof PMaps
is marked by a relatively small numberof distinguishingfeatures. Model detectiontechniques
from Al thatusesimilarity typically rely onlargersetsof characteristideatures.
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FigureB.2: Thedispatcheprocessingnodel
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B.0.3 Dispatcher

The dispatchemodelis anotherasymmetrigprocessingnodelin which the dispatchedoes
little work. It simply checksfor a pendingrequestand dispatches worker threador procesgo
completethework. In contrasto the forkedworker model,onedoesnot obsene the creationof a
new procesor threadin responsdo anincomingrequestandprocesseso not exit immediately
i.e., within severalus, afterfinishingarequesti.e., close or shutdown of the corresponding
soclet). In this modelthe processset managemenis generallyseparatédrom the handling of
connectiongandrequests.

Onemay alguethatmary real sener applicationsarehybridsof dispatcheistyle andforked-
worker behaviors. Theworker threadsarefirst forkedasin theforkedworker modelbut stayalive
afterfinishingtheclientrequestFortunatelytheinitial startupphasegforkedworker)is in general
statisticallyirrelevant. For this reasonthe startupbehaior modelis omitted from the statistical
PMaptool.

Thetypical indicatorfor the handof of work is thatthe dispatchegrocesor threadusesthe
acceptedsoclet. The reasorwhy onecannottotally dependon synchronizatiorbetweenworker
anddispatchers thattherearemary differentwaysin which dispatcheandworkersmaysynchro-
nize. Themostcommoncallssuchassemop andwrite  to aFIFOareeasilyobsered. However,
trackingsynchronizatiorusingfile locking mechanismés moredifficult to achieve. Thisis why
the useof synchronizatiorbetweerprocesseshouldnever be usedasthe key characteristiof a
model.

Experimentatiorshavedthatit is possibleto reliably identify the dispatchemodelby observ-
ing that the dispatchedprocessesumests processingandread s from a soclet or accept sa
connectionon a socket that waspreviously touchedby the dispatcheithread. The tracefeatures
thatarerequiredto positively identify thedispatchemodelare:

1. Theworkerdoesnotexit uponclosingtheconnectiorwith its clientbut it suspendgrocess-
ing and

2. theremustnot be a fork eventwithout a correspondingexit  betweenthe dispatchers
recognitionof thependingconnectiorandthereador acceptby theworker (seeFigureB.2).

Onemaybeableto enhanceheability to recognizehe dispatchemodelby addingpositive iden-
tification of the actualhandof event. It appearshowever, thatit is possibleto correctlyaccount
for the dispatchemodelwithout identifying the actualwake-up-handdf sequencéecausehe
dispatchoperationandthe worker’s first useof the connectioraretypically only a us apart.

With respecto statisticsthe dispatchers activity shouldonly be countedtowardsthe actiity
thatcausesanincomingconnectioraslong asit canbe associatedvith thatactivity, i.e., until it
reenterselect oraccept waitingfor thenext connection.

B.0.4 Helper threads

The helperthreadmodelis commonlyusedto increasehe degreeof parallelismin services.
Especiallyin I/0 intensive servicesit canbeveryhelpfulto handlepotentially-blockingoperations
spavned by one actwvity in their own independenthread,thus maximally utilizing the sener’s
resources.

Forked anddispatchedhreadsare essentiallyspecialization®f the helperthreadmodel, be-
causeheparentusesa helperfor eachincomingconnectiorto increaseéhe numberof connections
thatarehandledin parallel. This thesisdistinguisheselperthreadsfrom forked anddispatched
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worker by statingthatthe helpers parentor dispatchekeepsworking on behalfof the sameactiv-
ity asthechild or thedispatchedhread.In fact,it typically wait sfor thechild or resynchronizes
with it. Moreover, the helpernever closesthe connectiorthatis associatedvith the currentactiv-
ity. Thisis alsothe simplestway to recognizea helperthread:it is a dispatchedhreador forked
worker thatdoesnot closethe soclet over which the actiity’s requestwasreceiedlaterthanits
parent(dispatcher).Oftentimes,the helperthreadwill not even touchthe soclet or connection
thatis associateavith theincomingactvity. Theactivity of a helperthreadis to be countedfully
towardsthe activity.

If the helperis not forked but dispatchedrom a threadpool, it is importantto obsene the
activationof theworker, i.e.,anIPC mechanismlock, or messageyecauseherewill benoread
or accept onthesoclketthatidentifiesthe ongoingactiity. As soonastheworker suspendsn
the samesynchronizatiorprimitive from which it wasreleasedit is to be disassociateffom the
ongoingactiity. Thedispatchedelperis to be disassociateffom the activity, which causedts
releaseno laterthanthe endof thatactvity plusasmalltime interval to allow for somepossible
cleanupin the worker. This helpermodelis frequentlyusedin databasesHerethe connection-
managingprocesssuspendso wait for oneof severall/O threadso take andcompleteits record
retrieval command. Oncethe I/O threadresynchronizesvith the parentor dispatcherthe par
ent/dispatcheresumesandfinishesprocessinghe actuity. If the helperresynchronizesvithout
waking up the dispatchethat causedts mostrecentreleasethenthe helpermustbe flaggedas
multiplexed In this casethe helperis associateavith anumberof activities simultaneoushandits
resourceconsumptiormustbe chagedin equalpartsto all actiities thatarecurrentlyassociated
with the thread. In general,this mode of operationis the most difficult to capturein an auto-
matedonline-monitoringtool sinceit requirescarefulimplementatiorandgooddatastructurego
capturerapidly changing“w orks-for” relationships. Moreover, the PMap beyond sucha multi-
plexedthreadcannolongerbebrokendown by serviceclass unlessheapplications multiplexing
mechanisnms madetransparento the PMaptool by instrumentinghe appropriateapplicationor
middle-warelibraries.

To accountfor dispatchedhelperthreadsone must assumethat competingdispatchersare
senedin FIFO orderandthat dispatchechelperseventuallyresynchronizewith their parentsto
markthe endof their activity.

B.0.5 Stagedworker

Work is passedrom stagen to stagen + 1, which canbe obsenred by eitherintercepting
communicatioror synchronizatiorbetweerthe stages.Typically, the processat stagen waitsfor
work from stagen — 1 by synchronizingon asemaphorer calling areceve primitive (e.g.,FIFO
read).It is unblocledby aprocesdrom stagen — 1, whichis working on arequestdifferentfrom
the onethatstagen wasworking on prior to its unblocking.Uponunblockingthe stagen worker,
theworker in stagen — 1 closesits referenceo theincomingclient connection.Eventually the
laststagewill closethesessiorassociatedvith therequesunderconsideration.

The stagedworker modelis in factonly the multi-tier extensionof the dispatchemodel. The
recognitionandmeasuremergpecificsor child processesessionsandresourceeonsumptiordo
not changefrom the previously-describedwo tier processingnodel(dispatcher) Notice thatthis
modeldoesnot requiredistincthosts.
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B.0.6 Nestedworker

The nestedworker modelis alsoa multi-tiered processingnodel. However, the difference
betweerthenestedvorker andstagedvorkeris thatthedispatcheor parenthreaddoesnot sever
its associatiorwith anongoingactivity onceit dispatches nestedvorker. For example,aworker
threadmay dispatcha nestedworker without acceptingor waiting for anotherrequestpr closing
the socket over which it recevedthe request.The nestedwvorker modelis the n-tier extensionof
thehelperthreadmodel,in whichthe parenthreador dispatcheremaingn chageof theincoming
connectiorbut waitsfor the next stagehandlea sub-request.

B.0.7 Peerrelationships

Thusfar, the relationshipshetweenprocessesvere confinedto parent-to-childdependencies
anddependenciethat are createdby host-basedynchronizatior(messagingsemaphoresgtc.).
In multi-tier systemsprocessethatresideon distincthostscreatepeerrelationshipdy establish-
ing network connectiondbetweenthem. The relationshipsmanifestthemselesin the existence
of a communicationchannelbetweenthe communicatingorocesse®f somenetwork protocol.
Network-connection-basedependenciebetweentwo processesimostalwaysresemblenested
worker-type processingnodels,in which a front endprocessonnectdo a backendprocess.

The back-ends procesgool is decoupledrom the front end,i.e., front-endshave no control
over the processingnodel, resourceallocation,and implementationof back ends. This is the
naturalpointfor compositiorof models.In generalamodelidentificationprocedureshouldexpect
bothclientandsener sideof acommunicatiorchannelto implementtheir own behaior models.
The peerrelationshipties the model of the front-endserviceto that of a back-endservice,thus
reducingcomplexity. Eachservices behaiior canbeidentifiedby eventsgeneratean the sener.
By identifying peerservicest is possibleto saythattwo independenservicesollaborateandtheir
interactioncanbe characterizévy describingnetwork communicatiorbetweerthem.

The communicatiormodelis of interestfor peerserviceshecausenetwork performancecan
drastically alter the performanceof client-sener processing. For example,the amountof data
exchangedetweerpeersthe communicatiordelay andpossiblyback-and-fortcommunication
patterngping-pong)arevery importantif oneattemptgo understandhe performancef a multi-
tiered,multi-hostservice.

B.0.8 Combinations

Theabove modelsarecomposedn multi-tier systemsFor example the ApacheHTTP sener
implementsa dispatchemodel. However, its processingf CGl scriptsfollows the helperthread
model. The CGI scriptmayin turn rely on a backenddatabaseto which it connectsvia a TCP
connection(using ODBC), thusimplementinga nestedworker model. The backenddatabase
receving procesgypically actsasa dispatcherwhile the database worker threadsmay utilize
numerouglispatchedelperthreadge.qg.,in parallelqueries).
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ABSTRACT

Model-BasedsystemManagementor Multi-TieredSeners

by
JohnReumann

Chair: KangG. Shin

Internetservicesareincreasinglydesignedasmulti-tiered,i.e., compositeservicedinked
by a fastand reliable communicatiometwork infrastructure. Even thoughmulti-tiered
systemsarecommon their problemsareonly insufficiently addressebtly currentoperating
systemqgOS)designsaandexisting literature.

This thesisspecificallyaddresseperformancananagemenproblemsin multi-tiered
sener deploymentsandproposes generalizedrameavork which facilitatessystem-leel
managemenf multi-tieredactvities asanadd-onfor standardOSs.

The problemof interferencebetweenco-locatednulti-tieredservicess addressethy
proposingVirtual ServicegVSs)to controlthe performancef sharedback-endservices.
Sincethe configurationof VSsrequiresatleasta model-basedinderstandingf the multi-
tiered system,PerformanceMaps (PMaps)is introduced. PMapsinfer the dependencies
betweeninteractingservicesn a multi-tieredsystemthroughobsenationandonline ser
vice modelunderstandingThis thesisdemonstratethat metricsbasedon PMapscanbe
usedto identify several performancegroblemsthatoccurin multi-tieredsetups.

This thesisalsoaddressethe questionof whetherit would be beneficialto integrate
VSsandPMapsinto anonlineresourcellocationadaptatiorapproachhatattemptgo op-
timize anexternalcostor utility functionby changingesourceallocations.Two calibration-
basedapproachesire proposedand shavn to performnearlyaswell as, or betterthan,
aggressie reschedulingf systemresourcesHowever, it is alsoshown thatresourceallo-
cationenforcementelaysnegatively affect the performancef onlineresourceallocation
adaptationthuslimiting its usefulness.

This commonalitiesbetweenVSs and PMapsare capturedby the proposedsystem
supportlayer called StatefulDistributed Interposition (SDI). It is designedto simplify
the adaptationof single-hostsystemdfor their usein multi-tiered setups. SDI supports
the additionof arbitrary stateto OS entitieswithout requiringary kernelrecompilation.
SDI automaticallypropagateshis stateaccordingto system-specifipropagationrules
(alongsidemulti-tiered activities) from onetier to another This attachedstatecan be
usedto trigger andcontrol OS plugins, suchasPMapsandVSs. A prototypeof SDI is
implementedandshavn to addonly slight (<2%) performanceverheado Linux.



