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Abstract

The Controller Area Network (CAN) is being widely usedin real-time control applicationssuch
as automobiles aircraft, and automatedactories. In this paperwe presentthe mixed traffic sched-
uler (MTS) for CAN, which provideshigher schedulabilitythan fixed-priority schemedike deadline-
monotonic(DM) while incurring lessoverheadthan dynamicearliest-deadlindED) scheduling. We
alsodescribehow MTS can be implementedon existing CAN network adapterssuch as Motorola’s
TouCAN. In previouswork [1, 2] we had shavn MTS to be far superiorto DM in schedulabilityper
formance. In this paper we presenimplementationoverheadmeasurementshawving that processing
neededo supportMTS consume®nly about5—6%o0f CPUtime. Consideringt’ s schedulabilityadwvan-
tage,thismakesMTS idealfor usein controlapplications.

Key Words Distributedreal-timesystemsController AreaNetwork (CAN), messagecheduling hetwork
schedulingmplementationpriority inversion.

1 Intr oduction

Distributedreal-time systemsare being usedincreasinglyin control applicationssuchasin automobiles,
aircraft,robotics,andprocessontrol. Thesesystemsonsistof multiple computationahodes sensorsand
actuatorgnterconnectedby a LAN [3]. Of the multiple LAN protocolsavailablefor suchuse(including
MAP [4], TTP[5], etc.),the ControllerAreaNetwork (CAN) [6] hasgainedwide-spreadcceptancén the
industry[7].

Control networksmust carry both periodicand sporadicreal-timemessagesaswell asnon-real-time
messagesAll thesemessagemustbe properlyscheduledn the networksothat real-timemessagemeet
their deadlineswhile co-&xisting with non-real-timemessageéwe limit the scopeof this paperto schedul-
ing messagewhosecharacteristicike deadlineandperiodareknown a priori). Previous work regarding
schedulingsuchmessagesn CAN includes[8, 9], but they focusedon fixed-priority scheduling Shin[10]
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Figure 1: Variousfieldsin the CAN dataframe.

considerectarliest-deadlindED) schedulingbut did not considerits high overheadwvhich makesED im-
practicalfor CAN. In this paperwe presentischedulingscheméor CAN calledthe mixedtraffic scheduler
(MTS) whichincreaseschedulableitilization andperformsbetterthanfixed-priority schemesvhile incur-
ring lessoverheadthanED. This papergoesbeyond the work presentedn [1, 2] by remaving someideal
assumptionsnadein thatpreviouswork. We alsodescribehow MTS canbeimplementedn existing CAN
networkadaptersWe addresshe problemof how to control priority inversion(low-priority messagdeing
transmittedaheadof a higherpriority one)within CAN networkadaptersaand evaluatedifferentsolutions
for this problem.

We measurevariousexecutionoverheadsssociatewvith MTS by implementingt ona Motorola68040
processomwith the EMERALDS real-timeoperatingsystem[11]. EMERALDS is an OS designedor use
in distributed,embeddeaontrolapplications.For MTS’s implementationwe useEMERALDS to provide
basicOSfunctionality suchasinterrupthandlingandcontet switching. Using anemulatedCAN network
device (another68040actingasa CAN networkadapterand connectedo the main nodethrougha VME
bus), we presentdetailedmeasurementsf all execution,interrupthandling,task scheduling,and contet
switchingoverheadsssociateavith MTS to show thefeasibility of usingMTS for controlapplications.

In the next sectionwe give an overvien of the CAN protocol. Section3 describeghe varioustypes
of messagem our tarmget applicationworkload. They include both real-timeandnon-real-timemessages.
Section4 givesthe MTS algorithm. Section5 discussesssuegelatedto implementatiorof MTS, focusing
on the priority inversionproblem. Section6 presentsmplementatioroverheadmeasurementsThe paper
concludeswith Section?.

2 Controller AreaNetwork (CAN)

The CAN specificationdefinesthe physicalanddatalink layers(layers1 and2 in the ISO/OSlIreference
model). EachCAN framehasseren fieldsasshown in Figure 1, but we areconcernednly with the data
length(DL) andtheidentifier (ID) fields. The DL field is 4 bits wide andspecifieshe numberof databytes
in the datafield, from 0 to 8. TheID field canbe of two lengths:the standad formatis 11-bits,whereas
theextendedormatis 29-bits. It controlsbothbusarbitrationandmessagaddressinghut we areinterested
only in theformerwhichis describecdhext.

CAN makesuseof awired-OR (or wired-AND) busto connectall the nodes(in the restof the paper



we assumea wired-ORbus). Whena processohasto senda messagét first calculateshe messageaD
which may be basedon the priority of the messageTheID for eachmessagenustbe unique. Processors
passtheir messageandassociatedDs to their businterfacechips. The chipswait till the busis idle, then
write the ID onthebus,onebit atatime, startingwith the mostsignificantbit. After writing eachbit, each
chip waits long enoughfor signalsto propagatealongthe bus, thenit readsthe bus. If a chip hadwritten
a 0 but readsa 1, it meansthat anothemodehasa messagevith a higherpriority. If so, this nodedrops
out of contention.In the end,thereis only onewinnerandit canusethe bus. This canbe thoughtof asa
distributedcomparisorof the IDs of all the messagesn differentnodesandthe messagavith the highest
ID is selectedor transmission.

3 Workload Characteristics

In control applications,somedevices exchangeperiodic messageg¢suchas motorsanddrivesusedin in-
dustrialapplications)while othersaremoreevent-driven (suchassmartsensors)Moreover, operatorgnay
needstatusinformationfrom variousdevices, thus generatingmessagesvhich do not have timing con-
straints. So, we classify messageinto three broad cateyories, (1) hard-deadlingoeriodic messages(2)
hard-deadlinesporadicmessagesand(3) non-real-timeg(best-efort) aperiodicmessagesA periodicmes-
sagehasmultipleinvocationsgachoneperiodapart(notethatwheneerwe usethe termmessagstreamto
referto aperiodic,we arereferringto all invocationsof thatperiodic). Sporadiomessagebave aminimum
interarrival time (MIT) betweeninvocations,while non-real-timemessageare completelyaperiodic,but
they do nothave deadlineconstraints.

Low-Speedvs. High-SpeedReal-Time Messages

Message areal-timecontrol systemcanhave awide rangeof deadlines For example,messageffom a
controllerto a high-speedirive may have deadlinesof few hundredsof microsecondsOn the otherhand,
messagefom devicessuchastemperatursensorganhave deadline®f afew seconddecausehe physical
propertybeingmeasuredtemperaturethangesrery slowly. Thus,we further classifyreal-timemessages
into two classeshigh-speedandlow-speeddependingon the tightnessof their deadlines As will beclear
in Section4, the reasonfor this classificationhasto do with the numberof bits requiredto representhe
deadlinef messages.

Note that “high-speed”is a relative term — relative to the tightestdeadlineDg in the workload. All
messagewith the sameorderof magnitudedeadlinesasDg (or within oneorderof magnitudedifference
from Dg) canbeconsiderediigh-speednessagesAll otherswill below-speed.



4 The Mixed Traffic Scheduler

Fixed-priority deadlinemonotonic(DM) scheduling12] canbe usedfor CAN by settingeachmessage’
ID to its uniquepriority asin [8, 9]. However, in general fixed-priority schemegive lower utilization than
otherschemesuchasnon-preemptie earliest-deadline(ED). This is why several reasercherhave used
ED for networkschedulingd15-17]. This motivatesusto useED to schedulanessagesn CAN, meaning
thatthe messagéD mustcontainthe messageleadline(actually the logical inverseof the deadlinefor a
wired-ORbus). But astime progressesabsolutedeadlinevaluesgetlarger andlarger, andeventuallythey
will overflow the CAN ID. This problemcanbesolvedby usingsometype of awrap-aroundgchemegwhich
we presenin Section4.1) but eventhen,putingthe deadlinein the ID forcesoneto usethe extendedCAN
format with its 29-bit IDs. Comparedto the standardCAN format with 11-bit IDs, this wastes20—-30%
bandwidth negatingary benefitobtainedoy goingfrom fixed-priorityto dynamic-priorityscheduling This
makesED impracticalfor CAN.

In this sectionwe presentthe MTS schedulerwhich combineseD and fixed-priority schedulingto
overcomethe problemsof ED.

4.1 Time Epochs

As alreadymentionedusingdeadlinesn the ID necessitateBaving sometype of a wrap-aroundscheme.
We usea simpleschemewhich expressesnessaga@eadlinegelative to a periodicallyincreasingeference
calledthe start of epod (SOE). The time betweentwo consecutie SOEsis calledthe length of epod, /.
Then,the deadlinefield for messagé will bethelogical inverseof di — SOE= d; — [%J £, whered; is the
absolutedeadlineof messageé andt is the currenttime (it is assumedhat all nodeshave synchronized
clocks[18]).

42 MTS

The ideabehindMTS is to useED for high-speednessageandDM for low-speedones. First, we give
high-speednessagepriority over low-speedandnon-real-timeonesby settingthe mostsignificantbit to 1
in the ID for high-speednessage@Figure 2a). This protectshigh-speednessagefrom all othertypesof
traffic. If the uniquenessdield is to be 5 bits [2] (allowing 32 high-speednessagesyndthe priority field
is 1 bit, thenthe remaining5 bits are still not enoughto encodethe deadlineqrelative to the latestSOE).
Oursolutionis to quantizetime into regionsandencodedeadlinesaccordingo whichregionthey fall in. To
distinguishmessagewsrthosedeadlinedall in the sameregion, we usethe DM-priority of a messageasits
uniquenessode. This makesMTS a hierarchicalschedulerAt thetop level is ED: if the deadlinesof two
messagesanbe distinguishedhafter guantizationthenthe onewith the earlierdeadlinehashigherpriority.

INon-preemptie schedulingunderreleasetiime constraintds NP-hardin the strongsensg13]. However, Zhaoand Ramam-
ritham[14] shovedthatED performsbetterthanothersimpleheuristics.
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Figure 2: Structureof the ID for MTS. Parts(a) through(c) show the IDs for high-speedlow-speedand
non-real-timemessagesespectiely.
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Figure 3: Quantizatiorof deadlineqrelative to startof epoch)for m= 3.

At the lower level is DM: if messagebave deadlinesn the sameregion, they will be scheduledy their
DM priority.

We cancalculatelengthof aregion (I;) asl; = “22 whereDmais thelongestrelative deadlineof ary
high-speednessagandm is thewidth of thedeadlinefield (5 bits in this case).Thisis clearfrom Figure3
(shavn for m= 3). Theworst-casssituationoccursif amessagevith deadlineD .« is releasedust before
the endof epochsothatits absolutedeadlindies £ + Dmax beyondthe currentSOE.The deadlinefield must
encodehis time spanusingm bits leadingto the above expressiorfor I;.

We useDM schedulingfor low-speedmessagesandfixed-priority schedulingfor non-real-timeones,
with the latter beingassignedriorities arbitrarily. The IDs for thesemessageareshavn in Figures?2 (b)
and (c) respectiely. The second-mossignificantbit giveslow-speedmessagebigher priority thannon-
real-timeones.

This schemaallows up to 32 differenthigh-speednessageeriodicor sporadic) 512 low-speednes-
sages(periodic or sporadic),and 480 non-real-time messages — which shouldbe sufficient for most
applications.

4.3 ID Update Protocol

The IDs of all high-speednessageblave to be updatedat every SOE.Notethatif ID updateson different
nodesdo not coincide(almost)exactly, priority inversioncanoccurif the ID of a low-priority messagés
updatedbeforethatof a high-priority one. Then,for a smallwindow of time, the low-priority messagevill

2CAN disallons consecutie zerosin thesix mostsignificantbits of thelD. This meanghat32 codegor non-real-timanessages
areillegal which leaves512— 32 = 480legal codes.



have a higherpriority ID thanthe high-priority messageTo avoid this problem,we mustuseanagreement
protocolto triggerthe D updateonall nodes.The CAN clock synchronizatioralgorithm[18] synchronizes
clocksto within 20us. A simple agreemenprotocol can be that one nodeis designatedo broadcast
messagen the CAN bus. This messagavill be received by all nodesat the sametime (becausef the
natureof the CAN bus) and uponreceving this specialmessageall nodeswill updatethe IDs of their
local messagesBut this protocolhastwo disadwantagesFirst of all, too muchCAN bandwidthis wasted
transmittingthe extra messagevery £ secondsMoreover, a separatgrotocolmustberunto electa new
leaderin casetheold leaderfails. Insteadwe usethe following protocolwhich is not only robust but also
consumedessbandwidth. Eachnodehasa periodictimer which fires every ¢ secondsat which time the
nodetakesthefollowing actions:

1. Setaflagto inform the CAN device driverthatthe ID updateprotocolhasbegun.

2. Configurethe CAN networkadaptero receve all messageé.e., enterpromiscuousnodeby adjust-
ing therecevefilter).

3. Incrementhedatalength(DL) field of the highest-priorityreadymessag®nthatnode.

Thefirstincremented-Dlmessagéo besentonthe CAN buswill seneasasignalto all nodego update
the IDs of their messagesif the original DL of the messagés lessthan8, thenincrementingthe DL will
resultin transmissiorof oneextra databyte (device driverson receving nodesstrip this extra byte before
forwardingthe messagéo the applicationasdescribedater). If the DL is already8, CAN adaptersallow
the4-bit DL field to besetto 9 (or higher)but only 8 databytesaretransmitted.

Now, eachnodestartsreceving all messagetransmittedon the CAN bus. The device driver on each
nodehasa tablelisting the IDs of all messagetreamsin the systemalong with their datalengths. As
messagearrive, the device driver comparegheir DL field to thevaluesin this tableuntil it findsa message
with anincrementedL field. All nodesecevethismessagatthesameime andthey all takethefollowing
actions:

1. Restoregherecevefilter to re-enablemessagdiltering in the NA.

2. If thelocal messagevhoseDL field wasincrementedy the periodictimer hasnot beentransmitted
yet, thendecrementhe DL field backto its original value.

3. UpdatemessagédDs to reflectthenew SOE.

Eachnoderecevestheincremented-Dlmessagatthesameime, sothelD updateoneachnodestartsat
thesametime. After thefirst incremented-Dlmessageompletesthe next-highest-prioritymessagéegins
transmissionAs long asall nodescompletetheir ID updatesheforethis messageompleteqa window of
atleastb55us sincethis messageontainsat leastonedatabyte), all messagewill have updatedDs by the
time thenext busarbitrationroundbeginsandno priority inversionwill occur In caseoneor morenodesare
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slow andcannotcompletethe ID updatewithin this window of time, all nodescanbe configuredto do the
updatewhile the n'” messagafterthefirst incremented-DLmessagés in transmissionywheren is a small
numberlarge enoughto allow the slowestnodeto calculateall new IDs andthenjustwrite theseto the NA
while then!" messagés in transmission.

This protocolincurs a network overheadof 16 bits every ¢ secondgcomparedto 47 bits per epoch
for the simple leaderbasedagreemenprotocol). Receptionof the first incremented-DLmessageauses
the device driversto setthe DL fields of their local messagebackto their original values,but beforethis
cancomplete,the next transmissionalsowith anincrementedL field) hasalreadystarted. Thesetwo
messagebave 8 extra databits each(worst-casejvhich leadsto the 16-bit overhead.Onthe CPUside,the
periodicprocessncurssomeoverhead Moreover, while the networkadaptersfilter is disabled the device
driversmustprocesswo messagewhich may or maynot be meantfor thatnode. Thedevice driversmust
performfiltering in softwareanddiscardmessagesot meantfor their node.Measurementsf thesevarious
CPUoverheadsrein Section6.

5 Implementation

In this sectionwe presenschemeso implementMTS on Motorola’s TouCAN module[19] which features
16 messagduffers andinternal arbitration betweentransmissiorbuffers basedon messagdD. As such,
TouCAN is representatie of modernCAN NAs.

In the following, we presenta brief descriptionof TouCAN, the problemsfacedwhenimplementing
real-timeschedulingon CAN, andour solutionto theseproblemsfor MTS.

5.1 Motorola TouCAN

TouCAN is a moduledevelopedby Motorola for on-chipinclusionin variousmicrocontrollers. TouCAN
lies on the samechip asthe CPU andis interconnectedo the CPU (and otheron-chip modules)through
Motorola’s intermodulebus. Motorola is currently marketingthe MC68376[19] microcontrollerwhich
incorporate§ouCAN with a CPU32core.

TouCAN has16 messagéuffers. Eachbuffer canbe configuredo eithertransmitor receve messages.
Whenmorethanonehbuffershave valid messagewaiting for transmissionTouCAN picks the buffer with
the highest-prioritylD andcontendgor the bus with this ID. In this respectTouCAN differs from older
CAN networkadaptersuchasthe Intel 82527[20] which arbitratebetweerbuffers usinga fixed-priority;
daisy-chairschemevhichforcesthehostCPUto sortmessageaccordingo priority beforeplacingthemin
the networkadapteibuffers. This wasoneof the mainreasorwe picked TouCAN for implementingMTS.

At thistime, TouCAN is availableonly with the MC68376microcontroller To implementMTS within
EMERALDS on TouCAN, we would first have to port EMERALDS to the MC68376microcontroller To
avoid this, we insteaduseddevice emulation[21] underwhich a general-purposeicrocontrolleris made
to emulatea networkadapter This emulatorinterfacego the hostCPU throughan1/O bus. The emulator



presentghe host CPU the sameinterfacethat the actualnetwork adapterwould. The emulatorreceves
commanddrom the hostCPU, performsthe correspondingctions,and produceghe sameresultsthatthe
actualnetworkadaptemould, thusproviding accurateneasurementsf variousoverheadsuchasinterrupt
handlingandmessaga&ueuingon host CPU. We usea 68040boardto emulatethe TouCAN moduleand
connectit to the hostCPU (another68040)througha VME bus.

5.2 MTS on CAN

In implementingMTS on CAN, our goalis to minimizethe averageoverheadsufferedby the hostnodefor
transmittinga messageT his overheachasthefollowing components:

1. Queuing/lufferingmessagem softwareif networkadaptetbuffersareunavailable.
2. Transferringmessaget® networkadapter

3. Handlinginterruptsrelatedto messagéransmission.

In CAN, priority inversioncanbe unboundedlf theadaptebufferscontainlow-priority messageshese
messagewill notbe sentaslong astherearehigherpriority messagearnywhereelsein the network.Con-
sequentlya high-priority messageanstayblockedin softwarefor anindeterminatgeriodof time, causing
it to missits deadline.Becausef this priority inversionproblem,ary networkschedulingmplementation
for CAN (regardlesf which schedulingoolicy — DM or MTS — is beingimplementedhasto ensurehat
adaptetuffers alwayscontainthe highest-prioritymessageand only lower-priority messagearequeued
in software.

SupposeB buffers are allocatedfor messagdransmissionusually B is abouttwo-thirds of the total
numberof buffers; seeSection6). If thetotal numberof outgoingmessagestreamss B or lessthenMTS'’s
implementationis straight-forward:assignone buffer to eachstream. Wheneaer the CAN device driver
recevesa messagdor transmissionijt simply copiesthat messagdo the buffer resered for that stream.
In this case no buffering is neededwithin the device driver which alsomeanghatthereis no needfor the
CAN adapterto generateary interruptsupon completionof messageransmissiof, andthis leadsto the
lowest-possil#hostCPU overhead.

When numberof messagestreamsexceedsB, somemessagesave to be bufferedin software. To
reducehostCPUoverheadwe wantto buffer thefewestpossiblanessagewhile avoiding priority inversion.
JustasMTS treatslow-speedandhigh-speednessagedifferently for schedulingourposesyve treatthese
messageslifferently for implementationpurposesaswell. Our goalis to keepthe overheadfor frequent
messagesgthosebelongingto high-speedoeriodic streams)aslow as possibleto get a low averageper
messag@verhead.In our implementationjf the numberof periodichigh-speednessagetreamaNy, is

3The CAN adaptemustbeprogrammedo generaténterruptsif messagearequeuedn softwarewaiting for adaptebuffersto
becomeavailable,whichis notthe casehere.



lessthanB, thenwe resere Ny, buffersfor high-speederiodicstreamsandtreatthemthe sameasbefore
(no bufferingin software).

The remainingL = B — Ny buffers are usedfor high-speedsporadic,low-speed,and non-real-time
messagesAs thesemessageatrrive at the device driver for transmissionthey areinsertedinto a priority-
sortedqueue. To avoid priority inversion,the device driver mustensurethatthe L buffers alwayscontain
theL messageattheheadof thequeue.So,if a newly-arrivedmessagéaspriority higherthanthelowest-
priority messag thebuffer, it “preempts’thatmessagéy overwritingit. This preemptiorincrease€PU
overheadbut is necessaryo avoid priority inversion. The preemptednessagestaysin the device driver
gueueandis eventuallytransmittedaccordingto its priority.

Amongthesel buffers,thebuffer containingthel + 11" lowestpriority messagés configurecto trigger
aninterruptuponmessagéransmissior(l is definedlater). This interruptis usedto refill the bufferswith
gueuedmessaged. mustbelarge enoughto ensurehatthe bus doesnot becomedle while theinterruptis
handledandbuffersarerefilled. Usuallyan| of 1 or 2 is enough(which cankeepthebus busyfor 47-94us
minimum). Note thatthis putsarestrictionon L thatit mustbe greatethan|. Making L lessthanor equal
to | canleadto the CAN bus becomingidle while the ISR executes but makesmore buffers available for
high-speedgeriodicmessagesThis canbe usefulif low-speednessagemakeup only a small portion of
theworkloadandhigh-speedporadicmessageareeithernon-eistentor very few.

If Np > B thenwe mustqueueeven high-speegeriodicmessages software.Thenwe have asingle

priority-sortedqueuefor all outgoingmessageandall B buffersarefilled from this queue.

Overheads

For streamswith dedicatedouffers, the CPU overheads just the calculationof the messagéD andtrans-
ferringthe messagelataand|D to the networkadapterNotethatmessagelatacanbe copieddirectly from
userspaceo the networkadaptetto keepoverheado a minimum.

For messagewhich arequeuedn software thereis an extra overheadof insertingthe messagén the
gueue(includingcopyingthe 8 or fewer bytesof messagéatafrom userspacdo device driver spacebefore
insertingin the queue),plus the overheadfor handlinginterruptsgeneratedipon messagdransmission.
This interrupt overheadis incurredonceevery Q — | messagdransmissionsyhereQ is the numberof
buffers beingfilled from the queue(Q canbeB or L dependingon whetherhigh-speederiodicmessages
arebufferedor not). Also, eachmessagevill potentiallyhave to preempbneothermessageThepreempted
messagdnadalreadybeencopiedto the networkadapteronceandnow it will have to be copiedagain,so
the preemptionoverheads equivalentto the overheador transferringthe messagéo the networkadapter
Table1 summarizeshe overheaddor varioustypesof messagesMeasurementsf theseoverheadsrein
Section6.

Note that DM schedulingalso incurs similar overheads. The only differenceis that the ID of mes-
sagestreamaunderDM is fixed, soa new ID doesnot have to be calculatedeachtime. Otherthanthat,
implementingDM on TouCAN is no differentthanimplementingMTS.



Messagaype | Overhead

Notqueued | CalculatelD + copyto NA
Queued CalculatelD + insertin priority queuet+ copyto NA + preempt+
interrupt/@Q —1)

Table 1: Summaryof overhead$or MTS’s implementatioron TouCAN.

6 Results

Schedulabilityof MTS ascomparedo DM andED hasbeenevaluatedand publishedin [1, 2]. Here,we
presentameasuremertf variousMTS implementatioroverheadsandtheirimpacton MTS schedulability

Theoverheadneasurement®r implementatiorof MTS on a 25MHz Motorola 68040(no cache)with
the EMERALDS RTOS arein Table2. From this data,we seethat high-speednessagesvith dedicated
networkadaptetuffersincur anoverheadof

ID calculation+ transferto NA + misc. = 16.8us/msg.

Opermation Overheadus)
CalculatelD (high-speednessages) 3.0

Insertin priority queug(includingcopyingto device drivermemory) | 6.3+ 1.58¢
Transfermessagéo NA (8 databytes) 7.8
Preempimessage 7.8
Interrupthandlinganddequeuingf transmittednessages 42.4
Miscellaneougparametepassingetc.) 6.0

Table 2: CPUoverheaddor variousoperationsnvolvedin implementingMTS.

If high-speedperiodicmessageare queuedthen averagepermessageverheaddependon the number
of buffersusedfor transmissior(Q). TouCAN has16 buffers. Of these 5—6 are usuallyusedfor message
receptionandtheir IDs are configuredto receve the variousmessagetreamsneededby the node. This
leavesabout10 buffersfor messagdransmission.Then,underworst-casescenariomessagéransmission
incursanaverageoverheadassuming = 2):

interrupt

ID calculation+ queuing+ preemptt+ transferto NA + + misc.= 36.2+4 1.55q ps/msg,

wherethe worst-casdg is the total numberof messagetreamsusing that queue. Low-speedand non-
real-timemessagebave fixed IDs, sothey incur an overheadof 33.2+4 1.55g ps/msgif all low-speedand
high-speednessagesharethe samequeue.
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If high-speednessageareusingdedicatedouffers,thenQ — | is smallerfor low-speednessagesAs-
sumingonly 3 buffersareavailableandl = 2, thenlow-speedandnon-real-timemessagemcur overheads
of 70.3+ 1.55lg ps/msgwhile high-speedporadicnessagebave overheadof 73.3+ 1.55 g ps/msg.

From thesenumberswe seethat if a certainnodehas? high-speedperiodic streams,1 high-speed
sporadicstream,10 streamsof low-speedandnon-real-timemessagesndif the high-speegeriodicmes-
sagesnakeup 90% of the outgoingtraffic while Q — I = 1 for high-speedporadic/lav-speed/on-real-tme
messagedhenaveragepermessag@verheadcomesto (16.8)(0.9) + (70.3+ 1.55(11))0.1 = 23.9/msg.
Overheads significantlyhigherif thenumberof high-speegberiodicstreamss largeenoughthathigh-speed
messagebaveto bequeuedln thatcase permessageverheactanbetwice asmuchastheoverheadvhen
high-speedgeriodicstreamshave dedicatedouffers. Fortunately real-timecontrolapplicationsdo not have
morethan 10-15tasksper node(the well-known avionics taskworkload[22,23] — which is acceptedas
typifying real-timecontrolapplications— is anexample).Not all taskssendinter-nodemessageandthose
thatdotypically donotsendmorethanl-2messagepertask. Thisindicateshatfor mostapplicationsded-
icatedbuffersshouldbe availablefor high-speednessagestreamsresultingin alow permessageverhead
in the20-251srange.

We useda simplelinked list to sortmessagem the priority queue.Thisworkswell for a smallnumber
of message&b—10)thattypically needto bein thequeue.For largernumberof messages sortedheapwill
give lower overhead.

Notethattheseoverheadsareapplicableto DM aswell. Only differences thatunderDM, thelD does
nothave to be calculatedsopermessageverheadwill be 3us lessthanfor MTS.

ID Re-adjustmentat End of Epoch

Table 3 lists the CPU overheadsncurredduring the ID updateprotocol. Overheadfor the periodictask
includesall contet switchingand CPU schedulingoverheads.One context switch occurswhenthe task
wakesup andanothemwhenthetaskblocks. Both of theseareincludedin the overheadneasurements.

Opermation Overheadus)
Periodictask 68.0

Device driverinterrupt(messagarrival) | 40.4
Readmessagérom NA (8 databytes) 7.8
Softwarefiltering andDL lookup 3.0

ID update 2.8 permessage

Table 3: CPUoverheaddor variousoperationsnvolvedin updatingmessagéDs.

During eachlD update the device driver recevestwo messagegachincurring anoverheadof 40.4 +
7.8+ 3.0 = 51.2us including all context switching overheads).After receving the first messagelDs of
high-speednessageareupdated.AssuminglDs of 5 messageneedto be updatedthetotal overheadper
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epochbecomesl84.4us. If £ = 2ms,the ID updatetakesup about9% of CPUtime. This motivatesusto
increase.

Increasing increaseshelevel of quantizationof deadlinesvhich resultsin reducedschedulabilityfor
high-speedmessagesBut on the other hand, the network overheadassociatedvith ID updateg(16 bits
per epoch)decreasedeadingto increasedschedulability For £ = 2ms, 16 extra bits per epochconsume
only 0.8% of the networkbandwidthfor a 1Mb/s bus, but their impacton network schedulability(dueto
their blocking effect) is muchhigher Our measurementshaved thatwith this extra overhead about2—3
percentag@ointsfewerworkloadsarefeasibleunderMTS (for the sameworkloadutilization) thanwithout
this overhead.As such,increasing/ canresultin a sizeableémprovementin schedulabilitydueto reduced
ID updateoverheadwvhich canoffsetthelossin schedulabilitydueto coarsequantization.

Figure 4 shaws the effect of increasing/ on schedulability For eachdatapoint, we generatel000
workloadsandmeasuréhe percentagéoundfeasibleunderMTS usingthe schedulabilityconditionsin [2].
Eachworkloadhaswith 8—-15high-speedgberiodicstreams2 or 6 high-speedporadicstreams25low-speed
periodic streamsand4 low-speedsporadicstreams.Deadlinesof high-speednessageare setrandomly
in the 0.5-2msrangewhile thosefor low-speedmessageare setrandomlybetweer?—100ms.Periodsof
periodicmessageare calculatedby addinga small randomvalueto the deadline while MIT of sporadic
streamsgs setto 2s(for bothlow-speedandhigh-speedporadicstreams) Differentdatapointsareobtained
by varying the numberof high-speederiodicstreamdrom 8 to 15 which leadsto a variationin workload
utilization roughlyin the 50—-100%range.All resultsincludethe overheadresultingfrom 16 extra bits per
epochfor ID updates.

This Figureshonsthatwhen? is doubledfrom 2msto 4ms,networkschedulabilityis actuallyimproved
slightly whentwo high-speedporadicstreamsarein theworkload. But whensix sporadicstreamsareused,
lossin schedulabilityfrom coarserquantizationis morethanthe gain from reduced D updateoverhead,
sothat 1-2 percentageointsfewer workloadsare feasible. Theseresultsshow that for light-to-moderate
high-speedsporadicloads,increasing’ to 4ms continuesto give good performanceand even for heary
high-speeaporadidoads,/ = 4msresultsin only a slight degradationin performance.

If £isincreasedo 3ms,thentheID updateCPU overheadreducego about6% of CPU time, whereas
for £ = 4ms,it become<.6%o0f CPUtime.

7 Conclusion

The CAN standardnessagérameformathasan11-bitID field. If fixed-priority schedulingsuchasDM)
is usedfor CAN, someof thesebits go unused.TheideabehindMTS is to usetheseextra bits to enhance
network schedulability MTS placesa quantizedform of the messagealeadlinein theseextra bits while
usingthe DM-priority of message theremainingbits. This enhanceschedulabilityof the mostfrequent
messagef the system(high-speednessages3othat MTS is ableto feasibly schedulemore workloads
thanDM.
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Figure 4: Impactof changing/ on MTS schedulability

SincemessagéDs arebasedn deadlinesthey mustbe periodicallyupdated We presented protocol
to performthis updatewithout ary priority inversion. This protocolconsumesbout5—6% of CPU time,
but consideringthe large improvementsin networkschedulabilitythat MTS displaysover DM, this extra
overheads justified.

We alsopresented schemdo implementMTS onthe TouCAN networkadaptemvhichis representatie
of modernCAN networkadapters.The biggestchallengein implementingCAN scheduling(be it MTS
or DM) is controlling priority inversionwithin the network adapter We showved that becauseof CAN’s
characteristic§shortmessagesize), preemptionof a messagen the adapterby a newly-arrived, higher
priority outgoingmessagés aneffective methodfor avoiding priority inversion.

A future avenueof researchcanbe to study messageeceptionissuesfor CAN to try to reducethe
averagepermessageeceptionoverhead Unlike messagéransmissionmessageeceptiondoesnotdepend
on which networkschedulingpolicy (DM or MTS) is used. Messageaeceptionoverheadsanbe reduced
by optimizing interrupthandling,usingpolling (insteadof interrupts)to detectmessagerrival, or usinga
combinationof interruptsandpolling.
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