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Abstract

The Controller Area Network (CAN) is being widely usedin real-timecontrol applicationssuch
as automobiles,aircraft, and automatedfactories. In this paperwe presentthe mixed traffic sched-
uler (MTS) for CAN, which provideshigherschedulabilitythanfixed-priority schemeslike deadline-
monotonic(DM) while incurring lessoverheadthan dynamicearliest-deadline(ED) scheduling. We
also describehow MTS can be implementedon existing CAN network adapterssuchas Motorola’s
TouCAN. In previous work [1, 2] we hadshown MTS to be far superiorto DM in schedulabilityper-
formance. In this paper, we presentimplementationoverheadmeasurementsshowing that processing
neededto supportMTS consumesonly about5–6%of CPUtime. Consideringit’ sschedulabilityadvan-
tage,thismakesMTS idealfor usein controlapplications.

Key Words: Distributedreal-timesystems,ControllerAreaNetwork(CAN), messagescheduling,network
schedulingimplementation,priority inversion.

1 Intr oduction

Distributedreal-timesystemsarebeingusedincreasinglyin control applicationssuchasin automobiles,

aircraft,robotics,andprocesscontrol.Thesesystemsconsistof multiplecomputationalnodes,sensors,and

actuatorsinterconnectedby a LAN [3]. Of the multiple LAN protocolsavailablefor suchuse(including

MAP [4], TTP [5], etc.),theControllerAreaNetwork(CAN) [6] hasgainedwide-spreadacceptancein the

industry[7].

Control networksmustcarry both periodicandsporadicreal-timemessages,aswell asnon-real-time

messages.All thesemessagesmustbeproperlyscheduledon thenetworksothat real-timemessagesmeet

their deadlineswhile co-existing with non-real-timemessages(we limit thescopeof this paperto schedul-

ing messageswhosecharacteristicslike deadlineandperiodareknown a priori ). Previouswork regarding

schedulingsuchmessageson CAN includes[8, 9], but they focusedon fixed-priorityscheduling.Shin[10]�
Thework reportedin this paperwassupportedin partby theNSFunderGrantsMIP-9203895andDDM-9313222,andby the

ONR underGrantN00014-94-1-0229.Any opinions,findings,andconclusionsor recommendationsarethoseof theauthorsand
do notnecessarilyreflecttheviewsof thefundingagencies.
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SOF:   Start of Frame
CRC:  Cyclic Redundancy Code
EOF:  End of Frame

Figure1: Variousfieldsin theCAN dataframe.

consideredearliest-deadline(ED) scheduling,but did not considerits high overheadwhich makesED im-

practicalfor CAN. In thispaper, wepresentaschedulingschemefor CAN calledthemixedtraffic scheduler

(MTS) which increasesschedulableutilizationandperformsbetterthanfixed-priorityschemeswhile incur-

ring lessoverheadthanED. This papergoesbeyond thework presentedin [1, 2] by removing someideal

assumptionsmadein thatpreviouswork. We alsodescribehow MTS canbeimplementedon existingCAN

networkadapters.We addresstheproblemof how to controlpriority inversion(low-priority messagebeing

transmittedaheadof a higher-priority one)within CAN networkadaptersandevaluatedifferentsolutions

for thisproblem.

Wemeasurevariousexecutionoverheadsassociatedwith MTS by implementingit onaMotorola68040

processorwith theEMERALDS real-timeoperatingsystem[11]. EMERALDS is an OSdesignedfor use

in distributed,embeddedcontrolapplications.For MTS’s implementation,we useEMERALDSto provide

basicOSfunctionalitysuchasinterrupthandlingandcontext switching.UsinganemulatedCAN network

device (another68040actingasa CAN networkadapterandconnectedto themain nodethrougha VME

bus),we presentdetailedmeasurementsof all execution,interrupthandling,taskscheduling,andcontext

switchingoverheadsassociatedwith MTS to show thefeasibility of usingMTS for controlapplications.

In the next sectionwe give an overview of the CAN protocol. Section3 describesthe varioustypes

of messagesin our target applicationworkload. They includeboth real-timeandnon-real-timemessages.

Section4 givestheMTS algorithm.Section5 discussesissuesrelatedto implementationof MTS, focusing

on the priority inversionproblem. Section6 presentsimplementationoverheadmeasurements.Thepaper

concludeswith Section7.

2 Controller Ar eaNetwork (CAN)

The CAN specificationdefinesthe physicalanddatalink layers(layers1 and2 in the ISO/OSIreference

model). EachCAN framehasseven fieldsasshown in Figure1, but we areconcernedonly with thedata

length(DL) andtheidentifier (ID) fields.TheDL field is 4 bitswideandspecifiesthenumberof databytes

in thedatafield, from 0 to 8. The ID field canbe of two lengths:thestandard format is 11-bits,whereas

theextendedformatis 29-bits.It controlsbothbusarbitrationandmessageaddressing,but weareinterested

only in theformerwhich is describednext.

CAN makesuseof a wired-OR(or wired-AND) bus to connectall the nodes(in the restof the paper
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we assumea wired-ORbus). Whena processorhasto senda messageit first calculatesthe messageID

which maybebasedon thepriority of themessage.The ID for eachmessagemustbeunique.Processors

passtheir messagesandassociatedIDs to their bus interfacechips. Thechipswait till thebusis idle, then

write theID on thebus,onebit at a time, startingwith themostsignificantbit. After writing eachbit, each

chip waits long enoughfor signalsto propagatealongthebus, thenit readsthebus. If a chip hadwritten

a 0 but readsa 1, it meansthat anothernodehasa messagewith a higherpriority. If so, this nodedrops

out of contention.In theend,thereis only onewinnerandit canusethebus. This canbethoughtof asa

distributedcomparisonof the IDs of all themessageson differentnodesandthemessagewith thehighest

ID is selectedfor transmission.

3 Workload Characteristics

In control applications,somedevicesexchangeperiodicmessages(suchasmotorsanddrivesusedin in-

dustrialapplications)while othersaremoreevent-driven(suchassmartsensors).Moreover, operatorsmay

needstatusinformation from variousdevices, thusgeneratingmessageswhich do not have timing con-

straints. So, we classifymessagesinto threebroadcategories,(1) hard-deadlineperiodic messages,(2)

hard-deadlinesporadicmessages,and(3) non-real-time(best-effort) aperiodicmessages.A periodicmes-

sagehasmultiple invocations,eachoneperiodapart(notethatwheneverweusethetermmessagestreamto

referto aperiodic,wearereferringto all invocationsof thatperiodic).Sporadicmessageshave aminimum

interarrival time (MIT) betweeninvocations,while non-real-timemessagesarecompletelyaperiodic,but

they do nothave deadlineconstraints.

Low-Speedvs. High-SpeedReal-Time Messages

Messagesin a real-timecontrolsystemcanhave a wide rangeof deadlines.For example,messagesfrom a

controllerto a high-speeddrive mayhave deadlinesof few hundredsof microseconds.On theotherhand,

messagesfromdevicessuchastemperaturesensorscanhavedeadlinesof afew secondsbecausethephysical

propertybeingmeasured(temperature)changesvery slowly. Thus,we furtherclassifyreal-timemessages

into two classes:high-speedandlow-speed, dependingon thetightnessof their deadlines.As will beclear

in Section4, the reasonfor this classificationhasto do with the numberof bits requiredto representthe

deadlinesof messages.

Note that “high-speed”is a relative term — relative to the tightestdeadlineD0 in the workload. All

messageswith thesameorderof magnitudedeadlinesasD0 (or within oneorderof magnitudedifference

from D0) canbeconsideredhigh-speedmessages.All otherswill below-speed.
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4 The Mixed Traffic Scheduler

Fixed-priority deadlinemonotonic(DM) scheduling[12] canbe usedfor CAN by settingeachmessage’s

ID to its uniquepriority asin [8,9]. However, in general,fixed-priorityschemesgive lower utilization than

otherschemessuchasnon-preemptive earliest-deadline1 (ED). This is why several reaserchershave used

ED for networkscheduling[15–17]. This motivatesusto useED to schedulemessageson CAN, meaning

that the messageID mustcontainthe messagedeadline(actually, the logical inverseof thedeadlinefor a

wired-ORbus). But astime progresses,absolutedeadlinevaluesget largerandlarger, andeventuallythey

will overflow theCAN ID. Thisproblemcanbesolvedby usingsometypeof awrap-aroundscheme(which

we presentin Section4.1)but eventhen,putingthedeadlinein theID forcesoneto usetheextendedCAN

format with its 29-bit IDs. Comparedto the standardCAN format with 11-bit IDs, this wastes20–30%

bandwidth,negatingany benefitobtainedby goingfrom fixed-priorityto dynamic-priorityscheduling.This

makesED impracticalfor CAN.

In this sectionwe presentthe MTS schedulerwhich combinesED and fixed-priority schedulingto

overcometheproblemsof ED.

4.1 Time Epochs

As alreadymentioned,usingdeadlinesin the ID necessitateshaving sometypeof a wrap-aroundscheme.

We usea simpleschemewhich expressesmessagedeadlinesrelative to a periodicallyincreasingreference

calledthestart of epoch (SOE).The time betweentwo consecutive SOEsis calledthe lengthof epoch, � .
Then,thedeadlinefield for messagei will be the logical inverseof di � SOE � di ��� t	�
 � , wheredi is the

absolutedeadlineof messagei and t is the currenttime (it is assumedthat all nodeshave synchronized

clocks[18]).

4.2 MTS

The ideabehindMTS is to useED for high-speedmessagesandDM for low-speedones. First, we give

high-speedmessagespriority over low-speedandnon-real-timeonesby settingthemostsignificantbit to 1

in the ID for high-speedmessages(Figure2a). This protectshigh-speedmessagesfrom all othertypesof

traffic. If theuniquenessfield is to be 5 bits [2] (allowing 32 high-speedmessages),andthepriority field

is 1 bit, thenthe remaining5 bits arestill not enoughto encodethedeadlines(relative to the latestSOE).

Oursolutionis to quantizetimeinto regionsandencodedeadlinesaccordingto whichregion they fall in. To

distinguishmessageswhosedeadlinesfall in thesameregion, we usetheDM-priority of a messageasits

uniquenesscode.This makesMTS a hierarchicalscheduler. At thetop level is ED: if thedeadlinesof two

messagescanbedistinguishedafterquantization,thentheonewith theearlierdeadlinehashigherpriority.

1Non-preemptive schedulingunderreleasetime constraintsis NP-hardin thestrongsense[13]. However, ZhaoandRamam-

ritham[14] showedthatED performsbetterthanothersimpleheuristics.
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Figure 2: Structureof the ID for MTS. Parts(a) through(c) show the IDs for high-speed,low-speed,and

non-real-timemessages,respectively.
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Figure3: Quantizationof deadlines(relative to startof epoch)for m � 3.

At the lower level is DM: if messageshave deadlinesin the sameregion, they will be scheduledby their

DM priority.

Wecancalculatelengthof a region (lr ) aslr �
	��

Dmax
2m whereDmax is thelongestrelativedeadlineof any

high-speedmessageandm is thewidth of thedeadlinefield (5 bits in thiscase).This is clearfrom Figure3

(shown for m � 3). Theworst-casesituationoccursif a messagewith deadlineDmax is releasedjust before

theendof epochsothatits absolutedeadlinelies ��� Dmax beyondthecurrentSOE.Thedeadlinefield must

encodethis timespanusingmbits leadingto theaboveexpressionfor lr .

We useDM schedulingfor low-speedmessagesandfixed-priority schedulingfor non-real-timeones,

with the latterbeingassignedprioritiesarbitrarily. The IDs for thesemessagesareshown in Figures2 (b)

and(c) respectively. The second-mostsignificantbit giveslow-speedmessageshigherpriority thannon-

real-timeones.

Thisschemeallowsup to 32 differenthigh-speedmessages(periodicor sporadic),512low-speedmes-

sages(periodic or sporadic),and480 non-real-time messages2 — which shouldbe sufficient for most

applications.

4.3 ID UpdateProtocol

TheIDs of all high-speedmessageshave to beupdatedat every SOE.Notethat if ID updateson different

nodesdo not coincide(almost)exactly, priority inversioncanoccurif the ID of a low-priority messageis

updatedbeforethatof a high-priority one.Then,for a smallwindow of time, thelow-priority messagewill

2CAN disallowsconsecutivezerosin thesix mostsignificantbitsof theID. Thismeansthat32codesfor non-real-timemessages
areillegal which leaves512 � 32 � 480legal codes.
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have a higherpriority ID thanthehigh-priority message.To avoid this problem,we mustuseanagreement

protocolto triggertheID updateonall nodes.TheCAN clocksynchronizationalgorithm[18] synchronizes

clocks to within 20µs. A simple agreementprotocol can be that one nodeis designatedto broadcasta

messageon the CAN bus. This messagewill be received by all nodesat the sametime (becauseof the

natureof the CAN bus) andupon receiving this specialmessage,all nodeswill updatethe IDs of their

local messages.But this protocolhastwo disadvantages.First of all, too muchCAN bandwidthis wasted

transmittingthe extra messageevery � seconds.Moreover, a separateprotocolmustbe run to electa new

leaderin casetheold leaderfails. Instead,we usethefollowing protocolwhich is not only robustbut also

consumeslessbandwidth. Eachnodehasa periodictimer which fires every � secondsat which time the

nodetakesthefollowing actions:

1. Seta flag to inform theCAN devicedriver thattheID updateprotocolhasbegun.

2. ConfiguretheCAN networkadapterto receive all messages(i.e.,enterpromiscuousmodeby adjust-

ing thereceive filter).

3. Incrementthedatalength(DL) field of thehighest-priorityreadymessageonthatnode.

Thefirst incremented-DLmessageto besentontheCAN buswill serveasasignalto all nodesto update

the IDs of their messages.If theoriginal DL of themessageis lessthan8, thenincrementingtheDL will

resultin transmissionof oneextra databyte(device driverson receiving nodesstrip this extra bytebefore

forwardingthemessageto theapplicationasdescribedlater). If theDL is already8, CAN adaptersallow

the4-bit DL field to besetto 9 (or higher)but only 8 databytesaretransmitted.

Now, eachnodestartsreceiving all messagestransmittedon the CAN bus. The device driver on each

nodehasa table listing the IDs of all messagestreamsin the systemalong with their datalengths. As

messagesarrive, thedevicedrivercomparestheir DL field to thevaluesin this tableuntil it findsa message

with anincrementedDL field. All nodesreceivethismessageatthesametimeandthey all takethefollowing

actions:

1. Restorethereceive filter to re-enablemessagefiltering in theNA.

2. If the local messagewhoseDL field wasincrementedby theperiodictimer hasnot beentransmitted

yet, thendecrementtheDL field backto its original value.

3. UpdatemessageIDs to reflectthenew SOE.

Eachnodereceivestheincremented-DLmessageatthesametime,sotheID updateoneachnodestartsat

thesametime. After thefirst incremented-DLmessagecompletes,thenext-highest-prioritymessagebegins

transmission.As long asall nodescompletetheir ID updatesbeforethis messagecompletes(a window of

at least55µs sincethis messagecontainsat leastonedatabyte),all messageswill have updatedIDs by the

timethenext busarbitrationroundbeginsandnopriority inversionwill occur. In caseoneor morenodesare
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slow andcannotcompletetheID updatewithin this window of time, all nodescanbeconfiguredto do the

updatewhile thenth messageafter thefirst incremented-DLmessageis in transmission,wheren is a small

numberlargeenoughto allow theslowestnodeto calculateall new IDs andthenjustwrite theseto theNA

while thenth messageis in transmission.

This protocol incurs a networkoverheadof 16 bits every � seconds(comparedto 47 bits per epoch

for the simple leader-basedagreementprotocol). Receptionof the first incremented-DLmessagecauses

thedevice driversto setthe DL fieldsof their local messagesbackto their original values,but beforethis

cancomplete,the next transmission(alsowith an incrementedDL field) hasalreadystarted. Thesetwo

messageshave 8 extra databitseach(worst-case)which leadsto the16-bit overhead.On theCPUside,the

periodicprocessincurssomeoverhead.Moreover, while thenetworkadapter’s filter is disabled,thedevice

driversmustprocesstwo messageswhich mayor maynot bemeantfor thatnode.Thedevice driversmust

performfiltering in softwareanddiscardmessagesnotmeantfor theirnode.Measurementsof thesevarious

CPUoverheadsarein Section6.

5 Implementation

In this section,wepresentschemesto implementMTS onMotorola’sTouCAN module[19] which features

16 messagebuffers andinternalarbitrationbetweentransmissionbuffers basedon messageID. As such,

TouCAN is representativeof modernCAN NAs.

In the following, we presenta brief descriptionof TouCAN, the problemsfacedwhenimplementing

real-timeschedulingon CAN, andoursolutionto theseproblemsfor MTS.

5.1 Motor ola TouCAN

TouCAN is a moduledevelopedby Motorola for on-chipinclusionin variousmicrocontrollers.TouCAN

lies on the samechip asthe CPU andis interconnectedto the CPU (andotheron-chipmodules)through

Motorola’s intermodulebus. Motorola is currently marketingthe MC68376[19] microcontrollerwhich

incorporatesTouCAN with a CPU32core.

TouCAN has16 messagebuffers.Eachbuffer canbeconfiguredto eithertransmitor receive messages.

Whenmorethanonebuffershave valid messageswaiting for transmission,TouCAN picks thebuffer with

the highest-priorityID andcontendsfor the bus with this ID. In this respectTouCAN differs from older

CAN networkadapterssuchasthe Intel 82527[20] which arbitratebetweenbuffersusinga fixed-priority,

daisy-chainschemewhichforcesthehostCPUto sortmessagesaccordingto priority beforeplacingthemin

thenetworkadapterbuffers.Thiswasoneof themainreasonwe pickedTouCAN for implementingMTS.

At this time,TouCAN is availableonly with theMC68376microcontroller. To implementMTS within

EMERALDS on TouCAN, we would first have to port EMERALDS to theMC68376microcontroller. To

avoid this, we insteaduseddevice emulation[21] underwhich a general-purposemicrocontrolleris made

to emulatea networkadapter. This emulatorinterfacesto thehostCPUthroughanI/O bus. Theemulator
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presentsthe hostCPU the sameinterfacethat the actualnetworkadapterwould. The emulatorreceives

commandsfrom thehostCPU,performsthecorrespondingactions,andproducesthesameresultsthat the

actualnetworkadapterwould, thusproviding accuratemeasurementsof variousoverheadssuchasinterrupt

handlingandmessagequeuingon hostCPU.We usea 68040boardto emulatethe TouCAN moduleand

connectit to thehostCPU(another68040)throughaVME bus.

5.2 MTS on CAN

In implementingMTS on CAN, ourgoalis to minimizetheaverageoverheadsufferedby thehostnodefor

transmittinga message.Thisoverheadhasthefollowing components:

1. Queuing/bufferingmessagesin softwareif networkadapterbuffersareunavailable.

2. Transferringmessagesto networkadapter.

3. Handlinginterruptsrelatedto messagetransmission.

In CAN, priority inversioncanbeunbounded.If theadapterbufferscontainlow-priority messages,these

messageswill not besentaslong astherearehigher-priority messagesanywhereelsein thenetwork.Con-

sequently, ahigh-prioritymessagecanstayblockedin softwarefor anindeterminateperiodof time,causing

it to missits deadline.Becauseof this priority inversionproblem,any networkschedulingimplementation

for CAN (regardlessof whichschedulingpolicy — DM or MTS — is beingimplemented)hasto ensurethat

adapterbuffersalwayscontainthehighest-prioritymessagesandonly lower-priority messagesarequeued

in software.

SupposeB buffers areallocatedfor messagetransmission(usually B is abouttwo-thirdsof the total

numberof buffers;seeSection6). If thetotalnumberof outgoingmessagestreamsis B or less,thenMTS’s

implementationis straight-forward:assignonebuffer to eachstream. Whenever the CAN device driver

receivesa messagefor transmission,it simply copiesthat messageto the buffer reserved for that stream.

In this case,no buffering is neededwithin thedevice driver which alsomeansthat thereis no needfor the

CAN adapterto generateany interruptsuponcompletionof messagetransmission3, andthis leadsto the

lowest-possiblehostCPUoverhead.

When numberof messagestreamsexceedsB, somemessageshave to be buffered in software. To

reducehostCPUoverhead,wewanttobuffer thefewestpossiblemessageswhile avoidingpriority inversion.

JustasMTS treatslow-speedandhigh-speedmessagesdifferently for schedulingpurposes,we treatthese

messagesdifferently for implementationpurposesaswell. Our goal is to keepthe overheadfor frequent

messages(thosebelongingto high-speedperiodic streams)as low aspossibleto get a low averageper-

messageoverhead.In our implementation,if the numberof periodichigh-speedmessagestreamsNHp is

3TheCAN adaptermustbeprogrammedto generateinterruptsif messagesarequeuedin softwarewaitingfor adapterbuffersto

becomeavailable,which is not thecasehere.

8



lessthanB, thenwe reserve NHp buffersfor high-speedperiodicstreamsandtreatthemthesameasbefore

(nobuffering in software).

The remainingL � B � NHp buffers areusedfor high-speedsporadic,low-speed,and non-real-time

messages.As thesemessagesarrive at thedevice driver for transmission,they areinsertedinto a priority-

sortedqueue.To avoid priority inversion,the device driver mustensurethat the L buffersalwayscontain

theL messagesat theheadof thequeue.So,if a newly-arrivedmessagehaspriority higherthanthelowest-

priority messagein thebuffer, it “preempts”thatmessageby overwriting it. ThispreemptionincreasesCPU

overheadbut is necessaryto avoid priority inversion. The preemptedmessagestaysin the device driver

queueandis eventuallytransmittedaccordingto its priority.

AmongtheseL buffers,thebuffer containingtheI � 1th lowestpriority messageis configuredto trigger

an interruptuponmessagetransmission(I is definedlater). This interruptis usedto refill thebufferswith

queuedmessages.I mustbelargeenoughto ensurethatthebusdoesnot becomeidle while theinterruptis

handledandbuffersarerefilled. UsuallyanI of 1 or 2 is enough(whichcankeepthebusbusyfor 47–94µs

minimum). Notethatthis putsa restrictionon L that it mustbegreaterthanI . Making L lessthanor equal

to I canleadto theCAN busbecomingidle while the ISR executes,but makesmorebuffersavailablefor

high-speedperiodicmessages.This canbeusefulif low-speedmessagesmakeup only a smallportionof

theworkloadandhigh-speedsporadicmessagesareeithernon-existentor very few.

If NHp � B thenwe mustqueueevenhigh-speedperiodicmessagesin software.Thenwe have a single

priority-sortedqueuefor all outgoingmessagesandall B buffersarefilled from this queue.

Overheads

For streamswith dedicatedbuffers, theCPUoverheadis just thecalculationof themessageID andtrans-

ferring themessagedataandID to thenetworkadapter. Notethatmessagedatacanbecopieddirectly from

userspaceto thenetworkadapterto keepoverheadto aminimum.

For messageswhich arequeuedin software,thereis an extra overheadof insertingthemessagein the

queue(includingcopyingthe8 or fewerbytesof messagedatafrom userspaceto devicedriverspacebefore

insertingin the queue),plus the overheadfor handlinginterruptsgeneratedupon messagetransmission.

This interrupt overheadis incurredonceevery Q � I messagetransmissions,whereQ is the numberof

buffersbeingfilled from thequeue(Q canbeB or L dependingon whetherhigh-speedperiodicmessages

arebufferedor not). Also,eachmessagewill potentiallyhaveto preemptoneothermessage.Thepreempted

messagehadalreadybeencopiedto thenetworkadapteronceandnow it will have to becopiedagain,so

thepreemptionoverheadis equivalentto theoverheadfor transferringthemessageto thenetworkadapter.

Table1 summarizestheoverheadsfor varioustypesof messages.Measurementsof theseoverheadsarein

Section6.

Note that DM schedulingalso incurs similar overheads.The only differenceis that the ID of mes-

sagestreamsunderDM is fixed, so a new ID doesnot have to be calculatedeachtime. Other thanthat,

implementingDM on TouCAN is no differentthanimplementingMTS.
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Messagetype Overhead

Not queued CalculateID + copyto NA

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

Queued CalculateID + insertin priority queue+ copyto NA + preempt+

interrupt/(Q � I)

Table 1: Summaryof overheadsfor MTS’s implementationon TouCAN.

6 Results

Schedulabilityof MTS ascomparedto DM andED hasbeenevaluatedandpublishedin [1, 2]. Here,we

presentameasurementof variousMTS implementationoverheadsandtheir impacton MTS schedulability.

Theoverheadmeasurementsfor implementationof MTS on a 25MHz Motorola68040(no cache)with

the EMERALDS RTOS are in Table2. From this data,we seethat high-speedmessageswith dedicated

networkadapterbuffersincur anoverheadof

ID calculation+ transferto NA + misc��� 16� 8µs/msg.

Operation Overhead(µs)

CalculateID (high-speedmessages) 3.0

Insertin priority queue(includingcopyingto devicedrivermemory) 6.3+ 1.55lQ

Transfermessageto NA (8 databytes) 7.8

Preemptmessage 7.8

Interrupthandlinganddequeuingof transmittedmessages 42.4

Miscellaneous(parameterpassing,etc.) 6.0

Table 2: CPUoverheadsfor variousoperationsinvolvedin implementingMTS.

If high-speedperiodicmessagesarequeued,thenaverageper-messageoverheaddependson the number

of buffersusedfor transmission(Q). TouCAN has16 buffers. Of these,5–6areusuallyusedfor message

receptionandtheir IDs areconfiguredto receive the variousmessagestreamsneededby the node. This

leavesabout10 buffers for messagetransmission.Then,underworst-casescenario,messagetransmission

incursanaverageoverhead(assumingI � 2):

ID calculation+ queuing+ preempt+ transferto NA +
interrupt

Q � I
+ misc. � 36� 2 � 1 � 55lQ µs/msg,

wherethe worst-caselQ is the total numberof messagestreamsusing that queue. Low-speedand non-

real-timemessageshave fixedIDs, sothey incur anoverheadof 33� 2 � 1 � 55lQ µs/msgif all low-speedand

high-speedmessagessharethesamequeue.
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If high-speedmessagesareusingdedicatedbuffers,thenQ � I is smallerfor low-speedmessages.As-

sumingonly 3 buffersareavailableandI � 2, thenlow-speedandnon-real-timemessagesincur overheads

of 70� 3 � 1 � 55lQ µs/msgwhile high-speedsporadicmessageshaveoverheadsof 73� 3 � 1 � 55lQ µs/msg.

From thesenumberswe seethat if a certainnodehas7 high-speedperiodic streams,1 high-speed

sporadicstream,10 streamsof low-speedandnon-real-timemessages,andif thehigh-speedperiodicmes-

sagesmakeup90%of theoutgoingtraffic while Q � I � 1 for high-speedsporadic/low-speed/non-real-time

messages,thenaverageper-messageoverheadcomesto � 16� 8��� 0 � 9��� � 70� 3 � 1 � 55 � 11�!� 0 � 1 � 23� 9µ/msg.

Overheadissignificantlyhigherif thenumberof high-speedperiodicstreamsis largeenoughthathigh-speed

messageshaveto bequeued.In thatcase,per-messageoverheadcanbetwiceasmuchastheoverheadwhen

high-speedperiodicstreamshave dedicatedbuffers. Fortunately, real-timecontrolapplicationsdo not have

morethan10–15taskspernode(thewell-known avionics taskworkload[22,23] — which is acceptedas

typifying real-timecontrolapplications— is anexample).Not all taskssendinter-nodemessagesandthose

thatdotypically donotsendmorethan1–2messagespertask.Thisindicatesthatfor mostapplications,ded-

icatedbuffersshouldbeavailablefor high-speedmessagestreams,resultingin a low per-messageoverhead

in the20–25µsrange.

We usedasimplelinked list to sortmessagesin thepriority queue.Thisworkswell for a smallnumber

of messages(5–10)thattypically needto bein thequeue.For largernumberof messages,asortedheapwill

give loweroverhead.

Notethattheseoverheadsareapplicableto DM aswell. Only differenceis thatunderDM, theID does

nothave to becalculated,soper-messageoverheadwill be3µs lessthanfor MTS.

ID Re-adjustmentat End of Epoch

Table3 lists the CPU overheadsincurredduring the ID updateprotocol. Overheadfor the periodic task

includesall context switchingandCPU schedulingoverheads.Onecontext switch occurswhenthe task

wakesup andanotherwhenthetaskblocks.Both of theseareincludedin theoverheadmeasurements.

Operation Overhead(µs)

Periodictask 68.0

Devicedriver interrupt(messagearrival) 40.4

Readmessagefrom NA (8 databytes) 7.8

Softwarefiltering andDL lookup 3.0

ID update 2.8permessage

Table 3: CPUoverheadsfor variousoperationsinvolvedin updatingmessageIDs.

During eachID update,thedevice driver receivestwo messages(eachincurringanoverheadof 40� 4 �
7 � 8 � 3 � 0 � 51� 2µs including all context switchingoverheads).After receiving the first message,IDs of

high-speedmessagesareupdated.AssumingIDs of 5 messagesneedto beupdated,thetotal overheadper
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epochbecomes184� 4µs. If �"� 2ms,the ID updatetakesup about9% of CPUtime. This motivatesus to

increase� .
Increasing� increasesthelevel of quantizationof deadlineswhich resultsin reducedschedulabilityfor

high-speedmessages.But on the other hand,the networkoverheadassociatedwith ID updates(16 bits

per epoch)decreases,leadingto increasedschedulability. For �"� 2ms,16 extra bits per epochconsume

only 0 � 8% of the networkbandwidthfor a 1Mb/sbus, but their impacton networkschedulability(dueto

their blockingeffect) is muchhigher. Our measurementsshowedthatwith this extra overhead,about2–3

percentagepointsfewerworkloadsarefeasibleunderMTS (for thesameworkloadutilization) thanwithout

this overhead.As such,increasing� canresultin a sizeableimprovementin schedulabilitydueto reduced

ID updateoverheadwhich canoffsetthelossin schedulabilitydueto coarserquantization.

Figure4 shows the effect of increasing� on schedulability. For eachdatapoint, we generate1000

workloadsandmeasurethepercentagefoundfeasibleunderMTS usingtheschedulabilityconditionsin [2].

Eachworkloadhaswith 8–15high-speedperiodicstreams,2 or 6 high-speedsporadicstreams,25low-speed

periodicstreams,and4 low-speedsporadicstreams.Deadlinesof high-speedmessagesaresetrandomly

in the0.5–2msrangewhile thosefor low-speedmessagesaresetrandomlybetween2–100ms.Periodsof

periodicmessagesarecalculatedby addinga small randomvalueto the deadline,while MIT of sporadic

streamsis setto 2s(for bothlow-speedandhigh-speedsporadicstreams).Dif ferentdatapointsareobtained

by varyingthenumberof high-speedperiodicstreamsfrom 8 to 15 which leadsto a variationin workload

utilization roughly in the50–100%range.All resultsincludetheoverheadresultingfrom 16 extra bits per

epochfor ID updates.

ThisFigureshowsthatwhen � is doubledfrom 2msto 4ms,networkschedulabilityis actuallyimproved

slightly whentwo high-speedsporadicstreamsarein theworkload.But whensix sporadicstreamsareused,

loss in schedulabilityfrom coarserquantizationis morethanthe gain from reducedID updateoverhead,

so that 1–2percentagepointsfewer workloadsarefeasible.Theseresultsshow that for light-to-moderate

high-speedsporadicloads,increasing� to 4mscontinuesto give goodperformance,andeven for heavy

high-speedsporadicloads,�#� 4msresultsin only a slightdegradationin performance.

If � is increasedto 3ms,thenthe ID updateCPUoverheadreducesto about6% of CPUtime, whereas

for �$� 4ms,it becomes4.6%of CPUtime.

7 Conclusion

TheCAN standardmessageframeformathasan11-bit ID field. If fixed-priorityscheduling(suchasDM)

is usedfor CAN, someof thesebits go unused.TheideabehindMTS is to usetheseextra bits to enhance

networkschedulability. MTS placesa quantizedform of the messagedeadlinein theseextra bits while

usingtheDM-priority of messagesin theremainingbits. Thisenhancesschedulabilityof themostfrequent

messagesin the system(high-speedmessages)so that MTS is ableto feasiblyschedulemoreworkloads

thanDM.
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Figure4: Impactof changing� on MTS schedulability.

SincemessageIDs arebasedon deadlines,they mustbeperiodicallyupdated.We presenteda protocol

to performthis updatewithout any priority inversion. This protocolconsumesabout5–6%of CPU time,

but consideringthe large improvementsin networkschedulabilitythat MTS displaysover DM, this extra

overheadis justified.

Wealsopresentedaschemeto implementMTS ontheTouCANnetworkadapterwhichis representative

of modernCAN networkadapters.The biggestchallengein implementingCAN scheduling(be it MTS

or DM) is controlling priority inversionwithin the networkadapter. We showed that becauseof CAN’s

characteristics(shortmessagesize),preemptionof a messagein the adapterby a newly-arrived, higher-

priority outgoingmessageis aneffectivemethodfor avoidingpriority inversion.

A future avenueof researchcanbe to study messagereceptionissuesfor CAN to try to reducethe

averageper-messagereceptionoverhead.Unlike messagetransmission,messagereceptiondoesnotdepend

on which networkschedulingpolicy (DM or MTS) is used.Messagereceptionoverheadscanbe reduced

by optimizing interrupthandling,usingpolling (insteadof interrupts)to detectmessagearrival, or usinga

combinationof interruptsandpolling.
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